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Summary 
The ACCC proposes not to grant authorisation to the Australian Payments 
Clearing Association Limited and current and future members of its Issuers and 
Acquirers Community to agree to implement and coordinate ‘3D Secure’ security 
measures across all relevant payment cards and all online merchants in 
Australia.  

The ACCC has decided not to grant interim authorisation for the proposed 
conduct.  

The ACCC will seek submissions in relation to this draft determination before 
making its final decision.  

The Australian Payments Clearing Association (APCA) applied for authorisation for 
APCA and relevant members to provide for the roll out of 3D Secure to all relevant 
payment cards issued in Australia, and to all online merchants in Australia. APCA has 
also sought authorisation to determine and apply fraud risk thresholds for the 
application of 3D Secure, to implement the 3D Secure measures and for a public 
communications campaign in relation to them.  

APCA seeks authorisation for five years and seeks interim authorisation. 

APCA refers to the members who propose to engage in the conduct as the ‘Issuers and 
Acquirers Community’. These members include payment scheme operators (such as 
Visa, MasterCard and eftpos) and issuers and acquirers (such as banks). 

3D Secure is a security ‘protocol’ designed to address ‘card not present fraud’, which 
occurs when an online payment card transaction is initiated by someone other than the 
card’s owner. It does this by identifying potentially fraudulent transactions and enabling 
the customer’s bank (i.e. the bank which issued the payment card to the customer) to 
take steps to verify or ‘challenge’ these transactions. If challenged, a pop-up window or 
iframe opens on the customer’s internet browser requiring an additional authentication 
step from the customer (e.g. entering an SMS code sent from their bank).  

The current version of 3D Secure is owned by Visa. However, EMV Co, which is owned 
by Visa, MasterCard, American Express, Discover, JCB, and UnionPay, has obtained 
the rights to operate the next version.  

While 3D Secure has been available to merchants on a voluntary basis for a number of 
years, APCA submits that the take-up of 3D Secure by Australian online merchants has 
been limited, notwithstanding that card not present fraud is increasing. APCA submits 
that an industry-wide approach is necessary because, in its absence, individual 
merchants are reluctant to adopt 3D Secure. APCA says that this is because merchants 
fear it makes transactions more complex for customers (resulting in higher rates of 
customer transaction abandonment) relative to their competitors who choose not to 
enrol in the 3D Secure measures. 

APCA considers that the proposed conduct will lead to the widespread adoption of 
3D Secure which will result in a significant reduction in card not present fraud in 
Australia and improve consumer confidence in the payments system (in particular, 
online payments).  

However, a number of interested parties have raised concerns about the proposed 
conduct. In particular, concerns have been raised about the cost to merchants of 
implementing 3D Secure, which APCA estimates will total up to $393 million, and 
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directly affect approximately 60,000 Australian online merchants. In addition, interested 
parties are concerned that the effectively mandatory roll out of 3D Secure to all online 
merchants in Australia would interfere with the ability or incentive of merchants to 
choose which security product to use and is likely to reduce competition and stifle 
innovation in the development of anti-fraud products.  

ACCC assessment 

The ACCC acknowledges and supports the broad aim of the proposed conduct to 
reduce card not present fraud. However, APCA has not justified why Australia should 
mandate a particular security product, which appears to be out-of-step with the 
approach taken in overseas jurisdictions. In Europe, India and Singapore, for example, 
where security measures have been mandated, a product neutral approach has been 
taken. APCA has not justified why a different approach is appropriate in Australia.  

The ACCC accepts that the proposed conduct is likely to result in some public benefits 
in the form of reducing fraud, and therefore also reducing the associated costs of 
investigating fraud and consumer inconvenience. It is also likely to reduce consumer 
confusion from multiple fraud detection approaches and increase consumer confidence 
in the payments system. However, the ACCC notes that the size of these benefits is 
uncertain. In contrast, the ACCC considers that there are significant public detriments 
that are likely to result from the proposed conduct. 

There are three principal public detriments: 

First, there is likely to be a considerable direct cost impact on a large number of 
Australian online merchants, currently quantified by ACPA as up to $393 million. The 
ACCC notes that, given individual merchants currently bear most of the cost of card not 
present fraud, they are well placed to make decisions about appropriate fraud 
prevention strategies and the cost they are willing to bear in implementing these. The 
ACCC does not accept that merchant concerns about voluntarily enrolling in 3D Secure 
justifies an industry-wide mandate of 3D Secure; the ACCC notes that merchants 
already use fraud prevention tools where there is a good business case for doing so. 

Second, the proposed conduct will likely result in significant competitive detriment 
arising from reduced competition in the supply of online fraud detection products, with 
reduced incentives for innovation and new entry into this market. 

Third, APCA seeks to mandate across the vast majority of online transactions in 
Australia one product owned by parties already active in the payments market. Such a 
mandate would position their product as the industry standard or ‘default’ fraud 
prevention tool. This is likely to impact competition between payment schemes arising 
from the ability and incentive of the owners of 3D Secure to discriminate against their 
competitors seeking access to 3D Secure. Such outcomes would also reduce the 
claimed benefits of the industry-wide adoption of 3D Secure.  

The ACCC is not satisfied that in all the circumstances the proposed conduct is likely to 
result in a public benefit that would outweigh the likely public detriment, including the 
detriment constituted by any lessening of competition that would be likely to result. 
Therefore, the ACCC proposes not to grant authorisation to APCA. 

Given this assessment, the ACCC does not consider that it is appropriate to grant 
interim authorisation to APCA.  

The ACCC now seeks submissions in response to this draft determination. 
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Abbreviations 

the ACCC the Australian Competition and Consumer Commission 

the CCA the Competition and Consumer Act 2010 

ANZ Australia and New Zealand Bank 

APCA the Australian Payments Clearing Association 

the Applicants APCA and its Issuers and Acquirers Community members 

CNP  card not present  

CPA Australia Certified Practising Accountants Australia Ltd 

IAC Issuers and Acquirers Community 

RBA Reserve Bank of Australia 

the Tribunal the Australian Competition Tribunal 
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The applications for authorisation 

1. On 28 January 2016 the Australian Payments Clearing Association (APCA) 
lodged applications for authorisation1 (A91525 & A91526) with the ACCC.  

2. APCA is seeking authorisation for itself and current and prospective members of 
its Issuers and Acquirers Community (IAC) to make changes to the IAC 
Regulations and Code Set and/or the credit, debit and charge card scheme rules 
to provide for the mandatory enrolment in 3D Secure of all relevant payment 
cards issued in Australia and all online merchants in Australia. APCA is also 
seeking authorisation to allow its IAC members to determine and apply fraud risk 
thresholds when applying 3D Secure security measures as well as to implement 
all of these measures and to fund and implement a public communications 
campaign in relation to them. APCA seeks authorisation for five years. 

3. APCA also requested interim authorisation to enable it to engage in preparatory 
conduct while the ACCC is considering the substantive application.  

The proposed conduct 

4. APCA and its IAC members are proposing to amend the IAC Regulations and 
Code Set (see paragraphs 27 to 29 below) and other rules for the purpose of 
implementing 3D Secure security measures. In particular, these amendments will 
provide for the mandatory enrolment in 3D Secure of all relevant payment cards 
issued in Australia and all online merchants in Australia.  

5. APCA describes the proposed conduct as those card schemes, issuers and 
acquirers that form the current and prospective IAC members agreeing to:  

a) Make changes to the IAC Regulations and Code Set and/or the credit, 
debit and charge card scheme rules for the sole purpose of implementing 
3D Secure security measures to provide for: 

i. the mandatory enrolment in the 3D Secure security measures 
of both all relevant payment cards issued in Australia and all 
online merchants in Australia;  

ii. the determination of fraud risk thresholds that are focused on 
targeting high risk online transactions to determine when 
3D Secure should be applied to an online transaction and when 
such an online transaction should be challenged by the use of 
dynamic authentication measures; 

iii. the application of 3D Secure security measures based on fraud 
risk thresholds to particular online transactions involving 
particular Australian based merchants in which credit, debit or 
charge card numbers are entered on the merchant’s website 

b) Implement the measures in a common timeframe; 

                                                           
1
  Authorisation is a transparent process where the ACCC may grant protection from legal 

action for conduct that might otherwise breach the Competition and Consumer Act 2010 (the 
CCA). Applicants seek authorisation where they wish to engage in conduct which is at risk of 
breaching the CCA but nonetheless consider there is an offsetting public benefit from the 
conduct. Detailed information about the authorisation process is available in the ACCC’s 
Authorisation Guidelines at www.accc.gov.au/publications/authorisation-guidelines-2013  

http://www.accc.gov.au/publications/authorisation-guidelines-2013
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c) Jointly fund and implement a public communications strategy in relation 
to the proposed arrangements.  

6. APCA has not provided details as to the form of the proposed amendments to the 
IAC Regulations and Code Set and other rules.  

7. Since lodging the authorisation, APCA has advised the ACCC that the proposed 
conduct would not require the mandatory use of 3D Secure by IAC payment 
schemes. While the ACCC is continuing to explore the practical implications, the 
current situation is that the IAC payment schemes that offer online payments (i.e. 
Visa, MasterCard and American Express) intend to engage in the proposed 
conduct.    

8. In essence, the proposed conduct involves: 

a) participating IAC payment schemes adopting the 3D Secure protocol, 
including by acquiring a licence from Visa (or upon 3D Secure v2.0 
becoming available, accessing the protocol from EMV Co2) 

b) participating payment schemes incorporating the 3D Secure protocol into 
their payment scheme rules (which apply to issuers/acquirers) 

c) acquirers requiring their online merchant customers to integrate 3D Secure 
into their websites. 

9. In practical terms, the involvement of all the key payment schemes means that 
the proposed conduct is likely to achieve close to 100 per cent enrolment of 
issuers, should it be authorised. Choosing not to adopt 3D Secure would prohibit 
issuers from issuing cards associated with any of the participating payment 
schemes (e.g. they could not issue Visa, MasterCard or American Express cards). 
It will therefore be near impossible for merchants to find an acquirer which will not 
insist on 3D secure (since most acquirers are also issuers) and such a merchant 
would not be able to service consumers using Visa, MasterCard, American 
Express or other participating payment schemes. 

Practical implications of proposed conduct 

10. The proposed conduct will have implications for Australian merchants with any 
online presence, payment scheme operators, issuers and acquirers and, through 
them, Australian consumers. 

11. APCA intends to initially mandate the enrolment in 3D Secure security measures 
of all Australian online merchants with annual turnover of more than $1 million 
online. APCA has advised it intends to target those merchants and industries that 
are subject to high CNP fraud risk in the early stages of the rollout.  

12. Under the proposed conduct, online merchants in Australia will be required to 
update their online shopping facilities to integrate the 3D Secure platform. This 
does not require a 3D Secure licence but involves reconfiguring each merchant’s 
website to accommodate an ‘iframe’ or pop-up window for each payment screen. 
APCA has estimated the cost to small merchants will be between $3000 and 
$10,000, but could be significantly higher for large merchants, or merchants that 

                                                           
2
 The next version of 3D Secure will be developed by EMV Co, which is part-owned by Visa, 

MasterCard, and American Express among others. 
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may have more complex check-outs (e.g. some airline booking websites). It states 
that small merchants that rely on a fully hosted payment page to accept card 
payments would not need to make any changes to their own websites. 

13. In order to access 3D Secure v1.x, participating payment schemes will be 
required to enter into a licence agreement with the owner of 3D Secure in order to 
access the technology and integrate it into their payment scheme and credit/debit 
cards.   

14. Issuers will also need to engage an access control server service provider. The 
access control server facilitates communication between the different parties to 
any transaction (e.g. when provided with a credit card number, it can identify and 
contact the issuing bank). 

15. As 3D Secure has been available for a number of years, most payment schemes 
in Australia already have a licence agreement with Visa (the current owner of  
3D Secure).  Future versions of 3D Secure will be owned by EMV Co, which is  
part-owned by Visa, MasterCard, and American Express among others.   

16. For consumers, the widespread adoption of 3D Secure by Australian online 
merchants resulting from the proposed conduct increases the likelihood of their 
online transactions being ‘challenged’ on the basis that their card issuer is 
concerned that the transaction may be fraudulent.  ‘Challenged’ transactions will 
result in the consumer having to verify their identity using a password or a 
dynamic input such as an SMS code sent from their bank. This process is likely to 
result in consumers experiencing less CNP fraud. 

The Applicants 

17. APCA is seeking authorisation on behalf of itself and those payment schemes, 
issuers and acquirers that form the current and prospective members of the IAC3 
(the Applicants).  

18. APCA is the self-regulatory body for Australia’s payments industry. It was 
established in 1992 to manage and develop regulations, procedures, policies and 
standards governing payments clearing and settlement within Australia. APCA 
oversees five clearing systems covering cheques, direct debits and direct credits, 
aspects of eftpos and ATM transactions, high value payments and bulk cash 
exchanges between financial institutions. 

19. Its membership comprises more than 100 industry participants over three 
categories: 

i. operators of payment schemes in Australia, being Visa, MasterCard, 
American Express, eftpos, BPay, and Austraclear 

                                                           
3
 Current parties to the proposed conduct are: American Express Australia Limited; Australia and 

New Zealand Banking Group Limited; Australian Settlements Limited; Bank of Queensland 
Limited; Bendigo and Adelaide Bank Limited; Cashcard Australia Limited; Citigroup Pty Limited; 
Coles Group Limited; Commonwealth Bank of Australia; Cuscal Limited; eftpos Payments 
Australia Limited; Indue Limited; MasterCard Worldwide (Australia) Pty Ltd; National Australia 
Bank Limited; Suncorp-Metway Limited; Tyro Payments Limited; Westpac Banking Corporation; 
Woolworths Limited; Visa AP (Australia) Pty Ltd. 
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ii. banking and credit service providers, including all major Australian banks, 
many smaller Australian banks and credit unions, and a number of 
internationally based banks with a presence in Australia 

iii. Coles and Woolworths, who participate as credit card issuers and interested 
parties. 

20. On 1 July 2015, APCA established the IAC, which is a subset of APCA members. 
The IAC is a forum for payment scheme operators, issuers, acquirers, and 
interested parties to discuss matters relating to the industry, as well as establish 
self-regulatory rules and guidelines. 

Background
4
 

Payment systems 

21. Financial institutions such as banks and credit unions provide a means for 
individuals and businesses to make payments to each other. The institutional 
infrastructure within which such transactions occur is referred to as the payment 
system. A payment system carries payment messages (in the form of payment 
instruments such as cheque, credit card, etc.), which result in the transfer of funds 
from one party’s account to another’s. 

22. If parties to a transaction within a payment system maintain accounts with 
different banks/credit unions, a payments clearing and settling process is required 
between those payment organisations. The clearing and settling process allows 
changes in customers’ accounts to be reflected, and to pass value between those 
accounts to reflect the net value of the transaction.  

23. Clearing involves the cross-institutional exchange of individual payment 
messages for the purpose of obtaining settlement. Settlement is the exchange of 
value between institutions. 

24. APCA’s role is regulatory; it does not process payments itself. Rather, APCA 
coordinates payments clearing arrangements for those clearing systems it 
administers. Individual institutions (e.g. financial institutions) are responsible for 
operating their own clearing systems and must conduct their operations according 
to APCA’s rules as set out in the regulations and procedures for each of APCA’s 
clearing systems.  

25. The proposed conduct involves the following payment systems participants: 

 Payment scheme:  A network that allows for payment information to be 
exchanged between financial institutions (e.g. the Visa, MasterCard and 
American Express networks, the eftpos network, BPay, PayPal). 

 Credit/debit cards, eftpos cards and multi-network cards:   

o Credit card providers, such as Visa and MasterCard, typically offer 
‘credit cards’ that come with a credit facility from which the 
consumer can borrow. Transactions on these cards are 
communicated through the credit card’s payment scheme (e.g. the 
Visa network). 

                                                           
4
 Information in this section has been taken from APCA’s submissions in support of its 

application.  
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o Credit card providers now also provide ‘debit cards’, which do not 
come with a credit facility but simply link to the consumer’s savings 
account. As with credit cards, transactions on these cards are 
communicated through the card’s payment scheme (e.g. the Visa 
network). 

o eftpos cards operate similarly to a debit card, linking directly to the 
consumer’s savings (or cheque) account. However, eftpos cards 
use the eftpos network for communicating transactions. eftpos is 
planning to enter online payments. 

o Multi-network cards are cards that can use two networks. Typically, 
multi-network cards combine a debit card and an eftpos card. At 
physical retailers, consumers with multi-network cards can choose 
whether to use the debit card’s network (by selecting ‘Credit’) or 
the eftpos network (by selecting ‘Savings’ or ‘Cheque’).  

 Issuer:  A credit/debit/eftpos card issuer (usually a bank), which provides 
consumers with a card associated with one of the payment schemes (e.g. Visa).  

 Acquirer:  A financial institution (usually a bank) that offers merchants the 
service of receiving and processing credit/debit card payments. Not all acquirers 
are able to accept payments from all payment schemes (e.g. some acquiring 
banks do not accept payments on the American Express network, which is why 
retailers cannot accept those cards at checkout). 

 Access Control Server:  Access control servers are provided by specialist third 
parties.  Under the proposed conduct, each issuer will be required to engage an 
access control server provider. Access control server providers have two main 
functions regarding the proposed conduct:   

o they run the 3D Secure protocol and make fraud risk decisions on 
behalf of the card issuer 

o they facilitate communication between the merchant’s website and 
the card issuer, so that verification information can be relayed from 
the consumer to the issuer and back again. 

Authorisation of the IAC Regulations and Code Set 

26. In August 2015, the ACCC granted authorisation to APCA for the certification, 
suspension and termination provisions of its proposed IAC Regulations and Code 
Set (A91497 & A91498). 

27. The IAC Code Set contains a large number of technical standards and operational 
requirements that apply to IAC members with respect to Australian card 
payments. The Regulations for the IAC contain provisions relating to the 
corporate governance of the system. 

28. The proposed conduct in the current applications will be implemented by 
amending the IAC Regulations and the IAC Code Set for the purpose of 
implementing 3D Secure security measures. In this way, it interacts with the 2015 
authorisation.   

Card not present fraud  

29. The vast majority of online transactions involve the use of a credit or debit card 
attached to one of the international payment schemes (Visa, MasterCard and 
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American Express). Alternative online payment methods, such as BPAY and 
PayPal, are large but secondary payment methods. eftpos is also looking to enter 
the online payments market. As a result, the vast majority of online transactions 
involve cardholders across Australia being required to enter a credit/debit card 
number, the expiry date and the card verification value code (CVC) into a 
merchant website or app.  

30. Online transactions involve the card not being physically available for the 
merchant to inspect at the time of the transaction, and therefore are referred to as 
‘card not present’ or CNP transactions. 

31. CNP fraud occurs where a transaction is initiated using a credit, debit, or charge 
card by someone other than the card’s owner. Card details can be obtained 
illegally through a variety of methods such as card theft, malware, merchant 
database hacking, or ‘phishing’ scams.  

32. The ACCC notes that:  

a) APCA submits that in 2014, fraud on Australian payment cards increased 
from 46.6 cents to 58.8 cents in every $1000 spent and CNP fraud made 
up 77 per cent of all payments card fraud in Australia by value. 

b) The RBA estimates that the rate of domestic fraud for CNP transactions 
is higher than overall domestic card fraud and has increased from $0.94 
per $1000 transaction in 2013-14 to $1.20 in 2014-15. 

33. According to the Reserve Bank of Australia (RBA), using APCA data, domestic 
CNP fraud transactions accounted for $118 million of losses in 2014-15. This 
figure is derived from $465 million total losses from fraudulent debit, credit and 
charge card transactions on cards issued and/or acquired in Australia, of which 
$370 million relates to CNP transactions, of which $118 million are domestic CNP 
transactions (the focus of the proposed conduct).  

34. For merchants not currently using 3D Secure, CNP fraud results in lost revenue. 
When a transaction is identified as fraudulent by the card owner, its bank will 
initiate a ‘charge-back’ that results in the relevant payment being deducted from 
the merchant’s account. That is, the direct cost of CNP fraud is currently borne 
principally by merchants, which is likely to be passed on to consumers in the form 
of higher prices for products. 

Online fraud detection industry  

35. A range of products aimed at targeting and preventing CNP fraud exist. These 
products use a combination of methods to mitigate the risk of CNP fraud, 
including: 

a) data analytics, which seek to identify suspicious transactions or devices 
and flag or stop the relevant transaction from being completed 

b) tokenisation, in which the cardholder information in a merchant database 
is converted into a form in which it cannot be used for CNP fraud 

c) biometrics (e.g. voice recognition) in which a cardholder seeking to 
complete a transaction that has been flagged as potentially suspicious is 
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required to provide a ‘voiceprint’ in response to an issuer system 
telephone call 

d) authentication processes such as security token or SMS that involves 
passwords to be used by cardholders to complete transactions. This is 
referred to as a two-factor cardholder authentication process, in that the 
cardholder requires both information from the card and the password 
(separate to the card) to complete the transaction. 3D Secure is a  
two-factor authentication product. 

36. At present, online merchants in Australia have a choice as to whether they use a 
fraud prevention product at all and, if they choose to do so, what type of product 
they adopt and at what cost (the exception to this is that merchants who exceed 
the fraud thresholds permitted in the rules of the global payment schemes have to 
adopt 3D Secure). Some merchants have already implemented products such as 
3D Secure or have developed anti-fraud programs of their own.  

The 3D Secure protocol 

37. 3D Secure is a security ‘protocol’ for online credit and debit transactions. The 
protocol is used to identify potentially fraudulent transactions by analysing a 
proposed transaction against that consumer’s previous spending habits, and then 
enabling the issuer to challenge the transaction, if necessary. If challenged, a  
pop-up or iframe window opens on the consumer’s internet browser and the 
cardholder is required to complete an additional authentication step (e.g. enter a 
code sent to the cardholder by SMS from their bank) in order to complete the 
transaction. 

38. To work, 3D Secure needs to be utilised by all parties to the transaction. That is, 
the bank that issued the credit/debit card, the card’s payment scheme (e.g. Visa), 
the merchant’s bank (the acquirer) and the merchant’s website must all have 
3D Secure in place for the system to function. 

39. An online transaction involving 3D Secure security measures involves many 
additional steps compared to a regular online transaction. At a high level, after a 
consumer enters their card details into a website, steps following the 3D Secure 
protocol include: 

a) the merchant’s website routing the transaction to an access control 
server  provider that is contracted by the card issuer to apply fraud risk 
analytics  

b) the access control server analysing the transaction’s fraud risk using 
available data on the transaction, the cardholder, and the cardholder’s 
past transaction behaviour  

c) the issuer determining whether or not to challenge the transaction based 
on the level of risk identified 

d) if the issuer challenges the transaction, the cardholder is required to 
complete an authentication step, such as entering a password provided 
by the issuer  

e) upon the cardholder entering the correct password, the issuer 
immediately approves the transaction. 

The processes are set out visually in Figure 1 and Figure 2. 
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Figure 1: Fraud detection without 3D Secure 

 

Figure 2: Fraud detection with 3D Secure 

 

 

40. Issuing banks in Australia currently accept the liability for CNP fraud which occurs 
after a merchant has integrated 3D Secure into its website. That is, if a CNP fraud 
transaction is not caught by 3D Secure, the issuing bank will accept the loss 
rather than initiate a charge-back against the merchant. APCA has submitted that 
issuers will continue to accept liability for CNP fraud which occurs where  
3D Secure has been implemented under the proposed conduct. However, this is 
not a formal commitment as part of the application.  

41. While the first version of 3D Secure (v1.x) was launched in Australia around 
10 years ago, the product has not been widely adopted on a voluntary basis by 
merchants (APCA submits only about three per cent of merchants have enrolled 
in 3D Secure security measures). APCA submits that this is due to concerns 
about consumers abandoning transactions that are challenged by the 3D Secure 
system to provide authentication. It says that merchants fear that ‘friction’ in the 
check-out process (e.g. requiring customers to complete an additional 
authentication step) can result in consumers abandoning purchases on the 
merchants’ websites and instead trying other websites where friction is lower, or 
not making the purchase at all. 

42. 3D Secure v1.x was developed by Visa and marketed to customers under the 
brand Verified by Visa. APCA submits that 3D Secure v1.x is currently available 
from the three major payment schemes and all major issuers (although they do 
not insist their customers use it), third-party providers of online shopping platforms 
(referred to as ‘payment gateways’) and acquirers of online transactions, and has 
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been adopted by some merchants. For example, Visa has licensed  
3D Secure v1.x to MasterCard and American Express, who have each developed 
platforms using the 3D Secure protocol, which are marketed as  
MasterCard SecureCode and American Express SafeKey respectively.  

43. 3D Secure v2.0 will be developed by EMV Co, which has obtained the rights to 
3D Secure. EMV Co is owned by Visa, MasterCard, American Express, Discover, 
JCB, and UnionPay. APCA states that EMV Co has indicated that it will make 
available the 3D Secure v2.0 protocol in open access format in late 2016 and that, 
at that time, it will be available to all current and prospective payment schemes 
without charge and without the need to enter into commercial arrangements in 
relation to the right to use the 3D Secure protocol.  

44. The interaction between the relevant parties is depicted below: 

Figure 3: Contractual arrangements for 3D Secure  

 
3D Secure v1.x 
Owned by Visa 

 
3D Secure v2.0 

To be owned by EMV Co (Visa, MasterCard, American Express, Discover, JCB, 
UnionPay) 

 
 
 

Payment schemes 
Visa, MasterCard, American Express, eftpos 

 
                                                           

 
Issuers 

e.g. banks 
 

Acquirers 
e.g. banks 

 
  

Cardholders Merchants 
 

 

Consultation 

45. The ACCC tests the claims made by an applicant in support of its application for 
authorisation through an open and transparent public consultation process.  

46. The ACCC invited submissions from a range of potentially interested parties 
including issuers, acquirers, scheme operators, merchants, consumer groups, 
government departments and regulatory bodies. 

47. APCA lodged a supporting submission alongside its applications, and then 
provided a supplementary submission in response to interested party 
submissions. It also provided a response to an ACCC information request. 
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48. The ACCC received 11 submissions from the following interested parties: 

 RBA 

 Australia and New Zealand Bank (ANZ) 

 Commonwealth Bank 

 Qantas 

 Webjet 

 Woolworths 

 CPA Australia 

 Small Business Commissioner of South Australia  

 PayPal 

 eftpos 

 Indue.5 

 
49. The submissions by APCA and interested parties are considered as part of the 

ACCC’s assessment of the applications for authorisation. All public submissions 
are available on the public register on the ACCC’s website. 

The Applicants 

Future with and without 

50. APCA submits that without the proposed conduct, the implementation of 
3D Secure will be ‘limited, or at least delayed’. In addition, in the absence of the 
proposed conduct, cardholder confusion and merchant reluctance to adopt  
3D Secure will continue, as well as a growth in CNP fraud and associated costs.  

51. APCA submits that the future without the proposed conduct will lead to 
undermined consumer confidence in the payments system arising from the 
increased rate of growth of CNP fraud. 

Public benefits 

52. Consequently, APCA suggests the public benefits arising from the proposed 
conduct are the corollary of the detriments of the ‘future without’ the proposed 
conduct, namely:  

 the wider, or at least faster, adoption of an effective approach to address CNP 
fraud 

 a reduction in cardholder confusion and costs to merchants arising from an 
industry-wide consistent approach to CNP fraud and communicating the 
3D Secure process to consumers 

 a reduction in CNP fraud and consequent costs imposed on consumers and 
merchants 

                                                           
5
  A provider of  financial payment products and settlement services 
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 increasing consumer confidence in the payments system and the integrity of 
online payment card transactions in Australia.  

Public detriments 

53. APCA submits that the proposed conduct ‘is unlikely to give rise to significant 
public detriments in terms of an adverse impact on competition, an impact on 
merchants or an impact on customers’. 

54. In terms of the impact on competition, APCA submits that the scope of the 
arrangements is limited to those aspects of online fraud mitigation that cannot be 
addressed through competition and innovation. It states that the proposed 
conduct would require the use of the 3D Secure protocol only and does not 
prescribe the use of particular payment scheme operators, issuers, or acquirers. 

55. APCA accepts that the proposed conduct may involve some merchants being 
required to participate in ‘a process that they do not perceive to be necessary, 
namely, the mitigation of CNP fraud’. Nonetheless, APCA suggests that this 
resistance will be addressed by the coordinated industry-wide nature of the 
proposed conduct.  

56. APCA states that the proposed conduct will not give rise to any detriments to 
consumers as consumers likely already have everything they will need to 
participate in online transactions that are challenged by 3D Secure (e.g. the ability 
to receive an SMS from their bank). 

Interested parties 

Submissions in support 

57. The Australia and New Zealand Bank (ANZ) is aware of APCA’s application and 
notes it ‘supports the intent’ of the proposed conduct, and is looking forward to 
working with APCA members to finalise a practical and appropriate 
implementation.  

58. The Commonwealth Bank of Australia (CBA) notes it is an active Appointing 
Member of APCA and is supportive of the application for authorisation. The CBA 
endorses APCA’s views that the public benefits in support of a potential 
authorisation would exceed any detriments; in particular, the coordinated 
implementation of 3D Secure would deliver a superior experience for consumers 
and merchants, fraud levels would be lower as a consequence of the proposed 
conduct; and combined these benefits would foster greater confidence in the 
online marketplace.  

59. Woolworths indicates its status as an ‘active member of the Australian Payments 
Clearing Association’ as well as its support of the applications submitted by 
APCA. Woolworths notes that the increase in the rate of fraud in online 
transactions is a ‘huge concern for Woolworths’ online brands’. Consequently, 
Woolworths is supportive of APCA’s intent for an industry co-ordinated approach, 
and believes that 3D Secure technology provides better protection to the 
consumer and merchant alike.  

60. Indue notes its membership of APCA and indicates its support of the APCA 
application for three reasons: firstly, the public benefit of a single communications 
message around the changes cardholders would experience online; secondly, 
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eliminating the cost of fraud which is ultimately borne by the consumer in the form 
of higher prices; and thirdly the reduction of implementation costs borne by 
financial institutions and merchants by allowing implementation in a common 
timeframe.  

Submissions raising concerns  

APCA stakeholders 

61. The Reserve Bank of Australia (the RBA) welcomes industry efforts to reduce 
fraudulent use of payment methods and expresses in-principle support for 
APCA’s application for authorisation. The RBA also notes coordinated industry 
action is likely to provide the quickest path to reducing CNP fraud losses. 
However, the RBA submits the ACCC should consider the possibility for the 
initiative to competitively disadvantage some payment schemes, given the 
conduct relies upon proprietary technology owned by one particular payment 
scheme.  

62. eftpos indicates its support for the need for improved online security and the idea 
of setting common security principles. However, eftpos expresses concerns that 
the selection of a specific, competitively owned fraud management tool for 
adoption by all schemes may weaken eftpos’ competitive position unless certain 
licensing and access outcomes, including cost and access, can be ensured. 
eftpos submits its attempts to obtain ‘reasonable access’ to 3D Secure v1.x have 
not been productive. eftpos further indicates that transactions derived from 
multi-network debit cards that may have been intended to be eftpos transactions 
would be force routed to one of its competitors’ networks, effectively locking 
eftpos out of competing for those transactions. eftpos notes the application did not 
specify which version of 3D Secure would be required, meaning future versions of 
3D Secure (i.e. v2.0) may be the required version.  

Other payments stakeholders 

63. PayPal also welcomes industry attempts to combat payment-related fraud. 
However, PayPal makes the following observations: 

 PayPal is supportive of the proposed conduct’s exclusion of online transaction 
types such as those involving digital wallets and those involving card numbers 
held ‘on file’ by a merchant for use on their website. Consequently, PayPal 
submits the final version of the APCA rules which mandate 3D Secure should 
clarify that ‘any transactions or payments processed via a digital wallet (such as 
PayPal) are exempt from the operation and effect of the rules’.   

 PayPal notes it was unclear whether the application would apply to both website 
and smartphone application payments.6 

                                                           
6
 APCA has clarified that certain low risk transactions, such as transactions involving digital 

wallets or card numbers held ‘on file’ by a merchant for use on their website, have not been 
included in the scope of the application. The arrangements provide for 3D Secure to be applied 
to online transactions in which a card number is entered on the merchant’s website by the 
cardholder regardless of the platform or interface and including desktop, laptop and mobile 
based transactions (including apps). 
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 The proposed 3D Secure mandate could lead to distortions in consumer 
shopping behaviour in favour of cross border transactions not subject to 
3D Secure, if all domestic online purchases would be subject to 3D Secure. 

 Mandating 3D Secure may have an adverse impact on innovation in anti-fraud 
technology development by third parties – currently a growth area for 
incumbents and new entrants in the payments space. 

 Given the application excluded transactions where card numbers were held on 
file by a merchant for use on their website, reputable payment gateways that 
hold ‘cards on file’ and perform transaction monitoring should also be exempt. 

Merchants and business stakeholders 

64. Qantas submits there is no value or benefit for merchants or consumers in the 
approach proposed by APCA and the proposed conduct would stifle competition 
in the supply of card verification processes. It submits that merchants should have 
the ability to implement their preferred fraud prevention measures independently, 
rather than to acquire a third party product that may not be the most suitable for 
them. Qantas says that the additional process of 3D Secure would not only 
impose further costs, but add further complications to the consumer’s online 
transaction experience, likely resulting in lost revenue due to ‘cart abandonment’ 
which would exceed potential losses from fraud. The proposed conduct, in 
Qantas’ view, would benefit only the payment schemes and 3D Secure providers 
and cause significant detriment to merchants and consumers.  

65. Webjet submits the application: was designed to ensure an APCA member’s 
product was implemented across the industry; would force merchants to bear the 
cost of installing 3D Secure even if they had already installed different fraud 
prevention solutions; would force the industry into one solution and would 
adversely impact innovation and competing solutions; would force customers to 
have a less streamlined purchasing experience; and place Australian online 
merchants at a competitive disadvantage to their global competitors. Webjet notes 
the Applicants chose not to mandate an industry wide standard, rather they 
propose to mandate a particular product owned by payment schemes that are 
members of APCA. 

66. The Small Business Commissioner of South Australia expresses concerns 
regarding the risk that ‘businesses will be subject to extra processes and costs in 
implementation’. The Commissioner also indicates concern that the authorisation 
was designed to ’effectively create a cartel to try and protect the payments 
market’ against other innovations in the market.  

67. CPA Australia indicates its support for initiatives that reduce the risk of credit card 
fraud, although it indicates it does not believe a mandatory roll out of the  
3D Secure platform across online merchants at the exclusion of competing 
technologies is in the public interest. CPA Australia reiterates PayPal’s 
submission that the 3D Secure platform is not the only commercially available 
technology solution to credit card fraud, and stresses the need for the ACCC to 
consider the potential adverse impact the proposed conduct would have on the 
market and competition more generally. CPA Australia also notes the 
submissions of both the RBA and PayPal that the proposed conduct may place 
Australian online merchants at a competitive disadvantage relative to their 
overseas rivals.  
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APCA supplementary submissions 

68. In response to the issues raised by interested parties, APCA made the following 
points:  

 Most interested party submissions support the application and the isolated 
issues that have been raised are not relevant to public benefit or detriment. 

 3D Secure is accepted as an effective fraud security measure and is provided at 
a low cost for merchants to implement relative to other fraud security measures. 
3D Secure is effective in combating fraud and will be more effective if it is 
implemented on a mandatory basis.  

 While other fraud solutions are available, they are expensive and are not likely 
to be taken up by the majority of small merchants. The fraud security thresholds 
that APCA will develop will recognise the investments made by large Australian 
online merchants. 

 APCA will ensure that the 3D Secure arrangements will offer a good customer 
experience, will be implemented consistently and will be supported by a 
comprehensive communications campaign, in order to minimise consumer 
abandonment rates. 

 No conflict of interest issues arise given APCA’s structure and Board 
representation arrangements. 

 Access to 3D Secure is readily available and accessible to market participants 
and Visa has provided access in the past. EMV Co will provide access to 
3D Secure v2.0 in late 2016, when it will no longer be necessary to enter into 
commercial arrangements with Visa in order to use 3D Secure. APCA’s 
application gives it the flexibility to adopt either the current version of 3D Secure 
(v1.x) or 3D Secure v2.0. To the extent that there are any issues with the 
comprehensive implementation of 3D Secure v1.x, APCA would be able to delay 
implementation until the issues are addressed or 3D Secure v2.0 is available. 

69. APCA also provided further detail about the proposed conduct, in response to a 
request for information from the ACCC. In that response, it submitted, in summary, 
that:   

 Only payments schemes will require a right to use, or have access to, the 
3D Secure protocol in order to implement 3D Secure, and this would only be 
necessary in relation to 3D Secure v1.x. Further, only those schemes that are 
currently IAC members and who choose to be part of the 3D Secure 
arrangements will require access.  

 The proposed conduct does not provide for 3D Secure to be forced on a 
payment scheme, including any new entrant to the provision of online payments. 
To the extent the 3D Secure arrangements can be viewed as being ‘forced’ on 
any party, this is limited to issuers, acquirers, merchants and cardholders (but 
not payment schemes).  

 The parties that currently require access to the 3D Secure protocol (Visa, 
MasterCard and American Express) do have access to 3D Secure, and any new 
entrant will be able to obtain access either from Visa (v1.x) or EMV Co (v2.0). 

 APCA has had no involvement in the process, or knowledge of the terms upon 
which, Visa has allowed other payment schemes to use the 3D Secure protocol 
to date. 
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 The costs of CNP fraud fall directly on merchants, and it is unlikely the costs of 
CNP fraud will be reduced or addressed in the absence of the 3D Secure 
arrangements. Further, the proposed conduct provides a substantial benefit to 
online merchants by permanently transferring liability for all future CNP fraud 
losses to issuers and only imposing a manageable one-off cost of reconfiguring 
their websites.  

 APCA estimates an approximate cost impact on merchants of up to $393 million, 
although APCA expects the figure to be lower.  

 The 3D Secure protocol is the default global standard for online transaction 
fraud security. It is not a standard in the formal sense and there are no other 
online transaction fraud security standards that apply on a global basis. It is the 
default standard because it is effective and has been deployed by the global 
payment schemes that are responsible for the vast majority of online payments 
in each country and on a global basis.  

 

ACCC assessment 

70. The ACCC’s assessment of the proposed conduct is carried out in accordance 
with the relevant net public benefit tests7 contained in the Competition and 
Consumer Act 2010 (Cth) (the CCA). In broad terms, the ACCC may grant 
authorisation if it is satisfied that the likely benefit to the public from the proposed 
conduct would outweigh the likely detriment to the public, including from any 
lessening of competition. 

Relevant areas of competition 

71. The ACCC considers that the precise definition of the relevant areas of 
competition is not required for assessing the proposed conduct. The ACCC can 
consider the areas of competition in a broad sense when assessing any public 
benefits or detriments likely to arise from the proposed conduct. 

72. APCA submits that the relevant areas of competition are the payments system 
markets in Australia in which credit, debit and charge card services are provided 
by: 

 financial institutions to cardholders and merchants; and 

 payment scheme operators to financial institutions.  

73. Webjet submits that the relevant areas of competition should include providers of 
fraud detection tools to the finance and online commerce industries. 

74. Rather than the proposed conduct being confined to Australia, interested parties 
such as Webjet, Qantas and CPA Australia submit that the proposed conduct 
could impact overseas merchants as well, because the additional friction in 
3D Secure transactions may negatively affect the competitiveness of Australian 
merchants relative to overseas online businesses (who are not required to 
implement 3D Secure).   

                                                           
7
  Subsections 90(5A), 90(5B), 90(6), 90(7), 90(8).  
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75. The RBA considers that the proposed conduct could also reduce fraud related to 
international transactions. The RBA notes two types of international transactions: 

 ‘Inbound’ transactions are when cards issued overseas are used to purchase 
from Australian online merchants; and 

 ‘Outbound’ transactions are when cards issued in Australia are used to 
purchase from overseas-based online merchants. 

76. The RBA notes that whenever the relevant card is enrolled in 3D Secure (whether 
by an Australian or overseas issuer) and the online merchant has 3D Secure 
operating on its website, the fraud detection protocol will be applied. Therefore, 
the proposed conduct may help reduce fraud on overseas-based online 
merchants’ websites and may also prevent fraudulent transactions occurring on 
Australian merchant websites when the card is issued overseas. 

77. The ACCC broadly accepts the submissions made by the Applicants and 
interested parties on the relevant areas of competition. Regarding payment 
systems, the ACCC considers that only payment methods that can be used to 
make online purchases (or are likely to develop that capacity in the near future) 
are likely to be affected by the proposed conduct. For example, payment methods 
such as cash and cheque are unlikely to be relevant to the proposed conduct, but 
payment schemes such as PayPal are likely to be relevant.   

78. The ACCC has assessed the applications for authorisation in the context of the 
following areas of competition: 

 the supply of payments systems in Australia that can be used to make online 
purchases (i.e. payment schemes)  

 the online sale of numerous products to consumers by merchants and other 
organisations in Australia 

 the supply of online fraud detection and prevention products and services to 
Australian merchants, and to financial institutions that facilitate online commerce 
in Australia. 

Future with and without 

79. To assist in its assessment of the proposed conduct against the authorisation 
tests, the ACCC compares the benefits and detriments likely to arise in the future 
with the conduct for which authorisation is sought against those in the future 
without the conduct the subject of the authorisation.  

80. In the future with the proposed conduct, participating payment schemes will 
individually begin amending their service terms and conditions with issuers and 
acquirers, who in turn would require online merchants to implement 3D Secure 
into their website(s). APCA estimates that by the end of the requested five year 
period of authorisation, participating acquirers will have rolled the changes out to 
all their online merchant customers. 
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81. The ACCC notes that the IAC includes all the major payment schemes in 
Australia and, therefore, that the future with the proposed conduct involves 
essentially all Australian online merchants implementing 3D Secure in the next 
five years. Some merchants that do not wish to implement 3D Secure may 
choose to cease using acquirer services and either: 

 cease trading online; or 

 continue trading online but only accept payment via non-participating schemes 
(e.g. PayPal, BPay, etc). However, given the limited use of these alternative 
payment schemes, this option is unlikely to be suitable for most merchants. 

82. The ACCC notes that in the future with the proposed conduct, participating 
payment schemes will also make 3D Secure a mandatory component of their 
service terms and conditions to issuers and acquirers. Therefore, as online 
merchants integrate 3D Secure into their websites, all transactions on those 
websites using participating payment scheme cards (e.g. Visa cards, MasterCard 
cards, etc) will be routed through the 3D Secure protocol. 

83. It is not clear to what degree other developments may influence this future. Online 
payments are a growing area of economic activity and the means by which 
consumers pay for goods and services online is likely to change over time. For 
example, digital ‘wallets’ such as PayPal are an increasingly popular alternative to 
traditional payment methods, and mobile phone providers are also providing 
these services with Apple Pay and Android Pay beginning to facilitate payments in 
Australia. Other alternatives, such as Bitcoin, may grow in use in the future as 
well. However, given that the proposed conduct will be rolled out in the next few 
years, it is unlikely that these alternative payment schemes (for which 3D Secure 
will not be mandatory) represent a viable alternative to merchants seeking to 
avoid the requirement to implement 3D Secure. 

84. APCA submits that without authorisation, the likely future without the proposed 
conduct would involve the limited, or at least delayed, implementation and 
acceptance of 3D Secure as a CNP fraud mitigation measure. APCA further 
suggests that the future without the proposed conduct would include the 
continued growth of CNP fraud and other consequent costs to both consumers 
and merchants, as well as undermined consumer confidence in online payments 
systems.  

85. The ACCC considers that in the absence of the proposed conduct, merchants will 
decide whether the benefits of 3D Secure will outweigh its costs, except where it 
is imposed on them because they have exceeded the fraud thresholds permitted 
in the rules of the global payment schemes. The ACCC notes that previous 
experience demonstrates that online merchants are reluctant to utilise 3D Secure 
on a voluntary basis, due to the cost of implementing 3D Secure into their 
websites and concerns over transaction abandonment. This means the likely 
future without the conduct involves a limited and/or delayed implementation of  
3D Secure, compared with the likely future with the conduct.    

86. However, the future without the proposed conduct is more likely to involve 
alternative fraud prevention tools being developed and used in Australia. This is 
because the proposed conduct, by requiring all Australian online merchants to 
incur the cost of implementing 3D Secure, makes it less likely that Australian 
merchants will invest in other fraud prevention tools.  
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87. There are other commercially available CNP fraud prevention tools used by 
Australian merchants already. PayPal states that ‘[t]hird party fraud management 
for payments is a growth area—both incumbents and new entrants in the 
payments space are developing solutions to monitor transactions and manage 
fraud’.8 Accordingly, while the future with the proposed conduct involves 
3D Secure being rolled out across Australian online merchants, the future without 
is likely to also include an increase in fraud prevention technologies being used by 
Australian merchants, even if that uptake occurs more slowly and involves a 
variety of fraud prevention tools. 

88. Therefore, on the basis of the information provided to it by the Applicants and 
interested parties, the ACCC considers the future without the proposed conduct is 
likely to be the status quo, i.e., a continued lower level of take-up of 3D Secure, 
with larger online retailers in particular likely to adopt alternative security solutions 
to combat CNP fraud where those alternatives are considered more appropriate 
to their specific business. Other retailers are likely to adopt fraud prevention tools 
(including 3D Secure) if the benefits of those tools are greater than the cost to the 
merchant. As is currently the case, these decisions will be made by each 
merchant in accordance with their individual requirements.  

Public benefit 

89. The CCA does not define what constitutes a public benefit and the ACCC adopts a 
broad approach. This is consistent with the Tribunal which has stated that the term 
should be given its widest possible meaning, and includes: 

…anything of value to the community generally, any contribution to the aims 
pursued by society including as one of its principal elements … the achievement of 
the economic goals of efficiency and progress.

9
 

90. Having regard to the submissions of APCA and interested parties the ACCC has 
considered the claimed public benefits of the proposed conduct.  

91. APCA submits that despite a concerted effort, the payments industry has been 
unable to arrive at an effective solution to address online payment transaction 
fraud. APCA submits that a key issue that has limited the introduction of 
3D Secure is the extent to which it has created cardholder confusion and 
transaction abandonment. The potential for loss of sales has therefore deterred 
online merchants from adopting 3D Secure.   

92. APCA submits that the CNP fraud Working Group (established by the IAC) 
determined that 3D Secure is the most effective way to combat CNP fraud. 
Further, a coordinated or industry-wide mandatory adoption of 3D Secure is 
necessary to overcome or minimise any negative impact on cardholders and 
merchants. APCA therefore submits that there are likely to be significant public 
benefits arising from the proposed conduct: 

 the widespread, or at least faster, adoption of an effective approach to address 
CNP fraud in Australia in the form of the 3D Secure arrangements, with a larger 
pool of transactions increasing its effectiveness  

                                                           
8
  See PayPal’s 26 February 2016 submission, page 2. 

9
  Queensland Co-operative Milling Association Ltd (1976) ATPR 40-012 at 17,242; cited with 

approval in Re 7-Eleven Stores (1994) ATPR 41-357 at 42,677. 
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 a reduction in CNP fraud and associated costs 

o CNP fraud rates in jurisdictions in which 3D Secure has been introduced 
on a mandatory basis indicate that it is highly effective in reducing CNP 
fraud. In addition to savings from fraud itself, there are also cost savings 
associated with investigating suspected fraud 

o the conduct will prevent online businesses failing as a result of CNP 
fraud  

 reduced costs for merchants  

o relatively low cost to merchants to implement an effective CNP fraud 
prevention measure, combined with issuers taking on the liability for 
fraud  

o reduction in costs to merchants arising from an industry-wide consistent 
approach to addressing CNP fraud and in communicating the 3D Secure 
process to cardholders 

 assimilation with the fraud prevention system used overseas 

 reduced cardholder confusion during implementation of fraud prevention arising 
from an industry-wide adoption of 3D Secure and an effective consumer 
education campaign 

 increased consumer confidence in the payments system arising from the 
industry addressing the issue of CNP fraud.   

93. Indue, Commonwealth Bank, ANZ and Woolworths Limited support the 
application and APCA’s public benefit claims.  

94. A number of the submissions support a coordinated approach to addressing CNP 
fraud in principle, but have some concerns with the proposed conduct as a means 
to achieve this. These concerns are discussed further under Public detriments.  

ACCC view on public benefits 

Rationale for the proposed conduct 

95. APCA submits that the proposed conduct will address a market failure that has 
prevented a high take-up of 3D Secure by merchants. It argues that the reason for 
the low take-up of 3D Secure to date is that merchants are worried that they will 
have higher rates of transaction abandonment under 3D Secure and be 
disadvantaged relative to their competitors. APCA submits that this is despite the 
fact that there are significant advantages for merchants and some merchants do 
not appreciate the cost of CNP fraud.  

96. The ACCC notes that merchants currently incur the cost of CNP fraud in the form 
of ‘charge-backs’, and therefore should have the incentive to utilise cost-effective 
fraud detection technologies.  

97. Where merchants bear private costs from online CNP fraud, they should be 
expected to deploy solutions where the benefits they receive (in terms of reduced 
costs of fraud) outweigh the costs they would incur from installing these systems. 
In this regard:  

 some larger merchants – such as Webjet and Qantas – or high risk online 
businesses have already installed significant fraud detection systems  
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 payment gateways often have fraud detection options that merchants can opt 
into for a fee 

 if fraud increases significantly over time (as APCA forecasts), merchants will 
have an increasing incentive to adopt 3D Secure or other fraud prevention 
programs voluntarily. 

98. The ACCC considers that if online merchants are unwilling to voluntarily incur the 
cost of integrating 3D Secure (or any other fraud prevention tool) into their 
website, the most likely explanation is that they do not consider these products to 
be worth the cost (including the cost of reduced sales caused by consumer 
abandonment). 

99. It is also relevant that when taking steps to address CNP fraud, overseas 
jurisdictions have not mandated the use of a particular product. It is not clear why 
the Australian experience warrants a different approach. 

100. In relation to the overseas experience, APCA notes that: 

3D Secure has been implemented broadly in Europe pursuant to policy established 
by the European Banking Authority… 

3D Secure has been mandated in Singapore by the Monetary Authority of 
Singapore… 

In each instance, these steps have been taken without making reference to the 
3D Secure protocol. 

101. While the ACCC notes APCA’s statement that 3D Secure has been used by the 
card industry to comply with the policy requirements of some overseas authorities, 
there is an important distinction between setting policy standards and mandating 
a particular proprietary product, as APCA is proposing in this application. Indeed, 
in making its final recommendations for the security of internet payments, the 
European Central Bank stated that its recommendations had been formulated as 
generically as possible to accommodate continual technological innovation and 
that it did not attempt to set specific security or technical solutions.10  

102. Similarly, both India and Singapore have taken a product neutral approach, rather 
than mandating a specific solution. Indian financial institutions are required to use 
an additional factor of authentication11 and Singaporean financial institutions are 
required to use a dynamic one-time-password12 for CNP transactions. 

103. It is unclear why a different approach is appropriate in Australia. 

Public benefits  

104. There is widespread support for reducing CNP fraud, given its impacts on 
consumers (through costs, higher prices, inconvenience, and risks to privacy), 
merchants and card issuers/acquirers. The ACCC also accepts the public benefit 
in reducing CNP fraud. 

105. 3D Secure may be a more cost effective option for some merchants than other 
fraud prevention measures at this point in time, and the ACCC notes the proposal 

                                                           
10

 European Central Bank, January 2013, Recommendations for the Security of Internet 
Payments p.3. 
11

 Reserve Bank of India, 04 August 2011, Security Issues and Risk mitigation measures related 
to Card Not Present (CNP) transactions, p.1. 
12

 Monitory Authority of Singapore, June 2013, Technology Risk Management Guidelines, p.41. 
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for issuers to assume the liability for fraud from merchants as part of the proposed 
arrangements.  

106. The ACCC understands that a significant proportion of Australian online 
merchants do not currently have a fraud prevention program in place. The ACCC 
accepts that 3D Secure will likely reduce CNP fraud for merchants that do not 
currently have such a program and who would not adopt one absent the proposed 
conduct. However, the ACCC notes that the conduct would affect all Australian 
websites that accept Visa, MasterCard, American Express and other future 
participating payments schemes, and that some of these websites are very 
unlikely to ever be victims of CNP fraud (e.g. small businesses supplying local 
services that can be booked online). For these merchants, there is unlikely to be a 
benefit from the proposed conduct. 

107. APCA and the RBA have provided figures that can be used to make a simple 
estimate of the amount of CNP fraud avoided: 

 the RBA estimates that domestic CNP fraud accounted for $118 million in losses 
in 2013-14 

 APCA estimates that the proposed conduct will reduce CNP fraud by half13  

 Combining these estimates indicates that APCA anticipates the proposed 
conduct would save approximately $60 million of fraud per year. 

108. However, this figure is uncertain. For example, APCA estimates that CNP fraud 
will increase significantly over the coming years, which means that a larger 
amount of fraud will be prevented as a result of the proposed conduct. On the 
other hand, absent the proposed conduct, other fraud detection technologies may 
become available and contribute to a reduction in CNP fraud as well, which would 
reduce the amount of benefits attributable to 3D Secure and the proposed 
conduct. 

109. APCA has stated that in those jurisdictions in which 3D Secure has been 
‘mandated’ (although, as noted at paragraph 101, it does not appear that the 
specific use of 3D Secure has been mandated), fraud rates have fallen 
significantly. APCA has not provided direct evidence or supporting material to 
substantiate the estimate that the proposed conduct will reduce CNP fraud in 
Australia by half (other than referencing current fraud rates). It is also not clear at 
what rate CNP fraud will increase in the future (although APCA submits that 
40 per cent per year may be a reasonable estimate). Thus, the amount of CNP 
fraud avoided from the proposed conduct is uncertain. Relevantly, if CNP fraud 
becomes an increasing problem, there will be incentives for the innovation and 
adoption of fraud prevention programs on a voluntary basis. In addition, existing 
scheme rules may require merchants with high fraud rates to use 3D Secure. 

ACCC view on public benefits 

110. At least in the short term, the proposed conduct is likely to reduce CNP fraud by 
effectively mandating a fast and widespread adoption of 3D Secure. This will 
reduce the cost of fraud (both the direct loss and the cost of investigating 
suspected fraud and reissuing cards) for merchants and/or issuers, which may be 
passed through to cardholders in the form of lower prices and fees respectively. 
However, as noted above, 3D Secure is already imposed on some high-risk 
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online merchants through the scheme rules of payment schemes, where they 
have exceeded permitted fraud thresholds.   

111. The reduction in CNP fraud resulting from the proposed conduct is likely to reduce 
customer inconvenience and reassure consumers that the industry is addressing 
fraud risk and increase confidence in the payments system.   

112. The ACCC also accepts that a coordinated, consistent implementation of an 
approach to fraud prevention for certain online transactions (whether 3D Secure 
or another technology) will have some benefits for consumers and merchants.  

113. A coordinated approach: 

 may result in transaction cost savings, as the majority of payments go 
through a single fraud detection system and may reduce the 
implementation cost for merchants  

o However, this benefit assumes that in the future without the 
proposed conduct merchants will adopt a variety of anti-fraud 
products; instead, merchants may choose not to implement any 
fraud detection technologies, or find alternative technologies that 
impose even fewer transaction costs. Accordingly, the ACCC does 
not consider these benefits to be likely. 

 would likely be less confusing for cardholders if the new system is adopted 
across all Australian online merchants (albeit that some overseas and 
Australian merchants may opt to rely on a different fraud prevention 
program as well as or instead of 3D Secure, resulting in a different 
customer experience) and accompanied by a public communication 
strategy to provide consumers with information about the change.  

114. In conclusion, the ACCC considers the proposed conduct is likely to result in 
some public benefits through the reduction in CNP fraud by mandating a fast and 
widespread adoption of 3D Secure, thereby reducing direct fraud costs and 
reducing the costs of investigating fraud. The proposed conduct is also likely to 
reduce the inconvenience costs for consumers in terms of changing cards and 
reduce consumer confusion from multiple fraud detection approaches and 
increasing consumer confidence in the payments system). However, the ACCC 
considers that the magnitude of these benefits is uncertain. 

Public detriment 

115. The CCA does not define what constitutes a public detriment and the ACCC 
adopts a broad approach.  This is consistent with the Tribunal, which has defined it 
as: 

…any impairment to the community generally, any harm or damage to the aims 
pursued by the society including as one of its principal elements the achievement of 
the goal of economic efficiency.

14
 

116. The ACCC’s assessment of the likely public detriments from the proposed conduct 
follows. 
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117. APCA submits that the proposed conduct ‘is unlikely to give rise to significant 
public detriments in terms of an adverse impact on competition, an impact on 
merchants or an impact on customers’. 

118. APCA submits that the isolated issues that have been raised in submissions are 
not relevant to public benefit or detriment. 

119. Having regard to the submissions of APCA and interested parties the ACCC has 
considered the likely public detriments of the proposed conduct:  

 implementation and other costs for online merchants 

 reduced competition in the supply of online fraud detection products 

 lack of effective access arrangements for 3D Secure 

 impact on consumers. 

Implementation and other costs for online merchants 

120. In the sections below, we discuss the costs imposed on merchants of the 
proposed conduct, both in terms of the direct costs of implementation and the cost 
of lost sales. However, the ACCC recognises that these costs to merchants would 
be offset by the extent to which liability for fraud losses are transferred to the card 
issuers. 

Direct cost of implementation 

121. Under the proposed conduct, all online merchants in Australia will be required to 
integrate 3D Secure into their websites over the coming years. Consequently, 
merchants who would not otherwise implement 3D Secure or an equivalent fraud 
prevention program will be forced to incur implementation costs and any 
necessary ongoing costs.  

122. The SA Small Business Commissioner is concerned about the cost of integrating 
3D Secure into all online merchants’ websites. The Commissioner also questions 
what consultation APCA has undertaken with business users and industry groups. 

123. APCA submits that the potential upfront cost impact varies across three distinct 
categories of online merchants:  

 for 0.5 per cent of large online merchants with complicated online checkouts, the 
proposed conduct will likely have a cost impact ‘well above the upper estimate of 
$10,000 and could be as high as $100,000 in some rare instances’15   

 for 59.5 per cent of online merchants, changes will need to be made to their 
websites to accommodate the 3D Secure protocol at a cost of between $3,000 
to $10,000 depending on the level of complexity of their website  

 for the remaining 40 per cent of online merchants, these merchants currently 
rely on a fully hosted payment page to accept card payments, and consequently 
no additional action will be necessary to implement 3D Secure. For these 
merchants, compliance costs will be limited to those passed on by the bank or 
gateway provider. 
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124. APCA submits this will result in a combined cost to online merchants of up to 
approximately $393 million.16 However, APCA submits the figure is likely to be 
lower given online merchants will be able to plan for the implementation of 
3D Secure and make changes to their website accordingly alongside other  
pre-planned changes. 

125. The ACCC considers that the size of the implementation cost to certain 
merchants will be considerable. In particular, for small businesses that do not use 
a fully hosted website, a $3000 implementation cost may be prohibitive. The total 
implementation cost across the industry is significant.   

126. Accordingly, the ACCC considers that the proposed conduct will likely result in a 
significant public detriment in the form of a considerable cost impact on Australian 
online merchants, which will ultimately be passed through to consumers. While 
APCA has estimated the direct costs of website changes will be up to 
$393 million, this estimate has not been verified. 

127. In addition to the costs mentioned above, there is the potential for ongoing 
transaction fees to be charged to merchants resulting from the application of 
3D Secure. APCA submits that there is the potential for some incremental costs 
arising from services acquired by the merchant from payment gateway providers 
to provide for the routing of the transaction in accordance with the 3D Secure 
protocol. However, it expects that this will be minimal. APCA proposes that 
acquirers not impose fees on merchants under the 3D Secure arrangements 
(although the ACCC understands that there would be nothing to preclude them 
from doing so). Notwithstanding these submissions, the ACCC considers that 
mandating a particular product on an industry-wide basis where the owners of the 
product are players in these markets may create an incentive for future price 
increases which will be worn by online merchants and, ultimately, consumers. 

Potential lost sales for merchants 

128. CPA Australia, Webjet and PayPal are concerned that under the proposed 
conduct consumers will be subject to 3D Secure when purchasing from all online 
Australian merchants, whereas cross border transactions with overseas 
merchants will not be subject to 3D Secure. These parties suggest that 
consumers may abandon transactions on Australian websites when challenged by 
3D Secure, and instead shop for the same items on overseas websites that are 
not required to use 3D Secure. Also, it is argued that merchants will need to 
maintain separate fraud prevention programs in order to address CNP fraud from 
foreign issued cards. 

129. APCA submits that it and the IAC members will ensure that the 3D Secure 
arrangements will offer a good customer experience, will be implemented 
consistently and will be supported by a comprehensive communications 
campaign, in order to minimise consumer abandonment rates. 
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a) Those large merchants that are required to make a significant change to their website 
(approximately 50 merchants) incurring a cost of, on average $55,000 (being a half way point 
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130. The ACCC notes that the proposed conduct could have a cost impact for lost 
sales for Australian online merchants, as a consequence of transaction 
abandonment by consumers or consumers switching to overseas online 
merchants. While the ACCC has no available information on which to quantify the 
potential cost impact of lost sales, transaction abandonment is noted by APCA as 
a key concern preventing the widespread adoption of 3D Secure by online 
merchants.  

Reduced competition in the supply of online fraud detection 
products   

Competitive impacts of mandating a single fraud product 

131. APCA submits that the scope of the arrangements is limited to those aspects of 
online fraud mitigation that cannot be addressed through competition. It notes that 
the proposed conduct would require the use of the 3D Secure protocol only and 
does not prescribe the use of particular payment scheme operators, issuers, 
acquirers, payment gateways or access control server service providers. Further, 
merchants will have the freedom to implement additional fraud prevention 
measures. APCA submits that online payments providers will continue to innovate 
and compete for transactions without being hindered or disadvantaged. 

132. CPA Australia and PayPal submit that there are a wide range of alternative 
commercially available solutions other than 3D Secure to combat CNP fraud. 
They submit that the mandatory roll-out of 3D Secure may stifle innovation in the 
market for anti-fraud products given the effective monopoly 3D Secure will have if 
the ACCC authorises the proposed conduct.  

133. The Qantas Group and Webjet submit that they already maintain rigorous and 
effective approaches to card authentication and would not benefit from 
implementing 3D Secure. Qantas notes that the proposed conduct would remove 
the capacity for merchants to develop their own independent card verification 
processes. 

134. In response, APCA submits that: 

 while other fraud solutions are available, they are expensive and are not likely to 
be taken up by the majority of small merchants. 3D Secure is accepted as an 
effective fraud security measure, is readily available and is provided at a low 
cost for merchants to implement relative to other fraud security measures. It will 
be more effective if it is implemented on a mandatory basis  

 the proposed conduct allows for issuers to modify their implementation of 
3D Secure specifically to prevent 3D Secure being compromised and there is 
sufficient flexibility in the 3D Secure protocol to enable the solution to develop as 
fraud risks change   

 the proposed conduct does not preclude businesses acquiring other fraud 
detection products as well as 3D Secure. The fraud security thresholds that 
APCA will develop will also recognise the investments made by large Australian 
online merchants, who may not be required to route transactions through 
3D Secure (though they will have to incur the costs of implementing 3D Secure 
into their websites) 

 merchants that do not currently use 3D Secure are unlikely to acquire other 
fraud products, and therefore the proposed conduct is unlikely to reduce 
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demand for other fraud products. The roll-out of a single product will instead 
increase uptake of fraud products.  

135. In response to Webjet’s comment about APCA mandating a security standard 
instead of a specific product, APCA submits that no relevant standards exist.  
APCA submits that it is hard to create a standard and issuers are unlikely to take 
on the liability of fraud under a standard. It would also be necessary to run a 
compliance program to monitor the application of such a standard, which would 
be costly.  

136. The ACCC considers that the proposed conduct is likely to impact the 
development of alternative online fraud detection products. By effectively 
mandating the use of 3D Secure by all Australian merchants, issuers and 
acquirers, other fraud detection providers will see a reduction in demand for their 
products.  In particular, many merchants, especially small ones, have limited 
resources to spend on fraud detection. Should they be required to use 3D Secure, 
the cost of doing so is likely to reduce their investment in other fraud detection 
technologies. 

137. Therefore, the effectively mandatory use of a specified fraud detection product 
and the resulting reduction in demand for other products is likely to stifle 
innovation in fraud detection technologies and deter new entry for supply of online 
fraud detection products in Australia. Mandating a single product also denies, or 
at least reduces, the competitive constraint imposed on 3D Secure by other fraud 
detection technologies. 

138. The ACCC notes that providers of fraud detection technologies are likely to target 
a global market of online merchants and therefore the mandate in Australia may 
not significantly reduce these providers’ incentives to innovate and take new 
products to market. However, it may reduce their incentive to develop products 
specifically for Australian merchants, or to tackle fraud problems specific to 
Australia. 

139. Further, a ‘one size fits all’ approach to fraud detection does not appear to be 
broadly supported by industry. Rather, different businesses are likely to need 
different levels (and types) of fraud detection. Accordingly, there is a chance that 
Australian merchants will incur the cost of implementing a product that provides 
little benefit to them.  

140. Even if 3D Secure was the only readily available and affordable product currently, 
future products may be developed to tackle fraud more effectively or at lower cost 
to merchants. In this sense, the proposed conduct could mandate a product that 
is not the most efficient or effective product for addressing CNP fraud, or would 
not remain so (but for the proposed conduct). Alternatively, the proposed conduct, 
by capturing the majority of demand for fraud detection technologies, may stifle 
innovation in this industry and foreclose, or at least slow, the development of 
more effective products. 

141. Overall, the ACCC considers that the proposed conduct will likely result in 
significant competitive detriment arising from reduced competition in the supply of 
online fraud detection products. 

Susceptibility to hacking 

142. APCA submits that there is sufficient flexibility in the 3D Secure protocol to enable 
the solution to develop as fraud risks change and that a significant aspect of the 
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development of 3D Secure v2.0 is ensuring that securing of increasingly common 
smart phones is enhanced.  

143. However, the ACCC considers that a potential detriment related to the loss of 
competition and innovation arising from mandating a single fraud product is the 
greater susceptibility to hacking of a single system, compared with a likely future 
without the conduct in which there are incentives for the creation of a range of 
new fraud detection solutions. 

Conflict of interest in selecting 3D Secure 

144. Webjet expresses concern that 3D Secure v1.x is owned by Visa and that  
3D Secure v2.0 is under development by EMV Co (which is owned by American 
Express, Discover, JCB, MasterCard, UnionPay and Visa). Webjet is concerned 
about a potential conflict of interest when APCA selected 3D Secure as the 
preferred security solution to be commonly implemented across the IAC.  

145. APCA submits that no conflict of interest issues arise given APCA’s structure and 
Board representation arrangements. 

146. The ACCC does not consider that it is necessary to reach a view on the conflict of 
interest concern raised by Webjet. As noted, the ACCC has concerns with APCA 
mandating a particular fraud product, regardless of the decision making process 
followed by APCA when selecting the product.   

147. The ACCC is, however, concerned that the product selected is owned by 
participants in the payments market, as discussed under Lack of effective access 
arrangements below.  

Lack of effective access arrangements  

148. The proposed conduct relies on the relevant parties being able to access 
3D Secure. 

149. APCA has stated that it has had no involvement in or transparency over the issue 
of Visa providing access to 3D Secure to date and it has no control over those 
arrangements in the future. It states that Visa has made 3D Secure available and 
has effectively assigned the rights to 3D Secure to EMV Co on the basis that it will 
be made available at no charge. 

150. eftpos has expressed concerns regarding its attempts to obtain access to the 
3D Secure protocol from Visa. eftpos considers that certain licensing and access 
outcomes, including cost and access, should be ensured before authorisation is 
granted.  

151. eftpos operates a card payment scheme in Australia.  Australian issuers offer 
consumers two types of eftpos-related cards: standard eftpos cards, which allow 
the consumer to pay with funds in their ‘Cheque’ or ‘Savings’ account; and  
multi-network cards (e.g. a Visa Debit and eftpos card), which allow the consumer 
to pay from their Cheque or Savings account using either the Visa network or the 
eftpos network. 
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152. eftpos does not currently offer online transaction capabilities but expects to be 
able to in the near future.17  

153. The RBA states that, ‘In order for the initiative to be competitively neutral, it would 
need to provide access on reasonable terms and not inhibit the replication of 
current card functionality; for example, the ability for both schemes on a card 
issued with dual-network functionality to utilise 3D Secure for that card.’ 

154. Since lodging the authorisation, APCA has told the ACCC that the proposed 
conduct does not involve 3D Secure being imposed on a payment scheme, 
including any new entrant to the provision of online payments. APCA has stated 
that, while payment schemes that are currently IAC members have agreed, 
(subject to the authorisation being granted) to take steps to implement 3D Secure 
arrangements, this is not binding on them and they are free to withdraw from the 
3D Secure arrangements if they choose. The authorisation would simply provide 
these payment schemes with legal protection if they were to engage in the 
proposed conduct.  

155. The ACCC is continuing to explore the practical implications of this, but notes 
that, even if the use of 3D Secure is not mandatory for payment schemes, it is 
likely that all the current IAC payment scheme members that provide online 
payments would implement the 3D Secure arrangements in the way contemplated 
by the proposed conduct. Therefore for the purposes of the analysis above, the 
ACCC has assumed that enrolment in 3D Secure will be required for the vast 
majority of Australian-issued payment cards and online merchants, through the 
requirements in payment scheme rules.  

156. APCA notes that eftpos has not yet made its online payment option available and 
that technical aspects would need to be resolved to provide for 3D Secure 
transactions involving multi-network cards. APCA submits that EMV Co is 
considering these issues in developing 3D Secure v2.0. 

157. APCA also submits that the proposed conduct will not negatively impact eftpos 
because: 

a. eftpos can enter online payments without needing 3D Secure 

b. the proposed conduct allows APCA to delay implementation of the 
arrangements until 3D Secure v2.0 is available, which APCA submits will 
be provided on an open access basis, and therefore resolve any access 
issues. 

158. However, it is not clear how APCA would go about deciding whether to delay the 
implementation of the proposed conduct, or what APCA would do if negotiations 
between a payment scheme and Visa/EMV Co were not successful.18   

159. If authorisation is granted, in accordance with the purpose of the proposed 
conduct, 3D Secure may become an industry standard or be otherwise expected 
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2016. 
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  This is also relevant to the ACCC’s consideration of the benefits arising from the proposed 
conduct as, in a situation where a payment scheme entered online payments without 
3D Secure and was successful in attracting transactions, the effectiveness of the proposed 
conduct in mitigating fraud (which, as submitted by APCA, flows from 3D Secure’s universal 
use in Australia) would be reduced. 
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by consumers or merchants. For example, merchants may be less willing to 
accept eftpos transactions when they realise they have to accept liability for fraud 
under eftpos transactions but not 3D Secure transactions. So while eftpos may be 
able to enter without 3D Secure, it is likely that it would be put at a competitive 
disadvantage by not having 3D Secure as part of its offering.   

160. The ACCC considers that this potential for 3D Secure to become an industry 
standard or ‘must have’ element of an online payments offering is a concern 
because it gives rise to the potential for Visa or EMV Co to use 3D Secure 
strategically as a barrier to entry (e.g. by restricting access or providing 
discriminatory access to competitors or not making the necessary technical 
changes to enable multi-network card payments to be routed to alternative 
payment schemes). 

161. It appears that the question of access to 3D Secure and the terms on which it can 
be accessed will be in the sole discretion of EMV Co. The ACCC is not aware that 
APCA or any other person would be able to intervene or mediate in the event of a 
dispute between EMV Co and an access seeker. In this context, there is a real 
possibility that any anti-competitive restriction of access to 3D Secure that may 
arise in future will not be able to be remedied.   

162. The ACCC considers that future changes to the terms of access, including price, 
compatibility with payment schemes, and differences in access to information 
about the protocol, or planned changes to the protocol, could have competitive 
effects.  If such situations were to arise, it is unclear how APCA would or could 
address them. 

163. The ACCC notes that eftpos is the only non-EMV Co related payment scheme in 
Australia currently interested in obtaining access to 3D Secure.  However, 
importantly, the concerns that arise from eftpos’ situation are illustrative of the 
potential issues facing any prospective payment scheme considering entering 
Australian online payments. 

ACCC conclusion on access arrangements 

164. The ACCC notes that, at present, all IAC members that provide online payment 
schemes in Australia already have access to 3D Secure.  And given that the 
proposed conduct does not mandate the use of 3D Secure for payment schemes, 
the ACCC does not consider that the proposed conduct would prevent any 
payment schemes from offering online payments.  

165. However, the ACCC considers that the mandatory use by all relevant Australian 
payment cards and online merchants of a product owned by existing payment 
schemes inherently raises concerns that those payment schemes will restrict 
access to that product by their prospective competitors.  eftpos’ current situation 
demonstrates that access to 3D Secure may be difficult for either technical or 
commercial reasons.  In such situations, EMV Co is unlikely to be incentivised to 
facilitate a competing payment scheme’s entry (and in fact is likely to be 
incentivised to use 3D Secure strategically as a barrier to entry).  

166. While APCA submits that there should be no concerns with access to 3D Secure 
because EMV Co will provide free and open access to 3D Secure v2.0, the ACCC 
is concerned that there is no certainty about how this will operate in practice. 
There is nothing in the proposed arrangements that would guard against the 
incentives discussed above and it is not clear how APCA would go about deciding 
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whether to delay the implementation of the proposed conduct, or what APCA 
would do if negotiations between a payment scheme and a new entrant into the 
payments market were not successful.  

167. The ACCC considers that future entrants into online payments in Australia are 
likely to be deterred from entering if 3D Secure becomes the standard product 
across Australian online commerce (as is intended by the proposed conduct) and 
Visa or EMV Co restrict access or provide access on an uneven basis.  The 
ACCC therefore considers that lack of effective access arrangements is likely to 
generate significant public detriment. 

Impact on consumers 

168. APCA submits that the proposed conduct will not give rise to any detriments to 
consumers as consumers likely already have everything they will need to 
participate in online transactions that are challenged by 3D Secure (e.g. the ability 
to receive an SMS from their bank). 

169. The ACCC notes that the proposed conduct will occasionally result in a 
consumer’s transactions being ‘challenged’ on the basis that their card issuer is 
concerned that the transaction may be fraudulent. ‘Challenged’ consumers will 
have to verify their identity using a password or a dynamic input such as an SMS 
code sent from their bank. 

170. The ACCC recognises that this may cause some inconvenience for consumers 
during the purchase process. In addition, not all consumers have access to SMS 
messaging, which may affect their ability to complete online transactions under 
the proposed conduct. 

171. APCA submits that any consumer concerns about the use of 3D Secure will be 
addressed by its proposed communication program. 

172. The ACCC considers that any detriments arising from increased inconvenience 
for consumers will be small. In most cases, the additional step in the transaction 
process arising from 3D Secure will not be onerous for the consumer, provided 
that they have access to the necessary technology, e.g., SMS messages. 
Regardless of the proposed conduct, consumers are likely to see an increase in 
the use of fraud prevention measures during online purchases and will become 
accustomed to them over time.  

173. However, the ACCC notes that the increases in costs to merchants will be passed 
through to consumers (the impact of these costs is discussed above in 
Implementation and other costs for online merchants). 

ACCC conclusion on public detriments 

174. The ACCC considers that there are likely significant public detriments arising from 
the proposed conduct. 

 The proposed conduct will pose a significant public detriment in the form of a 
considerable cost impact on Australian online merchants. APCA has estimated 
the direct costs of website changes will be up to $393 million and while this 
estimate has not been verified, it is a significant, certain and direct cost on at 
least 60,000 Australian merchants, using APCA’s estimates. 
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 The proposed conduct will likely result in significant competitive detriment arising 
from reduced competition in the supply of online fraud detection products. The 
effectively mandatory use of a single product and resulting loss of competition 
between products is likely to stifle innovation in fraud detection technologies and 
deter new entry. In addition, a ‘one size fits all’ approach to fraud detection runs 
the risk of a large number of Australian merchants incurring the cost of 
implementing a product that provides little benefit to them.  

 The proposed conduct creates an incentive for the rights holder of 3D Secure to 
discriminate in providing access to its competing payment schemes. Where 
reasonable and competitively neutral access is not provided, as well as 
damaging competition in the payments market, this also reduces the claimed 
public benefits.  

 The proposed conduct is likely to result in some detriment to consumers.  

 

Balance of public benefit and detriment  

175. In general, the ACCC may grant authorisation if it is satisfied that, in all the 
circumstances, the proposed conduct is likely to result in a public benefit, and that 
public benefit will outweigh any likely public detriment, including any lessening of 
competition. 

176. The application allows APCA to determine whether the current or a future version 
of 3D Secure will be mandated and does not include the terms of access to 3D 
Secure. It also allows for the development of fraud risk thresholds. Uncertainty 
over these issues complicates the ACCC’s analysis and would cause uncertainty 
for online merchants. 

177. The ACCC considers that the proposed conduct is likely to result in public 
benefits, through the reduction in CNP fraud by mandating a fast and widespread 
adoption of 3D Secure, thereby reducing direct fraud costs and reducing the costs 
of investigating fraud. The proposed conduct is also likely to reduce the 
inconvenience costs for consumers in terms of changing cards and reduce 
consumer confusion from multiple fraud detection approaches and increasing 
consumer confidence in the payments system). However, the size of these 
benefits is uncertain.  

178. A nominal comparison of the estimated savings from reduced fraud (based on 
data supplied by APCA and the RBA) of $60 million in annual savings to the 
upfront costs to merchants of up to $393 million (based on APCA’s estimates) 
suggests that it would take six-and-a-half years for the direct savings to outweigh 
the direct costs to merchants (not taking account of APCA’s projections for 
increased fraud rates). 

179. However, it is difficult to determine if or when the real and actual value of cost 
savings will be greater than the up-front cost to merchants. 

180. As noted above, the ACCC considers it to be a likely significant detriment of the 
conduct that competition in the supply of online fraud detection products will be 
reduced and likely that the incentives for innovation and new entry into this market 
stifled. In the future without the conduct, the ACCC considers that these market 
forces are likely to affect the expected public benefits arising from the conduct. In 
particular, they would impact on the likely projections of growth in CNP fraud rates 
without the conduct through the development of other fraud detection 
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technologies that would reduce CNP fraud, which would diminish the fraud 
savings that are unique to the industry-wide adoption of 3D Secure. 

181. The proposed conduct is also likely to result in significant public detriment in 
terms of harm to competition between payment schemes arising from the 
incentive of the owners of 3DSecure, who are active players in payments 
markets, to discriminate against their competitors seeking access. Such outcomes 
would also reduce the claimed benefits of the industry-wide adoption of 3D 
Secure. 

182. The proposed conduct is likely to result in some detriment to consumers. 

183. In addition, there are other factors which make it less certain that an overall net 
benefit would result from the conduct: 

 CNP fraud rates may change over time for other reasons  

 3D Secure may become obsolete or ineffective, which would reduce the level of 
future annual savings (and the length of time over which they will occur) in CNP 
fraud that could be attributed to the proposed conduct 

 the real value (i.e. present value) of future savings would be lower, which would 
make the actual timeframe for generating a net saving longer. 

 
184. Therefore, for the reasons outlined in this draft determination the ACCC is not 

satisfied in all the circumstances that the proposed conduct would result or be 
likely to result in a public benefit that would outweigh the likely public detriment, 
including the detriment constituted by any lessening of competition that would be 
likely to result.  

185. Accordingly, the ACCC proposes not to grant authorisation. 

Draft determination 

The applications 

186. Application A91525 was made using a Form A and application A91526 was made 
using a Form B, under subsection 88(1) and 88(1A) of the CCA. Authorisation is 
sought to make and give effect to an agreement between current and future IAC 
members for the purpose of requiring and coordinating the implementation of the 
3D Secure security protocol. 

187. Authorisation is sought as the proposed conduct may contain a cartel provision or 
may have the purpose or effect of substantially lessening competition or be an 
exclusionary provision within the meaning of section 45 of the CCA.  

188. Subsection 90A(1) of the CCA requires that before determining an application for 
authorisation the ACCC shall prepare a draft determination. 

The net public benefit test 

189. For the reasons outlined in this draft determination, the ACCC is not satisfied in all 
the circumstances that the proposed conduct for which authorisation is sought 
would result or be likely to result in a public benefit that would outweigh the 
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detriment to the public constituted by any lessening of competition arising from 
the conduct. 19 

190. The ACCC also is not satisfied in all the circumstances that the proposed conduct 
for which authorisation is sought would result or be likely to result in such a 
benefit to the public that the conduct should be allowed to take place. 20 

191. The ACCC therefore proposes not to grant authorisation to applications A91525 
and A91526. 

192. This draft determination is made on 20 May 2016. 

Interim authorisation 

193. At the time of lodging the application, APCA requested interim authorisation so as 
to take preparatory steps, including: 

a. collecting cardholder information 

b. issuers enrolling all relevant cards in 3D Secure 

c. identifying the first tranche of merchants to be required to integrate 
3D Secure into their websites 

d. commencing a communication strategy with consumers. 

194. APCA requests interim authorisation in order to ensure the implementation of 
3D Secure can be achieved as soon as possible in 2017. 

195. For the reasons outlined in the draft determination above, in particular the 
significant public detriments likely to arise from the proposed conduct, the ACCC 
does not consider it appropriate to grant interim authorisation pursuant to s91(2) 
of the CCA.  

Next steps 

196. The ACCC now seeks submissions in response to this draft determination. In 
addition, consistent with section 90A of the CCA, the applicant or an interested 
party may request that the ACCC hold a conference to discuss the draft 
determination. 

                                                           
19

 Sections 90(5A), 90(5B), 90(7) and 90(7) of the CCA. 
20

 Section 90(8) of the CCA. 
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Attachment A - Public benefit tests in CCA 

Subsections 90(5A) and 90(5B) provide that the ACCC shall not authorise a provision 
of a proposed contract, arrangement or understanding that is or may be a cartel 
provision, unless it is satisfied in all the circumstances that: 

 the provision, in the case of subsection 90(5A) would result, or be likely 
to result, or in the case of subsection 90(5B) has resulted or is likely to 
result, in a benefit to the public; and 

 that benefit, in the case of subsection 90(5A) would outweigh the 
detriment to the public constituted by any lessening of competition that 
would result, or be likely to result, if the proposed contract or 
arrangement were made or given effect to, or in the case of subsection 
90(5B) outweighs or would outweigh the detriment to the public 
constituted by any lessening of competition that has resulted or is likely 
to result from giving effect to the provision. 

Subsections 90(6) and 90(7) state that the ACCC shall not authorise a provision of a 
proposed contract, arrangement or understanding, other than an exclusionary provision, 
unless it is satisfied in all the circumstances that: 

 the provision of the proposed contract, arrangement or understanding in 
the case of subsection 90(6) would result, or be likely to result, or in the 
case of subsection 90(7) has resulted or is likely to result, in a benefit to 
the public; and 

 that benefit, in the case of subsection 90(6) would outweigh the 
detriment to the public constituted by any lessening of competition that 
would result, or be likely to result, if the proposed contract or 
arrangement was made and the provision was given effect to, or in the 
case of subsection 90(7) has resulted or is likely to result from giving 
effect to the provision. 

Subsection 90(8) states that the ACCC shall not: 

 make a determination granting: 

i. an authorisation under subsection 88(1) in respect of a provision of a 
proposed contract, arrangement or understanding that is or may be 
an exclusionary provision; or 

ii. an authorisation under subsection 88(7) or (7A) in respect of 
proposed conduct; or 

iii. an authorisation under subsection 88(8) in respect of proposed 
conduct to which subsection 47(6) or (7) applies; or 

iv. an authorisation under subsection 88(8A) for proposed conduct to 
which section 48 applies; 

unless it is satisfied in all the circumstances that the proposed provision or 
the proposed conduct would result, or be likely to result, in such a benefit to 
the public that the proposed contract or arrangement should be allowed to 
be made, the proposed understanding should be allowed to be arrived at, or 
the proposed conduct should be allowed to take place, as the case may be; 
or 
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 make a determination granting an authorisation under subsection 88(1) 
in respect of a provision of a contract, arrangement or understanding that 
is or may be an exclusionary provision unless it is satisfied in all the 
circumstances that the provision has resulted, or is likely to result, in 
such a benefit to the public that the contract, arrangement or 
understanding should be allowed to be given effect to. 
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