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1. OVERVIEW  

APCA is pleased that only isolated issues have been raised in market inquiries with most 

submissions received by the ACCC being supportive of the implementation of the 3D 

Secure arrangements.  

To the extent that issues have been raised, they appear to relate to the position of 

particular market participants and are not directed towards the relevant assessment of 

public detriment and public benefit. In particular: 

a) large merchants have raised issues in relation to their ability to engage with 

alternative providers of fraud security services;  

b) digital wallet providers have raised issues in relation to the scope of the 3D Secure 

arrangements as it relates to digital wallets; and  

c) payment schemes have raised issues in relation to their ability to obtain access to 

3D Secure on favourable commercial terms.  

These issues are capable of being addressed through a clarification of the nature and 

scope of the 3D Secure arrangements. While APCA has consulted with over 150 market 

participants in all relevant categories in the development of the 3D secure arrangements, it 

has not been possible to communicate with all market participants. As a result, it is 

understandable that some market participants would not have a clear understanding of the 

impact of the 3D Secure arrangements.  

For the reasons set out below, the issues raised in market inquiries do not give rise to 

significant public detriment on the basis of any adverse impact on competition or otherwise. 

As a result, there remains a clear net public benefit arising from the 3D Secure 

arrangements in support of the ACCC granting interim and final authorisation.  

This supplementary submission is intended to be read in conjunction with APCA 

submission in support of the applications for interim and final authorisation and adopts the 

terms defined in that supporting submission.  

 

2. WHY 3D SECURE  

2.1 Benefits of 3D Secure  

There are substantial public benefits arising from the 3D Secure arrangements in the form 

of the adoption, or faster adoption, of effective fraud security measures, reduced 

cardholder confusion, a reduction in fraud and the administration required for fraud 

mitigation, and increased consumer confidence in the payments system.  

In relation to consumer confidence, the benefits arising from increased privacy protection 

do not arise from the 3D Secure arrangements imposing privacy regulation in any way. 

The 3D Secure arrangements will result in reduced incidence of fraud which will reduce the 

extent to which consumers are exposed to the invasion of privacy that arises from having 

card details stolen and used. This benefit is a flow-on from the implementation of the 3D 
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Secure arrangements and is complementary to existing privacy regulation rather than 

duplicating those regulations. 

3D Secure is effective and will be more effective if it is implemented on a mandatory basis 

for the reasons outlined in detail in APCA’s submission in support of its application for 

authorisation.  3D Secure allows the great body of fraud to be captured by ensuring that 

those merchants that are not addressing fraud do not remain or become a target for fraud.  

The reason that APCA and IAC members are in a position to mandate the use of 3D 

Secure without facing significant concerns from market participants is that it is already 

accepted as an effective fraud security measure and is at a low cost for merchants to 

implement relative to other fraud security measures. It provides merchants with effective 

fraud security measures requiring only relatively minor changes to their operations and 

provides the benefit of shifting liability for fraud from merchants to the card issuing banks.  

 

2.2 Alternative security measures  

APCA acknowledges that 3D Secure may not necessarily be the most appropriate fraud 

security measure available in every circumstance. There are likely to be circumstances 

where other fraud security measures could give rise to lower fraud rates and/or better 

customer experiences. However, history has shown that leaving it to the market has not 

been effective in protecting the vast majority of online transactions that are contributing to 

increasing fraud levels and no other existing security measure is practical to be 

implemented on a mandatory basis.  

The selection of the 3D Secure arrangements instead of a standard is based on practical 

considerations flowing from the benefits of 3D Secure set out above. Normally, APCA 

would rely on international or national standards for minimum security rules, however no 

such standard currently exists for this particular issue. 

Furthermore, imposing a standard would be counterproductive as it would not meet the 

objective of providing certainty in relation to the implementation of effective fraud 

prevention measures in the short to medium term. This is because:  

a) 3D Secure has significant advantages in terms of the relatively low cost to 

merchants and the ability to shift liability for fraud to issuers but can only be 

effectively implemented on an industry-wide/mandatory basis;  

b) it would be prohibitively expensive for the vast majority of merchants to implement 

alternative security measures to meet a security standard at a comparable level to 

that of 3D Secure; and 

c) the proposed APCA mandate for the 3D Secure arrangements ensures a 

consistent consumer experience which would be very hard to achieve with a simple 

security standard.  

APCA understands that the flexibility to implement alternative fraud security measures is 

only likely to be attractive to large online merchants. This will be addressed by the 

development of fraud security thresholds under the 3D Secure arrangements that 
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recognise the investments made by large Australian online merchants that experience 

significantly below average fraud levels (see fraud risk thresholds below).  

3D Secure represents the only fraud security measure that the industry can effectively 

implement in a short time frame. If the authorisation is not granted, the only certainty is that 

fraud will increase as fraudsters target the weakest security measures. APCA submits that 

this is an unacceptable imposition on consumers and merchants.  

2.3 Cross border transactions  

The 3D Secure arrangements only provide for 3D Secure to be implemented on domestic 

online transactions as it is not possible for the Australian payments industry to implement 

3D Secure arrangements on a global basis. However, as a result of steps taken by the 

participating global card schemes (Amex, Visa and MasterCard), the liability shift to issuers 

will operate on a global level meaning that the merchant using 3D Secure for all 

transactions will be protected from fraud risks for cross-border transactions involving cards 

issued by these schemes.  

Merchants that have sophisticated systems to address cross-border transactions would be 

free to retain them and there would be no change arising from the authorisation. Steps 

taken to address fraud where possible should not be cast as a public detriment on the 

basis that they may not address fraud in all circumstances.   

APCA submits that Australian consumers should not be required to meet the expense and 

inconvenience of fraud to ensure that fraud security measures are applied consistently on 

a global basis.  

 

3. FRAUD RISK THRESHOLDS  

3.1 Flexibility and constraints 

The 3D Secure arrangements will provide for the development of fraud risk thresholds, 

below which exceptions will be made for merchants that have made significant investments 

in fraud mitigation solutions. These fraud risk thresholds will not be arbitrary and will be 

based entirely on technical expertise and the objective of targeting high risk online 

transactions.  

It is important that the proposed conduct provides for appropriate flexibility to target fraud 

on an ongoing basis. Fraud patterns can change rapidly as criminals find gaps in existing 

fraud security measures and direct their efforts towards them. In order for the 3D Secure 

arrangements to remain effective over time, APCA requires the ability to refine the fraud 

risk thresholds that determine the basis upon which 3D Secure is applied.  

However, commercial and regulatory constraints will apply to the 3D Secure arrangements 

to ensure that the fraud risk thresholds developed do not have unintended consequences, 

such as gaming of the system for unfair merchant advantage.  

The commercial constraints are in the form of the nature and structure of APCA and the 

IAC. APCA has clear objectives of maintaining the safety, reliability, convenience and 
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efficiency of the Australian payments system and enabling competition and innovation. 

Further, the IAC includes participation by a range of industry participants, each of which 

have independent commercial objectives. As a result, the APCA and IAC structure will 

ensure that effective constraints apply in the event that fraud risk thresholds are proposed 

that could impact on competition in payment system markets.  

The regulatory constraints that apply to the 3D Secure arrangements arise from the form of 

the proposed conduct. The proposed conduct provides a limitation on this flexibility by 

ensuring that the fraud risk thresholds developed are focused on targeting high risk online 

transactions. As a result, any divergence from the development of fraud risk thresholds 

that are focused on targeting high risk online transactions would put APCA and the IAC 

members at risk of operating beyond the scope of the authorisation (if granted by the 

ACCC).  

3.2 Proposed structure  

The fraud risk thresholds that would apply in the context of the 3D Secure arrangements 

will not be formally considered and adopted by the IAC until after interim authorisation 

and/or authorisation has been granted by the ACCC. However, a proposed structure has 

been developed as part of the proposal to implement the 3D Secure arrangements subject 

to authorisation being obtained, which provides an indication of how they are likely to 

operate. Under this structure, it is proposed that 3D Secure would:  

a) be applied to online transactions involving tranches of Australian online merchants 

over time with a focus on those merchant categories that experience significantly 

above average fraud levels at first instance;  

b) be applied to online transactions involving Australian online merchants that 

experience significantly above average fraud levels, regardless of whether they fall 

within a merchant category that has been mandated for inclusion;  

c) not be applied to online transactions involving large Australian online merchants 

that experience significantly below average fraud levels and have invested in fraud 

security measures that are recognised as effective, unless the fraud levels increase 

over time.  

It is clear that this proposed structure is focused on targeting high risk online transactions 

as it enables the 3D Secure arrangements to address those transactions that pose the 

highest risk of fraud while respecting the investments made by large merchants in their 

own customised fraud security measures.  

 

4. IMPACT ON MERCHANTS  

One of the key benefits of the 3D Secure arrangements is that they would impose such a 

minimal impact on merchants in terms of implementation and on-going cost to operate. 

The cost of applying the 3D Secure arrangements to online transactions is very low 

compared to the cost faced by merchants in acquiring other fraud security measures that 

provide for a comparable level of fraud security and/or the cost of fraud.  
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The costs faced by merchants under the 3D Secure arrangements are limited to updating 

their website to include an 'iframe' through which a cardholder challenge can be provided 

and either acquiring an incremental service from an ACS provider or acquiring services 

from a payment/shopping cart provider that has acquired services from an ACS provider. 

The 3D Secure arrangements do not require merchants to 'acquire' 3D Secure as a 

product or obtain any licence to be involved in an online transaction in which 3D Secure is 

applied.  

In terms of the potential for consumers to abandon transactions in which 3D Secure has 

been applied, APCA has sought to address this issue by ensuring that the 3D Secure 

arrangements will offer a good customer experience, will be implemented consistently and 

will be supported by a comprehensive communications campaign. It has been APCA's 

experience with other transaction security initiatives such as PIN@POS that these steps 

can address any consumer and merchant confusion and resistance. In the context of the 

difficulties faced in implementing 3D Secure in the past, APCA is committed to ensuring 

that this issue is managed appropriately and there is no significant adverse consequences 

for Australian online merchants.   

Finally, the proposed conduct will not remove the ability of merchants to negotiate with 

other security providers should they see a benefit in doing so. As the cost to merchants of 

implementing the 3D Secure arrangements will be relatively low, there will be very limited 

overlap or waste arising from merchant investments in fraud security measures beyond the 

scope of the 3D Secure arrangements. Further, APCA submits that it should not be 

considered a public detriment that some merchants do not see the need to engage with 

security providers because their fraud levels are at an acceptable level as a result of the 

implementation of the 3D Secure arrangements. To do so would be to view fraud reduction 

as bad for consumers.  

 

5. IMPACT ON PROVIDERS OF FRAUD SECURITY  

The 3D Secure arrangements will have limited, if any, impact on providers of fraud security 

measures or competition in the supply of fraud security services. To the extent that the 

3D Secure arrangements are implemented effectively, it would be expected that online 

fraud levels will decrease significantly. However, this does not mean that the revenues or 

sales of alternative fraud security measures are likely to decrease.  

The basis for the 3D Secure arrangements is that a significant proportion of online 

transactions are exposed to fraud in circumstances where it is unlikely that the Australian 

online merchants involved in those transactions will take action to implement their own 

fraud security measures. APCA submits that it is false to view the 3D Secure 

arrangements as foreclosing an opportunity for providers of fraud security measures to 

provide services to these merchants in circumstances where that opportunity is unlikely to 

be realised in any event.   

APCA understands that providers of fraud security measures generally provide services to 

large merchants that see benefits in more customised security solutions. The 3D Secure 

arrangements will not impact on this dynamic by reducing demand for customised or 

otherwise more effective security measures or restricting the ability of online merchants in 
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acquiring these services. As a result, the 3D Secure arrangements will not stifle innovation 

and there will continue to be investment in fraud security measures that are more effective 

or provide for an enhanced customer experience.  

 

6. SCOPE OF MANDATE  

The 3D Secure arrangements are focused on providing the industry with the ability to 

effectively manage and reduce fraud levels. This will be achieved by targeting those 

transactions that give rise to above average levels of fraud, being online card not present 

transactions in which in which credit, debit or charge card numbers are entered on the 

merchant's website. This will apply regardless of whether the card numbers are entered 

directly to the merchants website or indirectly through a third party payment service 

provider. The practical basis for this approach is that once a card, or card number has 

been stolen, such transactions are relatively easy to complete in the absence of 

authentication of the cardholder as is provided by 3D Secure. 

In adopting this approach, APCA has deliberately excluded from the scope of the proposed 

conduct, online transactions involving digital wallets and card 'on file' transactions. This 

would include transactions involving card numbers held 'on file' by a third party providing 

payment services to a merchant as there would be no entry of a card number to effect the 

transaction. The rationale for these exclusions is that in these scenarios it is harder to 

effect fraud and such transactions are not responsible for higher than average levels of 

card not present fraud. In addition, these digital wallets typically have additional fraud 

mitigation features built into them, providing an additional layer of security. 

The exclusion of card 'on file' transactions from the scope of the 3D Secure arrangements 

would include a scenario in which the third party provider of payment services was a 

payment gateway or other payment service provider. Further, there is nothing in the 3D 

Secure arrangements which would prevent commercial arrangements in which parties 

other than the issuer perform payment monitoring and determining whether a 3D Secure 

challenge should be issued.  

Given the form of the proposed conduct and the nature of the authorisation process, it 

would not be possible for APCA to unilaterally change this approach without applying to 

the ACCC for a variation or revocation and substitution of the 3D Secure arrangements.  

Beyond the scope of the proposed conduct, APCA proposes to recommend to merchants 

that hold card details 'on file' that they apply the 3D Secure arrangements to the initial 

registration of the card details. However, it will remain at the discretion of the merchant to 

decide whether to do so in the context of their own fraud security arrangements.  

In terms of mobile commerce, the 3D Secure arrangements provide for 3D Secure to be 

applied to online transactions in which a card number is entered on the merchants website 

by the cardholder regardless of the platform or user interface. This would apply to desktop, 

laptop and mobile based transactions, including transactions in which websites are 
accessed through software applications (apps). As above, any ‘in-app’ transactions that 

rely on card ‘on file’ or digital wallet type arrangements are excluded from scope. 
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In terms of the cardholder experience of the 3D Secure arrangements, there is unlikely to 

be a material difference between PC based and app based challenge to a transaction. The 

same limited challenge rate and the same dynamic cardholder authentication measures 

would apply.  

 

7. PROPRIETARY NATURE OF 3D SECURE  

7.1 No conflict of interest 

No conflict of interest arises from the proposed implementation of the 3D Secure 

arrangements. APCA has a clear mandate to enable competition and innovation in, 

promote efficiency and integrity of, and control and manage risks to, the overall payment 

system and its structure and Board representation arrangements will ensure that this 

cannot be changed in the future.  As a result, APCA does not operate as a commercial 

party in payments markets or as an agent of one or more of its members.  

In this context, APCA has no incentive to, and is unable to, make proposals or decisions 

for an ulterior commercial purpose to the detriment of the payments system and its 

participants. Further, there can be no basis for suggesting that the 3D Secure 

arrangements are being proposed for any reason other than as the best available option 

for addressing online transaction fraud.  

In particular, there is no benefit or detriment arising from the fact that 3D Secure has been 

developed by an IAC member. 3D Secure represents one of the available options for 

addressing online transaction fraud and through an objective assessment has been 

identified as having clear benefits over alternative approaches. APCA submits that it would 

not be in the interests of the payments system or consumers if 3D Secure was not 

implemented on the basis that it has been developed by an IAC member.  

 

7.2 Access to 3D Secure  

It would not be possible for APCA to achieve its objectives of addressing online transaction 

fraud if market participants are unable to obtain access to 3D Secure. Faced with the 

prospect of significant non-compliance with the 3D Secure arrangements, it is unlikely that 

APCA could proceed with the implementation of the 3D Secure arrangements regardless 

of the outcome of the authorisation process.  

However, it is unlikely that this circumstance would arise. One of the key considerations in 

APCA proposing the 3D Secure arrangements is that they are so readily available and 

accessible to market participants. Commercial incentives have meant that Visa, as the 

developer of the 3D Secure technology, has had the incentive to provide ready access to 

3D Secure to market participants over the last 15 years.  

As 3D Secure has emerged as an effective fraud security measure, steps have been taken 

to ensure that it can be readily available for all payments industry participants globally. In 

January 2015, EMV Co, an international payment standards collective, announced that it 
would take responsibility for developing a new version of 3D Secure (3D Secure 2) which 
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is focused on ensuring that 3D Secure can be more effectively implemented in the context 

of increasingly sophisticated app based payments. EMV Co has indicated that it proposes 

to develop and publish 3D Secure 2 in late 2016 such that it will no longer be necessary to 

enter into commercial arrangements with Visa in order to use 3D Secure from that time.  

APCA has not formed a view as to whether it would be preferable to adopt the current 

version of 3D Secure or 3D Secure 2, should it become available in the timeframe of the 

implementation of the 3D Secure arrangements. While there are likely to be advantages to 

adopting 3D Secure 2, it is not possible to conduct a detailed assessment without further 

details of its functionality and any benefits would need to be considered in the context of 

increased fraud arising from any necessary delay in implementing the 3D Secure 

arrangements.  

As a result, the proposed conduct has been structured to provide APCA with the flexibility 

to adopt either the current version of 3D Secure or 3D Secure 2 depending upon which 

version would best meet the objectives of the 3D Secure arrangements. To the extent 

there are any issues with the comprehensive implementation of the current version of 3D 

Secure, APCA would be able to either schedule or delay implementation to align with the 

timeframe in which those issues would be addressed or, if that was not possible, 
implement 3D Secure 2.  

 

7.3 Competition between schemes  

The 3D Secure arrangements will have no impact on competition between payment 

schemes in Australia. 3D Secure is a fraud security measure that has the ability to address 

online transaction fraud. 3D Secure is not a critical input to competition between schemes 

and should not give rise to concerns in relation to access and/or the foreclosure of 

competition.  

There appears from the submission made by EFTPOS that there are commercial issues 

between EFTPOS and Visa. It is not the role of APCA to become involved in this 

commercial process and APCA submits that it would not be appropriate for the 

authorisation process to be used to facilitate broader commercial outcomes. To the extent 

that there any proposed commercial terms between EFTPOS and Visa which may give rise 

to competition issues, these are matters beyond the scope of the authorisation process 

and, if appropriate, should be separately considered by the ACCC.   

In the event any market participant is unable to agree commercial terms to use 3D Secure, 

such that the industry-wide implementation of 3D Secure is compromised, the 3D Secure 

arrangements will provide APCA with sufficient flexibility to ensure that its objectives of 

addressing online transaction fraud can still be met by, for example, delaying 

implementation until 3D Secure 2 is available.  

The submission made by the RBA has also made a reference to the potential for cards 

issued with dual network functionality to be used in online transactions. The 3D Secure 

arrangements would apply in this context in a manner which is competitively neutral. The 

commercial arrangements required to support the use of dual network functionality cards 

for online transactions may form a potential barrier to entry for prospective entrants to 
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online payment markets. However, any barrier to entry would exist regardless of the 3D 

Secure arrangements and would not be impacted or exacerbated by the 3D Secure 

arrangements regardless of which version of 3D Secure was ultimately implemented.  

 


