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To whom it may concern 
 
Subject:  A91525 & A91526  Australian Payments Clearing Association Limited  
submission (Authorisation) 
 
Thank you for the opportunity to respond to the above Authorisation.   
Overview of PayPal 
PayPal provides payment services for consumers and merchants to send and receive payments 
in a secure manner and without sharing sensitive payment information.   
PayPal has operated in Australia for more than 10 years and was 

, aiming to provide, fast, safe, simple and secure transactions for consumers and 
merchants. Our payments platform, fraud prevention tools and extensive risk management 
capabilities make PayPal extremely secure. 
PayPal has one of the most sophisticated fraud prevention engines in the world, which gets 
smarter with every transaction that goes through our system. PayPal is successfully battling 
fraud and maintains a very low global loss rate of 0.32%. 
PayPal works with both the consumer and merchant side of the network, which enables us to 
create more seamless consumer experiences (like One Touch) that drive merchant sales and 
also gives us extensive data for risk modelling and fraud prevention. 
 

 
PayPal welcomes industry attempts to combat payment-related fraud. We note that APCA 
specifically intends that the scope of the Authorisation is targeted at transactions that make 
the greatest contribution to card not present fraud, namely where cardholders are required to 
enter their card number into a merchant  
In considering the APCA Authorisation we make the following observations and comments:  
1.  

We acknowledge that the Authorisation rightly excludes online transaction types such as 
those involving eg PayPal) and those involving card numbers held 
by a merchant for use at their website (page 13).  We are supportive of this limitation to 
the scope of the Authorisation given the unique processes, security and industry-leading 
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fraud management that PayPal provides its customers.  This exemption should not 
change in any future 3DS rule or guideline variations.  Similarly we are also supportive of 
the reduced risk scenario where a merchant securely holds card numbers on a database 
that they administer.  We also submit that similar logic should apply to online 
transactions involving card numbers held 
services to a merchant.   
Accordingly the final version of the APCA rules or guidelines which mandates 3DS should 

 with similarly clear carve-outs for 
the card on file scenarios referenced above. 
 

2. Mobile Commerce 
It is unclear from the Authorisation whether 3DS is intended to apply to both website and 
smartphone application (app), payments.  We note that a 3DS experience in an app can 
be an awkward and at times frustrating experience for consumers and this can result in 
abandonment of the transaction by the consumer and a loss of sales for the merchant.  
On a related note 3DS (whether on a website or app) can present its own problems of 
purchase abandonment, consumer frustration or even at times consumer concern, should 
3DS be misconceived as a fraudulent phishing attempt.   
Mobile shopping experiences using an app can, in some instances, be more secure than 
website-based shopping due to the comparatively richer data set that is available for anti-
fraud monitoring or physical security, for example biometrics, geolocation and IMEI data.  
  

3. Cross Border Transactions 
The proposed 3DS mandate could lead to a disparity in risk treatment between domestic 
purchases, where a consumer will be subject to 3DS when purchasing from an online 
Australian merchant, as compared to a cross border transaction not subject to 3DS.  This 
may lead to distortions in consumer shopping behaviour. 
 

4. Substitutes for 3DS 
We note 3DS is a technology and process solution that contributes to combating card 
fraud.  It is however not the only commercially available or proprietary approach to this 
problem. Mandating 3DS may have an adverse impact on innovation in anti-fraud 
technology development by third parties.  Third party fraud management for payments is 
a growth area  both incumbent and new entrants in the payments space are developing 
solutions to monitor transactions and manage fraud.  It is therefore critical that the 
implementation of any 3DS mandate respects the efforts of those looking to develop 
security solutions and does not result in the reduction of investment in innovation and 
development in this area. 
 

5. Gateways  
As noted above, with the recent changes in both payments technology and innovation, 
online payments are an ever-growing competitive area and there are various domestic 
and international competitive solutions which exist.  Some payment gateways securely 
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 consumers  credit card 
transactions.  In addition some payment gateways are increasingly offering robust 
transaction monitoring and anti-fraud tools to their merchants in order to combat card 
and other fraud.   
As we noted above the Authorisation 

t their website (page 13).  In exactly the same way, reputable payment 
(which merchants 

are unlikely to have) should also be exempt.  These gateways use sophisticated 
algorithms to help detect potentially fraudulent transactions.  
It is unclear whether the proposed rules or guidelines will exempt card on file transactions 
for the initial transaction or after the transaction has taken place or been through the 
3DS process. 
    

6. It is unclear whether the proposed 3DS mandate rules and guidelines will give only the 
card issuer the ability to challenge the transaction.  It would be advisable to allow the 
more sophisticated gateways to also determine whether a 3DS challenge should be issued, 
for the reasons in 5, above. 

 
We thank you for your consideration of this submission and would welcome the opportunity 
to discuss any of the aspects further. 
 
Yours faithfully 

 

 

Matthew Poblocki 
Director of Legal Affairs 

 

 
 
 
 
  


