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Dear Dr Chadwick 

Submission on Draft Determination to grant authorisation to the Australian 
Retail Credit Association's Principles of Reciprocity and Data Exchange 
(Authorisation A91482) 

Thank you for providing the Office of the Australian Information Commissioner (OAIC) with 
the opportunity to comment on the Australian Competition and Consumer Commission's 
(ACCC) Draft Determination on the Australian Retail Credit Association's (ARCA) application 
for authorisation, in relation to the establishment of the Principles of Reciprocity and Data 
Exchange (PRDE). 

On 23 March 2015, I made a submission to the ACCC on ARCA's application for authorisation, 
prior to the ACCC issuing its Draft Determination. I noted that, as the national privacy 
regulator, the OAIC has responsibility for administering the credit reporting provisions in Part 
IIIA of the Privacy Act 1988 (Privacy Act), and that the OAIC had been consulted by ARCA 
throughout the development of the PRDE. I did not have any specific comments regarding 
ARCA's application. 

I have reviewed the ACCC's Draft Determination and do not raise any concerns with its terms. 
However, I would like to take this opportunity to raise the following matters and, in 
particular, to emphasise that potential signatories should be mindful of their existing privacy 
obligations when implementing the PRDE scheme. 

The introduction of more comprehensive credit reporting and the purpose of the 

PRDE 

Australia's consumer credit reporting laws are contained in Part IIIA of the Privacy Act and in 
the Privacy (Credit Reporting) Code 2014 (CR code). These laws set out an exhaustive list of 
the types of information that may be collected by a credit reporting body for inclusion in an 
individual's consumer credit report (called credit information), as well as the entities that can 
access those reports and the purposes for which access can be sought. 

Part IIIA commenced in March 2014 as part of the wider reforms to the Privacy Act. One of 
the significant changes to Part IIIA was a move to more comprehensive credit reporting. 
Under this new credit reporting system, credit reporting bodies and credit providers are 
permitted to collect additional types of consumer credit information for inclusion in an 
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individual's credit report. However, as the ACCC notes on page 13 of its Draft Determination, 
industry does not yet appear to have responded to the opportunity to contribute these 
additional types of credit information, but rather has continued to focus on sharing only 
information that was permitted to be shared prior to the March 2014 amendments. 

I understand that the PRDE is intended to address this issue and facilitate the implementation 
of more comprehensive consumer credit reporting, as permitted by Part IIIA.1  In particular, 
the PRDE seeks to introduce the principle of reciprocity, which will require each credit 
provider to nominate a 'tier level' at which they will obtain supply of credit information from 
credit reporting bodies, with the credit provider being obliged to share the same categories of 
information with credit reporting bodies in return. I understand the PRDE is intended to, 
therefore, incentivise greater participation in the more comprehensive credit reporting 
system, and will likely lead to signatories sharing more credit information (and with more 
entities) than was previously the case. 

Managing the privacy impacts of the PRDE requirements 

While it is not for me to comment on the general advantages or disadvantages to the credit 
reporting market of the PRDE scheme, I note that the increased access to and use of personal 
information that the PRDE facilitates has the potential to adversely impact on individuals' 
privacy interests if not accompanied by appropriate safeguards. 

The privacy impacts of reciprocity and tiered access 

I consider that the facilitation of 'tiered' access to credit reporting information by means of 
reciprocity may achieve better privacy outcomes when compared with a system which makes 
full participation in the comprehensive credit reporting system mandatory. This is because, 
under a tiered-access system, credit providers only gain access to the particular credit 
reporting information that is necessary for their particular purposes, rather than access to all 
credit reporting information available about an individual.2  

Signatories should ensure they respect their privacy obligations following implementation 
of the PRDE 

It is important that signatories ensure that they implement their PRDE obligations 
consistently with their existing obligations under Part IIIA of the Privacy Act, the Australian 
Privacy Principles (APPs) where relevant,3  and the CR code. Such safeguards are important in 
maintaining public confidence that privacy rights will be protected in the context of consumer 

See pages 2-3 and 14-29 of the Explanatory Memorandum to the Privacy Amendment (Enhancing Privacy 
Protection) Act 2012. 
2  This reflects the view expressed earlier by the OAIC in its submissions in response to the Financial System 
Inquiry's Interim and Final Reports: 'Financial System Inquiry: submission responding to the Inquiry's interim  
report' and 'Submission on the Financial System Inquiry Final Report'. In those submissions, the OAIC also noted 
that, at the time, the reforms to the Privacy Act had only recently entered into force and that, therefore, it 
would have been premature to mandate participation in comprehensive credit reporting. 
3  While the APPs do not apply to credit reporting bodies and credit providers in relation to credit reporting (and 
related) information, where these entities are otherwise APP entities, the APPs do apply to those entities in 
relation to other kinds of personal information: see ss 20A and 21A of (and Schedule 1 to) the Privacy Act. 
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credit reporting and, moreover, public confidence in the integrity and reliability of the credit 
reporting system more broadly. 

Of particular relevance are the obligations of credit reporting bodies and credit providers to: 

• take reasonable steps to ensure the quality of personal information held in the 
consumer credit reporting system, including ensuring that information used and 
disclosed is accurate, up-to-date, complete and relevant (ss 20N and 210) 

• take reasonable steps to protect information held in the consumer credit reporting 
system from misuse, interference and loss and from unauthorised access, modification 
or disclosure (ss 200 and 21S) 

• provide individuals with access to their credit report upon request (ss 20R and 21T), 
and 

• take reasonable steps to correct information held in the consumer credit reporting 
system, including in response to requests by individuals, where the credit reporting 
body or credit provider is satisfied that the information is inaccurate, out-of-date, 
incomplete, irrelevant or misleading having regard to the purpose for which the 
information is held (ss 20S, 20T, 21U and 21V). 

The 0A1C's role as the national privacy regulator 

The OAIC will not be responsible for enforcing the obligations in the PRDE if implemented. 
However, the Privacy Act confers a range of regulatory action and enforcement powers on me 
in relation to entities' compliance with their existing obligations. These include powers to: 

• conduct an assessment of whether information held by a credit reporting body or a 
credit provider is being maintained and handled in accordance with Part IIIA or the 
CR code (s 33C) 

• receive and investigate complaints made by individuals, or to undertake an 
investigation on my own initiative, in relation to acts or practices which may be a 
breach of certain provisions of Part IIIA or the CR code, and 

• if I consider that there has been an interference with the privacy of an individual, 

o make a determination enforceable in the Federal Court or the Federal Circuit 
Court 

o enter into enforceable undertakings, or 

o seek a civil penalty from the Federal Court or the Federal Circuit Court in cases 
of serious or repeated interferences with individual privacy, including breaches 
of certain provisions of Part IIIA or the CR code. 

The 0A1C's Privacy Regulatory Action Policy further explains these regulatory powers, and the 
approach taken to using these powers. This is supported by the 0A1C's Guide to privacy 

3 



regulatory action which provides entities with a more detailed explanation of how these 

powers will be used.4  

While I have a range of regulatory powers to draw on, my preferred regulatory approach is to 
work with entities to facilitate voluntary compliance and ensure best privacy practice. This 
approach seeks to prevent privacy breaches before they occur and, thereby, is often a more 
efficient and effective means of achieving the protection of personal information. 

The OAIC has established productive working relationships with ARCA and a number of its 
members, and will continue to engage with regulated entities to provide guidance, promote 
best practice compliance, and to identify and seek to address privacy concerns as they arise. 

Yours sincerely 

Timot 
Actin 

ilgri 
Austr n Information Commissioner 

19 August 2015 

4  See the OAIC website for the  Guide to privacy regulatory action  and the  Privacy regulatory action policy. 
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