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1. OVERVIEW 

This submission addresses and contains detailed support for each of the key propositions 

below. 

Payment card fraud is increasing in Australia.   

The fraudulent use of debit and credit cards imposes significant financial costs, 

administrative burdens, personal inconvenience and inefficiencies on all participants in 

card schemes.   

Requiring the use of a Personal Identification Number rather than permitting signature as 

a means of customer authentication for all, or almost all, transactions at Point of Sale is a 

proven method of reducing card fraud.   

This application for authorisation is to enable Visa and MasterCard and relevant financial 

institutions to cooperate in aspects of the introduction of mandatory PIN@POS with the 

certainty and protection of authorisation.  This cooperation will avoid substantial 

duplication of costs and will reduce cardholder and merchant confusion which would 

inevitably result if the introduction of mandatory PIN@POS in Australia were undertaken 

in an uncoordinated and fragmented way. 

2. INTRODUCTION 

2.1 Visa Worldwide Pte Limited and Visa AP (Australia) Pty Ltd 

Visa is a global payments technology company which, under the Visa brand, provides 

payment processing services to its financial institution clients.  Those services include 

transaction processing, risk management and information services.  Visa does not directly 

contract with cardholders for the provision of such services; specifically it does not issue 

cards, extend credit or set rates or fees for merchants and cardholders.  Visa's financial 

institution clients would enter into the relevant contractual relationships with cardholders. 

Visa Worldwide Pte Limited holds relationships with Australian financial institutions. Visa 

AP (Australia) Pty Ltd provides a supporting role to Visa Worldwide in managing and 

supporting these relationships. 

2.2 MasterCard Asia/Pacific Pte Ltd  

MasterCard is a technology company in the global payments industry.  It describes itself 

as operating the world’s fastest payments processing network, connecting cardholders, 

financial institutions, merchants, governments and businesses in more than 210 countries 

and territories. MasterCard’s products and solutions make everyday commerce activities – 

such as shopping, traveling, running a business and managing finances – easier, more 

secure and more efficient for everyone. 

2.3 Definitions 

The following terms have the following meanings in this submission: 

TERM MEANING 

APCA Australian Payments Clearing Association 

Applicants Visa and MasterCard  

CCA Competition and Consumer Act 2010 (Cth) 

Chip card A transaction conducted on a credit or debit card using an embedded 
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TERM MEANING 

transaction computer chip 

CVM Cardholder Verification Method 

Edgar Dunn Edgar, Dunn & Company 

EMV Europay MasterCard Visa global inter-operability standard 

MasterCard MasterCard Asia/Pacific Pte Ltd 

NRI Not Received as Issued 

Participating 

FI's 

The Financial Institutions which are participants in the Industry Security 

Steering Committee and listed in section 4.4 

PIN Personal Identification Number – an alphabetic and/or numeric code used 

as a means of cardholder identification 

PIN@POS The use of a PIN at the POS to authenticate the cardholder's identity  

POS Point of Sale – the location at which the sale/transaction takes place 

RBA Reserve Bank of Australia 

Steering 

Committee 

The Industry Security Steering Committee described in section 4.4 

Visa Visa Worldwide Pte Limited and other Visa entities as the context may 

require 

 

2.4 Application for authorisation 

This submission is made by the Applicants in support of an application for authorisation 

pursuant to sub-sections 88(1A) and 88(1) of the CCA. 

The conduct for which authorisation is sought is described in section 5. 

Authorisation is sought for the period expiring on 30 June 2015.   

The Applicants also seek interim authorisation for the reasons set out in section 11. 

2.5 Confidentiality 

This submission includes certain confidential and commercially sensitive information.  

Disclosure of that information could result in material financial loss and prejudice to the 
competitive position of one or both of the Applicants.  The Applicants request that this 
information be kept confidential by the ACCC and be excluded from the register kept by 
the ACCC in accordance with section 89(5) of the CCA.   

For convenience, the confidential information is indicated by the use of bold red square 
parentheses [CONFIDENTIAL] around confidential text in the confidential version of this 
submission.  This information has been deleted and replaced with [CONFIDENTIAL 
INFORMATION DELETED] in the public version of this submission provided to the ACCC.    

The Applicants request that only the public version of this submission be placed on the 
ACCC's public register. 
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3. CARD SCHEMES AND COMBATTING FRAUD 

3.1 Card schemes 

In Australia there are electronic payment networks which provide means of payment at 

the POS, including by debit cards and credit cards. 

Electronic card payment networks are owned and administered by scheme companies, 

such as Visa and MasterCard.  The Visa and MasterCard schemes generally involve four 

parties: 

 the payer (the "cardholder"); 

 the payer's financial institution (the "issuer"); 

 the recipient (the "merchant"); and 

 the recipient's financial institution (the "acquirer"). 

Common features of these systems relevantly include: 

 the requirement that the true cardholder authenticates her or his identity.  Today, 

authentication in POS transactions  typically involves the cardholder's signature or 

use of a PIN;  

 the issuer confirms that the transaction can be completed based on the card 

presented for payment by authorising the transaction; and 

 the operations of the issuers and acquirers (the member financial institutions) in 

respect of a particular card payment network are governed by rules promulgated 

by the scheme company, also referred to as "mandates" in this submission. 

In the case of Visa these rules, with which the financial institutions, who are members of 

the Visa scheme must comply, are known as the Visa International Operating Regulations 

("Regulations"). These may include regulations that are applicable to a specific country 

such as Australia.  A change to existing Regulations, or the introduction of a new 

Regulation, is communicated to the financial institutions by a Visa Business News 

publication.  

In the case of MasterCard these rules, with which the financial institutions, who are 

members of the MasterCard scheme must comply, are known as the MasterCard Rules.  A 

change to these MasterCard Rules is communicated to the financial institutions by 

Operational Bulletins delivered via a formal on-line notification service to all affected 

members of the MasterCard Scheme.   

3.2 Card fraud 

There are three main types of card fraud: 

(a) Lost/Stolen:  the unauthorised use of a lost or stolen card by a person other than 

the cardholder; 

(b) NRI:  the unlawful interception (and subsequent unauthorised use) of a card after it 

is sent by the issuer and before it is received by the cardholder; and 

(c) Counterfeit:  the unauthorised use of a cloned card. 

Card fraud is increasing in Australia and, in particular, it has increased significantly 

between 2009 and 2012.  A table containing Visa's Australian fraud data comprises Part 1 
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of confidential Appendix 1.  The table indicates that during that short period the total 

fraud experienced in the Visa system has increased by [CONFIDENTIAL INFORMATION 

DELETED]. 

The Applicants estimate that the total losses in Australia across all card payment systems 

resulting from fraud in 2012 was of the order of $260 million.  This estimate is based on 

the data collated by APCA as set out in the table below. 

Scheme Credit, Debit and Charge Card Fraud 

Perpetrated in Australia and Overseas on Australia-issued Cards 

1 July 2011 – 30 June 2012 

Category In Australia Overseas Total 

 Transactions Value ($) Transactions Value ($) Transactions Value ($) 

Lost/Stolen 59,380 11,151,568 22,318 7,198,342 81,698 18,349,910 

Never 

Received 

17,613 4,942,749 801 265,693 18,414 5,208,443 

Fraudulent 

Application 

4,069 2,202,568 245 87,960 4,314 2,290,528 

Counterfeit/ 

Skimming 

45,800 15,589,324 95,515 29,756,732 141,315 45,346,055 

Card Not 

Present 

(CNP) 

313,660 76,958,196 601,558 112,523,482 915,218 189,481,678 

Other 3,307 1,561,538 2,045 334,181 5,352 1,895,719 

Total 443,829 112,405,944 722,482 150,166,389 1,166,311 262,572,333 

 

3.3 Impacts of card fraud 

Fraudulent use of payment cards affects all participants in the system – cardholders, 

merchants, issuers and acquirers. Fraudulent transactions are generally disputed by 

cardholders, and are then subject to each relevant scheme’s dispute resolution process 

(often called “Chargebacks”).  

Each scheme has a defined set of rules for resolving disputed transactions and 

determining financial liability in a variety of scenarios, including but not limited to fraud, 

goods/services not received, or processing errors. These rules establish clear and 

standard conditions, technical requirements and timeframes for issuers to dispute 

transactions on their cardholder’s behalf (where applicable), and establish acceptable 

requirements and timeframes for acquirers to remedy the dispute on their merchant’s 

behalf. If the acquirer is successful in remedying the dispute, the issuer bears financial 

liability; if the acquirer is unsuccessful, they retain the financial liability. For unresolved 

transaction disputes, each scheme acts essentially as an arbitrator between the issuer and 

acquirer. 

Cardholders 

The fraudulent misappropriation of funds on a payment card, results in that cardholder's 

account being wrongly deducted and can also lead to the cardholder being unable to use 
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their card/s because no funds are available, or their card is stopped for fraud, or both.  

The cardholder will then need to go through the dispute resolution process with their 

issuing financial institution to seek to have the fraudulent funds returned to their account.  

The cardholder will have the funds returned to them if they have not contributed to, or 

obtained benefit from, the fraudulent transactions even if the issuer is unsuccessful in 

disputing the transaction with the acquirer under the scheme’s dispute rules. The 

cardholder has zero liability, even if the issuer loses the Chargeback. The cardholder will, 

however, be materially inconvenienced by this process.  Fraud also has a negative impact 

on cardholder confidence in card payment mechanisms. 

Merchants 

The fraudulent acquisition of goods or services from a merchant using illegally obtained 

payment cards or card data, results in the merchant having those transactions disputed 

by the genuine cardholders.  The merchant will then need to go through the dispute 

resolution process with their acquiring financial institution to seek to retain the funds 

received from the fraudulent card transactions.  The merchant may, in some 

circumstances, have to return the funds for the fraudulent transactions to the issuing 

financial institution (depending on how the transactions were accepted and processed) 

resulting in direct financial loss to the merchant.  Even if they are successful in remedying 

the dispute under the relevant scheme's dispute rules and retain the transaction funds, 

merchants, in all cases, incur the costs (such as staff time) of participating in the dispute 

resolution process.  Increasing levels of fraud damage merchants' confidence in the card 

payment system. 

Issuers 

If the funds on a cardholder's account are used fraudulently, the unauthorised transaction 

will be disputed by the cardholder and the issuer must stop further transactions and 

investigate.  The issuer will then need to go through the dispute resolution process with 

the cardholder and the acquiring financial institution and return the funds to the 

cardholder.  If the issuer is unsuccessful in remedying the dispute under the relevant 

scheme's rules, the issuer will usually experience a financial loss for reimbursing the 

cardholder. Even where it successfully recovers the amount through the dispute resolution 

process, the issuer nonetheless incurs operational costs during this process, as well as 

administrative costs for investigation and card replacement. 

Acquirers 

Acquirers will receive disputed (fraudulent) transactions from the issuing financial 

institution.  The acquirer will then need to go through the dispute resolution process with 

the merchant and the issuing financial institution to return funds to the relevant party.  

The acquirer will usually experience a financial loss for funds returned to the issuing 

financial institution, if they are unsuccessful in remedying the dispute under the relevant 

schemes dispute rules. If they are successful in the dispute, the issuing financial 

institution will suffer the financial loss for reimbursing the cardholder. Generally, an 

acquirer will pass the cost of the transaction directly back to the merchant, however that 

may not always be the case and if the merchant is unable to meet the cost of the 

fraudulent transactions, the acquirer will suffer a direct loss. 

In summary, the fraud costs are ultimately borne by merchants and cardholders in the 

form of higher fees to compensate for the losses experienced by the merchants, and 

acquiring and issuing financial institutions.  Merchants and cardholders also suffer the less 

tangible but real costs of the inconvenience caused by blocked accounts and the personal 

and employee time required for the dispute resolution processes. Collectively, over time 

this erodes merchant and cardholder confidence in electronic payments, resulting in a 

move towards more traditional payment methods, perhaps perceived as “safer” (e.g 

cash). 
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3.4 Combatting fraud 

One of the ways of combatting card fraud at POS is to require the person presenting the 

card to verify that they are the true cardholder.  Historically, signature was one of the 

main types of CVM.  The cardholder inscribed a sample signature on the card and the 

merchant staff would compare the sample signature with the signature on the transaction 

receipt.   

In 2008 the use of PIN, as an alternative and optional CVM, was introduced in Australia by 

Visa, MasterCard, American Express and Diners Club.  The availability and use of PIN was 

publicised collectively by those card schemes under the tag PenorPIN.   

Over time, merchant acceptance practices have become increasingly lax when it comes to 

verifying the signature on the transaction receipt ie. merchant’s staff perhaps ensure that 

the receipt is signed, but do not match it to the signature on the card itself – often, the 

card is already returned to the customer’s wallet before the receipt is even signed. 

Therefore, requiring the use of PIN removes the option of verification by signature; a less 

robust CVM.  It is much more difficult for a fraud perpetrator to ascertain a PIN than to 

forge a signature.  Accordingly, one of the most effective ways of combatting fraud 

(particularly Lost/Stolen and NRI fraud) is to make the use of PIN for customer 

verification compulsory.   

3.5 The effectiveness of mandatory PIN@POS in combatting fraud  

Visa Europe's experience in the United Kingdom, after the use of PIN@POS was made 

mandatory in 2006, was that Lost/Stolen and NRI fraud reduced by approximately 

[CONFIDENTIAL INFORMATION DELETED].  A table depicting Visa Europe's UK fraud 

data for the period 2004 – 2010 comprises Part 2 of Confidential Appendix 1.  The decline 

in Lost/Stolen and NRI fraud in the United Kingdom in this period is considered by Visa to 

be substantially, if not entirely, attributable to mandatory PIN@POS.   

Visa considers that there are no material differences in cardholder behaviour and business 

practices between Australia and the United Kingdom which would suggest that the 

experience in the United Kingdom of reducing fraud by mandating PIN@POS would not be 

replicated in Australia. 

4. MANDATING PIN@POS 

4.1 PIN@POS requirements 

Mandating PIN as the verification method at POS involves the following: 

(a) amending the Regulations to introduce a mandatory PIN@POS requirement for 

particular card transactions, which includes a timeline for implementation of the 

PIN@POS mandate by financial institutions (this is explained further at 4.2); 

(b) extensive communications with merchants concerning the content, timing and 

impact of the changes;  

(c) changes to terminals in merchant premises including: changes to screen prompts; 

removing PIN bypass; recognising domestic vs international EMV cards and 

ensuring they are processed differently as applicable (i.e not all international cards 

have a PIN associated with it); and allowing or not allowing PIN bypass as 

appropriate.  These changes will in some cases be implemented remotely from the 

acquirers' system and in some cases by representatives of the acquirer making 

changes to the software at the merchant's premises;  

(d) education and training of merchant staff on PIN entry requirements; 
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(e) changes to issuer software and systems including: recognising, through the EMV 

data, when a transaction has bypassed the PIN requirement and approving or 

declining the transaction accordingly; and 

(f) extensive communication with cardholders because the Applicants estimate that 

approximately 45% of cardholders of their brands in Australia currently do not use 

PIN@POS.  Mandating the use of PIN will require significantly changed behaviour 

on the part of over 7 million cardholders.   

4.2 Visa's initial approach to mandating PIN@POS in Australia 

On 31 October 2009 Visa issued Member Letter 20/09 which introduced their "7-Point 

Card Security Plan" (the "Security Plan"), which was designed to strengthen overall 

payment security in Australia.  One part of this Security Plan was a requirement for 

mandatory PIN entry for all Visa transactions at POS.   

Relevantly, the changes to the Regulations were described in an Attachment to the 

Member Letter as follows: 

PIN as Cardholder Verification Method (CVM) 

Effective 1 April 2012: 

 Acquirers and Merchants must activate their EMV PIN pad devices to 

conduct a EMV PIN Transaction. 

 Acquirers must certify their PIN pads for Online PIN, if Online PIN is 

used. 

 Acquirers and Merchants must provide EMV PIN bypass facilities for 

Chip-Initiated Transaction on PIN-preferring Chip Cards.  

Transactions processed in this way must be sent Online for approval 

by the Issuer or the Issuer's agent.  PIN Bypass Transactions must 

be verified in accordance with card's CVM (Cardholder Verification 

Method) list and Visa International Operating Regulations. 

Effective 1 April 2013: 

 signature will no longer be accepted as CVM (Cardholder Verification 

Method) for domestic Visa card transactions where there is an active 

PIN capable electronic device with the exception of the following: 

 Visa payWave transactions under US$100 which do not 

require any CVM (Cardholder Verification Method) 

 Visa Small Ticket Transactions (STT) which do not require any 

CVM (Cardholder Verification Method) 

Effective 1 April 2013: 

 when a PIN is bypassed for a Chip-Initiated Transaction, the 

Transaction must be sent online to the Issuer or the Issuer's agent 

for decline. 

 Acquirers must ensure that appropriate training of Merchants takes 

place in advance of the above mandate coming into effect.   

In summary, this mandate required all domestic Visa transactions (Australian cards at 

Australian terminals) to be verified by PIN.   
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From 1 April 2013 if an eligible transaction did not include a PIN, the issuer host was 

required to decline the transaction.  This would mean that a cardholder would use a 

terminal just as they do now but if they did not enter their PIN (and bypassed PIN by 

entering "OK" after the prompt "Enter PIN or OK"), their transaction would be declined 

and they would receive the message on the screen of the terminal: "Decline".  No other 

message or explanation would be provided. 

The exceptions to the mandatory use of PIN were: international transactions (transactions 

conducted on cards issued by financial institutions outside Australia, as not all cards from 

all issuers around the world have a PIN associated with them); unattended transactions 

(transactions from unattended terminals e.g vending machines); and transactions that do 

not require any CVM, such as Visa payWave contactless transactions under $100 and 

small ticket transactions (a specific category of transactions under $35 that don't require 

a CVM).   

4.3 MasterCard's Business Roadmap 

On 14 March 2011, MasterCard introduced a "Business Roadmap" for Australia, to drive 

innovation and maintain cardholder and merchant security.  The security measures 

included requirements that all cards must be EMV compliant and POS devices must meet 

EMV requirements.   

MasterCard did not include a mandate for PIN@POS in its Business Roadmap.   

4.4 Financial Institution reaction to the approaches of Visa and MasterCard and 

formation of The Industry Security Steering Committee 

From March 2011 the financial institutions were facing the prospect of implementing the 

changes described in section 4.1 above for mandatory PIN@POS for Visa cards but not for 

MasterCard cards.   

During the second half of 2011, many financial institutions gave feedback to MasterCard 

that they were concerned there was not a common industry approach to PIN@POS, and 

this would cause merchant and cardholder confusion and impose substantial cost 

duplication on financial institutions. 

Similarly, progress towards Visa's PIN@POS implementation date was slow, in part, 

because the challenges, including cardholder and merchant education, faced by issuers 

and acquirers of cards were compounded by dealing with the different requirements of the 

Applicants.   

In response to these widespread and significant implementation concerns, approximately 

40 representatives of 21 financial institutions and 14 representatives of Visa and 

MasterCard met in February 2012 and discussed the industry concerns.  A list of the 

attendees is contained in Confidential Attachment A.  Following that meeting the Industry 

Security Steering Committee was formed. 

The Steering Committee is a joint industry advisory group, comprising the two Applicants 

and ten key issuing and acquiring institutions in Australia listed below.  The objectives of 

the Steering Committee include, relevantly, the alignment of Applicants' PIN@POS 

initiatives and the unified implementation of them by the industry as a whole.  

The following Participating FI's are members of the Steering Committee: 

(a) Australia and New Zealand Banking Banking Group Limited 

(b) Bank of Western Australia Ltd 

(c) Citigroup Pty Limited 
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(d) Commonwealth Bank of Australia 

(e) Cuscal Limited 

(f) GE Capital Finance Australia 

(g) HSBC Bank Australia Limited 

(h) Indue Ltd 

(i) National Australia Bank Limited 

(j) Westpac Banking Corporation 

Contact details can be found in Part 3 of Confidential Appendix 1.  

4.5 Collaborative approaches to fraud mitigation 

Adopting a collaborative and coordinated industry-wide approach to solving issues arising 

from the introduction of mandatory PIN@POS in Australia was not unique.   

A similar approach was adopted for the introduction of optional PIN in 2008 by Visa, 

MasterCard, American Express and Diners Club.  As noted in section 3.4 above, a 

collaborative publicity campaign under the tag PenorPIN was undertaken by the card 

schemes to educate cardholders about the availability of PIN and its benefits.  A copy of a 

sample of publicity material for the PenorPIN campaign is Attachment B.   

Similarly an industry-wide collaborative approach was adopted for the introduction of 

mandatory PIN@POS in the United Kingdom in 2004.  At that time the Association for 

Payment Clearing Services (APACS) was a trade organisation that brought together all 

payment system organisations in a forum to work together on issues such as system 

security.  APACS oversaw and guided the transition of cards in the United Kingdom to 

Chip and PIN.  The successor to APACS is the UK Payments Administration Ltd (UKPA).  

Details of the very effective coordinated introduction in the United Kingdom of mandatory 

PIN@POS are contained on a legacy website (http://www.chipandpin.co.uk).  Learning's 

from the introduction of mandatory PIN in the United Kingdom (and other countries) are 

also summarised in the Visa publication "Chip and PIN in Europe" which is Confidential 

Attachment C.   

An industry-wide collaborative approach was also adopted for the introduction of 

mandatory PIN@POS in Canada. 

4.6 Steering Committee deliberations 

The Steering Committee has provided a forum in which issues resulting from the 

introduction of mandatory PIN@POS have been discussed.  Key outcomes of these 

discussions have included:  

 changes which Visa has unilaterally decided to make to its PIN@POS 

mandate; 

 MasterCard's willingness to introduce a PIN@POS mandate substantially 

identical to Visa's mandate, subject to authorisation by the ACCC; 

 the appointment of Edgar Dunn & Company in June 2012 as Manager of the 

Program Management Office. The Program Management Office was created 

for the purpose of supporting the Industry Security Initiative. This includes 

the Industry Security Steering Committee and the various associated work 

http://www.chipandpin.co.uk/


 

 10  

 

 

streams. The Program Management Office provides the overall project 

guidance;1 

 the appointment of STW2 in November 2012 as Communications Agency; 

and 

 the establishment of technical and communications work streams.  The 

technical work stream focusses on the implementation of the technical, 

operational and physical changes required to implement PIN@POS. The 

communications work stream focusses on the development of the 

communication program to raise awareness of the PIN@POS change. 

For the avoidance of doubt, the parties do not seek authorisation of the conduct outlined 

above, it is merely provided as background to the submission. 

4.7 Industry concerns with the Visa PIN@POS mandate 

The Participating FI's indicated to Visa that they were concerned with the following 

aspects of the Visa PIN@POS mandate:  

 the timeframe required by the Visa 2009 mandate, i.e signature no longer 

accepted as the CVM after 1 April 2013, could not be achieved; 

 implementing the mandatory PIN requirement only at the issuer host would 

result in substantial cardholder and merchant confusion at POS as the 

cardholder would be declined if they bypass PIN despite the terminal 

providing the option to enter OK(bypass PIN); and 

 including magnetic stripe-initiated transactions would impose very 

significant incremental costs on card issuers and acquirers. Issuers are able 

to remotely manage a given card’s usage parameters through the dynamic 

nature of the technology on an EMV chip; but a magnetic stripe is static 

data, not able to be updated remotely, and would require a new card to be 

issued with new usage parameters. 

4.8 Visa's revised PIN@POS mandate 

Visa considered the industry concerns and unilaterally amended its 2009 PIN@POS 

mandate as follows:  

 the timeframe for implementation was extended, i.e signature will no 

longer be accepted as the CVM after 30 June 2014.; 

 merchant terminals will be required from 17 March 2014 to enforce PIN on 

eligible transactions – if a transaction requires PIN, the terminal will not 

allow the cardholder to proceed without PIN and the screen prompt will 

change to read "Enter PIN" instead of "Enter PIN or OK" when PIN is 

required; 

 the issuer host system will be required from 30 June 2014 to decline any 

eligible transactions that do not have a PIN; and 

                                                
1 The team from Edgar Dunn & Company moved to RFi Consulting Pty Ltd in April 2013, and the 

Program Management Office activities similarly moved to RFi Consulting on 1 May 2013. 
2 The STW Group, a public company, is a large communications agency operating in Australia, and 

its “Shift” division is working on the PIN@POS initiative. 
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 the mandate will not apply to magnetic stripe card transactions; it will only 

apply to domestic chip-initiated transactions i.e transactions involving 

chipped credit, debit or prepaid reloadable cards.  

To communicate these changes Visa issued a Visa Business News on 28 February 2013 in 

the following terms:  

 "Visa has revised PIN requirements for domestic transactions in Australia.  The 

following updates will be reflected in the AP Regional Operating Regulations:  

 The deadline to use a PIN as the cardholder verification method (CVM) for 

domestic transactions in Australia by 1 April 2013 has been extended to 17 

March 2014.  This requirement will now apply only to chip-initiated 

transactions.  

 Effective 17 March 2014, merchants and acquirers must ensure that for 

domestic chip-initiated transactions that require a PIN as the CVM, the 

chip-reading device does not allow PIN-entry to be bypassed.  Note: This 

requirement also applies to mobile point-of-sale devices.   

 Effective 30 June 2014, an issuer or its processor must decline a PIN 

bypass transaction for all domestic chip-initiated transactions that require a 

PIN as the CVM.   

 The intent is that all domestic chip-initiated transactions in Australia use a PIN as 

cardholder verification or else be declined, with the exception of:  

 Transactions initiated with non-PIN-preferring cards to accommodate 

specific individual cardholder needs 

 Unattended transactions 

 Visa Easy Payment Service transactions 

 Visa payWave transactions that do not require a CVM 

 Note: This requirement to use a PIN as the CVM will not apply to international and 

magnetic-stripe transactions."   

4.9 Industry concerns with non-alignment between Visa and MasterCard 

As noted in section 4.1, mandating PIN@POS involves cardholders, merchants, issuers 

and acquirers in extensive changes to software and to some terminals, merchant 

processes and cardholder behaviour.  All of these changes involve substantial cost eg 

software changes, merchant staff training, potential hardware (terminal) costs and a 

major public education campaign to change cardholders from using a signature to 

PIN@POS.   

The financial institutions have made clear their concerns that, if Visa and MasterCard were 

to introduce PIN@POS mandates with different timelines and different requirements (e.g, 

one mandate includes magnetic stripe transactions and the other does not), substantially 

all of the costs referred to above would need to be duplicated i.e, costs would be incurred 

to implement Visa's mandate and then costs (for substantially the same kinds of activities 

and in substantially the same amounts) would be incurred to implement MasterCard's 

mandate.   

In addition, issuers and merchants also consider that significant and ongoing cardholder 

confusion at POS is likely if the required transaction behaviour is markedly different 

between the brands of the two Applicants. 
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4.10 MasterCard's PIN@POS mandate 

MasterCard considered the industry concerns outlined above and has independently 

decided that it  would like to introduce a PIN@POS mandate in substantially identical 

terms to the revised Visa mandate, subject to authorisation being obtained.   

4.11 Cardholder and merchant communications 

The Steering Committee has supervised the development of a very substantial cardholder 

and merchant communications strategy.  The strategy is required because of the 

imperative to increase PIN usage from approximately 55% of cardholders currently to 

over 90% by March 2014.  Extensive market research with cardholders was undertaken in 

the first quarter of 2013, in order to understand the underlying cardholder behaviours, 

attitudes and barriers to PIN usage. In addition, part of the strategy has been the 

development of a brand identity toolkit for issuers to utilise in their own communications 

with their own cardholders. The Steering Committee has engaged RFi Consulting and STW 

to develop the cardholder and merchant communications. In the event that authorisation 

is obtained, these organisations will be in control of the joint initiatives and the Applicants 

and Participating FI's will approve the joint campaign. The joint communications will be at 

an industry wide level to ensure a common and consistent message to cardholders and 

merchants and to avoid confusion. 

For the avoidance of doubt, the parties do not seek authorisation of the conduct outlined 

above, to the extent already engaged in. 

Going forward, and subject to authorisation being obtained, it is proposed that the 

implementation of the communications strategy include:  

 two main phases of activity: an initial “carrot” phase, encouraging 

cardholders to voluntarily adopt PIN@POS due to its added speed and 

security; and a “stick” phase, noting that PIN@POS will be mandated from 

17 March 2014 and that it will be necessary for all cardholders to know 

(and know how to use) their PIN from this date; 

 multiple phases of media campaigns across media including print, out of 

home, POS, television and digital to raise cardholder awareness of the 

change to mandatory PIN; 

 engagement with merchants through POS, mystery shopper "PIN to win" 

competitions; 

 the development and maintenance of the pinwise.com.au website. It is 

anticipated the PINwise website will provide information about the 

PIN@POS change,  assistance with remembering and changing a PIN, 

provide merchants with relevant content and some generic safety facts, as 

well as “click through” internet links to the websites of financial institutions 

(so that cardholders can immediately get information about receiving or 

changing a PIN from their own issuer, as different issuers have different 

processes);  

 the provision of brand identity toolkits to issuers for them to deploy in 

order to assist them in adopting consistent messaging in their 

communications with their own cardholders; and 

 the provision of a standardised set of answers to Frequently Asked 

Questions (FAQ) to assist issuers, acquirers and merchants to adopt 

consistent messaging with cardholders and staff. 
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The Applicants and Participating FI's, have funded all the work on the communications 

strategy to date on a voluntary basis.  The amount expended to date is specified in Part 4 

of Confidential Appendix 1. 

It is anticipated that the Applicants and Participating FI's will continue, voluntarily, to fund 

the communications strategy, including the extensive media campaigns.  The current 

estimate of this expenditure is specified in Part 5 of Confidential Appendix 1. 

4.12 Communications strategy timeline 

The timeline for the implementation of the communications strategy reflects the key 

objective to convert cardholders from signature to PIN by March 2014.  The Applicants 

and the Participating FI's have been advised that to achieve a conversion from 55% to 

90% of cardholders it will be necessary to commence implementing the communications 

strategy by no later than July/August 2013; starting initially with issuers communicating 

with their own cardholders and the PINwise website going live, and then supported with a 

public advertising campaign in September 2013 (following the Federal election) and “PIN 

to win” merchant activity in October/November 2013. An overview of the communications 

strategy and PIN@POS project is shown at Confidential Attachment D. 

4.13 Regulator support for the collaborative approach  

The Applicants understand, from Edgar Dunn & Company, that the Reserve Bank of 

Australia and the Australian Securities and Investments Commission are supportive of the 

collaborative approach to the introduction of mandatory PIN@POS in Australia, but they 

could not approve the approach in a way which could address any competition law risks or 

concerns.   

5. CONDUCT FOR WHICH AUTHORISATION IS SOUGHT 

The conduct for which authorisation is sought is, from the date of authorisation or interim 

authorisation if granted: 

(a) the Applicants and Participating FI's making arrangements and/or arriving at 

understandings containing provisions that MasterCard will implement a PIN@POS 

mandate in terms and timing the same as, or substantially similar to Visa's current 

PIN@POS mandate (the key aspects of Visa's mandate are contained above at 4.8) 

and giving effect to those arrangements or understandings;  

(b) the Applicants (or one of them) and Participating FI's, making arrangements and/or 

arriving at understandings and giving effect to arrangements and understandings 

which contain provisions that they, or some of them, will jointly fund the 

preparation, modification and implementation of a public communications strategy 

concerning the implementation of mandatory PIN@POS in Australia;  

(c) the Applicants (or one of them) and Participating FI's, making arrangements and/or 

arriving at understandings and giving effect to arrangements and understandings 

which contain provisions that they, or some of them, will jointly agree upon the 

terms on which the public communications strategy concerning the implementation 

of mandatory PIN@POS in Australia will be implemented;  and  

(d) the Applicants (or one of them) and Participating FI's, making arrangements and/or 

arriving at understandings and giving effect to arrangements and understandings 

which contain provisions that they or some of them will adopt and adhere to the 

public communications strategy.    

This conduct is referred to in this Submission as "the Arrangements".   
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For the avoidance of doubt, the Applicants do not seek authorisation of the conduct 

outlined in sections 4.6 and 4.11 of this Submission, to the extent already engaged in. 

The Applicants do not concede that the Arrangements, for which authorisation is sought, 

do, or would, contravene the CCA, but wish to have the certainty and protection afforded 

by authorisation.   

There is nothing in this conduct that would preclude the Applicants from competing 

generally, or specifically, in respect of other card transaction security measures.  

6. RELEVANT MARKET(S) 

The ACCC has previously noted that it is not essential to precisely define the markets 

likely to be affected by conduct for which authorisation is sought if it is apparent that a 

net public benefit would (or would not) arise regardless of the scope of the market.  The 

Applicants submit that this is the case with respect to the authorisation sought in the 

application to which this submission is annexed. 

The Applicants submit that the areas of competition that may be affected by the 

Arrangements are the various national markets in which services associated with payment 

cards are supplied to financial institutions by payment card scheme operators and by 

financial institutions to merchants and cardholders. 

7. "FUTURE WITH" AND "FUTURE WITHOUT" ANALYSIS 

7.1 Future with the joint approach to mandatory PIN@POS and marketing 

If the Arrangements (i.e the joint approach to the introduction to PIN@POS and to the 

development, modification and implementation of all aspects of the communications 

strategy) are authorised, the Applicants will: 

 implement their respective (and identical or substantially similar) PIN@POS 

mandates; and 

 in conjunction with the Participating FI's, jointly develop, modify, approve 

and implement all aspects of the communications strategy.   

7.2 Future without the joint approach to mandatory PIN@POS and marketing 

In circumstances where authorisation is not granted: 

 Visa would proceed with its PIN@POS mandate, which would require the 

changes to merchant terminal and issuer host software (and, for some 

merchants, hardware) described in section 4.1(c) and (e) to be made in 

respect of Visa transactions only;  

 cardholder communications of the kinds described in section 4.1(f) would 

be developed and implemented concerning mandatory PIN@POS in respect 

of Visa card transactions only;  

 merchant communications and training of the kinds described in sections 

4.1(b) and (d) would be developed and implemented concerning 

mandatory PIN@POS in respect of Visa card transactions only;  

 MasterCard would proceed separately with its PIN@POS mandate, which 

would require the changes to merchant terminal and issuer host software 

(and, for some merchants, hardware) described in section 4.1(c) and (e) to 

be made in respect of MasterCard transactions only;  
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 cardholder communications of the kinds described in section 4.1(f) would 

be developed and implemented concerning mandatory PIN@POS in respect 

of MasterCard transactions only;  

 merchant communications and training of the kinds described in sections 

4.1(b) and (d) would be developed and implemented concerning 

mandatory PIN@POS in respect of MasterCard transactions only; and 

 Financial Institutions would have to do everything twice, namely updating 

their software and hardware in accordance with each of Visa and 

MasterCard's separate mandates.  They would also not have the benefit of 

co-ordinated communications to cardholders and merchants, which would 

be likely to result in two rounds of communications with those parties.  In 

short, the "future without" the joint approach results in inefficiencies for 

Financial Institutions and a significant amount of confusion amongst 

cardholders and merchants..   

8. PUBLIC BENEFITS 

The Applicants submit that, comparing the future which involves the joint implementation 

of the PIN@POS mandate and marketing campaign with the future which involves 

uncoordinated and fragmented implementation, it is clear that the collaborative conduct 

for which authorisation is sought will generate identifiable and significant public benefits. 

The principal public benefits are set out below. 

8.1 Avoidance of duplicated costs 

By having substantially identical PIN@POS mandates, with substantially identical technical 

requirements and timetables, the following costs and disruptions are not duplicated: 

 the costs and disruptions of upgrading and changing POS terminals; 

 the costs and disruptions of merchant staff training; 

 the costs and disruptions of upgrading and changing issuer host software 

and systems; and 

 the costs and disruptions of significantly changing the behaviour of 

cardholders. 

The duplication of the costs and the inefficiencies, which would result from different 

PIN@POS mandates, with different requirements and timetables, would inevitably be 

passed through to cardholders and merchants in the form of higher prices for merchants' 

goods or services and higher fees for financial institutions' services. 

8.2 A reduction in cardholder confusion 

In order to be effective in combatting fraud PIN@POS must be adopted by cardholders.  

Currently approximately 45% of cardholders using the Applicants brands do not use PIN.  

Accordingly the communications program must persuade the vast majority of those 45% 

of cardholders to start using PIN.  The implementation of substantially identical PIN@POS 

mandates and the coordination of messaging in the communications will minimise the 

confusion which would inevitably result if mandatory PIN@POS was introduced by one 

card scheme in one way and in accordance with its timetable and mandatory PIN@POS 

was introduced by the other card scheme in another way and in accordance with a 

different timetable. 
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Similarly an absence of coordination between the issuing financial institutions as to the 

key messages they provide to their cardholders would inevitably result in more cardholder 

confusion than if the key messaging is coordinated. 

9. PUBLIC DETRIMENTS 

The Applicants submit that there are no material detriments (anti-competitive or 

otherwise) associated with the Arrangements.  

The Arrangements will not, by comparison with the future without the Arrangements, 

result in any lessening of competition in any relevant markets.  To be most effective, 

fraud minimisation requires an industry wide approach and, as such, it is not an area of 

potential meaningful competitive conduct.   

The introduction of mandatory PIN@POS will require, in some industries or individual 

merchants, changes in business practices.  For example in a cafe, once PIN is the only 

CVM permitted, a transaction record will not be brought to the customer to sign.  The cafe 

will need to decide whether to retain the current terminal at the counter and require the 

customer to go to the counter to enter their PIN, or to obtain a new mobile terminal which 

can be brought to the customer's table.  Such terminals are common in cafes in Europe.  

There might also be concerns in some industries, such as cafes or taxis, that tipping will 

reduce if customers can no longer add a tip when they sign the transaction record.  Again 

these businesses can decide whether this concern is sufficiently significant to justify 

obtaining a new terminal which will permit tips to be entered on screen when entering the 

PIN. 

There will be a small number of businesses with booths, such as carparking stations, or 

security arrangements, such as a 24hr petrol stations, where some change to the layout 

of the area where payment is made may be required to enable payment verification by 

PIN. 

All of these possible consequences would, however, be consequences of the introduction 

of mandatory PIN@POS by only one of Visa or MasterCard.  In other words, even if these 

consequences of the introduction of mandatory PIN@POS are detriments, they are not 

detriments which result from or are, in any way caused by the collaborative 

Arrangements. 

Competition between the card schemes, issuers and acquirers is vigorous and effective.  

They compete on product offerings, customer benefits and various other areas. This 

competition will not be affected by the joint implementation of the PIN@POS mandate. 

Joint implementation of the PIN@POS mandate will have no impact on other participants 

in the payments system, for example ePal (EFTPOS) is already PIN-only at POS.  There is 

no impact on new entrants in payments market (i.e PayPal and Google) from the joint 

implementation of the PIN@POS mandate. 

10. CONCLUSION / BALANCE OF PUBLIC BENEFIT AND DETRIMENT 

The Applicants submit that that the significant public benefits that will result from the 

Arrangements outweigh the public detriments, if any, which may result from them.  

11. INTERIM AUTHORISATION 

The Applicants seek interim authorisation, for the period until final authorisation comes 

into effect or is refused, to enable the Applicants and Participating FI's to engage in the 

initial "carrot" phase of the communications strategy to encourage the voluntary adoption 

of PIN@POS by Cardholders. 
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Specifically, the Applicants seek interim authorisation for the Applicants and one or more 

of the Participating FI's  to, make arrangements and/or arrive at understandings and give 

effect to arrangements to: 

 jointly fund the preparation, modification and implementation of a public 

communications strategy concerning the promotion of the voluntary 

adoption of PIN@POS in Australia;  

 jointly agree upon the terms on which the public communications strategy 

concerning the promotion of the voluntary adoption of PIN@POS in 

Australia will be implemented;  and  

 jointly agree to adopt and adhere to the public communications strategy in 

relation to the promotion of the voluntary adoption of PIN@POS in 

Australia; 

from the date of interim authorisation, if granted. 

If granted, interim authorisation would not extend to the Applicants agreeing with each 

other to each implement mandatory PIN@POS mandates, or conducting any preparatory 

activities in relation to the introduction of mandatory PIN@POS.   

The interim authorisation is only intended to cover the activities necessary to implement 

the communications strategy to raise awareness of the importance of (voluntary) 

PIN@POS as a security and fraud reduction measure, prior to implementation of the 

mandate for mandatory PIN@POS if authorisation is received.  The intention of the 

Applicants in this phase is to show cardholders that increasing PIN usage is an industry-

wide initiative supported by both MasterCard and Visa and not just their own bank asking 

them to use a PIN.   

Examples of activities which it is envisaged would be covered by interim authorisation 

include: an agreement between the Applicants and Participating FI's concerning the direct 

communication from issuers to their own cardholders in July/August 2013 using the two 

Scheme logos and the phrase "industry initiative"; the establishment of the PINwise 

website in August 2013; the use of public advertising starting in September 2013; the 

planning, production and execution of the merchant-based “PIN to win” promotional 

campaign in October and November 2013.   

The Applicants submit that interim authorisation should be granted for the following 

reasons: 

(a) The interim arrangements are not anti-competitive and will have no anti-

competitive impact on any relevant markets 

The Applicants submit that the coordination of the implementation of an industry-

wide PIN@POS awareness campaign so as to avoid duplication of costs and 

merchant and cardholder confusion (which would arise if the Applicants were to 

approach this activity separately) is not in any material sense anti-competitive and 

will do no harm to competition during the period of interim authorisation.  

Uncoordinated and separate promotion of (voluntary) PIN@POS by Visa and 

MasterCard would not contribute to cardholder and merchant welfare, which 

suggests that coordination in this respect is not curtailing or removing any 

competition. 

(b) The urgency of the request is clear 

The nature and extent of the communications required to convert approximately 

55% of cardholders of the Applicants brands currently using PIN to approximately 

90% of cardholders using PIN is such that the communications, especially the 
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advertising directed to cardholders and merchants, need to commence as soon as 

possible.  Any delay will prolong the period in which fraud perpetrators can take 

advantage of signature as opposed to PIN as a means of verifying a card at POS 

and increases the difficulty in converting the 45% of cardholders that currently use 

a signature at POS. 

(c) The grant of interim authorisation will not harm other parties 

The coordination of the introduction of voluntary PIN@POS which is the object of 

the interim arrangements is being undertaken at the request of the financial 

institutions and the grant of interim authorisation, which will materially assist the 

current timetable to be observed, and will benefit the financial institutions. 

Cardholders and merchants will also benefit from the longer lead time before 

17 March 2014 to familiarise themselves with the changes. 

If interim authorisation is not granted the communications will commence much 

later and delays to the coordinated introduction of voluntary (then mandatory) 

PIN@POS will be inevitable, which will in turn delay the ability of the Applicants to 

address rising levels of fraud in a meaningful way. 

12. LENGTH OF AUTHORISATION 

The period sought for authorisation is for the period ending 30 June 2015.   

The Applicants and the participating FI's intend to have all elements of the 

implementation of mandatory PIN@POS operating by 30 June 2014.  It is not, however, 

possible to be certain at this stage whether the cardholder and merchant awareness 

campaign will have been sufficiently effective and whether, if it is not, some extension of 

the period will be required.  The Applicants do not wish to be in a position where it is 

necessary, because of delays in the conversion of cardholders to PIN, to seek modification 

of the authorisation (in whatever way) because the term of the authorisation has expired.   
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APPENDIX 1 – CONFIDENTIAL INFORMATION DELETED 



Keep your PIN a secret 

•  Don’t allow anyone else to use your card, PIN or 
other security information.

• Always memorise your PIN. If  you need advise on 
managing your PIN, please call us.

• Always take reasonable steps to keep your card safe 
and your PIN secret.

• We will NEVER ask you to disclose your PIN.

1.  Check to make sure the amount of   
the transaction is correct.

2. Press CREDIT  
(button image, not words).

3. Enter your PIN on the keypad.

4. Press the OK/ENTER key.

5. For your protection, the numbers of   
the PIN you enter are not displayed  
on the screen – you will see asterisks  
(****) instead.

6. The screen will show you if  the transaction 
has been approved and you will be issued 
a receipt.

PIN – a quick, easy way to pay

When you’re ready to pay for your goods, check-out staff 
may ask if you would like to enter a PIN or sign for your 
purchase.

Remember 

✔ PIN may not be available on all cards. Please visit 
penorpin.com.au to find out more.

✔ If  you already have a debit or credit card with a PIN,  
this will not change.

✔ If  you already have a debit or credit card with no  
PIN, you may be issued one.

✔ If  you want to change your PIN contact us.

For cardholders with a disability

If  you have concerns about using PIN, contact us and we 
will be happy to discuss this with you. Don’t forget, if  you 
used a signature before, you can still use this method to 
authorise payments.

Frequently Asked Questions

Q: What is PIN? 
A:  A Personal Identification Number (PIN) is a number either 

allocated to you directly by the issuer of  your card or 
selected specifically by you and known only by you.  

  The PIN is used as verification for transactions such as 
cash withdrawals from ATMs. The PIN is also specific to 
the card.  

Q: Why do we need a PIN?
A:  A PIN is an alternative form of  verification. It does not 

replace signing but offers a new choice.

Q: Can I still sign for my payments?
A:  Yes. You still have a choice between signing or entering  

a PIN. 

Q: I have a PIN on my card already. Do I need a new PIN?
A: No, you can use your existing PIN.

Q: How will I know what my PIN is? 
A:  If  you don’t have a PIN yet, don’t worry you don’t need to 

contact us, we should be in touch soon.

Q:  What if I have been issued a PIN but have forgotten 
what it is?

A:  Please contact your financial institution and they will 
advise you on how to get a new PIN.

Visit penorpin.com.au for more details



Currently, when you use your American Express, 
Diners Club, MasterCard or Visa card to pay for 
something at a shop you press ‘credit’, and sign  
to accept the transaction. 

From 4 June 2008, participating shops in Australia 
will be able to accept a Personal Identification 
Number (PIN), giving you an alternative. Of course, 
you can continue to sign as you’ve always done.

penorpin.com.au

From 4 June 2008 you’ll have 
a choice when paying with your 




