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EXECUTIVE OFFICE 
 
 
 
 
 
 
 
 

12 December 2018 

The Hon. Senator Mitch Fifield 
Minister for Communications and the Arts 
Parliament House 
CANBERRA, ACT, 2600 

 

Dear Minister 

ACCC report on Telstra's compliance with its Structural Separation Undertaking 

The Australian Competition and Consumer Commission (ACCC) is required under the 
Telecommunications Act 1997 (the Act) to monitor and report each financial year on 
breaches by Telstra of an undertaking in force under section 577A of the Act (Telstra’s 
Structural Separation Undertaking). 

Enclosed is the ACCC’s report for the 2017-18 financial year. Please note that subsection 
105C(3) of the Act requires you to table the report in each House of Parliament within 15 
sitting days of that House after receiving the report. 

 

Yours sincerely  

 

Rod Sims 
Chairman 
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1. Introduction
The ACCC accepted a Structural Separation Undertaking (SSU) from Telstra on 27 February 2012. 
Telstra’s migration plan, which forms part of the SSU, commenced operation soon after on 
7 March 2012.1 The SSU and the migration plan together specifies Telstra’s commitments to 
progressively migrate its fixed line voice and broadband customers onto the NBN and promote 
equivalence and transparency during the transition period. These commitments are fundamental to 
promoting competitive outcomes during this period.

Section 105C of the Telecommunications Act 1997 (the Act) provides that each financial year, the ACCC 
must monitor and report to the Minister on breaches by Telstra of its SSU.

This report outlines likely breaches of the SSU by Telstra for the period 1 July 2017 until 30 June 2018 
and the steps Telstra has taken, or proposes to take, in order to remedy these breaches.

During the year, Telstra has reported three instances where a limited amount of Wholesale Customer 
Protected Information (WCPI) was either inadvertently sent by Telstra Operations staff, or made 
available by a defective software filter, to a small number of its Retail Business Unit (RBU) staff. Telstra 
has rectified these breaches by deleting the information received by their RBU staff, reminding all their 
staff their responsibilities in relation to the SSU and by setting proper parameters for the defective filter. 
Chapter 2 provides more details in relation to these breaches.

During the 2017–18 period, the ACCC approved two requests from Telstra to vary its Migration Plan and 
provided regulatory forbearance on four occasions in order to promote a better migration experience 
for end users. Chapter 3 provides more details in relation to the migration plan variations and the 
regulatory forbearance provided by the ACCC.

This report is the 7th SSU Annual Compliance report. The ACCC considers that Telstra’s compliance 
with its SSU has improved over the years.2 This is one of the reasons why the ACCC has decided to 
take a streamlined approach to this report. We have reduced the level of detail for some information in 
relation to the SSU and the ACCC’s approach to compliance and enforcement, which are available in the 
previous reports.3 

1 Section 577BC of the Telecommunications Act 1997 requires Telstra to submit a migration plan to the ACCC once the SSU is 
in force.

2 For example Telstra reported 21 breaches in 2012–13. See Telstra’s Structural Separation Undertaking: Annual Compliance 
Report 2012–13, p. 6.

3 For example, see: Telstra’s Structural Separation Undertaking: Annual Compliance Report 2016–17.

https://www.accc.gov.au/system/files/Telstra%E2%80%99s Structural Separation Undertaking Annual Compliance Report 201....pdf
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2. Breaches of the SSU
This section details three information security matters where the ACCC considers, on the balance of 
probabilities, that Telstra breached its SSU obligations.

The SSU contains information security obligations designed to safeguard Protected Information 
obtained by Telstra in the course of supplying regulated services to wholesale customers. By virtue of 
Telstra’s vertical integration, Protected Information could potentially be used to Telstra’s advantage in 
downstream markets.

Telstra’s information security obligations are contained in clause 10 of the SSU. These 
obligations include:

�� a strict prohibition on the disclosure of Protected Information to retail business units unless the 
wholesale customer has authorised the disclosure

�� a prohibition on Telstra using or disclosing Protected Information in a way that would be likely to 
enable its retail business units to gain or exploit an unfair commercial advantage over its wholesale 
customers

�� further restrictions on disclosing other information to retail business units unless, with the approval of 
the ACCC, it makes the information available to wholesale customers at the same time.

Importantly, Telstra must protect any:

�� confidential or commercially sensitive information obtained directly from wholesale customers for 
the purpose of, or in the course of, Telstra supplying regulated services—such as the end user’s 
name, address and service type

�� confidential and commercially sensitive information derived from the above information (such as 
billing or service usage information) that would identify a wholesale customer or its end-users.
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Item 14—Telstra Wholesale raw data included with Telstra 
Retail raw data
Description of the breach Cause of the breach

On 22 November 2017, a Telstra Operations employee sent 
an email to a Retail Business Unit (RBU) employee attaching 
a file containing raw data relating to copper services. The 
data in the file contained Retail and Wholesale information, 
including end user names and addresses. The Wholesale 
Customer end user information is Wholesale Customer 
Protected Information (WCPI) under clause 10.1 of the SSU.

On 13 November 2017, a request was made from a RBU 
employee to a non-separated Telstra Operations employee 
requesting data on Telstra Retail copper services including 
end user names and addresses. On 16 November, the 
Telstra Operations employee responded that he could 
supply the data, however it would contain WCPI as well. On 
17 November the RBU employee responded that he should 
not receive any WCPI. On 22 November the file containing 
WCPI was sent to the RBU employee.

Remediation undertaken by Telstra
Telstra advised that on 24 November 2017, the RBU employee responded to the Telstra Operations 
employee advising he could not use any WCPI and he would need to delete the email and the file, which 
he subsequently did.

In relation to the matter/incident Telstra has highlighted the importance of compliance with the SSU 
obligations to the Telstra Operations employee involved and his manager. The employee was required 
to confirm their understanding and commitment to those obligations.

In addition, as reported by Telstra, communication was sent to the relevant Telstra Operations team 
reminding them of their SSU responsibilities and the importance of protecting Wholesale information 
from disclosure to RBU staff. A senior management communication was also sent to the broader Telstra 
Operations team highlighting this incident and reinforcing the importance of compliance with the 
SSU obligations.

ACCC view
The ACCC is satisfied that the actions taken by Telstra were appropriate in minimising the risk of any 
competitive harm occurring and the risk of recurrence.  

4 Annexure C to Telstra’s SSU annual compliance report for FY18, p. 1, confidential report.
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Item 25—Disclosure of Telstra Wholesale CustomNet end 
user details
Description of the breach Cause of the breach

In April 2018, Telstra discovered a report containing 
CustomNet service details of Telstra Retail customers and 
four Wholesale Customer end users was made available to 24 
Telstra Retail employees. The Wholesale Customer end user 
information is WCPI under clause 10.1 of the SSU.

The report was prepared by Telstra Operations staff for the 
purpose of enabling Telstra Retail to advise Telstra Retail 
CustomNet customers of the exit of those services.

As part of the preparation of these reports, the customer 
list is washed to remove any WCPI before being provided 
to RBU. However, in this instance the wash process failed 
as a parameter used in the washing process was entered 
incorrectly.

Remediation undertaken by Telstra
Telstra advised that while 24 RBU staff had access to the reports, only four RBU staff accessed the 
report during the time it was available. None of the staff who accessed the report used any WCPI in the 
report and were in fact unaware that the report had contained Protected Information. The report and 
any copies made have been deleted.

A new process was initiated to ensure correct parameters are entered so that Telstra Wholesale 
CustomNet end users are removed from the report before it is shared with Telstra Retail staff.

ACCC view
The ACCC is satisfied that the actions taken by Telstra were appropriate in minimising the risk of any 
competitive harm occurring and the risk of recurrence.  

Item 36—Disclosure of Non-Telstra 000 FNNs
Description of the breach Cause of the breach

On 11 May 2018, two emails containing lists of Full National 
Numbers (FNNs) of end users who had attempted to call 000 
emergency services, but were unsuccessful, were sent to a 
distribution list that included a RBU employee. It included 
both Retail and Wholesale Customer end user FNNs which is 
WCPI under clause 10.1 of the SSU.

The issue was as a result of human error when Telstra was 
trying to contact impacted customers in response to an 
incident that occurred at that time.

Remediation undertaken by Telstra
Telstra advised that the Retail employee has deleted the email and has not used or disclosed of any 
Protected information contained within the emails in a manner which would be likely to enable Telstra 
Retail to gain or exploit an unfair commercial advantage over any Telstra Wholesale customer. Telstra 
also advised that they reminded their employees to be vigilant about protecting Wholesale Customers’ 
information.

ACCC view
The ACCC is satisfied that the actions taken by Telstra were appropriate in minimising the risk of any 
competitive harm occurring and the risk of recurrence.  

5 Annexure C to Telstra’s SSU annual compliance report FY18, p. 2, confidential report.

6 Annexure C to Telstra’s SSU annual compliance report FY18, pp. 1–2, confidential report.
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3. Telstra’s Migration Plan
This section details the operation of Telstra’s Migration Plan over the 2017–18 period. The Migration Plan 
sets out the steps that Telstra will take to progressively migrate voice and broadband services from its 
copper and hybrid-fibre coaxial (HFC) network to the NBN as it is rolled out across Australia. 

On 12 December 2017, the ACCC accepted Telstra’s request to extend its disconnection date for special 
services listed in Required Measure 5(D).

On 6 March 2018, the ACCC approved Telstra’s request to vary its migration plan in order to facilitate 
the rollout of Fibre to the Curb for the NBN together with a number of other minor amendments. 

There were four occasions when Telstra operated under regulatory forbearance from the ACCC in 
2017–18 regarding Telstra’s Migration Plan obligations. This allowed Telstra to implement modified 
arrangements which were not strictly consistent with the Migration Plan but resulted in a better 
migration experience for end-users and industry. For example, regulatory forbearance was granted:

�� on 7 September 2017, to allow Commonwealth High Security sites to remain connected to existing 
services for a limited additional period to make the relevant sites serviceable before disconnection 
takes effect.

�� on 30 November 2017, to allow customers requesting new broadband services to buy new legacy 
copper and HFC services due to NBN Co’s 27 November 2017 decision to delay connecting premises 
with NBN HFC.

�� on 30 May 2018, to defer managed disconnection for HFC premises with disconnection dates 
between February and May 2018 and provide additional time for premises that remained NBN 
non-serviceable to be made serviceable prior to the commencement of managed disconnections.

�� on 12 June 2018, to extend the operation of existing in-train order arrangements for standard voice 
and broadband services which were due to expire on 30 June 2018.
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