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1. EXECUTIVE SUMMARY 

Telstra submitted its draft NBN Information Security Plan (Required Measure 6) to the ACCC for 

approval on 16 October 2012.   

After undertaking a period of public consultation, which included publishing a discussion paper in 

November 2012, the ACCC decided on 7 February 2013 not to approve the draft NBN Information 

Security Plan (the Final Decision).  At the same time, the ACCC published a direction to Telstra 

under clause 5.4 of the Final Migration Plan, requiring it to re-submit a varied NBN Information 

Security Plan, taking into account the ACCC‟s concerns (the Direction). 

The varied NBN Information Security Plan includes a number of significant modifications to address 

concerns raised during the ACCC‟s consultation process and in its Final Decision.  These include: 

 

 The scope and operation of the overarching information security obligation in clause 5 of the 

NBN Information Security Plan have been clarified to demonstrate that all NBN Co Migration 

Information will be treated in the same way through the same system-based protocols. 

 

 The „need to know‟ clause has been amended to more closely align with Schedule 6 of the 

Final Migration Plan, as well as to ensure that the concept of Permitted Purpose is consistent 

with that used in the Definitive Agreements. 

 

 While Telstra has not accepted the view expressed by the ACCC that transit, exchange or 

other backhaul related information provided under the Definitive Agreements falls within the 

scope of the NBN Information Security Plan, Telstra has included a new commitment 

preventing use of this information for the purpose of decision making concerning Telstra‟s 

own NBN POI network readiness activities to support retail activities. 

 

 The coverage of Telstra subsidiaries has been clarified such that specific obligations in the 

NBN Information Security Plan will apply to subsidiaries controlled by Telstra (in the ordinary 

legal sense provided for under the Corporations Law) and performing certain retail-related 

activities. 

 

 As requested by the ACCC, all variations of the NBN Information Security Plan will now be 

dealt with through the formal statutory process (except for minor changes to role 

descriptions and training, which will be approved through a single update provided to the 

ACCC each quarter). 

 

 Information security in relation to physical copies of information has been expanded in staff 

training, which supplements the existing behavioural protections already in the NBN 

Information Security Plan. 

 

 Telstra has accepted the request from the ACCC that Retail staff and Wholesale Customers 

not be permitted to access or use LIC information for service assurance purposes, and so this 

has been removed.  

 

Telstra considers that the changes made constitute a substantial and direct response to the 

various issues raised by the ACCC, NBN Co and industry – and in some respects go beyond that 

contemplated by the Final Migration Plan (including Schedule 6).  A detailed overview of the 

changes made by Telstra to respond to specific issues in the Final Decision and Wholesale 

Customer submissions is set out in the Annex to this submission. 

 

The draft NBN Information Security Plan provides a robust and effective set of measures for 

ensuring that NBN Co Migration Information is not disclosed or used by Telstra in a manner that 

would give it a commercial advantage over Wholesale Customers.   

 

Telstra is pleased to submit the revised draft NBN Information Security Plan to the ACCC for 

approval under clause 5.4 of the Final Migration Plan, amended to take into account its concerns. 
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Telstra requests the ACCC to approve the revised draft NBN Information Security Plan in 

accordance with that clause. 

2. BACKGROUND 

Telstra submitted its draft NBN Information Security Plan (set out in Required Measure 6) to the 

ACCC on 16 October 2012, together with a supporting submission (Initial Submission).   

On 22 November, the ACCC released a discussion paper for public discussion which set out a 

number of issues with the draft NBN Information Security Plan for stakeholder feedback.  Telstra 

responded to the ACCC discussion paper in a further submission on 14 December 2012 

(Supplementary Submission). 

On 7 February 2013, the ACCC decided not to approve the draft NBN Information Security Plan 

and directed Telstra to resubmit an amended NBN Information Security Plan which takes into 

account the concerns specified in its Final Decision (set out in section 3.1 below). 

Telstra has taken into account the various matters raised by the ACCC in its Final Decision as well 

as other feedback from industry raised as part of the earlier discussion paper process and is 

pleased to submit a further draft NBN Information Security Plan. 

This submission outlines the various amendments which have been made in this draft NBN 

Information Security Plan in response to the issues and concerns raised by the ACCC and industry.  

Telstra notes that some features of the draft NBN Information Security Plan were not required to 

be changed by the ACCC, and we have not repeated comments raised earlier in either the Initial 

Submission or Supplementary Submission in support of these provisions. 

3. OVERVIEW OF KEY ISSUES  

3.1. ACCC FINAL DECISION AND DIRECTION UNDER CLAUSE 5.4 

As part of its Final Decision, the ACCC issued a direction pursuant to clause 5.4 of the Final 

Migration Plan identifying particular issues of concern that were required to be taken into account, 

and addressed, in a resubmitted version of the NBN Information Security Plan. 

 

The two issues identified by the ACCC in the determination were: 

 

(a) The draft NBN Information Security Plan did not adequately address concerns 

that Telstra may use NBN Co Migration Information to obtain an unfair 

commercial advantage. 

 

This was expressed to be because of concerns that: 

 

 The scope of information covered was insufficient: so that the draft Required 

Measure did not protect all the NBN Co Migration Information that should be 

protected. 

 The operation of the „need to know‟ principle was insufficient: so that Telstra 

personnel (and in particular retail staff) may have the capacity to use and disclose 

NBN Co Migration Information even though they do not „need to know‟ that 

information. 

 Non-system controls were insufficient: so that Telstra personnel may be able to 

use and disclose NBN Co Migration Information that is not stored in relevant 

systems. 

(b) The draft NBN Information Security Plan provided inappropriate mechanisms for 

any future amendment or variation. 
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The concern raised here was that a number of proposed mechanisms within the draft NBN 

Information Security Plan for updating certain sections of the plan would not go through 

the formal statutory process for varying the Final Migration Plan (the NBN Information 

Security Plan, once accepted, will form part of the Final Migration Plan). 

 

Telstra also has taken into account the following additional issues raised in the Final Decision and 

by Wholesale Customers and NBN Co in their submissions: 

 

 A request for greater clarity around the way the „overarching‟ obligation in clause 5 works – 

and particularly whether the current structure creates a „two channel‟ process for some 

categories of NBN Co Migration Information. 

 Questions about the rationale for allowing Telstra retail personnel to access and use 

information provided by NBN Co associated with its „right of first refusal‟ to construct point to 

point fibre links for Telstra customers, on request. 

 Specific concerns raised by the ACCC about the proposed access to and use of LIC-related 

information by Telstra Retail and Wholesale customer facing groups for managing service 

assurance issues associated with pull through or NBN installation activities. 

 Confirmation of the way the NBN Information Security Plan applies to subsidiaries of Telstra. 

More detail on how Telstra has responded to each of the above issues is set out in this 

supporting submission. 

4. AMENDMENTS TO DRAFT REQUIRED MEASURE 6 

4.1. UNFAIR COMMERCIAL ADVANTAGE  

As the Direction states, the overriding objective of the NBN Information Security Plan is to ensure 

that Telstra is not able to use NBN Co Migration Information obtained from NBN Co to give itself a 

commercial advantage over its Wholesale Customers. 

 

As Telstra has previously submitted (in both its Initial Submission and Supplementary 

Submission), NBN Co will make a substantial amount of detailed information available to industry, 

well ahead of rollout.   

 

Clause 28.2 of the Final Migration Plan requires the ACCC, when deciding whether to approve a 

Required Measure under clause 5, to balance any costs associated with it against the likely 

effectiveness of the requirement.  The Final Migration Plan itself reflects this desire to ensure that 

compliance with the NBN information security arrangements are practical, proportionate and cost-

effective, by contemplating that Telstra would establish a „system-based‟ model, which it has done. 

 

Both the ACCC and NBN Co expressed reservations about Telstra addressing concerns about 

„unfair competitive advantage‟ by publishing information provided to it by NBN Co.  Instead, 

Telstra quarantines access to systems containing NBN Co Migration Information in the way set out 

in Schedules 1 and 2 of the NBN Information Security Plan. 

 

Telstra is not required to implement a physical „separation‟ regime within its business as part of 

implementing Required Measure 6. It cannot feasibly physically separate Network or Operations 

staff involved in NBN activities from those working on its copper, HFC or other networks.  Indeed it 

would be clearly inappropriate for an ancillary document to the Final Migration Plan (i.e. a Required 

Measure) to seek to impose some form of structural or functional separation on Telstra that 

reaches beyond the SSU.  Telstra has made a number of substantial amendments to the draft NBN 
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Information Security Plan to address the concerns raised by the ACCC and industry, as set out 

below. 

4.2. OPERATION OF THE CLAUSE 5 „OVERARCHING‟ COMMITMENT  

The ACCC raised a concern in its Final Decision (at page 36) that the NBN Information Security 

Plan may be creating two channels for protecting NBN Co Migration Information, and could provide 

Telstra with a mechanism to avoid detailed system controls applying to some types of NBN Co 

Migration Information.  The Final Decision states: 

 

 “… the ACCC considers that it is inappropriate for the NBN ISP to include two channels for 

protecting NBN Co migration Information.  The ACCC considers that the NBN ISP should 

operate consistently across all categories of NBN Co Migration Information.” 

 

This is not the way in which the NBN Information Security Plan had been designed or is intended 

to operate.  To the contrary, all information which is NBN Co Migration Information must be made 

subject to the system controls set out in Schedule 2, including identifying relevant Authorised 

Personnel, who „need to know‟ that information.  That is, all NBN Co Migration Information must be 

treated consistently and subject to the same categories approach. 

 

As at the date of lodgement of the draft NBN Information Security Plan, Telstra has included all 

categories of NBN Information Security in Schedule 1 and 2 – and all of them are subject to the 

detailed system control compliance requirements.   

 

The „overarching‟ rule (now in clause 5.2(c)) of the draft NBN Information Security Plan is not 

intended to introduce a lower standard for other individual categories of information.  Rather, it 

ensures that if new types of information are identified in the future, Telstra remains subject to the 

overriding rule of appropriate use and disclosure even though the information could not have yet 

been made subject to the specific rules around system controls and Authorised Personnel – 

because these had not been identified.  However, Telstra is still required to promptly update the 

NBN Information Security Plan to introduce the new category of information and to bring it within 

the specific system controls etc. 

 

The „overarching‟ rule in fact provides additional assurance to the ACCC and industry that the rules 

around appropriate use and disclosure will operate at all times to all types of NBN Co Migration 

Information. 

 

To assist readers of the NBN Information Security Plan with understanding this intended approach, 

the order of clause 5 has been modified and a new diagram introduced that explains how it 

operates. 
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Figure 1.  Diagram from clause 5 of NBN Information Security Plan 

 

 

4.3. SCOPE OF NBN CO MIGRATION INFORMATION – TRANSIT AND 

EXCHANGE INFORMATION 

Telstra has previously explained that the definition of NBN Co Migration Information as set out in 

clause 24.1 of the Final Migration Plan is a fundamental element of the information security 

arrangements.   

The NBN Information Security Plan is required to set out the processes and measures which 

Telstra will use to comply with the objective set out in clause 24.1 and Schedule 6.   It is not the 

role of the NBN Information Security Plan to redefine the scope of the information which is 

protected or to extend the scope of the Required Measure in a way that is inconsistent with the 

Final Migration Plan itself, as approved by the ACCC. 

The definition of NBN Co Migration Information is clearly intended to be limited to the NBN local 

access fibre network (not extending to information related to the transit network).   

So much is clear from the provisions of the Final Migration Plan itself: 

 The Final Migration Plan sets out only those actions which Telstra will take, and those 

processes which will apply, to the commencement of services using the “NBN Co Fibre 

Network” (see Recital E of the Final Migration Plan). 

 Consistent with this scope, Clause 24.1 defines NBN Co Migration Information as information 

disclosed to Telstra by NBN Co under the Definitive Agreements for the purpose of “the 

connection by NBN Co or its Personnel of Premises and commencement of supply of Fibre 

Services using the NBN Co Fibre Network”.  This limb (as well as the other limb of clause 24.1 

related to disconnection) clearly relate to the process within each Rollout Region that 

comprises Migration - connecting individual Fibre Footprint Premises to the NBN Co Fibre 

Network and disconnecting from the Copper Network.  The reference to “commencement of 

services” is not disjunctive from the individual Premises – it does not mean the commencement 

of NBN Co services generally (i.e. „day 1‟ of its commercial operation) – but those at an 

individual Premises which is being Migrated.   

 Had the Final Migration Plan intended to deal with all information provided to Telstra under the 

Definitive Agreements, it would have done so.  There would have been no need for a new and 

different concept, „NBN Co Migration Information‟, to be introduced which is carefully and 

extensively defined in clause 24.1. 
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 The concept of NBN Co Migration Information – as the term suggests – is intrinsically related to 

Migration.  This term is limited to the disconnection and connection of individual Premises.  It 

does not cover all work undertaken by NBN Co to bring any of part of the network into 

existence over which NBN Co will later provide any or any part of its services.  It is the services 

at each individual Premise within each successive Rollout Region which are “commenced”.   

Additionally, extending the meaning of clause 24.1 is not consistent with the purpose of the 

relevant provisions, as the Transit Network information disclosed by NBN Co to Telstra under the 

Definitive Agreements confers no competitive advantage to Telstra over other NBN Access 

Seekers, as it provides no meaningful information concerning the proposed Fibre Footprint or the 

timing of commencement of supply of services over the NBN Co Fibre Network. 

For example, backhaul capacity to a particular POI does not identify which or how many Premises 

serviced by that Exchange are in any given Rollout Region, or provide any indication of the 

boundaries of that rollout region or the timeframe in which the rollout region will become 

serviceable by the NBN.  That is, the areas serviced by Exchanges on the Copper Network are 

different to the FSAM areas.  This is highlighted in Figure 2 below.   

 Figure 2.  FSAMs and ESAs 

 

 

 

 

For these various reasons, Telstra remains of the view that NBN Co Migration Information does not 

extend to all information provided to it by NBN Co under the Definitive Agreements, or to 

information related only to backhaul or transit information and not directly related to the Migration 

of Premises. 

4.4. POI AND EXCHANGE INFORMATION COMMITMENT 

Without conceding that either type of information falls within the proper scope of the draft NBN 

Information Security Plan, Telstra has amended the draft NBN Information Security Plan to include 

a specific commitment that it will not use confidential information disclosed under the Definitive 

Agreements (including information which goes beyond NBN Co Migration Information and including 

any transit and Exchange information) to identify POI Exchanges in which Telstra will install 

equipment for interconnecting to the NBN.  
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Telstra considers that this additional commitment, whilst not required by the Final Migration Plan, 

addresses the concerns raised by the ACCC and some Wholesale Customers that Telstra may gain 

an unfair commercial advantage when planning its network build and capacity requirements to 

NBN POIs.   

This new clause 11 provides as follows: 

11   Use of information regarding NBN Points of Interconnection 

(a)   Telstra Personnel (including Personnel of a Telstra Subsidiary) with responsibility 

for: 

 (i) determining the Exchange Building Facilities within which to install equipment 

to be used to interconnect Telstra infrastructure to NBN Points of 

Interconnection; and  

(ii) directing installation of such equipment,  

will not use any confidential information disclosed to Telstra under the Definitive 

Agreements (including, but not limited to, NBN Co Migration Information or any 

information relating to transit or backhaul capacity acquired by NBN Co under the 

Definitive Agreements) for the purpose of identifying those Exchange Building 

Facilities within which to install equipment to be used to interconnect Telstra 

access seeker infrastructure to NBN Points of Interconnection, or the timing at 

which to make that installation or investment. 

(b) Sub-clause 10(f) does not apply to the extent that any such information, or 

substantially similar information, has been released or disclosed: 

 (i) by Telstra or a Telstra Subsidiary in accordance with a record keeping rule, a 

requirement of the Undertaking, or a direction of or determination made by 

the ACCC; or 

 (ii) by a party other than Telstra or a Telstra Subsidiary:  

  (A) to the general public (on NBN Co‟s website, the ACCC website or 

otherwise); 

 (B) to NBN access seekers (including under the terms of the Wholesale 

Broadband Agreement); or 

  (C) to a group within Telstra that is not the NBN Interface Group.   

This new commitment addresses the substantive risk which the ACCC appears to have identified 

with Transit and Exchange information – that it may give Telstra a commercial advantage in terms 

of decisions about where and when to „build out‟ to individual NBN POIs for the purpose of its retail 

business.   

The POI information commitment now firmly and directly addresses this concern by preventing 

Telstra staff involved in the relevant activities from using NBN Co transit or Exchange information 

(or other confidential information of NBN Co, regardless of whether it is NBN Co Migration 

Information). 

4.5. LIC INFORMATION 

In its earlier submissions, Telstra has explained that the reason for permitting staff in its Retail and 

Wholesale business units to access LIC Information was to enable those staff to provide customers 

with quick and effective service assurance.  For example, if a Wholesale Customer experiences a 

fault on their customer‟s line, they would have been able to identify (via Wholesale „front of 

house‟) that NBN Co activity has occurred in respect of the lead-in to the end user premises, which 

may be the cause of the fault.  Without access to this information, Wholesale Customers will not 

have any visibility of the cause of the fault and will not be able to communicate this to end-

customers. The issue is also relevant for Telstra in relation to its retail customers. 
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In its Final Decision, the ACCC rejected this request on the ground that it did not consider that “the 

operational or customer service benefits that Telstra asserts will flow from including this exception 

will outweigh the potential competitive detriment.”   

 

Telstra has accepted the ACCC‟s request and has removed the carve-out in clause 10 (f)(i)C (from 

the previous draft) and Schedule 2 which allowed access to LIC information by Retail and 

Wholesale personnel as part of responding to a service assurance issue.  If it becomes apparent in 

the future that access to this information by „front of house‟ staff could materially improve end 

user experiences, in light of experience with the rollout, Telstra may approach the ACCC to seek a 

variation at that time. 

4.6. „RIGHT OF REFUSAL‟ INFORMATION 

The information provided to Telstra by NBN Co under the „right of first refusal‟ (ROFR) process in 

the Definitive Agreements has a fundamentally different character to other Premises-specific 

information (e.g. subscriber address lists). 

 

Where Telstra intends to submit a proposal to a large enterprise, government or Wholesale 

customer for a service which includes a new „point to point‟ fibre link, the RoFR process allows NBN 

Co a „first right‟ to submit a proposal to Telstra to build the link.   

 

The „unfair commercial advantage‟ test is obviously not relevant in this case.  First, rather than 

NBN Co telling Telstra about a customer or Premises to which NBN Co is looking to install 

infrastructure, under the RoFR process, Telstra has already identified the location(s) and the 

services that are the subject of the request – and this is always at the request of the customer.   

 

Second, information about construction times and costs may need to be shared with specific sales 

teams to enable them to engage in meaningful discussions with large corporate, government or 

Wholesale clients.  It is necessary for these customer-facing teams to have access to information 

which is relevant to the services to be supplied to their customers.   

 

Finally, the kind of large customer contracts which are the subject of RoFR requests involve 

complex pricing and technical issues that may require a high degree of coordination between sales 

teams and technical and operational staff.  Any constraint on Telstra customer-facing staff (be 

they Retail or Wholesale) being able to access and use RoFR information as part of this process is 

not appropriate, as in this example NBN Co should be regarded as acting as a sub-contractor to 

Telstra (in the same way as any other sub-contractor providing similar services).  

4.7. „NEED TO KNOW‟ PRINCIPLE AND DRAFTING OF PERMITTED PURPOSE 

A number of Wholesale Customers raised concerns about the approach adopted by Telstra in the 

drafting  of the „need to know‟ principle and identified that it did not adopt precisely the same 

wording as set out in Schedule 6 of the Final Migration Plan.  However, Optus acknowledged that 

the „need to know principle‟ in the draft NBN Information Security Plan was consistent with the 

Final Migration Plan Principles. 

 

The ACCC in its Final Decision found that the need to know principle must reproduce the wording 

of paragraph 3.1(b) of Schedule 6 of the Final Migration Plan (page 40). 

 

Telstra had previously drafted the „need to know‟ principle to reflect the Final Migration Plan and 

(without restating the actual clauses) provide an overview of those permitted purposes under the 

Definitive Agreements that would determine whether certain groups or roles could have access to 

an IT system.  As the ACCC identifies at page 15 of the Final Decision, Telstra must ensure that 

the NBN Information Security Plan is prepared in a way that ensures constancy with the Definitive 

Agreements (clause 5.1(b)(ii)).  
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Taking into account the concerns raised by the ACCC and industry, and the obligation in clause 

5.1(b)(ii), Telstra has: 

 

 amended clause 9 to make the wording consistent with schedule 6 of the Final Migration Plan 

(by removing any reference to the permitted purposes as previously defined); and 

 set out in more detail the permitted purposes which reflects the scope of the term under the 

Definitive Agreements, within the Dictionary. 

4.8. RETAIL INFORMATION COMMITMENT 

In its Final Decision, the ACCC reiterated its desire for Telstra to commit to only using publicly 

available information for the purpose of its retail marketing and other activities. 

 

To include a commitment of this kind would be inconsistent with the definition of NBN Co Migration 

Information and the intent and framework proposed by Schedule 6 of the Final Migration Plan, in 

that: 

 

 There may be a considerable amount of information which is made available by NBN Co 

which is not „publicly available‟ but which is not NBN Co Migration Information, because it 

does not fall within the scope of clause 24.1.  Examples include information made available 

to RSPs under the Wholesale Broadband Agreement and information provided to Telstra by 

NBN Co under other commercial arrangements. 

 

 The structure of the NBN Information Security Plan as contemplated by Schedule 6 of the Final 
Migration Plan is intended to define those categories of information that are caught and then 

to provide specific measures to this information, to ensure that information is ring-fenced in 

systems protected from unauthorised access and treated appropriately by Authorised 

Personnel.  This provides regulatory certainty in respect of Telstra‟s compliance task, in a 

way that reflects Objective 2(g) of the Final Migration Plan, which states that: 

 

“The objectives of the Final Migration Plan are to provide for the disconnection of 

carriage services supplied to Premises within a Rollout Region that are Passed, in a 

way that: 

... 

(g) provides for these objectives to be met in a way which gives reasonable 

regulatory certainty for Telstra in connection with activities it is required to 

undertake in the course of Migration” 

 

To include instead (or as well) a commitment that all Telstra staff would use only publicly available 

information for all retail marketing activities would create substantial compliance uncertainty and 

complexity that would be  out of proportion to the nature of the risk.  However, while Telstra has 

not included a commitment of the kind requested by the ACCC, it has included the additional 

commitment described above concerning its POI activity, which addresses the perception that 

Telstra may obtain some type of retail benefit, as submitted by the ACCC and industry and not 

specifically covered by the existing scope of the NBN Information Security Plan. 

4.9. VARIATIONS TO THE NBN INFORMATION SECURITY PLAN 

In both its Direction and Final Decision, the ACCC has indicated it considers the variation 

mechanism originally included in the draft NBN Information Security Plan was inappropriate. 

 

Telstra originally included a number of accelerated processes in respect of variations to certain 

parts of the draft NBN Information Security Plan in order to reduce the administrative burden and 

allow it to evolve more easily over time.  
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However, Telstra is prepared to remove these accelerated processes at NBN Co and the ACCC‟s 

request. A periodic updating process applies only to minor administrative updates to the draft NBN 

Information Security Plan are: 

 

 where groups‟ or roles‟ names change internally but their function stays the same;  or 

 

 if Telstra (acting reasonably and in accordance with the objective of the NBN Information 

Security Plan) identifies a need for a change in the content of training. 

 
In either case, the variations still require approval by the ACCC (following consultation with NBN 

Co), except that Telstra seeks approval on a quarterly basis (to avoid the ACCC being constantly 

approached about minor or administrative changes to role names or minor parts of individual 

training modules). 

 

For all other changes or variations to the NBN Information Security Plan, the standard statutory 

process governing changes to the Final Migration Plan applies, under section 577BF – and clause 

3.3 of the NBN Information Security Plan has been amended to reflect this. 

4.10. SUBSIDIARIES 

Telstra notes that Required Measure 6 already applies to Telstra subsidiaries, as is provided for 

under clause 3 of the Final Migration Plan. 

 

Telstra agrees that this clause is limited to those „Related Entities‟ that are in a position to control 

a network and that it is possible that a subsidiary may perform retail-related activities in respect of 

the NBN that does not directly control network assets.   

 

As such, Telstra has included a new term „Telstra Subsidiary‟ which is defined in accordance with 

the Corporations Act.  Specific obligations in clauses 10(a), 10(b) and 11 are extended to include 

all such related entities performing relevant activities. 

4.11. NON SYSTEM INFORMATION 

The ACCC and several Wholesale Customers identified that insufficient attention was paid in the 

draft NBN Information Security Plan to security arrangements governing information not contained 

within IT systems. 

 

As Telstra noted in its Supplementary Submission, the focus on a „systems-based‟ approach is 

consistent with the approach contemplated by Schedule 6 of the Final Migration Plan.  It is also 

most appropriate for a number of reasons, including: 

 

 Almost all (if not all) NBN Co Migration Information is obtained electronically and, in most 

cases, is delivered to Telstra over automated business to business interfaces. 

 

 Unlike „operational separation‟, where a separate Wholesale division was formed and could be 

physically ring-fenced, staff involved in NBN transition are company-wide and in many cases 

manage or plan for both legacy (copper and HFC) and new NBN systems and assets. 

 

It is neither appropriate nor practical for Telstra to physically separate staff involved in NBN-

related activities from other staff.  This fact was recognised by Optus in its response to the ACCC 

Discussion Paper.  As noted above, Telstra is not required to implement a physical or functional 

„separation‟ regime within its business as part of implementing Required Measure 6. It cannot 

feasibly physically separate Network or Operations staff involved in NBN activities from those 

working on its copper, HFC or other networks. 
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However, Telstra has taken into account the ACCC‟s concerns and has expanded the training 

arrangements under Schedule 3 to include an extensive module dedicated to physical security. 

This training must include the following: 

 

Physical Security of NBN Co Migration Information 

The information security measures which employees much follow in order to keep NBN Co 

Migration Information secure from unauthorised access, including: 

 limiting physical copies of documents containing NBN Co Migration Information  

 keeping physical copies of NBN Co Migration Information secure so that they 

cannot be accessed by non Authorised Personnel; 

 compliance with document archiving and destruction policies related to NBN Co 

Migration Information; 

 arrangements for internal meetings to ensure confidentiality of NBN Co Migration 

Information is maintained; 

 use of secure means of communicating NBN Co Migration Information, including 

use of password protection where appropriate; 

 confirming that all recipients of emails or documents containing NBN Co migration 

Information are authorised to receive such information; 

 only disclosing NBN Co Migration Information within Telstra to the extent 

necessary in the circumstances; 

 keeping IT system log-in details secure and not sharing these with other staff 

members   

 

The training will reflect that breaches by staff of the NBN Information Security Plan will be 

regarded as a serious matter, with the possibility of performance management in appropriate 

cases (see clause 12(c)). 

These additional changes are in addition to the existing protection for non system-based 

information described in our Further Submission, including: 

 the overarching principle in clause 5; 

 the obligation on staff that transfer into a Retail Business Unit to receive specific training and 

provide a written undertaking that any NBN Co Migration Information in their possession has 

been destroyed; and 

 obligations around archiving and destruction. 
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Annex  Overview of how Telstra has responded to ACCC and industry feedback 

 

Topics required to be addressed in ACCC Direction 

 

 Feedback  Summary of Telstra’s response Amendments 

1. The draft required measure does 

not protect all NBN Co Migration 

Information that should be 

protected 

The draft Plan does not extend to 

additional categories of information 

exchanged by Telstra and NBN Co 

under the Definitive Agreements, which 

should be within the scope of the Plan  

The draft NBN Information Security Plan 

explicitly excludes exchange reservation 

and transit information – which could be 

used by Telstra to identify which POIs 

to build out to first.  

 

(See also NBN Co submission issue 1, 

page 1, Optus submission page 5-6, 

AAPT submission page 7-8, Herbert 

Geer (for iiNet) page 3) 

The definition of NBN Co Migration Information 

is clearly intended to be limited to the NBN local 

access fibre network (not the transit network).  

This is clear from the Migration Principles (and 

the scope of activities covered by the Final 

Migration Plan), clause 24 of the MP, clause 23 

of the MP (along with schedule 8), the definition 

of “NBN Co Fibre Network” in the MP along with 

the use of that term in Clause 17 and the 

definition of “Passed”. 

 

Additionally, Transit Network information 

disclosed by NBN Co to Telstra under the DAs 

confers no competitive advantage to Telstra 

over other NBN Access Seekers, as it provides 

no meaningful information concerning the 

proposed Fibre Footprint or the timing of 

commencement of supply of services over the 

NBN Co Fibre Network. 

 

Without conceding that either type of 

information falls within the proper scope of the 

draft NBN Information Security Plan, Telstra ha 

amended the draft NBN Information Security 

Plan to include a restriction that it will not use 

information disclosed under the Definitive 

Agreements (including, but not limited to NBN 

Co Migration Information) to identify those POI 

Exchanges in which it installs equipment for 

interconnecting to the NBN. 

  

See clause 11 
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2 Telstra personnel, in particular 

retail staff, may have the capacity 

to use and disclose NBN Co 

Migration Information even though 

they do not “need to know” NBN Co 

Migration Information  

 

The definition of the „need to know‟ 

principle in the draft NBN Information 

Security Plan does not use the same 

wording as  is set out in Schedule 6 of 

the Final Migration Plan 

 

(NBN Co submission, Issue 5 page 2, 

AAPT page 10, Herbert Geer page 5-6) 

 

Telstra had previously drafted the „need to 

know‟ principle to reflect the Final Migration 

Plan and (without restating the actual clauses) 

provide an overview of the permitted purposes 

under the Definitive Agreements that would 

determine whether certain groups or roles could 

have access to an IT system. 

 

Telstra has amended the draft NBN Information 

Security Plan to make the wording consistent 

with schedule 6 of the MP.  In addition, Telstra 

has set out in more detail the purposes which 

are permitted under the Definitive Agreements, 

within the Dictionary. 

 

Clause 9.1 (c) has been revised to more 

closely align with wording in Schedule 6.  

 

New definitions of Permitted Purpose and 

Telstra permitted Purpose have be included 

in the Dictionary 

3 Telstra personnel may be able to 

use and disclose NBN Co migration 

Information that is not stored in 

relevant systems covered by the 

draft required measure. 

 

The system-based approach which has 

been developed does not sufficiently 

deal with physical security of NBN Co 

Migration Information 

 

(NBN Co submission, Issue 3, page 1, 

Optus page 8, Herbert Geer page 7) 

Telstra considers that the systems-based 

approach set out in the draft NBN Information 

Security Plan is an effective measure to ensure 

there is no inappropriate access to NBN Co 

Migration Information.  

 

Providing training to those employees who can 

access such information will protect NBN Co 

Migration Information from inappropriate use 

and disclosure, outside of the system-based 

access controls.  Additionally, Telstra‟s 

numerous existing information security policies 

already deal sufficiently with this aspect of 

information security.  

 

Telstra has included more detail on training in 

respect of the “physical access controls” that 

employees must apply to the use and disclosure 

of NBN Co Migration Information 

   

Further detail on physical security controls 

has been included in Table 1, Schedule 3 
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4 The draft required measure 

provides inappropriate mechanisms 

for any future amendment or 

variation to the required measure. 

 

Telstra should not include any process 

for variation to  individual elements of 

the draft NBN Information Security Plan 

outside of the statutory process for 

varying the Final Migration Plan 

 

(NBN Co submission, Issue 4, page 2) 

Telstra had introduced accelerated processes in 

respect of variations to certain parts of the draft 

NBN Information Security Plan on the basis that 

this would reduce the administrative burden 

and allow the draft NBN Information Security 

Plan to evolve over time.  

 

Telstra has identified 2 key areas where we 

consider changes are likely to arise more 

frequently, which should not be considered as 

variations to the Final Migration Plan.  Namely:  

 where groups or roles names change 

internally but their function stays the 

same;  or 

 if the content of the training program in 

schedule 3 changes. 

 

 

All sections referring to accelerated 

processes for making changes to the draft 

NBN Information Security Plan have been 

deleted, including the previous Schedule 2. 

 

A new clause 3.3(a) has been added, which 

contains an acknowledgment that all 

changes to the draft NBN Information 

Security Plan (with the exception of those 

changes called out in Schedule 4) will be 

considered variations to the Migration Plan. 

 

A new Schedule 4 has been included, setting 

out the kinds of changes which will not be 

considered variations to the Final Migration 

Plan.  

   Telstra responses to other issues raised by the ACCC Final Decision, NBN Co or wholesale customers 

5 The specific rules/protective measures 

only apply to information identified in  

Schedule 1, and not to the information 

that is subject to the overarching 

obligation – it is inappropriate to have 

two channels for protecting NBN Co 

Migration Information (being the 

specific categories of information in 

schedule 1 and the “over-arching 

obligation” which applies to information 

that has not been identified in schedule 

1) 

(NBN Co submission, Issue 1, page 1, 

Optus page 7, AAPT page 9) 

 

It is not possible to have specific processes and 

procedures applying to categories of NBN Co 

Migration Information that have not yet been 

identified. 

 

Further clarification within the draft NBN 

Information Security Plan on the application of 

the “overarching” obligation has been provided 

– this obligation is intended to apply to 

information where it has not yet been 

identified, and where it has been identified but 

that draft NBN Information Security Plan has 

not yet been amended to reflect the new 

category 

 

Clause 5.1 and 5.2 of the draft NBN 

Information Security Plan have been 

revised to provide further clarity on the 

overarching obligation and when this 

applies (including a diagram). 
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6 Telstra has not made a case for access 

to RoFR information by Retail  

 

The Right of First Refusal under the Subscriber 

Agreement is triggered by a customer order 

and it is not appropriate for the information 

security obligations set out in the NBN 

Information Security Plan to apply to this 

information.   

 

 

The specific carve-out for RoFR in clause 

10(f) has been deleted – this is sufficiently 

covered in schedule 2. 

 

Schedule 2 has not changed, with regard to 

visibility of ROFR information.  

7 The use of LIC information by Retail and 

Wholesale for service assurance 

purposes is not approved 

 

(Optus submission page 8, AAPT      

page 7) 

 

Telstra considers that there will be legitimate 

circumstances in which, for wholesale and retail 

customer experience reasons, it makes sense to 

allow limited visibility of LIC-related incidents 

that concern a LIC handed over to NBN Co – 

specifically, where there is a fault on the legacy 

copper line which may have been caused by 

NBN Co‟s activities.   

However, Telstra is prepared to remove this 

from schedule 2 if the ACCC directs Telstra to 

do so. 

 

 

The right for Telstra Retail and Wholesale to 

use LIC information for service assurance 

purposes has been removed from Schedule 

2, at the ACCC‟s request. In addition 10 (f) 

(i) C (from the previous draft)  has been 

deleted. 

8 Telstra should ensure that the draft 

NBN Information Security Plan applies 

to subsidiaries – and the concept of 

subsidiary should not be limited to 

„wholly owned‟ subsidiaries 

 

(Herbert Geer submission on behalf of 

iiNet at page 2) 

 

 

Clause 3 of the Final Migration Plan already 

extends Final Migration Plan obligations to any 

related entity in a position to exercise control of 

a Separating Network.  

 

Although this is not required by Schedule 6 to 

the Final Migration Plan, Telstra is also prepared 

to include commitments in the draft NBN 

Information Security Plan in respect of 

personnel in subsidiaries performing certain 

functions. 

Clause 10(a) and 10(b) and the new POI 

commitment clause (clause 11) will extend 

to staff from subsidiaries performing retail 

marketing activities in respect of NBN 

services or making decisions concerning 

build to NBN POIs.   

 

The concept of a „subsidiary‟ will refer to the 

standard concept of control (i.e. subsidiaries 

do not need to be „wholly owned‟ or control 

network assets to fall within the scope of the 

draft NBN Information Security Plan). 

 

 


