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SUMMARY: This document responds to the ACCC Discussion Paper seeking comments on 

Telstra‟s proposed Required Measures, including providing further information about the 

operation of Required Measure 6 (NBN Information Security Plan). 
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Summary 

 

Telstra welcomes this opportunity to respond to the ACCC‟s discussion paper (Discussion Paper) 

in relation to Telstra‟s draft Required Measures 2,3,4 and 6. 

This response is not intended to repeat matters set out in Telstra‟s original submission in support 

of the Required Measures.   

Rather, Telstra saw that a number of the questions posed by the ACCC in its Discussion Paper in 

relation to Required Measure 6, the NBN Information Security Plan, may benefit from more 

information from Telstra about what it intended. 

 

Question 1. 

Compliance of the 

draft NBN 

Information Security 

Plan with MPPs 

 
 The Required Measure approval process is not intended to 

provide a basis for „re-opening‟ provisions in the Migration 

Plan that have already been approved by the ACCC as 

consistent with the MPPs.  This provided the basis on which 

Telstra has subsequently invested in systems and processes. 

 The detailed principles in Schedule 6 of the Migration Plan 

were approved by the ACCC and so, to the extent that the 

NBN Information Security Plan is consistent with those 

principles, it should be seen as consistent also with the MPPs. 

 To the extent that wholesale customers identified some 

concerns with Schedule 6 at the time the ACCC originally 

consulted on the Migration Plan, those comments have been 

reflected in the draft NBN Information Security Plan.  
   

Questions 2 and 3. 

Scope of ‘NBN Co 

Migration 

Information’  

  The definition of NBN Co Migration Information set out in 

clause 24.1 of the Migration Plan is a fundamental element of 

the information security arrangements that has already been 

approved by the ACCC.   

 As well as falling outside the ACCC-approved scope of clause 

24.1 of the Migration Plan, there are a number of important 

practical reasons why NBN Co Migration Information does not, 

and should not, include information which is not directly 

relevant to identifiable Premises, including because: 

o NBN Co makes network planning information available to 

Retail Service Providers (RSPs) up to 3 years in advance, 

polygon data up to 12 months in advance and subscriber 

lists up to 6 months in advance of ready for service dates.  

This provides more accurate information about NBN Co‟s 

intentions than what could reasonably be derived from 

network orders or forecasts provided by NBN Co. 

o Information about the NBN transit network (of a kind that 

might be able to be derived from its backhaul 

arrangements, exchange reservations or dark fibre orders) 

is also not information which could be used reliably by 

Telstra or another RSP to base retail marketing or 

promotional activities.  This information can be varied by 

NBN Co at any time and does not enable Telstra to identify 

the Rollout Region(s) that will be enabled or those 

individual Premises in a Rollout Region that will be Passed.  
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Question 4. 

The ‘overarching 

commitment’ in 

clause 5.1(d)  

  Telstra has sought to identify all of the types of information 

that are provided by NBN Co and that fall within the scope of 

the NBN Information Security Plan. Telstra has then specified 

the detailed protections that apply to systems containing this 

information (in Schedules 1 and 3). 

 If new categories are later identified, Telstra must take 

immediate steps to update these Schedules to specify the 

new types of information, approved personnel and the system 

protections that are in place.  However, in the meantime, it 

remains subject to the „overarching‟ obligation in clause 

5.1(d). 

 Because the overarching obligation performs a limited, 

residual function it needs to remain high level. By definition, 

it primarily applies to types of information that Telstra has 

not yet identified. 

 The obligation (like the rest of the NBN Information Security 

Plan) can only apply to NBN Co Migration Information, not to 

all information provided by NBN Co to Telstra.  Confidential 

Information of NBN Co that falls outside of the NBN 

Information Security Plan remains protected under 

contractual arrangements with NBN Co.  
    

Questions 5 and 6. 

Adequacy of 

processes, including 

the scope of the 

‘need to know’ 

principle 

 

  As Schedule 3 illustrates, Telstra has sought to identify with 

considerable precision the groups and sub-groups within 

Telstra that access relevant systems containing NBN Co 

Migration Information.   

 The NBN Information Security Plan provides a robust and 

objective set of measures, including: 

o restricting any access to NBN Co Migration Information in 

any Telstra system by contractors and staff in Retail 

Business Units (except where explicitly provided for in 

Schedule 3);  

o requiring that the identified groups of staff only access 

systems where this is reasonably required in order for 

them to perform their duties (a long-established and 

understood concept which closely resembles the „need to 

know‟ obligation under the wholesale information security 

arrangements in the SSU and, prior to that, under 

Operational Separation); 

o requiring that NBN Co Migration Information is not 

disclosed to, or used by, a Retail Business Unit to gain an 

unfair advantage over Telstra‟s  wholesale customers; and 

o reinforcement of these obligations through training of all 

authorised staff and specific obligations on staff that 

transfer into a Retail Business Unit (including specific 

training and requiring those staff to provide a personal 

undertaking). 
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Question 7. 

LIC information 

  Telstra reiterates its original submission that disclosure of LIC 

information to wholesale customers and retail personnel for 

the purpose of service assurance will help Telstra and 

wholesale customers to respond more quickly and effectively 

to customer faults. 

 A central objective of the Migration Plan Principles is to 

provide for disconnection to occur in a way that minimises 

disruption in the supply of fixed line services. Telstra sees fast 

and effective NBN-related fault rectification as critically 

important in delivering on this objective. 

 The ACCC‟s suggested approach (of preventing any use of LIC 

information for fault rectification and requiring Telstra, and 

wholesale customers, instead to ask customers at the time 

they raise a fault) is likely to increase frustration and 

consumer complaints.  This is for several reasons, including 

because the consumer complaining about a fault may not be 

aware of any NBN Co activities and/or will be required to 

contact NBN Co and then Telstra. 

 This consumer detriment would be incurred for no apparent 

benefit given that Telstra has accepted a restriction on any 

use of the information for retail promotional or other related 

purposes. 
 

 

 

 

 

 

 

 

 

  

Question 8. 

Processes for non 

system-based 

information 

  Almost all of the data and information provided to Telstra by 

NBN Co will be in electronic form and will be transmitted 

through automatic “system to system” interfaces.   

 The NBN information security context is very different to 

Operational Separation, where a separate business unit was 

formed and physical separation was possible.  In this case, 

many of the staff requiring access to systems containing NBN 

Co Migration Information form part of the wider Telstra 

Operations group. 

 Despite physical security presenting, at most, a marginal risk 

to NBN information security, Telstra has nonetheless put in 

place a number of protections: 

o Authorised Personnel will be trained in relation to physical 

security and destruction of NBN Co Migration Information 

once it is no longer required. 

o Authorised Personnel will be made aware that any failure 

to comply with the information security requirements 

(including physical security) will be regarded as a serious 

matter, with the possibility of performance management. 

o Staff that transfer into a Retail Business Unit will receive 

specific training and provide a written undertaking that any 

NBN Co Migration Information within their possession has 

been destroyed. 

o Telstra commits to archiving and destroying NBN Co 

Migration Information (including where this is in physical 

form) in accordance with legal requirements. 
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1. PURPOSE OF THIS SUPPLEMENTARY SUBMISSION 

Telstra filed a relatively detailed submission in support of Required Measure 6 (the NBN 

Information Security Plan) at the same time as the Required Measure was lodged with the ACCC 

for approval.   

 

This supplementary response is not intended to repeat the background and other matters 

canvassed in that submission.  Telstra wishes only to respond to the ACCC‟s Discussion Paper, 

where it is apparent from a number of the questions which have been asked, that the ACCC‟s 

consideration of the draft NBN Information Security Plan may benefit from more detailed 

information from Telstra about its approach.   

 

Telstra does not intend to respond further, at this stage, on any of Required Measures 2, 3 or 4. 

2. TELSTRA RESPONSES TO ACCC QUESTIONS  

2.1. QUESTION 1:  ACCC APPROACH 

As the ACCC notes, the original source of the obligation in relation to NBN Co Migration 

Information is set out in clause 29 of the Migration Plan Principles (MPPs).  It is also the case that 

under clause 5.4 of the Plan, a Required Measure must comply with the MPPs in order to be 

capable of acceptance by the ACCC. 

 

However, in relation to the NBN Information Security Plan, it is also important to recognise that 

MPP 29 was given effect by Telstra in the detailed information security principles set out in 

Schedule 6 of the Migration Plan.  These principles were approved by the ACCC as consistent with 

the MPPs as part of its approval of the Migration Plan itself, in February 2012. 

 

The ACCC has therefore already assessed the principles in clause 24 and Schedule 6 of the 

Migration Plan and found that these complied with the requirement in MPP 29.  Wholesale 

customers identified at that time a small number of amendments that should be made to Schedule 

6, and the ACCC indicated that it would deal with those as part of its approval of the final Required 

Measure (the NBN Information Security Plan).1  Telstra recognised this and reflected those 

comments in its draft NBN Information Security Plan.  However, the ACCC in its approval decision 

(and wholesale customers in their responses to the Migration Plan) did not raise fundamental 

concerns with Schedule 6 or the scope of NBN Co Migration Information in its decision.   

 

The Required Measure approval process is not intended to provide a basis for „re-opening‟ 

fundamental provisions in clause 24 and Schedule 6 of the Migration Plan that have already been 

approved by the ACCC, as consistent with the MPPs.   

 

Clause 24.3 of the Plan requires Telstra to develop the NBN Information Security Plan 

incorporating the principles in Schedule 6.  Clause 1(b) of Schedule 6 also relevantly states: 

 

 The NBN Information Security Plan will set out the processes and procedures to be 

implemented by Telstra which are based on, and give effect to, the principles set out in this 

Schedule 6. 

 

The ACCC was aware that Telstra was developing and investing in systems and processes in order 

to meet the requirements in Schedule 6, on the understanding that this approved framework had 

been found to meet the requirement of MPP 29.  Unlike other Required Measures, given the 

importance of NBN information security, the Migration Plan included detailed provisions that set 

                                           
1 ACCC Final Decision, Assessment of Telstra’s Structural Separation Undertaking and Migration Plan, February 2012 at [14.5]. 
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out the scope and principles that Telstra was to apply in order to comply with MPP 29, including so 

that Telstra could proceed to develop its information systems and processes with confidence.   

 

It would therefore not be appropriate for the ACCC to now require Telstra to implement 

information security arrangements that are inconsistent with, or go materially beyond, the 

principles set out in clause 24 and Schedule 6 unless the ACCC can point to a material change in 

circumstances that has caused those provisions to no longer comply with MPP 29. 

 

As noted in Telstra‟s earlier submission, there are also a range of practical factors in clause 28.2 of 

the Migration Plan that the ACCC must have regard to in assessing a Required Measure and which 

were not referred to in the Discussion Paper.  These include the relative costs and benefits of any 

information security constraints and balancing these against the effectiveness of the action.   

2.2. QUESTIONS 2 AND 3: SCOPE OF INFORMATION WHICH IS COVERED  

 

The definition of NBN Co Migration Information and scope of the NBN Information 

Security Plan has already been approved by the ACCC 

 

The definition of NBN Co Migration Information as set out in clause 24.1 of the Plan is a 

fundamental element of the information security arrangements that has already been approved by 

the ACCC.   

 

Telstra is not requesting approval of this definition as part of approval of Required Measure 6, 

because such approval has already been given.  The definition (including the exceptions) set out in 

clause 24.1 were negotiated at length with the ACCC and were consulted on with industry as part 

of the Migration Plan approval process.  The NBN Information Security Plan does not change the 

definition or agreed scope of Telstra‟s obligations, but merely sets out how Telstra intends to apply 

those commitments through its systems and policies.  

 

Telstra also made clear during this process that it considered the focus of NBN information 

security, as reflected in MPP 29 and clause 24 of the Migration Plan, was information made 

available to Telstra that might enable it to identify Premises that were being connected or 

disconnected, in a manner that enabled it to target marketing activities ahead of competitors.  The 

primary information which was seen as high risk were subscriber address lists disclosed to Telstra 

by NBN Co as part of the disconnection and address-matching processes.  These are protected by 

the system protections described in Schedules 1 and 3.  

 

Telstra reiterates its earlier submission that it is neither appropriate nor reasonable for the ACCC 

to seek to amend the terms of clause 24.1 through the current process to include information 

which does not relate directly to fibre connection or copper disconnection of Premises. 

 

NBN Co makes commercially useful information available to all RSPs up to 3-years in 

advance  

As well as falling outside the ACCC-approved scope of clause 24.1 of the Migration Plan, there are 

a number of important practical reasons why NBN Co Migration Information as defined does not, 

and should not, be extended to include information which is not directly relevant to identifiable 

Premises. 

 

As the ACCC notes in the Discussion Paper, NBN Co intends to make a considerable amount of 

subscriber addresses and other information publicly available (as set out in Telstra‟s earlier 

submission at page 5).  This information includes construction rollout plans that identify new 

fibre release areas published up to 3 years in advance of any ready for service (RFS) date.  This 

provides more directly useful information about NBN Co‟s rollout intentions than anything that 

might be able to be derived indirectly from its infrastructure orders or forecasts and in a 
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timeframe that is longer than Telstra (or any wholesale customer) would typically plan 

geographically targeted promotional or marketing activities.  

Other information provided by NBN Co, which is more relevant and useful to determining NBN 

Co‟s activities than infrastructure or backhaul information provided under the Definitive 

Agreements, includes: 

o Long term (3+ year) maps that provide an indication of NBN Co‟s rollout intentions 

(available here: http://www.nbnco.com.au/rollout/rollout-

map.html?icid=pub:network::men:roll-map). 

o A „1 year‟ rollout map, which demonstrates with polygon data, the forecast boundaries of 

each fibre region.  This is information which could not be determined simply from rack 

reservations (or even the installation of equipment) in Telstra exchanges. 

o A considerable amount of information about NBN Co‟s progress is available in its corporate 

plan (available here: http://www.nbnco.com.au/about-us/corporate-plan.html).  

o Detailed proposed footprint address lists are published at least 6-months ahead of any 

ready for service date and provide a „premises by premises‟ view of likely addresses within 

each Rollout Region. 

Moreover, the longer term network information and forecasts that are provided by NBN Co to 

Telstra are subject to change at any time. While this is appropriate for the purpose of network 

forecasting, it makes this information inherently unreliable and therefore unsuitable for retail 

promotional purposes.   

The high level of abstraction of NBN Co transit and exchange information makes it 

unsuitable for retail activities 

 

Information about the NBN transit network (of a kind that might be able to be derived from its 

backhaul arrangements or dark fibre orders) is not information that could be used reliably by 

Telstra to base retail marketing or promotional activities upon.  Transit infrastructure (such as dark 

fibre orders, exchange reservations and/or backhaul capacity) is likely to be secured by NBN Co 

several years in advance of any RFS date for an individual Rollout Region.  It is likely to be 

impossible for Telstra to accurately extrapolate any meaningful conclusions about the RFS or other 

timing of connection of a particular region from this high level technical information. 

 

Information about which individual exchanges are being connected (either through dark fibre 

orders or exchange reservations) also does not provide Premises-specific information which would 

be of value to Telstra‟s retail marketing activities.  Telstra‟s experience to date with early release 

rollout sites is that NBN Co orders or reserves exchange space substantially in advance of 

equipment being installed and/or Premises being connected.  Furthermore, the Rollout Regions 

used by NBN Co are in most cases not the same as the Telstra „exchange service areas‟ serviced 

by the copper network from the exchange.  That is to say, not every Premises serviced by the 

copper network from an exchange will necessarily be Passed by the NBN over the same timeframe 

and there are Rollout Regions outside Telstra‟s traditional copper based „exchange service area‟ 

boundaries.  This means that Telstra cannot identify from exchange reservations or dark fibre 

orders which Premises are likely to be Passed by the NBN or when the rollout is likely to occur or 

be completed. 

 

Information of the same kind is provided to other infrastructure service providers and 

contractors 

Finally, a considerable amount of this information is being made available to other infrastructure 

service providers that are involved in the rollout (and so would likely fall outside of the scope of 

NBN Co Migration Information under clause 24.1(d), in any event).  

http://www.nbnco.com.au/rollout/rollout-map.html?icid=pub:network::men:roll-map
http://www.nbnco.com.au/rollout/rollout-map.html?icid=pub:network::men:roll-map
http://www.nbnco.com.au/about-us/corporate-plan.html
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For all of these reasons, Telstra does not agree that the NBN network information which it 

receives and that is not related to the connection or disconnection of Premises (such as dark 

fibre orders, exchange reservations and backhaul arrangements) will provide any more granular 

or useful basis for Telstra to anticipate where NBN Co intends to roll out than what is available to 

all RSPs through standard NBN Co processes (as noted above).  The timing and high degree of 

variability of this information also make it unsuitable for retail marketing or promotional 

purposes. 

Any obligation which unnecessarily limits the use or access to this information by Telstra in its 

core network systems and databases would be likely to impose substantial cost, delay and 

disruption to Telstra.  Telstra submits that on a balancing exercise under clause 28.2, the scope 

of NBN Co Migration Information currently adopted under the draft NBN Information Security 

Plan is therefore the most reasonable and appropriate, and accurately reflects the required scope 

previously defined and approved by the ACCC in clause 24 and Schedule 6 of the Migration Plan. 

Use of information from NBN Co’s website 

The ACCC has proposed that the NBN Information Security Plan be amended so that Telstra 

undertakes not to use information provided to it under the Definitive Agreements for retail 

purposes, even after it ceases to be NBN Co Migration Information (because it has been 

published or disclosed to other RSPs).   

Including such a restriction would be inconsistent with the approved approach to NBN 

information security under the Migration Plan, which is designed to identify and protect an 

identified set of information that is available to Telstra only and not to other parties (i.e. NBN Co 

Migration Information).  Once information is made publicly available by NBN Co it ceases to be 

NBN Co Migration Information, because it no longer provides Telstra with an unfair commercial 

advantage over other RSPs.   

2.3. QUESTION 4:  OVERARCHING COMMITMENT  

The ACCC has questioned whether the overarching commitment set out in clause 5.1(d) of the 

NBN Information Security Plan is sufficient or whether „further clarification or commitment‟ is 

needed. 

In particular, the ACCC has suggested that there may be a concern with the overarching 

commitment not applying to information that Telstra identifies as “falling outside the scope of 

NBN Co Migration Information”. 

The comments in the Discussion Paper suggest that the intended function of the overarching 

commitment within the NBN Information Security Plan may not be sufficiently clear.  Telstra has 

never intended for the overarching commitment in clause 5.1(d) to do the „heavy lifting‟ of 

detailed or technical information security obligations.  Its role is to ensure that there is always a 

residual obligation on Telstra to meet the fundamental objectives of the NBN Information 

Security Plan in relation to information that has not been included in the specific categories and 

system-controls in Schedules 1 and 3, but which should have been. 

It may assist for Telstra to clarify how the overarching commitment is intended to operate: 

o The question of whether or not a particular type of information provided by NBN Co to 

Telstra constitutes „NBN Co Migration Information‟ within the meaning of clause 24.1 of the 

Plan is not determined by Telstra, but is a question of fact.  

o However, as required by Schedule 6, Telstra has undertaken its own extensive analysis of 

the information flows which are expected to occur under the Definitive Agreements to 

identify all of those types of information it receives from NBN Co and that Telstra currently 

understands falls within the definition in clause 24.1 of the Migration Plan.   
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o Telstra has set out all of those identified categories in Schedule 1 of the NBN Information 

Security Plan, together with the system security arrangements that will apply to ensure it 

meets its obligations with respect to those categories under the Plan (such as defining 

minimum access user controls for, and authorised users or groups with access to, systems 

containing each category). 

o However, there may be some new or other types of information that are subsequently 

identified as falling within the scope of NBN Co Migration Information, but which Telstra did 

not originally identify and therefore include in Schedule 1 and 3.  The overarching 

obligation is intended to ensure that, in the event that this kind of currently „undefined‟ 

information is subsequently identified, Telstra remains subject to obligations to protect it 

even if specific system controls are still in the process of being specified and/or approved. 

Two things follow from this.  First, the overarching obligation needs to remain general and high 

level because, by definition, it is a residual obligation that applies principally to information 

which Telstra has not yet identified as covered by the NBN Information Security Plan.  As soon 

as Telstra identifies a new type of information as falling within the scope of NBN Co Migration 

Information under clause 24.1, it must promptly take steps to include specific rules around 

system access and identifying Authorised Personnel (see clause 5.3).   

Second, the residual obligation – like the NBN Information Security Plan itself – can only apply to 

NBN Co Migration Information.  The overarching obligation is intended to apply to information 

that is NBN Co Migration Information, but which has not been identified as such. It is not 

intended to apply to all information that NBN Co provides to Telstra, irrespective of whether or 

not it is NBN Co Migration Information within the meaning of clause 24.1 of the Plan.   

To the extent that there may be other information provided to Telstra by NBN Co that falls 

entirely outside of the defined scope of NBN Co Migration Information, it is addressed through 

contractual arrangements between Telstra and NBN Co, and not regulatory obligations under the 

Migration Plan. 

2.4. QUESTIONS 5 AND 6:  SYSTEMS AND PROCESSES 

 

The ACCC has flagged in its Discussion Paper concerns with the scope of the current drafting of the 

„need to know‟ principle in clause 9.1(c), and in particular that it refers to any access to 

information systems by identified personnel that is “reasonably necessary in order for those 

Personnel or groups to perform their duties effectively”.  This form of words closely reflects 

language in defining the „need to know‟ principle which has been used over a long period of time to 

define ring fencing obligations in respect of Telstra‟s wholesale obligations, including in clause 10.4 

of the SSU in respect of security of wholesale customer information and, prior to that, under the 

Operational Separation regime (Information Security Strategy). 

 

As Schedule 3 illustrates, Telstra has sought to identify with considerable precision the groups and 

sub-groups within Telstra that access relevant systems.  For example, some NBN Co Migration 

Information of a technical kind is contained in Telstra‟s ordinary network databases that are used 

frequently by many staff in the Telstra Operations group for a wide range of reasons related to the 

planning, designing, building, operating and maintenance of Telstra infrastructure.  It would not 

be reasonably practicable for Telstra to define or record every reason for which Telstra Operations 

employees access those systems on any given day.  

 

While it is not possible for Telstra to define (and monitor) all of the purposes for which access to all 

systems occurs by all of the groups set out in Schedule 3, the NBN Information Security Plan 

provides a robust and objective set of compliance measures, including by: 
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o restricting any access to NBN Co Migration Information in any Telstra system by 

contractors and staff in Retail Business Units (except where explicitly provided for in 

Schedule 3);  

o requiring that the identified groups of staff only access systems where this is reasonably 

required in order for them to perform their duties; 

o requiring that, in any event, NBN Co Migration Information is not disclosed to, or used by, 

a Retail Business Unit or otherwise to gain an unfair advantage over Telstra‟s wholesale 

customers (clause 5.1(d) and clause 10); and 

o reinforcing these obligations through training of all authorised staff and specific obligations 

on staff that transfer into a Retail Business Unit (including specific training and requiring 

those staff to sign a personal undertaking). 

2.5. QUESTION 7: LEAD IN CONDUIT INFORMATION 

 

In relation to question 7, Telstra reiterates its original submission – that disclosure of LIC 

information to retail business personnel and wholesale customers in relation to service assurance 

issues will help both Telstra and its wholesale customers respond more quickly and effectively to 

customer faults.   

 

Access to this information is intended by Telstra only to help improve the migration experience for 

customers and is not intended to support retail promotional activities.  This is made explicit in 

clause 10(f) of the NBN Information Security Plan, which provides that retail staff must not use the 

LIC information for marketing or promotional activities or for market or other research.  

 

Telstra would be disappointed if the ACCC‟s approach to NBN information security resulted in 

Telstra not being able to respond as effectively and quickly to consumer concerns in circumstances 

where there was no basis for imposing a regulatory constraint (given the absence of any apparent 

commercial advantage for Telstra over wholesale customers).  In this regard, Telstra notes that a 

central objective of the Migration Plan is the principle set out in MPP 8(b), being that the Migration 

Plan (including all Required Measures) should provide for disconnection to occur in a way that: 

 

to the maximum extent it is in Telstra’s control, minimises disruption to the supply of fixed-

line carriage services.  

 

Telstra sees fast and effective NBN related fault rectification as critically important in delivering on 

this objective. 

 

The ACCC suggests that preventing Telstra retail staff from accessing LIC information is justified 

because Telstra should be able to ask the customer whether an NBN Co service has recently been 

installed at the Premises that may have caused the fault and so should not need access to LIC 

information.  As well as frustrating consumers unnecessarily (who may not understand why Telstra 

cannot simply check its own records for this information) there are numerous cases where this 

may not be possible.  Not least because this assumes that the customer contacting Telstra in 

relation to a fault is also aware of the activities recently undertaken by NBN Co.   

 

Equally, it is impractical to require a customer to contact NBN Co directly to identify whether work 

has been undertaken before ringing Telstra back to confirm whether this was the cause of the 

fault. 

 

For all of these reasons, and in the absence of a reason why constraints should be imposed on 

Telstra‟s ability to respond to consumer faults, Telstra submits that access to LIC information by 

retail staff to assist with fault rectification is appropriate and consistent with the MPPs and 

objectives of the Plan.   
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2.6. QUESTION 8:  PROTECTION OF NON-SYSTEM BASED INFORMATION 

 

Almost all of the data and information provided to Telstra by NBN Co will be in electronic form and 

will be transmitted through automatic “system to system” interfaces and will reside in Telstra IT 

systems.  It is likely to be only in exceptional circumstances that NBN Co Migration Information will 

be exchanged in physical form and so the security risks associated with physical copies can most 

appropriately be dealt with through staff training and policies around destruction (clauses 9.2, 10 

and 11). 

 

Under Operational Separation, a wider set of physical restrictions – such as different physical 

locations, security passes etc – were put in place because an entirely separate business unit 

(Telstra Wholesale) was established to manage wholesale customer relationships and information.  

The NBN information security context is very different.  In this case, the staff requiring access to 

systems containing NBN Co Migration Information work as part of the wider Telstra Operations 

group and typically have a range of functions and it is neither appropriate nor possible to separate 

them physically from other staff (or functions). 

 

Because the arrangements between Telstra and NBN Co are automated, use of physical copies of 

information, if it occurs, is likely to be on an ad hoc basis. Therefore physical copies of information 

could not be used effectively by Telstra in any kind of systematic way to benefit its retail business 

over other RSPs or wholesale customers. 

 

Despite physical security presenting, at most, a marginal risk to NBN information security, Telstra 

has nonetheless put in place several important protections governing physical security: 

 

o Telstra will ensure that the training and communications program for Authorised Personnel 

addresses physical security arrangements and destruction of NBN Co Migration Information 

once it is no longer required, and in accordance with legal requirements (clause 11). 

o Authorised Personnel will be made aware that any failure to comply with the information 

security requirements (including physical security) will be regarded as a serious matter, 

with the possibility of performance management (clause 11(c)). 

o Staff that transfer into a Retail Business Unit will receive specific training and provide a 

written undertaking that any NBN Co Migration Information within their possession has 

been destroyed (to the extent such destruction is consistent with Telstra‟s legal 

obligations) (clause 10(e)). 

o Telstra commits to archiving and destroying NBN Co Migration Information (including 

where this is in physical form) in accordance with legal requirements (clause 9.2). 

Given this range of measures, Telstra considers that the current approach to physical security 

under the NBN Information Security Plan is appropriate and reasonable. This is particularly so 

given the low level of risk associated with physical copies of NBN Co Migration Information and 

the likelihood that any „heavy handed‟ constraints may create considerable complexity and 

disruption to working practices, for little or no benefit. 

 

 


