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1. Background  

A On 27 February 2012, the ACCC accepted Telstra‘s Structural Separation 

Undertaking (Undertaking) under section 577A of the Act and approved Telstra‘s 

draft Migration Plan (Plan) under section 577BDA of the Act.   

B The Undertaking came into force on 6 March 2012 and the Plan commenced on 7 

March 2012. 

C The Migration Plan Principles include a requirement that Telstra put in place 

effective measures to ensure that any information that Telstra receives from NBN Co 

for the purpose of the commencement of supply of fibre services or the 

disconnection of Copper Services or HFC Services at Premises in the Fibre 

Footprint, cannot be used by Telstra to gain an unfair commercial advantage over 

Wholesale Customers. 

D Amongst other things, the Plan satisfies this Migration Plan Principle by requiring 

Telstra to submit to, and have approved by, the ACCC an NBN Information Security 

Plan incorporating the information security principles set out in Schedule 6 of the 

Plan. 

E At the time that the requirement for the NBN Information Security Plan was included 

in the Plan, NBN Co had not determined the scope of and process for disclosure of 

information to be provided to service providers (including Telstra) about the NBN 

rollout.  NBN Co‘s subsequently announced access seeker communications 

arrangements are likely to substantially reduce the concerns referred to in Recital C, 

as much of the information Telstra receives from NBN Co under the Definitive 

Agreements will either be made available to other service providers on an equivalent 

basis or will not provide Telstra with any additional insight into NBN Co‘s plans over 

the information otherwise available to service providers from NBN Co.  

F The measures set out in this NBN Information Security Plan complement other 

information security measures which Telstra has taken (or will take in the future) in 

respect of the use, handling and disclosure of confidential NBN Co information under 

the Definitive Agreements. 

G The measures set out in this NBN Information Security Plan have been developed in 

order to ensure that Telstra complies with clause 24.2 of the Plan in a manner which 

is practical, cost-effective and proportional and which avoids undue interference with 

the coordination and sharing of information between NBN Co and Telstra related to 

the NBN Co Fibre Network, so as to facilitate the deployment of the NBN, 

disconnection of Copper Services and HFC Services and connection of NBN 

Services in a timely and efficient manner. 

2  Objective 

(a) The objective of the NBN Information Security Plan is to set out effective and 

appropriate measures through which Telstra will ensure that any NBN Co Migration 

Information: 

(i) is only disclosed to, and made available for use by, Authorised Personnel for a 

purpose permitted or required by the Definitive Agreements; and 

(ii) cannot be used or disclosed by Telstra to gain or exploit an unfair commercial 

advantage over Telstra‘s Wholesale Customers. 
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(b) Telstra undertakes that it will meet the Objective by complying with the 

information security measures set out in this NBN Information Security Plan.  

3 Defined terms and interpretation 

3.1 Definitions in the Dictionary 

A term or expression starting with a capital letter:  

(a) which is defined in this NBN Information Security Plan, has the meaning given 

to it in Schedule 5;  

(b) which is not defined in this NBN Information Security Plan, has the meaning 

given to it in the Dictionary of the Plan;  

(c) which is not defined in this NBN Information Security Plan or the Dictionary of 

the Plan, has the meaning given to it in the Undertaking; and  

(d) which is defined in the Act, but is not otherwise defined in this NBN 

Information Security Plan, the Dictionary of the Plan or the Undertaking, has the 

meaning given to it in the Act. 

3.2 Information security for NBN Co confidential information disclosed under the 

Definitive Agreements 

(a) Telstra acknowledges that there is information that is confidential to NBN Co 

and disclosed to Telstra under the Definitive Agreements but which does not 

constitute NBN Co Migration Information.  This information is not covered by the 

scope of this NBN Information Security Plan except to the extent it falls within the 

definition of NBN Co Migration Information.   

(b) However, nothing in this NBN Information Security Plan authorises Telstra to 

use or disclose information confidential to NBN and disclosed to Telstra under the 

Definitive Agreements in a manner which does not comply with any contractual or 

equitable duty of confidence owed by Telstra to NBN Co, including under the 

Definitive Agreements.   

3.3 Revisions to the NBN Information Security Plan 

(a) Subject to sub-clause (b), Telstra acknowledges that a variation to this NBN 

Information Security Plan will constitute a variation to the Plan and will be subject to 

the variation process in section 577BF of the Act. 

(b) (a) Any amendment to or replacement of a Schedule or other variation of this 

NBN Information Security Plan by the processes expressly provided for under clause 

5.3, 8.2, 9.3 or 11Schedule 4 does not constitute a request by Telstra for a variation 

of the Migration Plan, as contemplated by section 577BF of the Act. 

(b) Telstra acknowledges that any amendment to or replacement of a Schedule or other 

variation of this NBN Information Security Plan which is not expressly provided for 

under clause 5.3, 8.2, 9.3 or 11 will constitute a request by Telstra for a variation of 

the Plan, as contemplated by section 577BF of the Act. 
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4 Commencement and Term 

This NBN Information Security Plan commences on and from the next Business Day after 

the date the ACCC notifies Telstra that it has been approved and remains in force until the 

Designated Day, at which time it will cease to apply. 

5 NBN Co Migration Information 

5.1 What is NBN Co Migration Information? 

(a) NBN Co Migration Information is defined in clause 24.1 of the Plan as 

information disclosed by or on behalf of NBN Co to Telstra under the Definitive 

Agreements for the purposes of:  

(i) the connection by NBN Co or its Personnel of Premises and commencement 

of supply of Fibre Services using the NBN Co Fibre Network; or 

(ii) Disconnectingdisconnecting carriage services from a Separating Network at 

Premises within the Fibre Footprint in a Rollout Region, 

(b) This is subject to a number of exceptions which are listed in Clause 24.1, 

including, but not limited to, any information which NBN Co has made available to 

service providers or infrastructure providers generally. The definition of NBN Co 

Migration Information is set out in Schedule 6 to this NBN Information Security Plan. 

(c) (b) Clause 2(b)(i)3.2 of Schedule 6 of the Plan requires Telstra to describe in 

this NBN Information Security Plan the typeroles and/or teams that will use and 

disclose particular categories of NBN Co Migration Information that is disclosed to 

Telstra by NBN Co.  Telstra has used all reasonable endeavours to identify those 

categories of information that fall within the definition of NBN Co Migration 

Information and has set them out in Schedule 1..  Telstra has: 

(i) set out in Schedule 1 those categories of information that it has identified as 

falling within the definition of NBN Co Migration Information; and 

(ii) set out in Schedule 2, for each category of NBN Co Migration Information, 

those Authorised Personnel that are authorised to use and disclose such 

information for a Permitted Purpose. 

(d) A simplified overview of the category-based approach contemplated by 

Schedule 6 of the Plan, and the way in which Telstra has implemented it in this NBN 

Information Security Plan, is set out in the diagram below. 
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    Overview of categories approach  

              (Clauses 2(b)(i) and 3.2 of Schedule 6 of the Plan) 

 

 
 

5.2 Changes to categories of NBN Co Migration Information  

(a) Telstra will keep the information categories of NBN Co Migration Information 

set out in Schedule 1 and Schedule 2 under review and where Telstra identifies:  

(i) that it is receiving, or is likely to receive, a type of NBN Co Migration 

Information which is not specified in any of the existing information categories; 

or 

(ii) that, due to a change in circumstances, an existing information category set 

out in Schedule 1 or Schedule 2 no longer includes or constitutes NBN Co 

Migration Information,  

Telstra will promptly provide the ACCC and NBN Co with: 

(iii) a description of the relevant new or existing category of information and the 

reason for it: 

(A)  being provided to Telstra by NBN Co and becoming a new category of 

NBN Migration Information (for new categories of information); or 

(B) no longer including or constituting NBN Co Migration Information (for 

existing categories of information);  

(iv) for new categories of NBN Co Migration Information being added, those steps 

taken to comply with the Objective in respect of any new type of NBN Co 

Migration Information, including any Authorised Personnel it has 

pre-authorised to access the additional type of NBN Co Migration Information 

on the basis of the need to know principle. 



 

© 2012 Telstra Corporation Limited  5 

(b) (c) Subject to sub-clause 5.15.2(dc), the measures set out in this NBN 

Information Security Plan apply only to those types of NBN Co Migration Information 

set out in   Schedule 1.1 and Schedule 2. 

(c) (d) Telstra will ensure that NBN Co Migration Information, irrespective of 

whether or not it has yet been reflected in a category in Schedule 1 and Schedule 2 

by virtue of the change process in this clause 5.2, provided by NBN Co directly to the 

NBN Interface Group or otherwise in accordance with an Interaction Protocol under 

the Definitive Agreements: 

(i) is only disclosed to, and made available for use by, Authorised Personnel for a 

purpose permitted or required by the Definitive AgreementsPermitted 

Purpose; and 

(ii) cannot be used or disclosed by Telstra to gain or exploit an unfair commercial 

advantage over Telstra‘s Wholesale Customers,. 

irrespective of whether, at the relevant time, Telstra had identified and included the 

NBN Co Migration Information in Schedule 1. 

5.3 5.2 What is not NBN Co Migration Information? 

(a) Not all information disclosed by NBN Co to Telstra under the Definitive 

Agreements is NBN Co Migration Information.  Telstra has included in Schedule 1 to 

this NBN Information Security Plan an overview of the kinds of information that do 

not fall within the definition of NBN Co Migration Information and are therefore not 

subject to the requirements of this NBN Information Security Plan. 

(b) Information provided by NBN Co to Telstra is not and/or will cease to be NBN 

Co Migration Information on and from the time that any of clauses 24.1(c) to (k) of the 

Plan apply to the information.  For example, any information which NBN Co makes 

available to access seekers or publishes on its website will not be NBN Co Migration 

Information from the time it is made available to access seekers or published by NBN 

Co. 

(c) For clarity, information provided by NBN Co to Telstra under obligations other 

than those set out in the Definitive Agreements will not be NBN Co Migration 

Information.  Examples of information that may be provided by NBN Co to Telstra 

other than under the Definitive Agreements include information provided to Telstra 

under NBN Co‘s Wholesale Broadband Agreement, the DBCDE Fibre in New 

Developments Policy, or otherwise for the purpose of enabling Telstra to comply with 

its obligations under the TUSMA Agreement. 

(d) Any dispute in relation to whether or not a type of information is NBN Co 

Migration Information may be referred by NBN Co or Telstra to the  ACCC for 

resolution.  

5.3 Changes to categories of NBN Co Migration Information  

(a) Telstra will keep the information categories of NBN Co Migration Information set out 

in Schedule 1 under review and where Telstra identifies:  

(i) that it is receiving, or is likely to receive, a type of NBN Co Migration 

Information which is not specified in any of the existing information categories; 

or 
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(ii) that, due to a change in circumstances, an existing information category set 

out in Schedule 1 no longer includes or constitutes NBN Co Migration 

Information,  

Telstra will promptly provide the ACCC and NBN Co with: 

(iii) a description of the relevant new or existing category of information and the 

reason for it: 

(A)  being provided to Telstra by NBN Co and becoming a new category of 

NBN Migration Information (for new categories of information); or 

(B) no longer including or constituting NBN Co Migration Information (for 

existing categories of information);  

(iv) (for new categories of NBN Co Migration Information being added) those 

steps taken to comply with the Objective in respect of any new type of NBN Co 

Migration Information, including any Authorised Personnel it has 

pre-authorised to access the additional type of NBN Co Migration Information 

on the basis of the need to know principle; and 

(v) a new Schedule 1 and Schedule 3, amended to reflect the amended 

categories of NBN Co Migration Information and those Authorised Personnel 

permitted to access or use it in accordance with the need to know principle 

and this NBN Information Security Plan. 

(b) Promptly after providing notice to the ACCC and NBN Co under sub-clause 5.3(a), 

and subject to any reasonable confidentiality concerns, Telstra will publish the 

proposed amended Schedules 1 and 3 on the Telstra Wholesale website for the 

purpose of consulting with Wholesale Customers.  

(c) Telstra will consult with, and have reasonable regard to any comments received 

from, NBN Co or Wholesale Customers in respect of any amendments to Schedule 1 

or 3 proposed under this clause 5.3 and notified under sub-clause 5.3(a) or 

published under sub-clause 5.3(b). 

(d) Subject to sub-clause 5.3(e) and sub-clause 10(b), the amended Schedules 1 and 3 

will take effect on and from the date that Telstra submits them to the ACCC. 

(e) If, within 20 business days of Telstra giving notice to the ACCC under clause 

5.3(a)(i), the ACCC notifies Telstra that it objects to the revised list of categories of 

NBN Co Migration Information or any of the matters specified in the amended 

Schedules 1 or 3, the proposed amendments will not apply and the original 

Schedules 1 and 3 will be reinstated from the date of such notice to Telstra. 

(f) For clarity, nothing in this clause 5.3 limits Telstra‘s continuing obligation to comply 

with sub-clause 5.1(d), including during any period after notice is given to the ACCC, 

but prior to it notifying Telstra of a response, as contemplated in             sub-clause 

5.3(e).  

(g) Telstra or NBN Co may refer any dispute under this clause 5.3 to the ACCC for 

resolution, including (without limitation) any dispute as to: 

(i) whether the need to know principle applies in respect of personnel which 

Telstra submits should be Authorised Personnel; and 

(ii) whether or not a category of information is NBN Co Migration Information.  
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5.4 No restriction on use or disclosure required by law 

Nothing in this NBN Information Security Plan:  

(a) prevents Telstra from complying with any obligation in respect of the use or 

disclosure of information; or  

(b) restricts any right Telstra has to use or disclose information,  

as and to the extent required for Telstra to comply with the Plan (including any Required 

Measures), the Undertaking or any law. 

6 Overview of the measures established under this NBN 
Information Security Plan 

Telstra will adopt the following measures in accordance with this NBN Information Security 

Plan to give effect to the Objective:   

(a) comply with the general obligation in respect of NBN Co Migration Information 

set out in clause 5.15.2(c); 

(b) establish and maintain the NBN Interface Group as provided for in clause 7; 

(c) implement the systems-based approach to information security that restricts 

access to Telstra information systems containing NBN Co Migration Information to 

Authorised Personnel based on the need to know principle, as set out in clause 9 

and Schedule 32;  

(d) to the extent not contained in a relevant system, otherwise prevent any access 

to, or disclosure of, NBN Co Migration Information within Telstra except by 

Authorised Personnel based on the need to know principle as set out in clause 9;  

(e) otherwise prevent unfair use of NBN Co Migration Information by Telstra‘s 

Retail Business Units by implementation of the Retail Business Unit Restrictions set 

out in clause 10; and  

(f) implement staff communication and training programs as set out in clause 

1112 and  Schedule 4.3. 

7 The NBN Interface Group  

(a) Telstra will establish a group (the NBN Interface Group) with principal 

responsibility for: 

(i) liaising with NBN in respect of the management of NBN Co Migration 

Information;  

(ii) the implementation and management of the processes governing access to 

NBN Co Migration Information; and 

(iii) implementation of the systems access controls in Schedule 32 of this NBN 

Information Security Plan.  

(b) Without limitation, the NBN Interface Group will: 
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(i) during the early phase of implementation (before any business to business 

systems are established for information exchange with NBN Co), be the 

primary recipient of NBN Co Migration Information provided formally to Telstra 

by NBN Co; and 

(ii) identify those groups or roles that are authorised to receive NBN Co Migration 

Information. 

(c) Telstra will ensure that, unless otherwise agreed with the ACCC: 

(i) the NBN Interface Group does not form part of a Retail Business Unit; and 

(ii) any Personnel who is engaged to work as part of  a Retail Business Unit does 

not form part of (or sit within)  the NBN Interface Group. 

8 Authorised Personnel 

8.1 Pre-authorised groups and roles 

(a) Schedule 6 of the Plan requires Telstra to identify in the NBN Information 

Security Plan those roles and groups within Telstra that have been ―pre-authorised‖ 

to access NBN Co Migration Information.  Telstra has pre-authorised groups or roles 

under this clause 8.18 on the basis that Personnel have a need to know the NBN Co 

Migration Information as further described in clause 9.   

(b) Where a category of NBN Co Migration Information is specified in Schedule 

3,2, the groups and roles which are authorised to access that category of NBN Co 

Migration Information is limited to those groups and roles identified in respect of the 

relevant category in Schedule 3.2. 

(c) For the purpose of the general restriction under clause 5.15.2(dc), during any 

period in which NBN Co Migration Information has not been identified and included 

under Schedule 31 (as updated from time to time under clause 5.35.2), Telstra has 

pre-authorised the following roles or groups to access such NBN Co Migration 

Information: 

(i) the Telstra Operations NBN & Commercial Operations Team; 

(ii) those groups or roles within the Telstra Operations Business Unit that from 

time to time perform the following functions: 

(A) Network planning, network services and related functions; 

(B) Service delivery and service assurance; 

(C) Customer enablement; and 

(D) IT architecture, operations and design, database management and 

groups responsible for the maintenance of network inventory systems; 

(iii) groups within the Wholesale Business Unit responsible for: 

(A) Wholesale Operations and Systems; and 

(B) invoicing and billing of NBN Co; and 
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(iv) corporate functions including Legal, Finance, Regulatory, Human Resources 

and other centralised business support groups. 

8.2 Process for seeking approval of any new Authorised Personnel 

(a) In the event that any other individual, role or group requests access to NBN Co 

Migration Information, the NBN Interface Group will comply with the process set out 

in Schedule 2 in assessing that request. 

(b) Without limitation to clause 8.2(a), the NBN Interface Group will not authorise any 

new Authorised Personnel unless the requirements of Schedule 2 have been 

complied with, including obtaining the prior approval of the ACCC and the consent of 

NBN Co. 

(c) As soon as reasonably practicable after obtaining consent from NBN Co and the 

approval of the ACCC to any new Authorised Personnel, the NBN Interface Group 

will provide the ACCC and NBN Co with an updated copy of the NBN Information 

Security Plan, with clause 8.1 and/or Schedule 3 modified to reflect the new 

Authorised Personnel. 

9 Information security measures for NBN Co Migration 
Information 

9.1 Use by and disclosure to authorised Personnel  

(a) Telstra will not permit access to Telstra information systems containing NBN 

Co Migration Information other than to: 

(i) Authorised Personnel; and 

(ii) on a ‗need to know‘ basis, 

(b) by implementing and complying with the User Access Control Requirements 

in respect of those systems that contain NBN Co Migration Information, as set out in 

Schedule 3.2. 

(c) (b) Telstra acknowledges that, from time to time, NBN Co Migration 

Information may also be used or disclosed other than through an information system 

to which the User Access Control Requirements apply (for example, where NBN Co 

provides to Telstra an electronic or physical copy of a record).  Where this occurs, 

Telstra will ensure that the NBN Co Migration Information is not used by or disclosed 

to any person, other than to Authorised Personnel and on a ‗need to know‘ basis. 

(d) (c) For the purpose of this clause 9.1 and Schedule 3,2, the ‗need to know‘ 

principle means that the default position under Telstra‘s information systems is that 

Personnel within Telstra do not have access to information systems containing NBN 

Co Migration Information unless access to the information system is reasonably 

necessary in order for those Personnel or groups to perform their duties effectively, 

including for the purpose of:in accordance with a Permitted Purpose. 

(i) ensuring Telstra‘s compliance with contractual obligations, including 

performing its obligations, and exercising its rights, as set out in or provided 

for under the Definitive Agreements, the Undertaking and the Plan; 



 

© 2012 Telstra Corporation Limited  10 

(ii) the planning, design, building, installing, repairing, replacement, removal, 

augmentation or provisioning of Telstra facilities or equipment, operation, 

management, maintenance and improvement of, and including the supply of 

services and products over or in connection with the use of, Telstra‘s facilities 

and other purposes expressly permitted under the Definitive Agreements;  

(iii) either: 

(A) facilitating the NBN Connection of Premises by NBN Co or its agents 

and commencement of supply of Fibre Services using the NBN Co 

Fibre Network; or 

(B) Telstra disconnecting carriage services from a Non Exempt Network at 

Premises in a Rollout Region; and 

(iv) ensuring compliance with the Plan or any other legal or regulatory 

requirement (including complying with reporting obligations or any 

requirement from DBCDE or when otherwise performing its obligations under, 

or giving effect to the terms of any agreement entered into by Telstra with 

DBCDE), 

or for such other purposes as Telstra otherwise agrees, from time to time, with both 

the ACCC and NBN Co.  

9.2 Archiving and destruction of NBN Co Migration Information 

Telstra will archive and destroy NBN Co Migration Information in accordance with its legal 

obligations as applicable from time to time. 

9.3 Amending the User Access Control Requirements  

(a) Telstra will give the ACCC and NBN Co not less than 20 Business Days written 

notice of any proposed modifications to the User Access Control Requirements, prior 

to the scheduled date for implementation of those modifications (Implementation 

Date). 

(b) Telstra will consult with, and have reasonable regard to any comments received 

from, NBN Co in respect of any modifications to the User Access Control 

Requirements proposed under this clause 9.3. 

(c) Where the ACCC objects to a modification to the User Access Control Requirements 

proposed under this clause 9.3 on or before the date that is 5 Business Days prior to 

the Implementation Date, Telstra will not implement the modification. 

(d) Telstra may implement a modification to the User Access Control Requirements only 

where the ACCC has either:  

(i) approved the modification; or 

(ii) did not object to the modification by the date specified in sub-clause 9.3(c). 

(e) As soon as reasonably practicable after the Implementation Date, Telstra will 

provide the ACCC and NBN Co with a copy of this NBN Information Security Plan, 

with clause 9 and/or Schedule 3 amended to reflect the modified User Access 

Control Requirements. 
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10 Retail Business Unit Restrictions 

(a) Telstra acknowledges that in order to ensure that it does not use or disclose 

NBN Co Migration Information in order to gain or exploit an unfair commercial 

advantage over Telstra‘s Wholesale Customers, it is necessary to establish 

particular restrictions on any access to NBN Co Migration Information by Personnel 

working in a Retail Business Unit, or Personnel within any Telstra Subsidiary 

performing a Marketing Activity in respect of NBN based services. 

(b) Telstra will ensure that Personnel in a Retail Business Unit or any Personnel 

within a Telstra Subsidiary performing Marketing Activities in respect of NBN-based 

services are not authorised to access NBN Co Migration Information except:  

(i) as and to the extent expressly contemplated by sub-clause 10(f) and 

Schedule 32; or 

(ii) as and to the extent otherwise approved by the ACCC and with the prior 

written consent of NBN Co.   

(iii) (ii) as and to the extent otherwise approved by the ACCC and with the prior 

written consent of NBN Co.  For clarity, notwithstanding the process in clause 

5.3,5.2, Telstra will not authorise access by any Personnel of a Retail 

Business Unit to a new category of NBN Co Migration Information unless and 

until such access has been approved by the ACCC and with the prior consent 

of NBN Co. 

(c) For the avoidance of doubt, nothing in this NBN Information Security Plan 

restricts or prevents NBN Co Migration Information from being received, processed 

and/or stored in information systems that are accessed by both Personnel of a Retail 

Business Unit as well as Personnel of other parts of Telstra (Shared Systems), 

provided that any Shared System must be internally partitioned so that Personnel of 

a Retail Business Unit are only able to access that part of the Shared System 

containing NBN Co Migration Information in accordance with clause 10(b).   

(d) Telstra will promptly ensure that authorised access to NBN Co Migration 

Information is removed for any Authorised Personnel who transfer to a role within a 

Retail Business Unit (Transferring Personnel) (except to the extent that any 

pre-authorisation also applies in respect of their new role in the Retail Business 

Unit), including undertaking checks to ensure: 

(i) any access to Telstra systems containing NBN Co Migration Information has 

been revoked; and 

(ii) to the extent that it is reasonable and technically feasible to do so, any NBN 

Co Migration Information within the possession of the Transferring Personnel 

has been destroyed (to the extent such destruction is consistent with Telstra‘s 

legal obligations.    

(e) Without limitation to clause 10(d) or clause 11,12, all Transferring Personnel 

will be required to: 

(i) undertake specific training in respect of their continuing information security 

obligations under this NBN Information Security Plan, as set out in Schedule 

43; and  
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(ii) following their training, provide a written undertaking that they have been 

informed of and understand their continuing information security obligations in 

respect of NBN Co Migration Information. 

(f) Personnel in a Retail Business Unit may have access to NBN Co Migration 

Information and may use or disclose such NBN Co Migration Information where: 

11 Use of information regarding NBN Points of Interconnection 

(a) Telstra Personnel (including Personnel of a Telstra Subsidiary) with 

responsibility for: 

(i) determining the Exchange Building Facilities within which to install equipment 

to be used to interconnect Telstra infrastructure to NBN Points of 

Interconnection; and  

(ii) directing installation of such equipment,  

will not use any confidential information disclosed to Telstra under the Definitive 

Agreements (including, but not limited to, NBN Co Migration Information or any 

information relating to transit or backhaul capacity acquired by NBN Co under the 

Definitive Agreements) for the purpose of identifying those Exchange Building 

Facilities within which to install equipment to be used to interconnect Telstra access 

seeker infrastructure to NBN Points of Interconnection, or the timing at which to 

make that installation or investment. 

(b) Sub-clause 11(a) does not apply to the extent that any such information, or 

substantially similar information, has been released or disclosed: 

(i) the NBN Co Migration Information is information provided by NBN Co under 

Service Module 2 (LIC Access Service) of the Infrastructure Services 

Agreement to the extent contemplated in Schedule 3 and provided that such 

information is not used for any of the following: by Telstra or a Telstra 

Subsidiary in accordance with a record keeping rule, a requirement of the 

Undertaking, or a direction of or determination made by the ACCC; or 

(A) marketing, promoting or selling carriage services to a person that is not 
an existing customer of Telstra for those carriage services in respect of 
the Premises, or any directly related activities; 

(B) to compete with any person that is a contractor of NBN Co in relation to 
installation activities; or 

(C) for research, analysis, or the compilation or analysis of statistics, 
relevant to the rates, dates or timing of connections or likely 
connections of Premises to the NBN except that Telstra can undertake 
such research, analysis, or compilation for the purposes of operations 
and maintenance, workforce management, and fault management in 
each case related to the activities to be performed by NBN Co or Telstra 
under the LIC Access Service Module and on the basis that the 
research, analysis or compilation is not made available to a Retail 
Business Unit;  and 

(ii) the NBN Migration Information is given to Telstra by NBN Co in connection 

with the exercise by NBN Co of any right of first refusal to act as a supplier of 

fibre services to Telstra under the Definitive Agreements, and provided that 
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such information is used by Telstra only in connection with the proposal or 

customer request or order (including any request for proposal) to which the 

supply of information by NBN Co relates. by a party other than Telstra or a 

Telstra Subsidiary:  

(A) to the general public (on NBN Co‘s website, the ACCC website or 

otherwise); 

(B) to NBN access seekers (including under the terms of the Wholesale 

Broadband Agreement); or 

(C) to a group within Telstra that is not the NBN Interface Group.   

12 11 Staff communications and training  

(a) Telstra will develop and implement a communications and training program in 

accordance with Schedule 43 in respect of this NBN Information Security Plan.   

(b) The communications and training program undertaken by Telstra will include: 

(i) general communications to educate all staff on the key principles set out in the 

NBN Information Security Plan and the importance of compliance;   

(ii) (i) specific training for Authorised Personnel on the specific obligations set out 

in this NBN Information Security Plan relevant to their role or activities; and 

(iii) (ii) specific training for any Transferring Personnel on: 

(A) the obligation not to use NBN Co Migration Information in order to gain 

or exploit an unfair advantage over Telstra‘s Wholesale Customers;   

(B) the specific restrictions that apply under this NBN Information Security 

Plan to Personnel working for Retail Business Units; 

(C) training on the need to check that rights of access to information 

systems have been revoked and the obligation to take all reasonable 

and technically feasible steps to destroy or delete any NBN Co 

Migration Information which they still possess(to the extent that this is 

consistent with Telstra‘s existing archiving and data destruction 

practices); and 

(D) the requirement to provide an undertaking under clause 10(e). 

(c) Telstra‘s compliance training materials under this clause 1112 will reflect that 

breaches by Employees of this Information Security Plan will be regarded as a 

serious matter, with the possibility of performance management in appropriate 

cases. 

(d) Without limitation to this clause 1112 or Schedule 4,3, Telstra will ensure that 

the compliance training undertaken in respect of this NBN Information Security Plan 

includes appropriate refresher training for Authorised Personnel on a periodic basis. 

(e) Where Telstra identifies that it may be necessary or desirable to amend the 

communications and training program set out in Schedule 4,3, the NBN Interface 

Group will inform the ACCC of the proposed new communications and training 

program. 
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(f) As soon as reasonably practicable after obtaining the approval of the ACCC to 

any amendment to the communications and training program set out in Schedule 

4,3, Telstra will provide the ACCC with a copy of the NBN Information Security Plan, 

with clause 1112 and/or Schedule 43 amended to reflect the modified 

communications and training program. 

13 12 Compliance and Reporting   

(a) The Director of Equivalence will oversee compliance with the NBN Information 

Security Plan as part of the broader compliance function under the Plan. 

(b) For each Quarter (commencing from the first full Quarter after which this NBN 

Information Security Plan is accepted by the ACCC), Telstra will monitor and review 

(NBN Information Security Compliance Review) each of the following:  

(i) that access controls have been maintained for all relevant information 

systems which meet the User Access Control Requirements set out in 

Schedule 32; and 

(ii) any amendment which may be required to the categories of NBN Co Migration 

Information as set out in Schedule 1 or to those roles and groups that are 

Authorised Personnel; and. 

(iii) compliance with the process for approval of new Authorised Personnel set out 

in Schedule 2.  

(c) Telstra will provide quarterly to the ACCC as part of its Migration Plan 

Compliance Report, commencing from the end of the first full Quarter after which this 

NBN Information Security Plan is accepted by the ACCC, the following: 

(i) a report on the outcomes of each NBN Information Security Compliance 

Review; and 

(ii) where an NBN Information Security Compliance Review identifies any 

material non-compliance by Telstra with the requirements of this NBN 

Information Security Plan within the Quarter, those steps taken or to be taken 

to investigate and/or remedy such non-compliance. 

(d) Where the NBN Information Security Compliance Review identifies a change 

in circumstances that gives rise to a requirement for Telstra to request approval from 

the ACCC for a variation to this NBN Information Security Plan (such as to reflect a 

new or modified information system or a variation to an authorised user group), 

Telstra will submit the relevant request as soon as reasonably practicable and in any 

event within 20 Business Days of the date it provides the Migration Plan Compliance 

Report describing the changed circumstances to the ACCC. 

(e) Telstra will include as part of each Annual Compliance Report provided to the 

ACCC under clause 24.2 of the Undertaking a general overview of its compliance 

with this NBN Information Security Plan for the relevant year, taking into account 

those matters reported to the ACCC in Migration Plan Compliance Reports during 

the course of that year. 
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Schedule 1 — Categories of NBN Co Migration Information 

1 Background 

(a) The categories of NBN Co Migration Information set out in this Schedule 1 have 

been determined by Telstra applying the definition of NBN Co Migration Information 

as set out in Schedule 6. 

(b) Without limitation to the specific comments made in the tables below, there are a 

number of types of information disclosed to Telstra under the Definitive Agreements 

that do not fall within the scope of the definition of NBN Co Migration Information as 

contemplated by clause 24.1 of the Plan.  

(c) This will most often be the case for information where NBN Co makes the same or 

equivalent information available to other service providers or infrastructure providers 

(or otherwise to the public).   

(d) Other examples of information not within the scope of the NBN Information Security 

Plan include (without limitation):  

(i) Information that relates to, or is provided to Telstra by NBN Co, in connection 

with billing or the calculation of payments. 

(ii) Certain commercial positions notified as between the parties under the 

Definitive Agreements, from time to time. 

(iii) Information that is not disclosed by NBN Co for the purpose of: 

(A)   connecting Premises to the NBN and commencement of supply 

over the NBN;  or  

(B) disconnecting Premises from a Separating Network.  

This includes information in respect of equipment or infrastructure which does 

not specifically relate to connection/disconnection of Premises and does not 

identify the location of such Premises or the timing of connection or 

disconnection,  Such information includes,  for example, backhaul 

arrangements or reservations of exchange space, information concerning 

dark fibre links or information contained in the FIRL, Initial Rollout Plan, 

Overall Rollout Plan and Exchange Access Information, or long term forecasts 

of NBN Co‘s infrastructure requirements, specifically in respect of rack space 

and dark fibre links. 

 

(iv) Information that is disclosed to Telstra for the purpose of connecting 

customers to a network which is not the NBN.  This includes information 

provided in accordance with the DBCDE Fibre in New Developments Policy. 

(v) Information provided or exchanged in relation to the governance of the 

Definitive Agreements, including management of claims and indemnities. 

(vi) Information which Telstra is required to disclose in order to meet its 

obligations under the Plan (being information which Telstra is required by law 

to disclose), including for example: 
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(A) information relating to the estimated Disconnection Date for a particular 

region, which Telstra must disclose to Wholesale Customers as part of 

the process for certification of Special Services; or 

(B) information Telstra needs to disclose to Wholesale Customers as part 

of facilitating its obligations under any of the Required Measures 1 to 5. 

(vii) Information provided for the purposes of allowing Telstra to commence supply 

of services in certain circumstances under instruments other than the 

Definitive Agreements, including information disclosed to Telstra for or under: 

(A) (B) the Wholesale Broadband Agreement; 

(B) (C) the DBCDE Fibre in New Developments Policy; or 

(C) (D) the TUSMA Agreement. 

2 Categories of NBN Co Migration Information 

Table 1: Categories of NBN Co Migration Information pertaining to the Subscriber Agreement 

 
Category Description of information  

1.1 Notification of the proposed Fibre Footprint  

(and polygon boundaries)* 

  

 The number and a geographic map with polygon 

boundaries for the Rollout Regions as well as the 

expected number of Premises in the Fibre Footprint 

in each Rollout Region (including, where relevant, 

Initial Release Rollout Regions and Acquired 

Network Rollout Regions) 

1.2 Notification of Disconnection 

Commencement Dates* 

 

 Initial notification of, and updates to, disconnection 

dates for Initial Release Rollout Regions and 

Acquired Network Rollout Region 

1.3 Notification of RFS Dates* 

 

 Initial notification of, and updates to, Ready For 

Service dates for Rollout Regions 

1.4. Subscriber address information* 

 

 Subscriber address information provided as part of 

the address matching process (including information 

relating to Premises within an In-Fill Rollout Region)  

1.5 Service Order Status Information  In-Train Order information in respect of specific 

Premises and notifications of whether NTU installed 

at Premises. 

1.6 Ad hoc information or notifications 

exchanged under the Subscriber 

Agreement 

 Any proposal to vary the Disconnection Protocols 

 A notification from NBN Co of its intention to vary the 

Default Fibre Quantity  

 Notification of the proposed Transfer Date of Interim 

PON Fibre Network to NBN Co 
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1.7 Other Fibre Footprint information  ROFR Footprint 

1.8 Right of First Refusal Information  Submissions or information disclosed by NBN Co to 

Telstra under the Definitive Agreements in 

connection with the ‗right of first refusal process‘ 

(RoFR), including design briefs, design documents 

and other RoFR documents, where such information 

is for the purpose of connection of Premises to the 

NBN 

 

*Given NBN Co’s proposed approach to publication of information to all Access Seekers, as set out in NBN Co’s 

Access Seeker Communications Pack available on NBN Co’s website, Telstra anticipates that the period during 

which this category is NBN Co Migration Information will be very short, if at all. 

Table 2: Categories of NBN Co Migration Information pertaining to the ISA 

 
Category Description of information  

2.1 Network Design Documents (including any 

variations to such documents, from time to 

time); Field Inspection Reports, Detailed 

Design Documents, As Built 

Documentation, 3 year forecast for NBN 

Rollout (except to extent available to access 

seekers) 

 Documents provided to Telstra by NBN Co setting 

out indicative boundaries of a Rollout Region 

(including the 3-year forecast for NBN rollout, except 

to the extent that such information is made available 

to access seekers), the indicative location, quantity 

and size of fibre optic cable proposed to be installed 

in that Rollout Region, the location and quantity of 

Telstra ducts that need to be used and/or 

augmented or remediated, when the duct is required 

for use and other information about NBN Co‘s 

infrastructure or requirements  

2.2 Documents associated with undertaking 

works on, or the handover of, Telstra  Ducts 

or LICs 

 Various orders or notices associated with the 

installation, remediation, augmentation or handover 

of LICs or Ducts by Telstra 

 Information provided by NBN Co to assist Telstra in 

obtaining relevant approvals 

2.3 Lead-in Conduit (LIC) Access Service 

information 

 prior to the handover of a LIC to NBN Co, the 

location and any other characteristics of LIC to be 

handed over to NBN Co, prior to handover occurring 

 notification of installation of lead-in cables in 

non-Telstra LICs 

2.4 Pull through information   location of pull through activities 

 date of pull through activities 

 consents relating to pull through activities 

 issues with pull through activities, such as where 

there is a Pull Through Exception Event 

 where pull through activities are not required 

2.5 Ad hoc information, reports or notifications 

provided under the ISA 

 Reports from NBN Co to the ISA Project Alliance 

Committee 
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Schedule 2 — Process for approval of Authorised Personnel 

 

[Diagram deleted] 
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Schedule 2 Schedule 3 — Access controls for Telstra 
information systems 

1 Overview 

(a) This Schedule 32 sets out the systems-based information security measures which 

Telstra will use to give effect to the Objective in respect of the categories of NBN Co 

Migration Information identified in Schedule 1. 

(b) The NBN Interface Group will be responsible for ensuring that only Authorised 

Personnel identified in column three of the table in clause 4 of this Schedule 32 are 

permitted to access information systems containing those categories of NBN Co 

Migration Information set out in column 2. 

2 Access to relevant Telstra systems 

(a) This Schedule 32 identifies, for each category of NBN Co Migration Information in 

Schedule 1: 

(i) those roles or groups that are Authorised Personnel permitted to access the 

relevant Telstra information system or systems containing NBN Co Migration 

Information ; and 

(ii) the access controls in place to restrict access to any system containing such 

NBN Co Migration Information.  

(b) Telstra will establish and maintain access controls which meet the User Access 

Control Requirements in clause 3 of this Schedule 3.2.  

(c) The NBN Interface Group will maintain an up-to-date log of those groups and roles 

authorised from the date of the Information Security Plan and from time to time to 

access information systems containing NBN Co Migration Information and will 

provide a version to the ACCC, if requested.    

3 User Access Control Requirements  

(a) Telstra will manage access requests to its information systems containing NBN Co 

Migration Information through a system which enables a centralised user account 

management process. 

(b) All Personnel that are permitted access to Telstra information systems containing 

NBN Co Migration Information must be authenticated and authorised.  

(c) Access to individual information systems is granted to authorised groups within 

Telstra, although where applicable access may be approved and granted for 

individual staff or roles.   

(d) Authentication requires each person to supply a username and password, so the 

system can verify the identity of the user. For external contractors access an 
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information system from outside the Telstra network, Telstra will use a two-factor 

based authentication using one time password and credentials, where required. 

(e) The password controls will include a combination of the following: 

(i) passwords automatically to expire after a set time period; 

(ii) passwords to require a minimum number of characters; 

(iii) ―strong‖ password to be required (i.e. a minimum level of password 

complexity); and 

(iv) a number of previous passwords to be recognised by the system and cannot 

be re-used. 
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4 Authorised Personnel permitted to access information systems containing NBN Co Migration 
Information 

No. Category of NBN Co Migration Information Authorised Personnel
#
  

Subscriber Agreement categories 

1.1 Notification of the proposed Fibre Footprint list (and polygon 

boundaries)  

Telstra Operations – NBN & Commercial Operations  

Telstra Operations – IT architecture (including software development and testing), IT 

operations and design, database and data management and groups responsible for the 

maintenance of network inventory systems 

1.2 Notification of Disconnection Commencement Dates Telstra Operations – NBN & Commercial Operations 

Telstra Operations – IT architecture (including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems 

1.3 Notification of RFS Dates Telstra Operations – NBN & Commercial Operations 

Telstra Operations – IT architecture (including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems 

1.4 Subscriber address information 

 

Telstra Operations – NBN & Commercial Operations 

Telstra Operations – IT architecture(including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems 

After the RFS date for a Rollout Region, Retail Business Unit and Wholesale Business Unit 
Personnel will have access to Subscriber address information for Retail customers and 
Wholesale Customers, respectively, for the purpose of providing disconnection notices and 
communicating with customers  under clause 8 of the Migration Plan 

1.5 Service Order Status Information Telstra Operations – NBN & Commercial Operations 

Telstra Operations – IT architecture(including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems  
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No. Category of NBN Co Migration Information Authorised Personnel
#
  

Retail Business Unit and Wholesale Business Unit Personnel will have access to In-Train 
Order information to the extent that it relates to their respective customers  

1.6  Ad hoc information or notifications exchanged under the Subscriber 

Agreement 

Telstra Operations – NBN & Commercial Operations 

1.7 Other Fibre Footprint information (for the purposes of the RoFR) Telstra Operations – Network planning, network services and related functions 

Telstra Operations – Service delivery and service assurance 

Telstra Operations – Customer enablement 

Telstra Operations – NBN & Commercial Operations 

Telstra Operations – IT architecture (including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems  

1.8 Right of First Refusal Information Telstra Operations – Network planning, network services and related functions 

Telstra Operations – Service delivery and service assurance 

Telstra Operations – Customer enablement 

Telstra Operations – NBN & Commercial Operations 

Telstra Operations – IT architecture (including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems 

Retail and Wholesale Business Units will have access to this information to the extent required 
to facilitate the relevant customer request or order (including any request for proposal) to which 
the supply of information by NBN Co relates 

Infrastructure Services Agreement categories 

2.1 Network Design Documents (including any variations to such 

documents, from time to time), Field Inspection Reports, Detailed 

Design Documents, As Built Documentation  

 

Telstra Operations – Network planning, network services and related functions 

Telstra Operations – Service delivery and service assurance 

Telstra Operations – Customer enablement 

Telstra Wholesale – Wholesale Operations and Systems 
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No. Category of NBN Co Migration Information Authorised Personnel
#
  

Telstra Wholesale – NBN invoicing and billing functions 

Telstra Operations – IT architecture (including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems  

Telstra Operations – NBN & Commercial Operations 

2.2 Documents associated with undertaking works on, or the handover of, 

Telstra  Ducts or LICs 

Telstra Operations – NBN & Commercial Operations 

Telstra Operations – Network planning, network services and related functions 

Telstra Operations – Service delivery and service assurance 

Telstra Operations – Customer enablement 

Telstra Operations – IT architecture (including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems  

Telstra Wholesale - Wholesale Operations and Systems  

Telstra Wholesale – NBN invoicing and billing functions 

2.3 Lead-in Conduit (LIC) Access Service information 

 

 

 

Telstra Operations – NBN & Commercial Operations 

Telstra Operations – Network planning, network services and related functions 

Telstra Operations – Service delivery and service assurance 

Telstra Operations – Customer enablement 

Telstra Operations – IT architecture (including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems  

Telstra Wholesale - Wholesale Operations and Systems  

Telstra Wholesale – NBN invoicing and billing functions 

Once LIC handover has occurred, Retail Business Unit and Wholesale Business Unit 
Personnel may, on a case by case basis, have visibility of information concerning a LIC handed 
over to NBN Co, to the extent that such information is necessary to respond to a service 
assurance incident impacting a service provided over that LIC (including communicating with 
Retail end-customers or Wholesale customers about the impacted service).    
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No. Category of NBN Co Migration Information Authorised Personnel
#
  

2.4 Pull through information  Telstra Operations – NBN & Commercial Operations 

Telstra Operations – Network planning, network services and related functions 

Telstra Operations – Service delivery and service assurance 

Telstra Operations – Customer enablement 

Telstra Operations – IT architecture (including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems  

Retail Business Unit and Wholesale Business Unit Personnel will have visibility that 
pull-through is about to commence or that pull-through has been completed at a particular 
premises, where the affected service is a Retail customer (in respect of Retail Business Unit 
Personnel) or a Wholesale Customer (in respect of Wholesale) 

2.5 Ad hoc information, reports or notifications provided under the ISA Telstra Operations – NBN & Commercial Operations 

Telstra Operations – Network planning, network services and related functions 

Telstra Operations – Service delivery and service assurance 

Telstra Operations – Customer enablement 

Telstra Operations – IT architecture (including software development and testing), IT 
operations and design, database and data management and groups responsible for the 
maintenance of network inventory systems  

 

#   Note that this table identifies those operational groups and roles that will have access to systems containing each category of NBN Co Migration 

Information, on a ‘need to know’ basis.  Corporate functions, including Legal, Regulatory and Finance/CFO, are also Authorised Personnel and will also 

access any of the relevant systems from time to time for purposes related to their centralised corporate functions.     
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Schedule 3 Schedule 4 — NBN Information Security Plan 
Training 

1 Compliance communications strategy for all Personnel 

(a) Telstra will conduct a general communication campaign immediately following 

acceptance of this NBN Information Security Plan by the ACCC, to educate staff on: 

(i) the key principles set out in the NBN Information Security Plan; 

(ii) the importance of compliance and the consequences of non-compliance.   

(b) The general communication campaign will be supported by appropriate tools and 

information packs, which may include an NBN Information Security intranet site 

containing Frequently Asked Questions and links to processes that are relevant to 

staff from those business units that do not generally have access to NBN Co 

Migration Information (and for whom specific training under clause 2 is therefore not 

provided). 

2 Specific training for Authorised Personnel 

(a) Telstra will undertake specific training of Authorised Personnel.  While the specific 

content of individual training courses will vary, based on the recipient group or roles 

and the context of the training, such training will include as a minimum the modules 

set out in Table 1 below. 

(b) The training provided to Authorised Personnel will make clear that the prohibitions 

on unauthorised use and disclosure apply in respect of NBN Co Migration 

Information in all material forms, including electronic and physical copies of such 

information. 

(c) Telstra will ensure that it undertakes periodic refresher training of Authorised 

Personnel in respect of NBN information security. 

Table 1:  Specific training content for all Authorised Personnel 

1.  Information security within Telstra  

Overview of the information security protocols and controls that Telstra has put in place to 

protect confidential supplier and customer information, including NBN Co Migration 

information. 

2. Telstra’s NBN Information Security Plan 

Overview of the NBN Information Security Plan and the processes and controls set out in 

the Plan.  

3. Telstra must not use NBN Co Migration Information to gain or exploit an unfair 

commercial advantage  

General overview of the obligation not to use NBN Co Migration Information in order to 

gain or exploit an unfair advantage over Telstra’s Wholesale customers.   

4. Prohibited use and disclosure 

Overview for the teams who will have access to systems containing NBN Co Migration 

Information on inappropriate/prohibited use and disclosure of that information within 

Telstra. 

5 Physical Security of NBN Co Migration Information 

The information security measures which employees much follow in order to keep NBN Co 
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Migration Information secure from unauthorised access, including: 

 limiting physical copies of documents containing NBN Co Migration Information  

 keeping physical copies of NBN Co Migration Information secure so that they 

cannot be accessed by non Authorised Personnel; 

 compliance with document archiving and destruction policies related to NBN Co 

Migration Information; 

 arrangements for internal meetings to ensure confidentiality of NBN Co Migration 

Information is maintained; 

 use of secure means of communicating NBN Co Migration Information, including 

use of password protection where appropriate; 

 confirming that all recipients of emails or documents containing NBN Co migration 

Information are authorised to receive such information; 

 only disclosing NBN Co Migration Information within Telstra to the extent 

necessary in the circumstances; 

 keeping IT system log-in details secure and not sharing these with other staff 

members   

 

5.6. Accessing NBN Co Migration information 

Overview of the process Telstra has been put in place for teams or work groups to request 

to access NBN Co Migration Information.  

 

6.7 Reporting and compliance 

Further detail on the reporting and compliance activities that will occur once the NBN 

Information Security Plan is in place. 

 

7.8. Consequences 

Guidance on the consequences for individuals within Telstra if they breach the information 

security protocols that have been put in place, including that any breaches by Employees 

of the NBN Information Security Plan will be regarded as serious, with the possibility of 

performance management in appropriate cases. 

 

 

3 Specific training for Transferring Personnel  

(a) In accordance with clause 10(e), Telstra will undertake specific additional training of 

any Transferring Personnel before, or as soon as reasonably practicable after, they 

commence working for the Retail Business Unit.   

(b) The training provided to Authorised Personnel will make clear that the prohibitions 

on unauthorised use and disclosure apply in respect of NBN Co Migration 

Information in all materials forms, including electronic and physical copies of such 

information. 

(c) Training of Transferring Personnel will include as a minimum the modules set out in 

Table 2 below. 
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Table 2:  Specific training content for all Transferring Personnel 

1. Telstra must not use NBN Co Migration Information to gain or exploit an unfair 

commercial advantage  

General overview of the obligation not to use NBN Co Migration Information in order to 

gain or exploit an unfair advantage over Telstra’s Wholesale customers.   

2.  Retail Business Unit Restrictions   

Overview of the specific restrictions that apply under this NBN Information Security Plan to 

Personnel working for Retail Business Units, including requiring Transferring     Personnel 

to: 

(a) check that any access to information systems containing NBN Co Migration 

Information has been revoked and is no longer active; and 

(b) take all reasonable and technically feasible steps to destroy or delete any NBN 

Co Migration Information which they still possess (to the extent this complies with 

Telstra’s archiving and destruction practices), 

except to the extent access is also permitted in relation to their new role or group within the 

Retail Business Unit. 

 

3. Obligation to provide an undertaking 

Instructions on the obligation to provide a written undertaking that they have been 

informed of and understand their continuing information security obligations in respect of 

NBN Co Migration Information. 

4. Consequences 

Guidance on the consequences for individuals within Telstra if they breach the information 

security protocols that have been put in place, including that any breaches by Personnel of 

the NBN Information Security Plan will be regarded as serious, with the possibility of 

performance management in appropriate cases. 
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Schedule 4 — Variations under this NBN Information Security 
Plan 

The following changes or amendments to this NBN Information Security Plan are not 

considered to be variations to the Plan: 

(a) The change of name of a business group or role ―pre-authorised‖ to access NBN Co 

Migration Information, where that business group or role is performing substantially 

the same function as the previous business group or role set out in the NBN 

Information Security Plan and provided the new business group or role is not part of 

a Retail Business Unit. 

(b) Any changes to Schedule 3 which Telstra (acting reasonably and in 

accordance with the Objective) identifies are necessary.   

Telstra will submit a request to the ACCC to vary this NBN Information Security Plan to 

reflect changes of this kind on a quarterly basis, following consultation with NBN Co.  
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Schedule 5 — Dictionary 

Authorised Personnel means: 

(a) for each category of NBN Co Migration 
Information set out in Schedule 3,2, 
Personnel performing any of the roles or 
otherwise working in any of the groups 
specified in respect of that category of NBN 
Co Migration Information in Schedule 32; or 

(b) for all other NBN Co Migration Information, 
Personnel performing any of the roles or 
otherwise working in any of the groups 
specified in clause 8.18(c),  

as modified from time to time in accordance with 
clauseSchedule 8.24 

Cable Chamber Entry means an entry to the space within or adjacent to an 
Exchange Building through which Cables enter or 
exit the Exchange Building 

DBCDE  means the Department of Broadband, 
Communications and the Digital Economy 

  

Duct means a tubular structure: 

(a) installed, ready to be used, or intended to be 
used for communications Cables and tunnels 
used for communications Cables and 
equipment; and 

(b) owned by Telstra or which Telstra is in a 
position to exercise control, 

but does not include a Pit, Manhole, LIC or Cable 
Chamber Entry. 

Exchange Access Information means any information provided by NBN Co to 
Telstra in order to facilitate the actual or potential 
granting of exchange services from Telstra to NBN 
Co under the Infrastructure Services Agreement 

DBCDE Fibre in New Developments Policy means the policy announced by the Department of 
Broadband, Communications and the Digital 
Economy including all supporting legislation, 
specifications, regulations or other documentation, 
prescribing particular roles and responsibilities to 
Telstra and NBN Co in relation to the installation of 
fibre-to-the-premises infrastructure in new 
developments, and as varied or modified from time 
to time 

FIRL or Forecast Infrastructure 
Requirements List  

means the list with that name provided by NBN to 
Telstra in respect of Exchange Buildings, Rack 
Spaces or other relevant infrastructure, as provided 
for under the Infrastructure Services Agreement 
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LIC or “Lead-In Conduit” means a pipe that runs continuously between a 
Premises and an upstream access point and which 
may be handed over from Telstra to NBN Co under 
the Infrastructure Services Agreement. 

Marketing Activity as defined in the Plan 

Manhole means an underground vault large enough for a 
person to work within that is owned by Telstra or 
which Telstra is in a position to exercise control, and 
includes a Cable Chamber Entry 

  

NBN Co Migration Information has the meaning set out in clause 24.1 of the Plan 
as reproduced in Schedule 6 of this NBN 
Information Security Plan 

NBN Interface Group as defined in clause 7(a) 

Network Design Document means a network design setting out specific 
indicative information, prepared by NBN and 
provided to Telstra in accordance with the 
Infrastructure Services Agreement  

Objective the objective for this NBN Information Security Plan 
set out in clause 2(a) 

Permitted Purpose means:  

(a) Telstra performing an agreement with NBN 

Co; 

(b) either:  

(i) facilitating the connection by NBN Co or 

its agents of Premises and 

commencement of supply of Fibre 

Services using the NBN Co Fibre 

Network; or  

(ii) disconnecting carriage services from a 

Separating Network at a Premises in a 

Rollout Region; and 

(c) for such other purposes as Telstra otherwise 

agrees, from time to time, with both the ACCC 

and NBN Co; and 

(d) Telstra accessing such information or 

systems containing such information for a 

Telstra Permitted Purpose.  

Personnel as defined in the Plan; 

Pit means an underground vault not large enough for a 
person to fully enter and work within that is owned 
by Telstra or over which Telstra is in a position to 
exercise control 
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Plan Date  means the date upon which this NBN Information 
Security Plan comes into effect in accordance with 
clause 24 of the Plan 

Plan  means the Migration Plan 

Rack Space means a space for a rack within an Exchange 
Building within which equipment may be installed 

RoFR  means the process of assessing and implementing 
a proposal made by NBN Co to Telstra in exercising 
a right of first refusal under the Definitive 
Agreements 

Service Delivery  means the Telstra Service Delivery team within 
Telstra Operations 

Subsidiary has the meaning given to that term in the 
Corporations Act 

Telstra Permitted Purpose: 

 

means: 

(a) the purpose of Telstra performing its 

obligations, and exercising its rights, which 

are set out in or provided for under the 

Definitive Agreements;  

(b) the purpose of Telstra complying with its 

reporting obligations or any requirement from 

the Department of Broadband, 

Communications and the Digital Economy 

when exercising its audit rights under either 

the USO Agreements or the Retraining 

Funding Deed or otherwise to the extent 

required for Telstra to perform its obligations 

under or to give effect to, the terms of the 

USO Agreements or the Retraining Funding 

Deed; and 

(c) the purposes of the planning, design, build, 

installation, repair, replacement, removal, 

augmentation and provisioning of facilities or 

equipment, operation, management, 

maintenance and improvement of, and 

including the supply of services and products 

over or in connection with the use of, 

facilities. 

Transferring Personnel as defined in clause 10(d) 

TUSMA Agreement means the agreement reached on 23 June 2011 by 
the Australian Government and Telstra for the 
ongoing delivery of the Universal Service Obligation 
for voice and payphone services and other public 
interest services   

User Access Control Requirements those users access security and access controls set 
out in respect of information systems subject to this 
Plan in Schedule 32 
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Schedule 6 — NBN Co Migration Information 

The following definition of NBN Co Migration Information is taken from clause 24.1 of the 

Plan: 

NBN Co Migration Information means any document, materials, data, or tangible item, or 

any information in some other form, which is disclosed by or on behalf of NBN Co to Telstra 

under the Definitive Agreements for the purpose of: 

(a) the connection by NBN Co or its Personnel of Premises and commencement of 

supply of Fibre Services using the NBN Co Fibre Network; or 

(b) disconnecting carriage services from a Separating Network at Premises within the 

Fibre Footprint in a Rollout Region, 

but does not include: 

(c) any information which is, or comes into, the public domain other than through an act 

or omission of Telstra or any of its Related Entities or Personnel; 

(d) any information which NBN Co has made available to service providers or 

infrastructure providers generally; 

(e) any information which has been made available to Telstra by NBN Co under an 

agreement which is not a Definitive Agreement; 

(f) any information which was made available to Telstra by a person (other than NBN 

Co) who is not or was not then under an obligation of confidence to NBN Co in 

relation to that information; 

(g) any information which is or was developed by Telstra independently of NBN Co; 

(h) any information to the extent that Telstra is required by law to disclose that 

information (and then only to the extent it is required to do so); 

(i) any information received from or on behalf of NBN Co in relation to any payment by 

NBN Co of any amount to Telstra in connection with the disconnection of a 

Separating Network; 

(j) any information received from or on behalf of NBN Co in relation to any payment to 

Telstra for access to Telstra infrastructure or related services in connection with the 

build of the NBN Co Fibre Network; or 

(k) any other information or type of information that NBN Co and Telstra agree in writing 

is not NBN Co Migration Information. 
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