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 ֵאין ָכל ָחָדׁש ַתַחת ַהָשֶמׁש

ACCC-INQUIRY 

 

Consumer Data Right - Energy rules framework consultation 

 

As a researcher and professor of business law I hope the following research offers interesting insights in the 

on line data harvesting and advertising system 

Prof. Marco Tronti Italy 

   

Battery and Bandwidth - Unjust Enrichment and Restitution. 

Does Big Tech belong to the People?  

 

“L’ esser fritto in compagnia è sempre una 

consolazione”.  

Collodi. Pinocchio. 

 

“Tutti i riti: cattura, stima, classificazione, 

apprezzamento, destinazione, preparazione, 

degradazione, sono compiuti. Pinocchio è 

pronto per la fine orribile “  

Manganelli. Pinocchio. Una Storia Parallela.  

 

Abstract 

Many online services are offered free of charge by Companies who declare to finance 

such services  with advertising and the monetization of users' personal data. The 

agreement between user and Company  appears fair: the service does not involve any 

monetary cost, the user must agree to receive ads and share some personal data.  

https://en.wiktionary.org/wiki/%D7%90%D7%99%D7%9F_%D7%9B%D7%9C_%D7%97%D7%93%D7%A9_%D7%AA%D7%97%D7%AA_%D7%94%D7%A9%D7%9E%D7%A9#Hebrew
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 The term "free" is understood by users in the sense that there are no financial costs 

for the service. Doctrine and Jurisprudence consider  correct to qualify "free" online 

services when there is no monetary\ financial cost for the Consumers.    

But precisely this way to read the adjective “free”,  might bring  to the conclusion  

that the online services offered as free and allegedly financed through advertising 

and monetization of the personal data of the users, are not free at all.  

On the contrary, such services involve significant – if hidden - financial costs for  the 

Consumers  who for such “free” online  services must pay the cost of the battery and 

bandwidth consumed by devices  to transmit   data and to receive  ads.  

In the Courts of the United States  it  appears   settled  that battery and bandwidth 

are assets protected by the law. 

In spite of the  monetary costs to Consumers  for battery and bandwidth, the “Myth if 

Free” is a cornerstone for  the business model of the on line advertising and data 

harvesting industry. 

The technical\technological facts as resulting from the research available, appear to 

indicate  that when there is no consent by Consumers based on clear and 

conspicuous information about the exploitation of their battery and bandwidth to 

collect data and serve advertisements all the necessary conditions required  by the 

Law of Unjust Enrichment and Restitution might exist to qualify as unjust the 

enrichment of  the Companies  in the industry of online advertising and data 

collection.  

In absence of clear and conspicuous information on the exploitation of Consumers‟ 

battery and bandwidth to serve advertisements and to collect data it further appears 

that: 

 a) the causal relationship between appropriation of battery and bandwidth and 

enrichment of the Companies offering on line services ( so called free services in 

particular )   is in re ipsa ;  data and promotional messages could not be collected 

and sent without the usage  of battery and bandwidth that are property of 

Consumers; 
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b) when omitting  clear and conspicuous information on  the usage  of battery and 

bandwidth owned by Consumers and   explicitly qualifying as free the services 

offered,  Companies  might  potentially   mislead   the Consumers with  fraudulent 

deceptive and unfair behavior.  

According to the available technical  research it is estimated as  reasonable  that   for 

the online advertising and data collection industry in the United States an obligation 

to disgorge the unjust enrichment  due to the exploitation of Consumers „ battery and 

bandwidth without proper informed  consent , might  be calculated  in amounts 

comparable in size only to the amounts foreseen in the last century Tobacco Industry 

settlement.   

From  the perspective of usage of Consumers battery and bandwidth and of the  Law 

of Unjust Enrichment and Restitution, the essay comments a few cases and 

proceedings regarding important Companies in the business of collecting data and 

serving advertisement. 

 

Introduction 

The current system of on line data harvesting and  advertising  implies  financial 

costs for the Consumers who pay for the battery and bandwidth  necessary for the 

transmission of ads and data.  

 

The   beginning of the  new millennium is marked by the fact that a large part of 

Humanity operates billions  devices  that uninterruptedly  transmit  data and  

receive  ads . 

Through  continuous  on line data harvesting and advertising  a number of  

Companies (their CEOs , directors, owners etc. )  acquired  colossal wealth and 

power.   Only in the United States is it likely that in the next ten years the revenues 
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of the online data harvesting  and advertising  industry  will be in the order of the 

trillion dollars 1.  

Much  of this   money is made by  offering  services  defined as "free".  Which could   

appear to be a violation of  the  principle of economic interaction   by which “nulli 

nisi ex alterius iniuria quaestus est“ 2. 

                                                             
1 See : “ IAB , internet advertising revenue report , 2018 first six months results , November 2018” 

(Feb.,2,2019), www.iab.com. Form 10-k “ANNUAL REPORT PURSUANT TO SECTION 13 OR 15(d) OF 

THE SECURITIES EXCHANGE ACT OF 1934 - For the fiscal year ended December 31, 2018.” by  

Alphabet Inc.,  at   7 ( ITEM 1A. RISK FACTORS) : “We generated over 85% of total revenues from 

advertising in 2018.”  Total Revenues at 27 .  136.819 million  dollars of which  116 billion  “Google 

advertising revenues” ( Feb.,2,2019),  https://abc.xyz/investor/ . 

2 LUCIO ANNEO SENECA , De Ira , a cura di C. Ricci, BUR 1998 , 2,8,2, at 92.   

See  GONG CHEN , Student Member, IEEE, JACOB H. COX, JR., Student Member, IEEE, A. SELCUK 
ULUAGAC, Senior Member, IEEE, and JOHN A. COPELAND, Life Fellow, IEEE : ” In - Depth Survey of 
Digital Advertising Technologies”, IEEE Communications surveys & tutorials, vol. 18, no. 3, third 
quarter 2016;  at 2124,  (Sept., 21, 2018): “Some of the world’s most well-known IT companies are 
in fact advertising companies deriving their primary revenues through digital advertising. ”For this 
reason, these IT giants are able to continually drive the evolutions of information technology in 
ways that serve to enhance our everyday lives. The benefits of this relationship include free web 
browsers with powerful search engines and mobile applications. Still, it turns out that “free” comes 
at a cost that is paid through our interactions within a digital advertising ecosystem”. Digital 
advertising is not without its challenges. Issues originate from the complex platforms utilized to 
support advertising over web and mobile application interfaces. This is especially true for 
advertising links. Additionally, as new methods for advertising develop so too does the potential for 
impacting its underlying ecosystem for good or ill”. At 2131 : “This question is easily answered if we 
observe three points. First, the marketplace takes a commission of about 20-30% of the app’s price. 
Second, according to Gartner, users are predicted to increase their downloads of free apps from 
90% in 2013 to 93% by 2016 . Likewise, 20% of the free apps receive over 10K downloads, which is 
in stark contrast to the mere 0.2% of paid apps . Third, from the developer’s perspective, app 
developers may receive continuous income from traditional publishers (with online advertising 
models) for developing ad-supported apps. Accordingly, the “Legends of Descent” game developers 
divulge that an ad-supported free app will receive roughly 50 times more downloads and generate 
roughly 10 times the revenue than its paid, ad-free counterpart. For these reasons, app developers 
gain higher returns for following free, ad-supported, pricing strategies. Further support for 
choosing free, ad-supported, apps over paid apps can be found in breakeven analysis conducted by 
another study . They find that the break-even ad income for a free app is around $0.21 per 
download while a paid, top-selling app is closer to $0.033 per download.”  

https://abc.xyz/investor/
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But at closer scrutiny  the principle perfectly holds: “it turns out that ”free” comes at 

a cost that is paid through our interactions within a digital advertising ecosystem”.  

As  an example : “an AT&T 300MB/$20 plan subscriber using popular free apps (e.g., 

Dictionary in iPhone or Angry Birds Rio in Android) will spend 48% to 1299% more 

money than if using a purchased, equivalent app” 3.  

Nonetheless in relation to  the  on line advertising and data harvesting industry,  the 

current focus of the legal, social, cultural and political debate  is on privacy and 

antitrust. Apparently no  research has been done on the  relevance  of The Law of 

Unjust Enrichment and Restitution4 in connection  to  the exploitation of Consumers 

battery and bandwidth by the current  business model of the on line advertising and 

data harvesting industry. 

Which is surprising as it seems  to be unavoidable to adjudge that when to serve ads 

and collect PII or other data ,   the ownership rights on battery and bandwidth of  

unwilling  and\or  unknowing Consumers  is violated,  the profits and advantages so 

hoisted should be qualified as  unjust enrichment  . 

 

Data and property rights. 

Big data is a completely new domain of human action for some , others believe it is 

just a new technique for operations that  “in the social sciences and in ‘marketing’ in 

a broad sense (including logistics) have a long history, and in that sense there is 

indeed nothing new with big data” 5.  

                                                             
3 See GONG CHEN , at 2132.  
4 See ERIC J. KONOPKA, NOTE: HEY, THAT'S CHEATING! THE MISUSE OF THE IRREPARABLE INJURY 
RULE AS A SHORTCUT TO PRECLUDE UNJUST-ENRICHMENT CLAIMS, 2014, 114 Colum. L. Rev. 2045, 
at  13 , notes 1  2. 

5 See  RALPH SCHROEDER, Big data: shaping knowledge, shaping everyday life, 127-128, in Social 

Theory after the Internet, UCL Press. (2018), discovery.ucl.ac.uk/10040801/1/Social-Theory-after-the-

Internet.pdf,   Aug, 1,  2018 11:46:44 UTC.  

http://discovery.ucl.ac.uk/10040801/1/Social-Theory-after-the-Internet.pdf
http://discovery.ucl.ac.uk/10040801/1/Social-Theory-after-the-Internet.pdf
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Novelty or not : “data are made, but as a good first approximation, the making and 

taking come before interpreting“6, “with face and speech recognition technologies, 

language analysis, cross database inference tools, video search functionality, and 

real-world behavioral extraction tools, our activities become data”7. 

 “Here too, new divides are being created, and companies with access to data are 

gaining markets at the expense of other companies, and with these markets also 

gaining greater control over consumers”8. Beyond semantics, sociology, competition 

in new and old markets,   data constitutes  great wealth , created by some, exploited 

by others, without a clearly identified owner. 

Currently 9 “to whom data belongs has become regulated asymmetrically through 

technological capacity rather than through socially articulated norms or deliberative 

legal processes”10.  Power on data is the result of a rather sophisticated and very 

solid forms of possession11: “although they feel ephemeral in practice, data 

transmission and cloud storage are tethered to real, physical, and expensive 

infrastructures; built artifacts that are subject to traditional ownership rights and 

                                                             
6 IAN HACKING (1992), "The self-vindication of the laboratory sciences", in Pickering, 
Andrew, “Science as practice and culture”, Chicago,  University of Chicago Press, at 29–
64, ISBN 9780226668017 . 
 
7 MÉL HOGAN , TAMARA SHEPHERD, Information Ownership And Materiality In An Age Of Big 

Data Surveillance,  Journal of Information Policy, Vol. 5 (2015), 8 .  
 
8 RALPH SCHROEDER,   at  141.  
 
9
 See JOHN GUTTAG AND PAUL PENFIELD, JR., "One Hundred Years of Transformation," The 

Centennial Celebration of the MIT Department of Electrical Engineering and Computer Science, 
Cambridge, MA; May 23, 2003. 
 
10 MÉL HOGAN , TAMARA SHEPHERD, Information Ownership And Materiality In An Age Of Big 

Data Surveillance, in Journal of Information Policy, Vol. 5 (2015), at 6 in the  abstract. 
 
 

https://en.wikipedia.org/wiki/Andrew_Pickering
https://en.wikipedia.org/wiki/Andrew_Pickering
https://en.wikipedia.org/wiki/International_Standard_Book_Number
https://en.wikipedia.org/wiki/Special:BookSources/9780226668017
http://www-mtl.mit.edu/users/penfield/
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territorial jurisdiction even though they subtend a supposedly borderless web of 

information.” 12  

In the US, in Europa as in the rest of the World 13 the debate is ongoing on how  to 

efficiently  regulate this colossal resource . 

German Chancellor Merkel - stateswoman and scientist of  high order  - very well 

explained  the gist of the issue : “was Eigentum an Daten anbelangt, da müssen wir 

noch die Rechtssetzung in Europa sehr schnell und sehr einheitlich durchführen”14, 

“der Rohstoff des 21. Jahrhunderts [sind] die Daten [ .] , das heißt, es sind nicht mehr 

Kohle und Stahl oder Aluminium und Kupfer, sondern es sind die Daten.”; “die 

Bepreisung von Daten, insbesondere von den Konsumenten, ist aus meiner Sicht das 

zentrale Gerechtigkeitsproblem der Zukunft, sonst werden wir eine sehr ungerechte 

Welt erleben.”, “ Im Grunde sind wir hier alle, wie wir hier sitzen, Datenlieferanten. 

Und dafür, dass wir permanent diese Daten liefern, kriegen wir aber gar nichts 

bisher. Und andere verdienen daran schön.” 15 

                                                             
12 MÉL HOGAN , TAMARA SHEPHERD, Information Ownership And Materiality In An Age Of Big 
Data Surveillance, cit. p. 7: “Taking up a full block in the New York City neighborhood of Chelsea, 
111 Eighth Avenue is the city’s third-largest building and has been owned by Google since 2010.” 
“The location of Google’s building also happens to be a massive communications network nodal 
point; a long-time telecom “carrier hotel,” 111 Eighth Avenue had been leased by several telecom 
and data-center companies taking advantage of its extensive system of fiber cables. Many of those 
leases have not since been renewed by current building owner Google, hinting at the way that 
private companies exercise control over not only the immaterial platforms of networked 
communication online, but also the offline infrastructures of communication—in this case, one of 
the world’s most important centers of networked data.”  
 
13 FTC (2014): Data Brokers, 16. https://www.ftc.gov/.../data-brokers...federal-trade-commission, Feb, 7, 

2019. 

 
14 Suddeutsche Zeitung March 18th  2017 “ Merkel: Eigentum an digitalen Daten in der EU regeln”. 
 
15 Das Märchen von der magischen Datensoße - Spiegel-Online ,  30-5-2018. 
 

https://www.ftc.gov/.../data-brokers...federal-trade-commission,%20Feb,%207,%202019.
https://www.ftc.gov/.../data-brokers...federal-trade-commission,%20Feb,%207,%202019.
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The outline is sharp. It seems very true that  "Die verschiedenen Anknüpfungspunkte 

von verschiedenen Personen stehen in einem bisher nicht auflösbaren 

Widerspruch”16, and that “while recognizing that possession and ownership are 

different concepts, particularly for digital ecosystems, there is not yet further 

guidance on how ownership attaches to data itself “17.   

At this day : “a) “clear principles of ownership for all types of data have not yet been 

adopted”18, b) ” for our purposes, it is sufficient to conclude here that there is no 

clear expression of ownership rights for digital data in the legal systems we reviewed 

in Europe, the United States, or other countries for which we surveyed summaries 

(available in English or German languages) “19,  c) “on a global basis, there is no legal 

regulatory framework or model that provides guidance on how transactions using 

data as an asset are to be constructed. That void in the rule of law can no longer be 

overlooked” 20.  

To fill the legislative gap some Authors  propose to treat data as material goods: 

“Information is not a disembodied abstract entity; it is always tied to a physical 

                                                             
16 BUNDESMINISTERIUM FÜR VERKEHR UND DIGITALE INFRASTRUKTUR, “EIGENTUMSORDNUNG" 
FÜR MOBILITÄTSDATEN? SYSTEM OF OWNERSHIP FOR MOBILE DATA?”, /www.bmvi.de/  
SharedDocs /DE/ Publikationen/DG/ eigentumsordnung-mobilitaetsdaten.pdf?__blob= 
publicationFile, Mar.,20,2019. 

17 JEFFREY RITTER AND ANNA MAYER, Regulating data as property: a new construct for moving 
forward, 16 Duke L. & Tech. Rev. 220, at 6 . 
 
18

  See JEFFREY RITTER AND ANNA MAYER  at 3. 
 
19

 See JEFFREY RITTER AND ANNA MAYER, at 11. 
 
20 See JEFFREY RITTER AND ANNA MAYER,  at 1.  

 

http://www.bmvi.de/
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representation. It is represented by engraving on a stone tablet, a spin, a charge, a 

hole in a punched card, a mark on paper, or some other equivalent.”21  

 If  “digital information is not intangible, but is physical, tangible matter22“, 

“governance of data, including personal information, will best be achieved by 

leveraging existing legal systems that govern the ownership, use, and transactions of 

the other physical assets which are the assets of economies, commerce and 

wealth.”23  Data could  be  owned in the same way as electric energy , herzian waves 

etc.  

The issue is not to be discussed  funditus here. But the idea of data ownership as 

ownership on a tangible  is not  convincing. 

 “Data means any information recorded by electronic or digital means and is 

retrievable, whether perceivable to a human or machine”24 and  the same specific 

information can be recorded on more than one physical support. 

An easy example is the position on the ground of a person ( or a cat ). It  can be 

simultaneously be recorded in writing on paper,   on a number of geolocalization 

platforms   connected to the same  smartphone (or the same techno-collar) and on 

other supports as well.  As ownership of the supports is diverse,  the proposition 

that ownership of data goes with the ownership of its support,  does not seem 

useful .   

                                                             
21

 ROLF LANDAUER , The physical nature of information ,  Physics Letters A 217 (1996) at  188.  
“This ties the handling of information to all the possibilities and restrictions of our real physical 
word, its laws of physics and its storehouse of available parts.” 
 
22 See JEFFREY RITTER AND ANNA MAYER at.2. 
 
23

 Id. 
 
24 Id.  
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Another  example can be concocted with a “smart” house.  The information is that 

the cat’s milk is almost finished.  The cat’s milk sensor sends the information to the 

various  platforms managing the smart house; at the same time the house owner (so 

to say) who still knows  how to read and write,  writes on paper  “cat’s milk 

finished”;  members of the  family who are not as literate, voice-record the same 

information “cat’s milk finished”  on their smartphones . One information , many 

supports. 

Who among the support’s owners can sell the information :“ milk finishing  for tabby 

cat belonging to anonymous end user XYZ , middle aged white Caucasian man , fan 

of Austrian indie waltzer, with  problems at the right hip and an old rib fracture, 

owner of a green painted year 2008 class Z Mercurial convertible,  daily client of the 

Bosnian style Semaphor Cafe’,  living  in Black Mulberry Road  14\2, Capracotta , etc. 

etc.“, to the ad serving platform which has an ongoing agreement with the  

advertiser running the on line advertising campaign for Flying Cats Int., the  

Canadian start-up producing a new kind of  felines’ milk,  without lactose but 

containing eco and bio candy floss that makes your cat fly?  

Hard to say.   

The theme of data ownership is very interesting . Here we must  be satisfied  with 

taking note  that data has enormous value but  laws and regulations regarding its 

ownership are lacking. 

 

Battery and bandwidth . 

If the legal status of data is shrouded in uncertainty , this is not the case for the 

resources battery and bandwidth necessary to operate the devices .  

The case-law on this point is numerous and  not contentious. 
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In IN RE IPHONE APPLICATION LITIG. 
25 to establish “injury in fact“26 Plaintiffs   maintained 

that “Although the apps at issue in this litigation are provided for free, Plaintiffs 

contend that they in fact pay a price for the use of the "free" apps because these 

Apple-approved apps allow their personal data to be collected from their iDevices”27. 

Deciding on the first dismissal request by Defendants,  the Judge  rejected the 

Plaintiff’s  arguments.  After the  dismissal  Plaintiffs amended their demand  and “In 

particular, Plaintiffs have alleged actual injury, including: diminished and consumed 

iDevice resources, such as storage, battery life, and bandwidth”28.  The Judge ( even 

if again accepting the request for dismissal ) seemed to evaluate positively the idea 

that damage to “battery and bandwidth” represents  “injury in fact”29.  

In subsequent cases  damages to  “ battery and bandwidth”  have been constantly 

considered  as injury in fact . Even   the  ”diminution in value of their phones due to 

lost battery utility and lifespan”30  caused by tracking,  has been  considered as a loss 

alleged  to a level sufficient to show injury in fact.    

                                                             
25 IN RE IPHONE APPLICATION LITIG. Case No.: 11-MD-02250-LHK UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 844 F. Supp. 2d 1040; 2012 U.S. 
Dist. LEXIS 81426 June 12, 2012, Decided June 12, 2012, Filed . 

26 IN RE IPHONE APPLICATION LITIG. Case No.: 11-MD-02250-LHK UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 2011 U.S. Dist. LEXIS 106865 
September 20, 2011, Decided September 20, 2011., at 2.  

 
 
27

 Id at 11.  
 
28

 IN RE IPHONE APPLICATION LITIG. Case No.: 11-MD-02250-LHK UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 844 F. Supp. 2d 1040; 2012 U.S. 
Dist. LEXIS 81426 June 12, 2012, Decided June 12, 2012, Filed . 
 
29 Id at 29 .  

30 CHAD GOODMAN, JON J. OLSON, and JAMES WORSHAM, Plaintiffs, v. HTC AMERICA, INC., a 
Washington corporation; ACCUWEATHER.COM, INC., a Pennsylvania corporation; ACCUWEATHER, 
INC., a Pennsylvania corporation; and ACCUWEATHER INTERNATIONAL, a Delaware corporation, 
Defendants. CASE NO. C11-1793MJP UNITED STATES DISTRICT COURT FOR THE WESTERN DISTRICT 
OF WASHINGTON , 2012 U.S. Dist. LEXIS 88496, June 26, 2012, Decided June 26, 2012, Filed.” 
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That damage to battery and bandwidth gives standing,  has been  again clearly 

validated in RE GOOGLE ANDROID CONSUMER PRIVACY LITIGATION
31 .  After the first 

dismissal 32 the Plaintiffs amended 33  alleging   “Direct Economic Injuries”34  to  

battery and bandwidth : “Plaintiffs each allege that they were injured when their 

Android devices sent their respective names, email addresses, and locations to the 

developer of each app they purchased or downloaded because they had to pay for 

the battery and bandwidth consumed by the unauthorized transmissions.” “Plaintiffs' 

allegations regarding the chemical changes to the battery material are nearly 

identical to the allegations in Goodman. Although Plaintiffs do not allege how 

frequently Google collects geolocation data, they do allege that their batteries 

discharged more quickly and that their services were interrupted. (See FACC 98.) 

Although it is close question, the Court finds the facts in this case are more 

                                                             
31 IN RE GOOGLE ANDROID CONSUMER PRIVACY LITIGATION. THIS DOCUMENT APPLIES TO ALL 
CASES No. 11-MD-02264 JSW- UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF 
CALIFORNIA-2013 U.S. Dist. LEXIS 42724 -March 26, 2013, Decided -March 26, 2013, Filed. At 3 you 
can read : “In addition, the batteries on Plaintiffs' Android mobile devices discharge more quickly, 
because the process of collecting geolocation data is resource intensive and consumes battery life.” 
At 5 “Plaintiffs argue that they have alleged facts sufficient to show standing because they allege: 
[*13] (1) the Google Defendants diminished the value of their PII; (2) the Google Defendants 
diminished the value of their mobile devices, because of the increased rate at which the batteries 
discharge; (3) they overpaid for their Android mobile devices; (4) they incurred costs because the 
Google Defendants utilized valuable computer resources; and (5) they allege violations of 
constitutional and statutory rights The Court addresses each of these arguments in turn.” 

 

32IN RE GOOGLE, INC. PRIVACY POLICY LITIGATION UNITED STATES DISTRICT COURT FOR THE 
NORTHERN DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 2013 U.S. Dist., Case No. C-12-01382-
PSG, LEXIS 171124 December 3, 2013, Decided December 3, 2013, Filed.” 

33 Dismissal was with  amend .  

34 See IN RE GOOGLE, INC. PRIVACY POLICY LITIGATION UNITED STATES DISTRICT COURT FOR THE 
NORTHERN DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 2013 U.S. Dist., Case No. C-12-01382-
PSG, LEXIS 171124 December 3, 2013, Decided December 3, 2013, Filed.  
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analogous to the facts in Goodman than in Path. Therefore, the Court concludes that 

these allegations are sufficient, at the pleading stage, to allege standing”35. 

The Judge’  is very explicit  on the point : “With respect to Plaintiffs' injury claims 

based on battery and bandwidth consumption, courts have found that the 

unauthorized use of system resources can suffice to establish a cognizable injury.36” 

as ”Google's actions caused the Google Plaintiffs to suffer some loss or damage.” 37 

                                                             
35 IN RE GOOGLE ANDROID CONSUMER PRIVACY LITIGATION. THIS DOCUMENT APPLIES TO ALL 
CASES No. 11-MD-02264 JSW- UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF 
CALIFORNIA-2013 U.S. Dist. LEXIS 42724 -March 26, 2013, Decided -March 26, 2013, Filed. At 5: “2. 
Diminished Battery Capacity. Plaintiffs also allege they have been injured because the batteries in 
their mobile devices discharge more quickly. Courts have found that "[d]imunition in the 
performance of an electronic device may constitute an injury in fact, but a plaintiff must 'allege 
facts showing that this is true.'" Goodman v. HTC America, Inc., 2012 U.S. Dist. LEXIS 88496, 2012 
WL 2412070, at *6 (W.D. Wash. June 26, 2012) (quoting LaCourt, 2011 U.S. Dist. LEXIS 50543, 2011 
WL 1661532, at *5) (emphasis added). For example, in iPhone II, the court concluded that 
allegations [*16] regarding diminished storage, battery life, and bandwidth were sufficient to 
allege actual injury, where the plaintiffs alleged they paid for the exclusive use of the memory and 
included information about the large amount of memory the defendants had consumed. See 844 F. 
Supp. 2d at 1054-56. Similarly, in Goodman, the plaintiff alleged that the defendants collected fine 
location data every three hours, or whenever a device's screen was refreshed, which caused the 
batteries to drain more quickly. The plaintiffs also alleged that the defendants reduced "utility and 
lifespan of the phone batteries ... because each charge and discharge cycle causes chemical 
changes in the active battery material, diminishing the battery's storage capacity and requiring 
every more frequent recharging." Goodman, 2012 U.S. Dist. LEXIS 88496, 2012 WL 2412070, at *7. 
The court found those allegations were specific enough to allege injury. Id. In contrast, a court 
within this District recently concluded that allegations regarding a defendant's use of "two to three 
seconds of battery capacity" was de minimus and, implicitly, insufficient to establish standing. See 
Hernandez v. Path, Inc., 2012 U.S. Dist. LEXIS 151035, 2012 WL 5194120, at *2 & n.2 (N.D. Cal. Oct. 
19, 2012). [*17] Plaintiffs' allegations regarding the chemical changes to the battery material are 
nearly identical to the allegations in Goodman. Although Plaintiffs do not allege how frequently 
Google collects geolocation data, they do allege that their batteries discharged more quickly and 
that their services were interrupted. (See FACC ¶ 98.) Although it is close question, the Court finds 
the facts in this case are more analogous to the facts in Goodman than in Path. Therefore, the 
Court concludes that these allegations are sufficient, at the pleading stage, to allege standing, but 
only as to Google.. 

36 See IN RE GOOGLE, INC. PRIVACY POLICY LITIGATION UNITED STATES DISTRICT COURT FOR THE 
NORTHERN DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 2013 U.S. Dist., Case No. C-12-01382-
PSG, LEXIS 171124 December 3, 2013, Decided December 3, 2013, Filed. , at 8  : “With respect to 
Plaintiffs' injury claims based on battery and bandwidth consumption, courts have found that the 
unauthorized use of system resources can suffice to establish a cognizable injury. For example, in 
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Again IN RE CARRIER IQ, INC., CONSUMER PRIVACY LITIGATION 
38, damage  to battery and 

bandwidth represents  “injury in fact “39 and  “the Court concludes that Plaintiffs 

                                                                                                                                                                                                          

Goodman, the court found standing based upon battery discharge where the application at issue 
[*21] sent fine location data every three hours or whenever the device's screen was refreshed.52 
Similarly, in In re iPhone Application Litigation, the court found standing where the device 
systematically collected and transmitted location information.53 In In re Google Android User 
Privacy Litigation, the plaintiffs did not clearly allege how frequently Google collected geolocation 
data from a phone, but did allege that collecting relocation data was particularly battery intensive, 
that "their batteries discharged more quickly[,] and that their services were interrupted."54 This 
latter allegation was deemed sufficient to establish standing” omissis ” In addition, like the 
plaintiffs in Goodman and Android, Plaintiffs here specifically allege a greater discharge of battery 
power as a result of unauthorized conduct and as in iPhone I the discharge is systemic rather than 
episodic. This is sufficient to establish more than a de minimis injury.” 

 
37 IN RE GOOGLE ANDROID CONSUMER PRIVACY LITIGATION. THIS DOCUMENT APPLIES TO ALL 
CASES No. 11-MD-02264 JSW- UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF 
CALIFORNIA-2013 U.S. Dist. LEXIS 42724 -March 26, 2013, Decided -March 26, 2013, Filed.cit , at 
10: “Although Plaintiffs allege that the Google "Defendants' actions cause Plaintiffs' Android 
mobile phone batteries to discharge more quickly," and have interrupted their services, those 
allegations are based on acquisition of location data through GPS satellite position data. As noted 
above, at best, this might show that Google's [*35] actions caused the Google Plaintiffs to suffer 
some loss or damage.” 
 
38 IN RE CARRIER IQ, INC., CONSUMER PRIVACY LITIGATION - No. C-12-md-2330 EMC- UNITED 
STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA -78 F. Supp. 3d 1051; 2015 
U.S. Dist. LEXIS 7123; 85 U.C.C. Rep. Serv. 2d (Callaghan) 568 -January 21, 2015, Decided -January 
21, 2015, Filed.  

39Id at 15  IN RE CARRIER IQ, INC., CONSUMER PRIVACY LITIGATION - No. C-12-md-2330 EMC- 
UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA -78 F. Supp. 3d 
1051; 2015 U.S. Dist. LEXIS 7123; 85 U.C.C. Rep. Serv. 2d (Callaghan) 568 -January 21, 2015, 
Decided -January 21, 2015, Filed. Sc. il 3\2\2019. , cit. pg. 15:” 1. Plaintiffs Have Adequately Alleged 
[**41] Standing Under Cal. Penal Code § 502 and State Consumer Protection Statutes - Defendants 
argue that Plaintiffs lack standing to assert a claim under the California Consumer Data Access and 
Fraud Act ("CCDAFA"), Cal. Penal Code § 502, or any state consumer protection statute because 
these statutory claims require proof that the Plaintiffs "suffer[ed] damage or loss by reason of a 
violation." Cal. Penal Code § 502(e). Plaintiffs respond, however, that they have suffered damage in 
three ways: (1) diminished battery power and life in their mobile devices as a result of the Carrier 
IQ Software; (2) alleged collection and disclosure of personal information; and (3) they would not 
have purchased their mobile devices had they known the Carrier IQ Software was installed. 
Plaintiffs have sufficiently alleged "damage" for purposes of the pleading stage by alleging that the 
Carrier IQ Software diminished their mobile devices' battery life and resources. Accordingly, the 
Court need not address Plaintiffs' alternative theories of damage and Defendants' motion to 
dismiss on this ground is DENIED.” As detailed above, the SCAC has alleged, for each Plaintiff, that 
the Carrier IQ Software "was installed and operating on his device, and taxing his device's battery, 
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have sufficiently alleged that the Carrier IQ Software has had a "systemic," rather 

than "episodic," effect on the resources of Plaintiffs' mobile devices. This is sufficient 

to plausibly allege standing at the pleading stage”40. 

It appears  therefore settled that in the USA the  appropriation of   battery and 

bandwidth    constitutes “a violation of property rights ”41.  

 

                                                                                                                                                                                                          

processor, and [**42] memory, as alleged herein." See SCAC ¶¶ 8-25. Defendants contend that 
these "generalized" allegations are "too vague and speculative" to establish Article III standing. 
Defendants rely primarily on Opperman v. Path, Inc., No. C13-0453-JST, 2014 U.S. Dist. LEXIS 
67225, 2014 WL 1973378 (N.D. Cal. May 14, 2014), for this proposition. In that case, plaintiffs 
alleged that installed malware on their iDevices resulted in "diminished mobile device resources, 
such as storage, battery life, and bandwidth." 2014 U.S. Dist. LEXIS 67225, [WL] at *22. They 
alleged that the "unauthorized transmissions and operations used iDevice resources, battery life, 
energy and cellular time at a cost to Plaintiffs and caused loss of use and enjoyment of some 
portion of each iDevice's useful life." Id. The court found these allegations insufficient, stating that 
because the plaintiffs had failed to "quantif[y] or otherwise articulate[] the alleged resource usage, 
they fail to allege an injury that can serve as the basis of standing." Id. [*1066] At the same time, 
other courts in this district have "found that unauthorized use of system resources can suffice to 
establish a cognizable injury" when allegations plausibly suggested a non-de minimis drain on 
those resources. In re Google, Inc. Privacy Policy Litigation, No. C12-01382-PSG, 2013 U.S. Dist. 
LEXIS 171124, 2013 WL 6248499, at *7 (N.D. Cal. Dec. 3, 2013). For example, [**43] in In re iPhone 
Application Litigation, 844 F. Supp. 2d 1040 (N.D. Cal. 2012), the court found that plaintiffs had 
standing where they had alleged "diminished and consumed iDevice resources, such as storage, 
battery life, and bandwidth." Id. at 1054. “ ( omissis ) “Finally, in Goodman v. HTC America, Inc., 
No. C11-1793MJP, 2012 U.S. Dist. LEXIS 88496, 2012 WL 2412070 (W.D. Wash. June 26, 2012), the 
court found allegations of drained [**44] system resources sufficient for standing purposes where 
it was alleged that the defendant's application collected, and sent, the user's geographic 
information every three hours or whenever the mobile device's screen was refreshed.  

 
40 IN RE CARRIER IQ, INC., CONSUMER PRIVACY LITIGATION - No. C-12-md-2330 EMC- UNITED 
STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA -78 F. Supp. 3d 1051; 2015 
U.S. Dist. LEXIS 7123; 85 U.C.C. Rep. Serv. 2d (Callaghan) 568 -January 21, 2015, Decided -January 
21, 2015, Filed. Sc. il 3\2\2019. , cit. pg. 14. 
 
41 Case law on the point is settled. Ex multis : IN RE: LENOVO ADWARE LITIGATION, This Document Relates 
to All Cases - Case No. 15-md-02624-RMW -UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT 
OF CALIFORNIA, SAN JOSE DIVISION -2016 U.S. Dist. LEXIS 149958 -October 27, 2016, Decided -October 27, 
2016, Filed. Scaricato il 5-2-2019.  
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On line  data harvesting and advertising,  an industry hungry for  energy and 

bandwidth.  

Even  “an electron spin pointing up or down or a charge present or absent on a 

capacitor“42 consumes energy in a measurable amount. The same is true for  the  

single bit43.  The  energy cost is multiplied when it comes to transmission : “the 

power needed to transmit one bit is equivalent to that needed to process one 

thousand bits”44. 

In 2012 the energy consumed by mobile phones alone  in a single year amounted to 

the energy produced by 1 GW a nuclear reactor45. In 2025 \2030 a minimum of  10%  

or a maximum of 20\25% of the World’s electric energy could be needed by ICT46 

                                                             
42 ROLF LANDAUER , “Minimal Energy Requirements in Communication.” Science, vol. 272, no. 
5270, 1996, pp. 1914–1918. JSTOR, JSTOR, www.jstor.org/stable/2890615. Physics graduates can 
also see:  The physical nature of information , in Physics Letters A 217 1966 p188-193 ;  
 
43 C. E. SHANNON, A Mathematical Theory of Communication, Reprinted with corrections from The 

Bell System Technical Journal, Vol. 27, pp. 379–423, 623–656, July, October, 1948., 24-8-2018 da 

http://math.harvard.edu/ ctm/home/text/others/shannon/entropy/entropy.pdf, p.1 For further 

reading :  AFTAB, CHEUNG, KIM, THAKKAR, YEDDANAPUDI, Information Theory , Information 

Theory and the digital age, o digital revolution http:// web.mit.edu/6.933 /www/ 

Fall2001/Shannon2.pdf.  

 
44 KOFFI V. C. KEVIN DE SOUZA + 4 , “Energy-Efficient Partitioning Clustering Algorithm for Wireless 

Sensor Network” , ww.philippe-fournier-viger.com/WiCon2017_versionD.pdf. 

45
 NUNO BENTO , Historical diffusion of mobile phones and its impact on energy demand: Findings 

and outlook , 2012 pub. da International Institute for Applied Systems Analysis Schlossplatz A-2361 
Laxenburg, Austria,  pg 13.  
 
46 Cfr. ANDRES S.G ANDRAE, Total Consumer Power Consumption Forecast, October 2017 , at  

Nordic Digital Business Summit, from  Researchgate 22-10-2018 , by the same Author On Global 

Electricity Usage of Communication Technology: Trends to 2030, Challenges 2015, 6, 117-157; 

doi:10.3390/challe6010117 with TOMAS EDLER .  

http://www.jstor.org/stable/2890615
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and it was forecasted that  from 202047 data centers in the USA could need between  

40 and 60 billion  KWh yearly48.  It appears inevitable that satisfying  the energy 

thirst created by  big data 49  will by itself  require the revamping of  the  electric 

grids50 .   

Not surprisingly battery and bandwidth  consumed by personal devices   follow 

suit51.  What might surprise Consumers though,  is the fact that the  greater part of 

the usage of battery and bandwidth  on devices,   originates   from  broadcasting PII 

and other data  to the platforms  and from receiving  ads . 

The  “distribution system for online advertising”  has a rather high  level of 

complexity.  Publishers  are paid by  advertisers “for messages sent to customers”,52 

data brokers53  are probably the main middle-men in the  industry 54, so called  ad 

                                                             
47 SHEHABI, A., SMITH, S.J., HORNER, N., AZEVEDO, I., BROWN, R., KOOMEY, J., MASANET, E., 
SARTOR, D., HERRLIN, M., LINTNER, W., 2016. United States Data Center Energy Usage Report. , 
Lawrence, Berkeley National Laboratory, Berkeley, California. LBNL-1005775.sc. 23-10-2018, p. 39. 
 
48 As 2020 is the year of the Coronavirus tragedy, the forecasts might be proved wrong , probably 
for defect. 
 
 
50 “To handle the “4Vs” by using traditional resources is not possible in smart grid”. So ISRA SHAFI + 

5 in : “Feature Selection and Extraction along with Electricity Price forecasting using Big Data 

Analytics  

51
 PETER CORCORAN , ANDRES S.G ANDRAE, Emerging Trends in Electricity Consumption for 

Consumer ICT, 2013 ,  Researchgate, 23-10-2018. “Key trends are identified. The most significant of 
these, which applies in all three scenarios explored in this work, is that the proportion of direct 
electricity consumption by devices will drop from c. 50% to 35% or less. Thus there is a strong trend 
to push electricity consumption onto the network and data center infrastructure where energy 
costs are less transparent to consumers.”  
 
52See  WOLFIE CHRISTL , at 16 . 
 
53 See  GIRIDHARI VENKATADRI + 6, “Privacy Risks with Facebook’s PII-based Targeting: Auditing a 
Data Broker’s Advertising Interface”, 2018 IEEE Symposium on Security and Privacy. 
 

54 See FTC, US Federal Trade Commission (2014): Data Brokers. A Call for Transparency and 
Accountability, p. C3. 27-11-2018 da : http://www.ftc.gov/system/files /documents /reports/data-

http://www.ftc.gov/system/files%20/documents%20/reports/data-brokers-call-transparency-accountability-report-federal-tradecommission-may-2014/140527%20databrokerreport.pdf
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libraries play a relevant role : “using ad libraries, ad servers are able to track click 

events via a unique click URL associated with each ad impression to appropriately 

distribute ad revenues “ 55 .  On various layers you find  ad-servers, ad networks, ad- 

exchanges, sell-side platforms, demand-side platforms,  ad control module 56 etc. 

etc. The industry is very dynamic  and processes, players, names,  can change fast . 

What does not change,  is that data is paramount among the raw materials for this 

industry : “The data the platforms have about their users is, after all, their most 

valuable asset”57.  Consequently data is extracted very aggressively with  tracking58 

and profiling technologies,  using software which can be evident  (cookies, widgets) 

or hidden (web bugs , beacons, tags). Data comes in many stages of rawness. “While 

“first-party data” signifies data collected by companies who have a direct 

relationship with consumers, “third-party data” is either processed on behalf of other 

companies or collected, acquired, purchased, or licensed from others”. 59  

                                                                                                                                                                                                          

brokers-call-transparency-accountability-report-federal-tradecommission-may-2014/140527 
databrokerreport.pdf. Senate Committee on Commerce, Science, and Transportation (2013): A 
Review of the Data Broker Industry: Collection, Use, and Sale of Consumer Data for Marketing 
Purposes. Staff Report for Chairman Rockefeller, December 18, 2013, at  5.: 
https://www.commerce. senate. gov/public-senate-commerce-committee-report-on-data-
brokerindustry.pdf . Quoted by  W. CHRISTL , note 274, at  40 and note 280 at 41.  

55
 See : “In Depth Survey of Digital Advertising Technologies” at 2128: “The most basic requirement 

for these kinds of tests is data on how users interact, ideally by tracking and measuring every single 
interaction on an individual level “.  
 
56 PRASHANTH MOHAN, SUMAN NATH, ORIANA RIVA, , cit. p.271 :“a typical mobile advertising 
system consists of five parties: mobile clients, advertisers, ad servers, ad exchanges and ad 
networks A mobile application includes an ad control module (e.g., AdControl for Windows Phones, 
AdMob for Android) which notifies the associated ad server any time an ad slot becomes available 
on the client’s device.” 

57 WOLFIE CHRISTL , at 11. 
 
58 On GPS tracking : ALIREZA CHAKERI , MARK LOWE ,  in  “From Geolocation-Based Only to 
Semantically-Aware Digital Advertising: A Neural Embedding Approach” in “ 2018 IEEE 
International Conference on Data Mining Workshops (ICDMW)” , 12\4\2019. 

59 WOLFIE CHRISTL ,at. 14-15.  

http://www.ftc.gov/system/files%20/documents%20/reports/data-brokers-call-transparency-accountability-report-federal-tradecommission-may-2014/140527%20databrokerreport.pdf
http://www.ftc.gov/system/files%20/documents%20/reports/data-brokers-call-transparency-accountability-report-federal-tradecommission-may-2014/140527%20databrokerreport.pdf
https://www.commerce/
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It seems correct to believe that data is mainly used  for advertising and a pithy 

description of the industry’s  interaction with Consumers  can be  found in  terms 

like profiling and  behavioral advertising; the idea is simple: use  data to find in a 

millisecond the clients possibly interested in the product to be advertised60.  

 The main steps to serve  ads on devices can be summarized in many ways, the 

following is one  : 1)“When a person visits a website, it sends metadata about the 

contents of the page, user profile data, and, usually, some kind of user identifier to 

multiple advertisers“ 2) After that you have a millisecond bidding contest at the end 

of which 3) “the highest–bidding advertiser wins and gets to place the ad” 61. 

 “The scale and depth of behavioral data streams generated by all manner of 

everyday life activities, such as web browsing, social media use, and device usage by 

smartphones, tablets, PCs, and many other “smart” devices has changed rapidly. The 

online advertising industry is the pioneering force in developing sophisticated 

technologies that combine and link digital profiles across different companies such 

as data brokers and data aggregators; it has created the infrastructure that enables 

real-time profiling of individuals across different types of technologies, platforms, 

and customer databases”62. 

                                                                                                                                                                                                          

 
60 Id at 58 : “The mobile advertising company 4Info, for example, uses Crossix’ data to target mobile 

ads at consumers who show a “propensity” to have a certain disease, such as diabete”.  

61 Id at  45 . 
 
62  Id at 66. “one single interaction of a consumer, such as a website visit, might trigger a wide 
range of data flows and a chain of hidden events across many different parties”, 
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The industry is dominated by a very small number of big companies . Such 

Companies are  often accused to operate as oligopolists 63.  The charge  is not fully 

convincing even if it  certainly appears that  for the new and smaller companies 64  it 

is not easy  to enter the market65. 

“Google and Facebook, the  de facto “duopoly” in the digital world, dominate 

today’s online advertising markets through their extensive data assets about billions 

of consumers – and clearly have much further-reaching ambitions. Yet in spite of 

their dominance, some of the traditional industry players are in an excellent position 

to join the game on a large scale – or have done so”, “today’s online advertising 

ecosystem – one of the major drivers of ubiquitous corporate digital tracking and 

profiling – features a large number of tech companies constantly aggregating, 

combining, sharing, and trading profiles about people”. 66 

                                                             
63 See DOUGLAS C. SCHMIDT at 10. “11. Android and Chrome are Google’s key platforms that aid 
in significant user data collection due to their extensive reach and frequency of usage. By January 
2018, Android captured 53% of the total US mobile OS market (Apple iOS held 45%) 19 and as of 
May 2017 there were more than 2 billion monthly active Android devices worldwide.20 12. 
Google’s Chrome browser held more than 60% share of all internet browser usage in the world 
with over 1 Billion monthly active users as reported in the 2017 Q4 10K filing.21 Both platforms 
facilitate the use of Google and 3rd-party content (e.g. 3rd-party websites and 3rd-party apps) and 
hence provide Google access to a wide range of personal, web activity, and location information” . 

 
64

 See  MÉL HOGAN , TAMARA SHEPHERD, Information Ownership And Materiality In An Age Of Big 
Data Surveillance , in the conclusions : “When considering information ownership in relation to the 
materiality of the storage and network infrastructures that underpin the current explosion of “big 
data,” the digital copyright debate's questions about control over immanent copies get reframed 
and literally brought back down to earth in current disputes over territory, resources, and storage 
capacity.” 
 
65 LexisNexis Risk Solutions, Trustev, TransUnion, Symantec, ThreatMetrix, Walt Disney, 
Bertelsmann, Viacom, CBS , Gruppo Globo, Time e Inc. , Comcast, 21st Century Fox , are named by 
W.Christl .  

 
66

 WOLFIE CHRISTL , at 25. 
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A number of companies  “from various industries that collect, analyze, acquire, 

share, trade, and utilize data on billions of people”  have the capacity to operate 

successfully in the on line advertising and data harvesting market,  also because :  

“the pervasive real-time surveillance machine that has been developed for online 

advertising is rapidly expanding into other fields”67.  

 A good example could be Oracle: “one of the world’s largest business software and 

database vendors , has recently become one of the largest consumer data brokers as 

well. In recent years, the company acquired several data companies, including 

Datalogix, AddThis, Crosswise, and BlueKai, a data management platform and data 

marketplace”68. 

Telecom and ISP (Internet Service Providers) companies have acquired “ad 

technology and data companies”69as well .  

Financial companies are also very active in the industry : “For example, Visa provides 

data on 14 billion purchase transactions to the data broker Oracle and combines it 

with demographic, financial, and other data in order to help companies better 

categorize and target consumers in the digital world. For MasterCard, selling 

                                                             
67 WOLFIE CHRISTL , at 5. See also  TANNER ADAM : Our Bodies, Our Data. How companies make 
billions selling our medical records. Beacon Press, 2017. 
 
68

 While Datalogix aggregates data on billions of purchase transactions across 50 grocery chains 
and 1,500 large retailers, the social bookmarking service AddThis tracks 900 million users across 15 
million websites as well as 1 billion mobile users. Crosswise collects activity data across billions of 
devices and identifies which PCs, phones, tablets, and TVs are being used by an individual 
consumer. In addition, Oracle aggregates and analyzes “700 million social messages daily”from 
social media networks, message boards, blogs, consumer review sites, and video platforms. 
Overall, Oracle’s data marketplace provides “more than 30,000 data attributes on two billion 
consumer profiles”. W. CHRISTL  at 59. 
 
69 Other examples : Millennial Media ( controlled by  Verizon AOL) collects data from more then  
65.000 apps, you have  Telenor ( Norway ) and Tapad collecting data from  two million devices  , 
being also able to trace all devices  of the single user.  Again: Singtel ( Singapore) together with  
Turn offers to marketers access to   4.3 billion addresses.  From WOLFIE CHRISTL ,  at 17. 
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products and services created from data analytics might even become its “core 

business” given that “information products, including sales of data” already 

represent a considerable and growing share of its revenue. Google recently stated 

that it captures “approximately 70% of credit and debit card transactions in the 

United States” through “third-party partnerships” in order to track purchases, but 

did not disclose its sources.”70 

And again  : “Many business intelligence and analytics tools including data mining, 

predictive analytics, data management and integration, provide similar 

functionalities as IBM, Sentinel, and Palantir’s software. These tools often integrate 

many different services from risk mitigation to marketing. The market leaders in 

business intelligence and analytics solutions are Oracle, SAP, IBM, Microsoft, SAS, 

Teradata, Salesforce, Adobe, Tableau Software, and Informatica.”71 

The data broadcasted by the billions Consumers to the platforms “contains the 

billions records of millions people, information that includes the web sales, social 

media, audio s, images and so on. The need of big data comes from the Big 

Companies like Yahoo, Google, Facebook etc. for the purpose of analysis”72. 

Nevertheless, many of the technical and commercial developments that enable 

today’s digital data economy occurred in the background, and remain opaque and 

                                                             
70

 See WOLFIE CHRISTL , at 22.  
 
71 WOLFIE CHRISTL , at 39.  At 79 : “Much of this excessive data collection has been introduced as a 
byproduct of online advertising and approaches as well as popular “more data is always better” 
imperatives. At the same time, information about people’s behaviors, social relationships, and 
most private moments is increasingly applied in contexts or for purposes completely different from 
those for which it was recorded”. 

72 TRIPTI MEHTA, NEHA MANGLA, GITM GURAGON, “A Survey Paper on Big Data Analytics using 
Map Reduce and Hive on Hadoop Framework”, at 111.   
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barely understood by not only most consumers, but also journalists and 

policymakers“73. 

It could appear that  such opaqueness has allowed  the Industry to create colossal 

wealth that probably could not have been  accumulated without using battery and 

bandwidth in the ownership of Consumers.  

 Without  such exploitation  today’s on line  tracking,  profiling , advertising , 

personal data brokering  businesses,  might  not exist in their current form.  

 

 

 

Battery and bandwidth  consumed  by  devices  to receive ads and transmit data. 

“Every time a user visits a website or uses an app, data is not only transmitted to the 

publishers, but often additionally to circa 30 (or more) third-party services” 74.  

As far back as 2005 it was noted that  “nobody wants to pay for getting 

advertisement, of course”75  and that   “the advertiser should pay for the data 

transportation“ 76. 

                                                             
73 See WOLFIE CHRISTL, at 44 .sc.  
 
74

 REBECCA BULANDER, MICHAEL DECKER, GUNTHER SCHIEFER , BERNHARD KOLMEL , 
“Comparison of Different Approaches for Mobile Advertising”, 2005 , Proceedings of the 2005 
Second IEEE International Workshop on Mobile Commerce and Services (WMCS’05) , at 7.  
 
75 REBECCA BULANDER, MICHAEL DECKER, GUNTHER SCHIEFER , BERNHARD KOLMEL , 
“Comparison of Different Approaches for Mobile Advertising”, 2005 , Proceedings of the 2005 
Second IEEE International Workshop on Mobile Commerce and Services (WMCS’05) , at 7.  
 
76 Id at 2 , at 6 n.5: “Efficient usage of bandwidth: Since bandwidth is a scarce resource in mobile 
networks it is essential only to transmit data really necessary. Sending an ad to a mobile device 
which isn’t displayed wouldn’t be an efficient usage of bandwidth “. 
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It appears that fostered by  lacking or misleading or not clear and conspicuous 

information the current “ecosystem” of the on line data harvesting and advertising  

(with all it’s bugs, beacons, tags, cookies, widgets etc. etc. ) has developed on 

opposite premises into a  system in which  mostly probably unwilling   and  

uninformed Consumers pay  for the   battery and bandwidth  instrumental  to  the 

profits and revenues of the Companies in  the industry. 

As the industry grew  the attention   has been devoted to  issues  of  privacy.   The 

relation between  Consumers and the advertising and data harvesting industry 

regarding usage of Consumers’ battery and bandwidth has been neglected.  

The  wide subject of privacy is very fluid   and  “perfectly anticipating and preventing 

all possible privacy problems (whether through blocking tools or careful engineering 

of web APIs) has proved infeasible”77.  Quite on the contrary   the issue of costs to 

Consumers for the  battery and bandwidth needed by the devices to transmit data  

and receive  ads,  appears  rather simple :  is it or is it not, a colossal unfair  

appropriation of property made possible by not conspicuous and not clear 

information on the issue ?  To look for a plausible  answer,  let’s consider the 

technical  facts first. 

There is quite a bit of research  exploring the devices’ usage of battery and 

bandwidth78  to receive ads and  to broadcast data.  The studies are of   technical 

                                                                                                                                                                                                          
 
77

 STEVEN ENGLEHARDT + 1, at 2 . 
 
78 At the beginning of the century and the millennium : ELIF UYSAL-BIYIKOGLU , “Energy-Efficient 

Packet Transmission Over a Wireless Link” , “The mobility of a hand-held wireless device is limited 

by the fact that its battery has to be regularly recharged from a power source. In a sensor network, 

the sensors may not be charged once their energy is drained, hence the lifetime of the network 

depends critically on energy. It has therefore been of wide interest to develop low-power signaling 

and multi access schemes, signal processing circuits, and architectures to increase battery life.” 

IEEE/Acm transactions on networking, vol. 10, no. 4, August 2002,  https://web.stanford.edu 

/~balaji/papers/ 02energyefficient.pdf. 11-9-2018. 
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nature   and do not seem to worry  about  costs to  Consumers  per se,  but  are 

aimed at  finding ways to increase the flow of data and advertisement  exploiting at 

best  the limited resources in battery and bandwidth available to the devices.  

The results  appear unambiguous : to operate the industry of “advertisement and 

analytic (A&A) ” 79 needs extremely  relevant resources of battery and bandwidth 80  

owned   by  Consumers81.   

“The adverse implications of mobile advertising on device energy and network 

usage” 82 have been  estimated 83  with good accuracy 84  and  consistency85 .  

                                                             
79 JÜRGEN CITO + 3 , Battery-Aware Transformations in Mobile Applications, 2016,  at  702 ASE 16 
September  3–7, 2016, Singapore, 4-12-2018 from  https://ieeexplore 
.ieee.org/document/7582805/  

 
80 JÜRGEN CITO + 3 , at 702. “ to balance the desire of developers to include numerous A&A 
requests in their apps with the desire of the users to maximize the battery lifetimes of their 
devices”  

81  ELIF UYSAL-BIYIKOGLU : “Energy-Efficient Packet Transmission Over a Wireless Link” ove si rilevava che  

“The mobility of a hand-held wireless device is limited by the fact that its battery has to be regularly 

recharged from a power source. In a sensor network, the sensors may not be charged once their energy is 

drained, hence the lifetime of the network depends critically on energy. It has therefore been of wide 

interest to develop low-power signaling and multi access schemes, signal processing circuits, and 

architectures to increase battery life.” ieee/acm transactions on networking, vol. 10, no. 4, august 

2002, sc. da https://web.stanford.edu/~balaji/papers/02energyefficient.pdf. 11-9-2018. 

82 ANDREAS PAMBORIS + 4 , AD-APT: Blurring the Boundary Between Mobile Advertising and User 
Satisfaction, at 175 , 2016 IEEE/ACM International Conference on Mobile Software Engineering and 
Systems. 
 
83 See JAMSHEED MANJA PPALLAN + 4 , Optimizing TCP Zero Window Probes for Power Saving in 
Smart Devices , 2018 IEEE Wireless Communications and Networking Conference :” To further 
understand the scenario, we consider a use case where user is watching a YouTube video and then 
switches to another app or switches off the screen. In background, TCP client buffer gets filled as 
the YouTube app is not reading the data from kernel. This causes client to advertise its buffer as 
zero and the server starts sending ZWP packets. This moment is called as Zero Window Condition. 
As shown in Fig. 1, the zero window probing creates unnecessary power drain at client side by 
waking up the radio just to receive the probe packets from server. Similar condition occurs when 
user cancels application update from Google Play Store. According to experimental analysis, single 
packet transmission or reception can cause around 10 to 30 seconds of active radio state (power-
tail), which consumes a large amount of current and about 20 to 30 signaling messages to set up  

file:///C:/Users/utente/Desktop/ASE%2016%20September%20%203–7,%202016,%20Singapore,%204-12-2018%20from%20%20https:/ieeexplore%20.ieee.org/document/7582805/
file:///C:/Users/utente/Desktop/ASE%2016%20September%20%203–7,%202016,%20Singapore,%204-12-2018%20from%20%20https:/ieeexplore%20.ieee.org/document/7582805/
file:///C:/Users/utente/Desktop/ASE%2016%20September%20%203–7,%202016,%20Singapore,%204-12-2018%20from%20%20https:/ieeexplore%20.ieee.org/document/7582805/
https://web.stanford.edu/~balaji/papers/02energyefficient.pdf
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“In general, the available contents on smartphones, apps, and web, come in two 

versions: 1) free content that is monetized via advertisements (ads) and 2) paid 

content that is monetized by user subscription fees. However, the resources, namely, 

energy, bandwidth, and processing power, on-board are limited, and the existence of 

ads in websites and free apps can significantly increase the usage of these 

resources”86.  

                                                                                                                                                                                                          

the connection. Moreover, power consumed by cellular radio contributes around 33% to 50% of 
total battery consumption by all Smart phone users” .  

84 See PRASHANTH MOHAN, SUMAN NATH, ORIANA RIVA, “Prefetching mobile ads: Can advertising 
systems afford it?” in Proc. 8th ACM Eur. Conf. Comput. Syst.,2013, at 267–280,  from 
citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.352.6284: “fetching and displaying 
advertisements (ads) in an application significantly contributes to the application’s energy 
consumption” , at 267 and at  269 : “2.1 Communication costs for serving ads. Previous work 
highlighted significant overheads of ads in smartphone apps [17, 28, 37]. In [17], the authors 
measured non-negligible network traffic due to ads in Android apps. Translating network traffic 
into communication energy, however, is nontrivial because communication energy depends on 
various other factors such as the current radio state, radio power model, radio bandwidth, etc.” 
Note 17 is referring to : AZEEM J. KHAN, V. SUBBARAJU , ARCHAN MISRA, SRINIVASAN SESHAN, 
“Mitigating the True Cost of Advertisement- Supported ““Free” Mobile Applications, in Proceedings 
of the 12th Workshop on Mobile Computing Systems & Applications (HotMobile ’12), pages 1:1–
1:6. ACM, 2012 : “The dominant, “ad-supported free application” model for consumer oriented 
mobile computing is seemingly imperiled by the growing global adoption of metered data pricing 
plans by mobile operators. In this paper, we explore the opportunities for addressing this emerging 
conflict by enabling more intelligent ad delivery to such mobile device”.  
 
85 “Wi-Fi power is far less expensive than cellular power due to its shorter round-trip time (RTT), 
weaker radio power, and shorter tail time.” See  In - Depth Survey of Digital Advertising 
Technologies, at. 2041 ; see also F. QIAN et al., “Periodic transfers in mobile applications: Network-
wide origin, impact, and optimization” in Proc. 21st Int. Conf. World WideWeb, 2012, at 51–60 : 
“The Wi-Fi energy consumption is significantly less than that for 3G, because (i) WiFi has smaller 
RTT and higher data rate than 3G, thus the data transfer time for Wi-Fi is much shorter, (ii) the Wi-
Fi radio power (300 mW) is also smaller than 3G (650 mW), and (iii) Wi-Fi has a much shorter tail 
time (250 ms) and negligible state promotion delay.” www-personal.umich.edu/ 
~hjx/file/www12.pdf, il 22-9-2018. 

  
86 AB DU R H MAN ALI ALBASIR ,  KSH I R ASAGAR NAI K, “SMoW: An Energy-Bandwidth Aware 
WebBrowsing Technique for Smartphones” 2014 , Digital Object Identifier 10.1109/ ACCESS. 2014. 
2365091, IEEE Access. 
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Already in  2010 when the  smartphone’s success was still to come,  it was observed: 

“to get the attention of the unsuspecting (and probably uninterested) visitors, web 

advertisements (ads) tend to use elaborate animations and graphics. Depending on 

the specific technology being used, displaying such ads on the visitor's screen may 

require a vast amount of CPU-power. Since present day desktop-CPUs can easily use 

100W or more, ads may consume a substantial amount of energy”87.  Only for  the 

Netherlands and only for  tracking e advertising on  personal computers the energy 

consumed  was equivalent to that consumed by “1891 Dutch households” 88  . 

Costs to Consumers  for  battery and bandwidth was already high with “static 

images and text files that are likely to be re-downloaded, with refresh intervals in the 

order of just a few seconds”89 .  With rich media advertising and geolocalization  

such costs  increased  and “up to 75% of the energy consumed by free Android apps 

is spent fetching advertisements, tracking user’s location for better advertisement 

context and uploading the user’s data”.90   

                                                             
87 R. J. G. SIMONS , A. PRAS, “The hidden energy cost of web advertising”http://eprints. eemcs. 
utwente.nl /18066/, Centre for Telematics and Information Technology University of Twente, 
Enschede, Technical Report, June 2010. 7-12-2018 ,  http:// eprints. eemcs. utwente. nl/18066/ at 1 : 

”web advertisements often seem to be quite CPU intensive when they are active, even though they 
occupy relatively little display space. While the user might ignore these ads displayed by his web 
browser, the CPU of his computer certainly doesn't. Depending on the CPU model and the specific 
design of the ad, the power consumed by the CPU for simply displaying the advertisements might 
be significant.” 

88
 See R. J. G. SIMONS , A. PRAS,  penultimate page.  

 
89 NARSEO VALLINA-RODRIGUEZ + 6 , Breaking for Commercials: Characterizing Mobile Advertising, 
at 344 in Proceedings of the 2012 ACM conference on Internet measurement conference . 

90 J. ARON, “Free apps eat up your phone battery just sending ads” www.newscientist.com 
/article/mg21328566. 400.html. quoted from  IRENA PROCHKOVA + 2 , Energy Cost of 
Advertisements in Mobile Games on the Android Platform, 2012 Sixth International Conference on 
Next Generation Mobile Applications, Services and Technologies. IEEE , at 152,  note 9.   

http://www.newscientist.com/
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 Even in a controlled lab context when “all the advertisements were fetched over 

WiFi and the 3G connection was turned off”91, “the radio communication needed for 

the data transfer is power hungry and therefore advertisement sponsored free 

applications consume more energy than paid apps”92.  

 Inevitably : “More frequent rate of advertisements means increased network traffic 

and higher power consumption”93.  “1) Additional Data Transfers: In [4], the example 

of the free game Fruit Ninja illustrates the additional data transfers and the 

corresponding cost of ads in the mobile environment. A 30 minute use of the free 

game Fruit Ninja per day, can consume up to 40MB of data per month. Hence, the 

use of 10 of such apps would result in a monthly 400 MB of data usage. For example, 

in Australia a typical 2GB monthly data plan costs around $50 and 400MB would 

then correspond to a cost of $10.”94 “In metered environments, if the volume of 

advertisement-related traffic consumes an appreciable fraction of the total data 

usage, then the applications are not really “free”95. “The true cost of a free 

application is thus not zero and can become fairly substantial when the cumulative 

                                                             
91 See IRENA PROCHKOVA + 2 , at  150.  

92 See IRENA PROCHKOVA + 2 , at  147,  
 
93

 Id. 
 
94 ARUNA SENEVIRATNE, KANCHANA THILAKARATHNA, SURANGA SENEVIRATNE, MOHAMED ALI 
KAAFAR , PRASANT MOHAPATRA, “ Reconciling Bitter Rivals: Towards Privacy-Aware and 
Bandwidth Efficient Mobile Ads Delivery Networks”, 2013 , IEEE, cit. p. 2.  

95  KHAN, AZEEM J.; SUBBARAU, VIGNESHWARAN; MISRA ARCHAN;  SESHAN, SRINIVASAN. 
“Mitigating the true cost of advertisement supported "free" mobile applications”. (2012). 
HotMobile '12: Proceedings of the 12th Workshop on Mobile Computing Systems & Applications, 
San Diego, February 28-29. 1-6. Research Collection School Of Information Systems. Pg. 1.  
Available at:  htts:/ /ink.library.smu.edu.sg/sis_research/350. 
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impact of multiple applications (especially those that execute concurrently in the 

background) is considered”96 .  

For the usage of battery is has been explained  that “as much as 65% of the total 

energy usage of free apps can be attributed to advertisements”97 .   Other 

experiments reveal that  “the difference in energy consumption ranges from 6 –

17.5%”98    because of ads.   

Scientific research comes to the conclusion that “mobile ads may contribute a 

significant increase to the total app energy consumption, which ranges between 

17%–40%”99 

There can be variables due the kind of device used , data plan, ads received  but  

researchers do not have much doubts on  the basics of the technology:  “in 

summary, we found that ads consume a considerable amount of energy and 

bandwidth. To have a better sense of the effective cost of ads, we, next, give an 

empirical estimation of (i) how much energy a smartphone would consume of 

download and display ads, and (ii) how much bandwidth it would cost a user to 

download these ads for a certain period of time. We assume that a user spends 

around one hour on web browsing a day, not necessarily continuously. In this hour, 

                                                             
96

  KHAN, AZEEM J.; SUBBARAU, VIGNESHWARAN; MISRA ARCHAN;  SESHAN, SRINIVASAN. 
“Mitigating the true cost of advertisement supported "free" mobile applications”. (2012). 
HotMobile '12: Proceedings of the 12th Workshop on Mobile Computing Systems & Applications, 
San Diego, February 28-29. 1-6. Research Collection School Of Information Systems. Cit. pg. 4.  
Available at:  htts:/ /ink.library.smu.edu.sg/sis_research/350. 
 
97 ARUNA SENEVIRATNE, KANCHANA THILAKARATHNA, SURANGA SENEVIRATNE, MOHAMED ALI 
KAAFAR , PRASANT MOHAPATRA, “ Reconciling Bitter Rivals: Towards Privacy-Aware and 
Bandwidth Efficient Mobile Ads Delivery Networks”, 2013 , IEEE, cit. p. 2.  

98 AB DU R H MAN ALI ALBASI R ,  KSH I R ASAGAR NAI K, “SMoW: An Energy-Bandwidth Aware 
WebBrowsing Technique for Smartphones” 2014 , Digital Object Identifier 10.1109/ ACCESS. 2014. 
2365091, IEEE Access,  p. 7. 

99 See ANDREAS PAMBORIS + 4 , at  178.  
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she would spend 2 minutes per website; therefore, on average, she would access at 

least 30 websites. Based on Tables 2 and 3, we get the following: • the energy that a 

smartphone would consume, to download and display ads in one hour of browsing is  

360 Jules/day; and • the amount of bandwidth needed to download ads would be 

equal to 2.6 Mbyte/day, that is 78 Mbyte/month. Based on some US metered data 

plans (usage-based pricing plans) [25], $ 12.48 would be spent just on downloading 

ads. “100 

In 2013  it was found  that “the biggest problem today in the mobile world is that the 

mobile devices are battery driven and the battery technologies are not matching the 

required energy demand”101.  

The question why “in-app ads consume more than half of the communication energy 

consumed by the app itself?”102,  was answered by reckoning that  “fetching and 

displaying advertisements (ads) in an application significantly contributes to the 

application’s energy consumption. In Section 2, we quantify this cost for popular 

Windows Phone apps and find that on average ads consume 65% of an app’s total 

communication energy or 23% of an app’s total energy”. 

The geolocalization software and  “the introduction of more functions into the 

device, together with higher rates of data transfers, increases the power needs of the 

                                                                                                                                                                                                          
 
100 AB DU R H MAN ALI ALBASI R ,  KSH I R ASAGAR NAI K, “SMoW: An Energy-Bandwidth Aware 
Web Browsing Technique for Smartphones” 2014 , Digital Object Identifier 10.1109/ ACCESS. 2014. 
2365091, IEEE Access,  p. 1435.  

101 MARTIN KENNEDY+3, Adaptive Energy Optimization in Multimedia-Centric Wireless Devices: A 

Survey, IEEE vol 15. N.2 2013, IEEE . 
 
102 See PRASHANTH MOHAN + 2 at 270. 
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cellular phone”103. The cost of  battery and bandwidth  to  Consumers is constantly 

rising as the current business model of the on line advertising and data harvesting 

industry requires  constant tracking and profiling  of Consumers ( and their friends) : 

“the primary purpose of online tracking is behavioral advertising — showing ads 

based on the user’s past activity.“ 

 There are different tracking technologies : “stateful (cookie-based)”, “stateless 

(fingerprinting-based)”104, Canvas Fingerprinting, Canvas Font Fingerprinting, 

WebRCT-based fingerprinting, AudioContext Fingerprinting , Battery API 

Fingerprinting etc.   All these technologies use up big quantities105 of  battery and 

bandwidth owned by the Consumers.   “As users browse and interact with websites, 

they are observed by both “first parties,” which are the sites the user visits directly, 

and “third parties” which are typically hidden trackers such as ad networks 

embedded on most web pages. Third parties can obtain users’ browsing histories 

through a combination of cookies and other tracking technologies that allow them to 

                                                             
103 NUNO BENTO , Historical diffusion of mobile phones and its impact on energy demand: Findings 

and outlook , 2012 International Institute for Applied Systems Analysis Schlossplatz A-2361 

Laxenburg, Austria: “The lack of data for the unit capacity of recently sold mobile phones 

motivated a field study. The energy capacity and consumption of phones are estimated according 

to the results of an experiment conducted at the International Institute for Applied Systems 

Analysis (IIASA), an international research institute involving researchers from all over the world. 

The test focused on measuring the power and consumption of the battery charging system, which 

is the “common denominator” of every cellular phone comparable across different type of phones, 

irrespective of their energy efficiency, autonomy, functionality or other (Horowitz, Ostendorp, 

Foster, & Calwell, 2004). 

104 STEVEN ENGLEHARDT + 1, Online Tracking: A 1-million-site Measurement and Analysis, 2016 , at 

1  , from  https://webtransparency.cs.princeton.edu/webcensus/, 3-12-2018. 

https://webtransparency.cs.princeton.edu/webcensus/
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uniquely identify users, and the “referer” header that tells the third party which first-

party site the user is currently visiting. Other sensitive information such as email 

addresses may also be leaked to third parties via the referer header.”106   

As the industry evolves  advertising becomes more and more aggressive and costly 

to Consumers: “a comprehensive analysis of the exposure of users to ads and 

advertisers using a dataset, including more than 7M ads from 140k unique 

advertisers delivered to more than 5k users, which was collected between October 

2016 and May 2018. This paper focuses on Facebook, which is the second largest 

advertising platform next only to Google in terms of revenue and accounts for more 

than 2.2B monthly active users. Our analysis reveals that the Facebook users are 

exposed (in median) to 70 ads per week, which comes from 12 advertisers. Ads 

represent between 10% and 15% of all the information received in the users’ 

newsfeed. A small increment of 1% in the portion of ads in the newsfeed could 

roughly represent a revenue increase of 8.17M USD per week for Facebook. Finally, 

we also reveal that the Facebook users are over profiled since, in the best case, only 

23% of the active interests, Facebook assigns to users for the advertising purpose, 

are actually related to the ads these users receive.”107 “Huge quantities of videos are 

shared via Online Social Networks (OSN) like Facebook and are watched on mobile 

                                                                                                                                                                                                          
105 See ULRICH BARETH, Privacy-aware and energy-efficient geofencing through reverse cellular 
positioning, in 2012 8th International Wireless Communications and Mobile Computing 
Conference (IWCMC) “To fulfill the needs of tracking, current mobile phones are equipped with 
several positioning methods that are based on the Global Positioning System (GPS), WiFi [5], [6] 
or Cell-Id [7], which mostly results in a high energy demand and thus quickly drain the device's 
battery” , see also by same author  “Issues arising from use of multiple BBSIDs on wireless Aps .  
 
106

 STEVEN ENGLEHARDT + 1, cit. , p. 2 . For the detailed metering ( 65\23%) see  
 
107 ARITZARRATE GALÁN  , JOSÉ GONZÁLEZ CABAÑAS, ÁNGEL CUEVAS, MARÍA CALDERÓN ,  RUBÉN 
CUEVAS RUMIN,  “Large-Scale Analysis of User Exposure to Online Advertising on Facebook “, 
2019, IEEE Access,p.11959. 

https://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=6299140
https://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=6299140
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devices.”108 “The use of free mobile services and applications (commonly referred as 

apps) are becoming increasingly popular. Such services and apps are generally 

monetized by means of third party advertising. The app developers and ad networks 

which provide the advertisements to be displayed within apps use every means to 

maximize their revenue, most often at the expense of the end user. These means of 

maximizing revenue impact the user in three ways: 1) Through the loss of privacy 

and control over their data; 2) through the increase in monetary cost due to 

communications overheads introduced by ad traffic; and 3) by the increase of 

battery usage. The introduction of rich media advertisements will have even greater 

implications with respect to the aforementioned bandwidth and battery 

consumption concerns.”109 

The technical research available seems to confirm again and again  that for just a 

normal use of the device,  transmitting data  to the Platforms and  receiving ads 

might make up for the most part of battery and bandwidth usage : “mobile ads 

consume over 65% of communication energy and 23% of total consumption 

                                                             
108 THOMAS PAUL, DANIEL PUSCHER, STEFAN WILK, AND THORSTEN STRUFE in  “Systematic, Large-
scale Analysis on the Feasibility of Media Prefetching in Online Social Networks” , 2015,  12th 
Annual IEEE Consumer Communications and Networking Conference (CCNC). At page 1 in the  
Abstract . At. 1:  “The largest social network worldwide, Facebook, states that in March 2014 
already 75.9% of all user accesses were made via mobile handhelds1. In general, the video 
consumption on mobile devices is expected to highly increase in the next years (Figure1). Typical 
mobile devices can either leverage cellular networks or infrastructure-based wireless LAN (WLAN). 
Cellular networks like UMTS or LTE are the first choice to access the Internet due to their ubiquitous 
availability. However, compared to WLAN, the client-side energy consumption is up to 32 times 
higher in cellular LTE networks [4]. Furthermore, data caps in many contracts of cellular network 
providers limit the amount of high quality media content that can be up- and downloaded. 
Network providers charge extra fees at high prices for traffic extensions, since bandwidth is a 
scarce resource in cellular networks. This resource has to be shared with users within a certain local 
area: the bigger the coverage area of a single network cell, the more customers of network 
providers have to share bandwidth.”  

109 ARUNA SENEVIRATNE, KANCHANA THILAKARATHNA, SURANGA SENEVIRATNE, MOHAMED ALI 
KAAFAR , PRASANT MOHAPATRA, “Reconciling Bitter Rivals: Towards Privacy-Aware and 
Bandwidth Efficient Mobile Ads Delivery Networks”, 2013 , IEEE, p. 1 nell’ Abstract . 
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(including CPU, display, and communication)”110 and  “when the size of data transfer 

is small like the ad traffic, the percentage of tail energy is larger. It is shown that tail 

energy can contribute up to 48.2% of network energy consumption on mobile 

devices. Recent study even shows 89.2% out of the total cellular energy of 3G/LTE 

network is tail energy”111;  and : “with the median energy consumption, then the 

charge would last 2.1 hours instead of 2.5 hours. With the most expensive ad energy 

cost, this number decreases to 1.7 hours. This means that an end user would have to 

recharge their phone 33% more often to compensate for the most expensive ad’s 

energy costs” 112 .   

                                                             

PRASHANTH MOHAN, SUMAN NATH, ORIANA RIVA, “Prefetching mobile ads: Can advertising 
systems afford it?” at 270. 

110JOHN A. COPELAND, ” at 2142. See also note  77 quoting  LI ZHANG + 2 , “How expensive are 
Free Smartphone Apps?”  In ACM SIGMOBILE Mobile Comput. Commun. Rev., 2012, vol. 16, no. 3, 
at  21–32.;  qurinet.ucdavis.edu/pubs/journal/Li-2012.pdf. At 21 :“As part of our study, we identify 
two primary classes of overhead traffic, i) advertisements or ads, and ii) analytics. Ad traffic 
pertains to the data that belongs to the text, image, audio, or video-based ads that are displayed 
or played when the smartphone app is being used (Figure 2). Analytics refers to the portion of 
smartphone app traffic that is transmitted to a third-party server specifically for the purpose of 
collecting data that can be used to analyze app popularity or user behavior. We contend that 
neither of these classes of traffic is absolutely required for the functioning or use of the associated 
smartphone app, and hence we classify this traffic as overhead.” 

 
111 YONGBO LI + 2 Mobile Ad Prefetching and Energy Optimization via Tail Energy Accounting,in 
IEEE Transactions on Mobile Computing ( Early Access ) , 04 October 2018. ,  IEEE digital library: 

“Current app marketplaces are increasingly dominated by free apps relying on advertising for 
revenue. Ad modules have become one of the major energy drainers on mobile devices, taking up 
65% of apps’ total network energy, or 23% of an app’s overall energy *1]. This inefficiency mainly 
comes from the fact that mobile apps typically refresh their ads every 12 to 120 seconds [2], 
resulting in frequent, small transmissions. Since network interfaces often remain in full power state 
and intermediate state for a certain length of time after data transmission and before transitioning 
to idle state e.g., 5 to 6 seconds in full power state, and 11.5 to 12 seconds in intermediate state in 
3G [3] and LTE networks [4] – for the purpose of improving network responsiveness, such ad traffic 
causes network interfaces to constantly stay in full power or intermediate states, leading to 
considerable energy drain, commonly known as the tail energy. ” 

112
 See JIAPING GUI + 3, Truth in Advertising: The Hidden Cost of Mobile Ads for Software 

Developers. ICSE (1) 2015: 100-110, at 105. 
 

https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=7755
https://dblp.org/db/conf/icse/icse2015-1.html#GuiMNH15
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For some of the apps subject of research : “ the median increase in data usage over 

the no-ads version was 97% and for packet usage it was 90%.”113 

It is remarkable that  as  the business model of  on line advertising and data 

collecting evolves , one fundamental aspect remains the same :  Consumers pay a lot 

for  transmitting  data to the Platforms and receiving ads . “The use of ads leads to 

mobile apps that consume significantly more network data, have increased energy 

consumption, and require repeated changes to ad related code.” 114   

The technology helps in keeping  such costs hidden for Consumers , as the usage of 

battery and bandwidth in personal devices while receiving ads and broadcasting 

data can be  detected  only through technically quite sophisticated research .   

 “A key problem in this model is that it depends on the perception that, aside from 

app development, there are no additional costs to either the end user or software 

developer. While this is true for direct costs, this fails to account for the indirect 

hidden costs of embedding mobile ads in an app. On the end users’ side, indirect 

hidden costs come in several forms: loading ads from a remote server requires 

network usage, for which many users are billed by the amount of bytes; loading and 

rendering ads requires CPU time and memory, which can slow down the 

performance of an app; and finally, all of these activities require battery power, 

which is a limited resource on a mobile device” - omissis -“there is, in fact, a high 

hidden cost of ads in mobile apps“.  “Although the apps are ostensibly free, they in 

fact do come with hidden costs”115.  “Ads rendering involves requesting and fetching 

ads to display from the ad networks. Successful renderings, i.e., user impressions, 

                                                             
113 Id. 
 
114

 See  JIAPING GUI + 3, at 100. 
 
115 Id.  
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can benefit app developers. However, free app users may incur hidden costs, for 

example, using much traffic usage for data transmission and battery drainage for 

ads displaying”116. 

Usage of  battery and bandwidth  has been also  metered comparing   the different 

platforms the device is connected to and the different technologies used to harvest 

data and broadcast advertising.117 

The results  are worrying .  It would in fact be  disquieting having to acknowledge 

that “using an application that hosts Flurry banner ads for a 10 minutes duration (for 

a period of one week) costs 2.5$, whereas using an application that hosts Mobfox 

video ads for a 5 minutes duration (for a period of one week) costs 6.1$.”118  

                                                             
116 CUIYUN GAO +5,“IntelliAd: Assisting Mobile App Developers in Measuring Ad Costs 
Automatically”, 2017 IEEE/ACM 39th IEEE International Conference on Software Engineering 
Companion , at 253, IEEE Digital Library . 
 
117 See RIWA MOUAWI + 3 , “Comparison of in-App Ads Traffic in Different Ad Networks “, 2015 
IEEE 11th International Conference on Wireless and Mobile Computing, Networking and 
Communications (WiMob), at 581 . IEEE Digital Library “In recent studies, three approaches have 
been followed in terms of assessing the effect of in-app ads on the mobile device resources 
consumption. The first approach evaluates the bandwidth consumption caused by in-app ads: 
Zhang et al. analyzed the network overhead caused by ads and analytics data in applications and 
assessed how much this overhead costs in terms of bandwidth consumption and the associated 
monetary value. They showed that in most cases the free version of an app actually costs more 
than the paid version due to ads related bandwidth consumption”. “The second approach 
evaluates the battery consumption caused by in-app ads: Pathak et al. proposed an energy profiler 
tool called "eProf" where energy is evaluated per thread and per process in each application, 
taking into consideration the asynchronous power behavior found in smartphones, where “the 
effect on a component’s power state due to a program entity lasts beyond the end of that program 
entity”. According to their study, almost 65-70% of the total energy consumed is caused by ads in 
several free apps (such as Angry Birds and fchess) . Prochkova et al. compared energy consumption 
between mobile game apps that contain ads and mobile games that don't. They demonstrated 
how the increasing ad refresh rate directly and negatively affects power consumption. Gui et al [ 
investigated both bandwidth and battery consumption caused by ads in 21 different applications. 
By comparing these applications with and without ads, they concluded that with the use of ads, the 
bandwidth consumption increases to 97% more and the battery consumption increases to 15% 
more. However, their study was based on only one ad network (Google Mobile Ads)” 

118 See RIWA MOUAWI + 3 , cit.  at 585. 
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Such results appear well buttressed  by the  few -  for the jurist very much eye 

opening – papers researching “ad costs” specifically “from users’ perspective”119: 

“memory/CPU overhead, traffic usage, and battery consumption”120  caused by on 

line advertising  vary from a minimum of  20, 51%  to up a  70% of the total costs 

needed to operate the device and  only for  “traffic usage “, “estimated by two 

metrics, i.e., total bytes and number of packets”,  advertising implies a multiplier of 

the costs that goes from 4.29 up to 15.56, of the costs for the same service  with no 

ads.  Depending on data plan  “the user would spend $0.0042 on ads during each 

execution of such an app. For other data access plan, the ad-related network charge 

would be more” 121. A battery charge good for  2.2  hours ““would be drained to 1.2 

hours with the ad displaying”122.  

                                                                                                                                                                                                          
 

119 CUIYUN GAO + 3, “IntelliAd Understanding In-APP Ad Costs From Users Perspective”, at 1 , 
2016 , da Cornell University Library , 11\12\2018 .  
120 See CUIYUN GAO + 3, cit. note 130, at  3. 
 
121  Id .  
 

122 Id: “For example, the apps with AdMob SDK integrated (e.g.,A1, A2, A3, and A4) demonstrate 
more obvious increase trends than the other apps (e.g., A5, A6, and A7). A5 withonly the Amazon 
banner ad embedded consumes the least network traffic (2.17 times for total bytes), while the 
other banner ads (A1 with AdMob Banner, and A9 with MoPub Banner) display slightly more 
network consumption (9.63 times, and 2.53 times, respectively). Furthermore, A4 with two ads 
embedded shows more traffic usage than A10. Integrated with ad SDKs that consume numbers of 
data bytes could spend users more money on Internet access”. “The average increase rate of 
battery consumption for the 12 ad schemes is 16.03%. Similar to the measuring results of 
memory/CPU overhead and traffic usage, different schemes present different performance on the 
battery consumed. For example, A6, A7, A9, and A11 display remarkable increase ratios than the 
other ad schemes (40.52%, 44.55%, 22.54%, and 46.12%, respectively). The high battery 
consumption may also be attributed to the incorporation of MoPub SDK. For the schemes involving 
only one ad (e.g., A1, A5, and A9), their performance also distinguishes, in which the Amazon 
banner ad (A5) shows the least cost (1.5%), and the MoPub banner ad (A9) consumes the most 
battery. A7 with the most ads (four ads) integrated presents the highest power cost (44.55% 
more).” 
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All  research available to the Author of this essay  appears to  indicate  beyond 

doubt that there are hardly on line services supported by advertising and data 

harvesting that can  be called free in the sense that for the Consumers\User there 

are no monetary costs.  

Free is indeed  very , very expensive. In cash.   

It appears further that  - given the current technology123 -  the lack of  clear and 

conspicuous  information  provided to   Consumers about  the costs for  battery and 

bandwidth needed to receive ads and broadcast data124 ,  keeps  untouched the 

Myth of Free and the colossal commercial advantages  the Myth creates for the 

business. 

                                                             
123 PRASHANTH MOHAN + 2 , at 270 :“Each time a user starts ad-supported mobile apps, ads are 
fetched one by one, and they are regularly refreshed during app operation. Downloading an ad 
takes no more than a few seconds, but once the ad’s download has completed, the 3G connection 
stays open for the extra tail time. The energy consumed during this idle time, called ‘tail energy’, 
causes the ads’ large energy overhead”. See also YI YANG + 2 , Energy-Aware Advertising through 
Quality-Aware Prefetching on Smartphones, 2017 IEEE 14th International Conference on Mobile Ad 
Hoc and Sensor Systems, IEEE Digital Library at 145 : “We first briefly illustrate the current in-app 
ad ecosystem, and then introduce the in-app ad format and size. At the end, we discuss what ads 
to prefetch. 1) In-app Ad Ecosystem: Current in-app advertising ecosystem involves three main 
parts: Apps, Ad Networks, and Advertisers. Apps on the smartphones rely on the embedded ad 
library, which is usually provided by the same company who also provides the corresponding ad 
network, to fetch and display ads. Advertisers can register with the ad network and initiate ad 
campaigns. An ad campaign is a contract between advertisers and the ad network (e.g., delivering 
10,000 ads within a day). The responsibility of the ad network is to complete all the ad campaigns. 
Current ad networks usually deploy real-time bidding (RTB) strategies [18] to display the most 
valuable and relevant ads for mobile users. Although the bidding price of an ad may change in a 
RTB-based system, recent studies [4] have shown that the bidding price is stable in a short period 
of time (e.g., several hours), which is longer than most app running time. 2) In-app Ad Format and 
Size: In-app ad formats include banners, rich media, and video. According to recent market analysis 
and prediction [19], rich media is becoming the most popular ad format. Thus, we consider to 
prefetch rich media ads in this paper. When prefetching a rich media ad, the whole file of the ad 
needs to be fetched to avoid extra network activities, although some parts of the file are only 
useful after certain user interactions. According to ad specifications [20], [21], [22], [23], the whole 
file size of a rich media ad ranges from 50 KB to 200 KB.” 

124 See RIWA MOUAWI + 3 , at 586 : “Expectedly, the bandwidth consumption of the same ad 
network is very different with the use of different ad categories (shown in fig. 2, 4 and 6). For 
example, for a one minute interval, it is 1067 KB for MoPub interstitial ads and 87.49 KB for MoPub 
banner ads, whereas it is 1968 KB for MoPub video ads.” 
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If   the available  scientific research should indeed be correct,  the enrichment  of 

companies,  directors,  managers institutional stockholders  etc. in the  on line 

advertising and data harvesting industry,  ought to be  considered  unjust and the 

advantages ought to be disgorged. 

 Which could mean that Big Tech  runs on  feet of clay125.  While waiting for the 

potters to tell,  everything seems  to be made of solid  gold . 

 

“The Myth of Free” 

                                                             
125 RACHEL ANNE ZISEK , “NOTE: WHERE THERE'S A WILL, THERE'S A WAY: RECONCILING THEORIES 
OF WILLFUL INFRINGEMENT AND DISGORGEMENT DAMAGES IN TRADEMARK LAW “ , 2015, 22 J. 
Intell. Prop. L. 463, at  9  : “the gains of unjust enrichment could exceed the mark owners' economic 
loss. In fact, an unjust enrichment rationale focuses its evaluation on an infringer's wrongful 
conduct instead of a mark owner's injury.  Under an unjust enrichment theory, disgorging 
infringers' profits seeks to undo gains they did not lawfully obtain. At its core, the unjust 
enrichment rationale serves three purposes. First, "increase confidence in a democratic market 
economy"; second, it provides a remedy for parties directly and indirectly impacted by infringing 
activities; third, it establishes a proper standard for proper conduct in a competitive business 
environment. In addition, unjust enrichment retains some of the principles previously available 
within courts of equity.  This theory depends on the "character of the gains of the infringer and 
evaluates whether an infringer's profits could be lawfully obtained." Disgorging profits unjustly 
retained by an infringer logically applies to instances of willful infringement. An intentional, 
deliberate violation of a mark owner's property is illegal. Awarding an infringer's profits 
deliberately gained and wrongfully retained should therefore be returned to mark owners 
negatively affected by infringement, which maintains the faith of consumers and produces in the 
existing market economy.” See  also CAPRICE L. ROBERTS, “ RESTITUTION ROLLOUT: THE 
RESTATEMENT (THIRD) OF RESTITUTION & UNJUST ENRICHMENT: THE RESTITUTION REVIVAL AND 
THE GHOSTS OF EQUITY” , 2011, 68 Wash & Lee L. Rev. 1027 , on the case Am. Cyanamid Co. v. 
Sterling Drug, Inc., 649 F. Supp. 784, 785, 789 (D.N.J. 1986) , at 8 : A claim for damages seeks, and 
should be recognized as seeking, relief different from a claim for unjust profits. It is quite possible a 
plaintiff seeking unjust enrichment from a defendant may not have been damaged at all by the 
defendant's wrongful actions. In a trademark infringement action, for example, a plaintiff may 
actually have benefitted from a defendant's advertising or promotion of a product similar to 
plaintiff's product because of increased consumer demand for the product. In such a case, the 
plaintiff may not have suffered any damages; yet the law still entitles him to recover the 
defendant's wrongful profits. “ 
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In spite of the costs for  battery and bandwidth to Consumers ,  in the  United States 

and in the rest of the World the Myth of Free has bewitched  as much the  public, as 

authors, experts, judges etc. The  on line services  with no fee but supported by ads 

and data harvesting are  constantly qualified  as “free”. Which is a big deal. Literally. 

Experiments on the psychology of free prices”126 have proved ( if it was needed ) that 

only the Myth of Free  moved Consumers  to the  current boundless use of on line 

services. There is no question that the  claim to gratuity is “material” or important to 

a consumer’s decision to buy or use the product “. 

It’s counterintuitive in the extreme, not to conclude that it constitutes  a 

misrepresentation  to  claim something is free, for then to find out that there are 

very relevant cash costs not clearly and conspicuously flagged; the percentages of 

devices’  battery and bandwidth needed to transmit data to the Platforms and  

receive ads indicated by the above quoted researches are  staggering also  

considering only  the theoretical  minimum quantities required.  

Where success and money abound   dark secrets are masked through  mercenary 

hyperbole. Being no exception, the Olympus of high tech is fraught with myths. We 

all know  the one about   the  good young boys and the garage  .  

It should  be  basic  knowledge to the Companies in the business, that the serving of 

ads and  the harvesting of data,  exploit the resources in battery and bandwidth 

owned by the Consumers. As seen supra,  the researches on the subject are 

numerous and published on reviews well known to the industry , and in some cases   

                                                             
126 Supra  note 241.  
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funded by the industry itself127.   On the other hand such notions and researches are 

well beyond the reach of Consumers .  

Might the all the here quoted researchers be wrong ? Or might it be that the darkest  

secret in the advertising and data harvesting industry is that all the enrichment has 

been unjust and ought to be disgorged  to the Consumers? Or dilapidated in fines to 

be paid to the Authorities in charge of protecting Consumers and markets?  All very 

long shots . For which at the center of the target    the adjective  free128 is painted in 

red.  The storytelling has anyhow very practical spin-offs.  

It could be claimed that only  not clear and not conspicuous   information and the  

not so fair  description as  “free” of many on-line services,   make   Consumers  

unwillingly and unknowingly pay cash for the battery and bandwidth needed to 

receive  ads and  transmit  PII and all  other data  to the platforms.   

It is probably beyond doubt that the countless “accept” clicked by   Consumers while 

accessing internet, imply consent to the exchange of free services versus the 

acceptance  of ads and the forfeiting of some personal data. But if the on line 

service  also implies cash costs  there should be  no reason whatsoever to accept ads 

and share personal data.  

There are at least two competing  different business models for on line services: you 

pay a fee for the service or you do not pay a fee and accept ads and forfeit personal 

data.  

                                                             
127 SAUL LEVMORE, in “SYMPOSIUM: A CONFERENCE ON RESTITUTION AND UNJUST ENRICHMENT: 
TOPIC III: COMMON-LAW RESTITUTION AND PONZI SCHEMES: RETHINKING PONZI-SCHEME 
REMEDIES IN AND OUT OF BANKRUPTCY”, May, 2012 , Boston University Law Review 92 B.U.L. 
Rev. 969.  “If, however, there are investors who were in bad faith, the new Restatement (Third) of 
Restitution and Unjust Enrichment confirms and advances the notion that a claim might run in the 
other direction, so that the debtor's estate can recapture, or claw back, these investors' earlier 
withdrawals.”  

128  JOHN M. NEWMAN, The Myth of Free , 2018, 86 Geo. Wash. L. Rev. 513. 
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Often  the company providing the service  explains  that it makes money with ads 

and with your data: a clear example ( among many)   is  the Accuweather app;  when 

you open it  5-+ the choices offered are two : “pay with no ads” or “free with ads”129.    

For  Consumers  the only logic in accepting ads and contributing personal data,  

seems to be  that the services imply no cash expenditure.  

The logic collapses whole if free is not free but costs cash. The crash is even more 

clangorous when you find out that according to many scientists and computer 

engineers  the cash costs of the so called free on line services is probably higher 

than the cash cost of the equivalent services supplied for a fee . The collapse of trust 

goes well beyond the legalities.  It poisons  the  societal, cultural, political realms as 

well. 

Let us come to the Myth. 

The on line data harvesting and advertising  industry  was born and exists on the   

“Myth of Free”.  A formidable myth  that  “pervades modern economic, 

technological, and legal discourse”. “The prevailing view is that consumers capture 

massive welfare surplus from a flood of innovative new products that are offered 

free of charge. Economists, legal scholars, and industry stakeholders created an 

origin story - a myth - to explain how these products became "Free." But that 

orthodox origin story is fatally flawed”130. 

The minstrels of this myth are at the same time  the balladeers of  the benefits 

bestowed on Consumers by on line advertising and data harvesting :“Data is 

ubiquitous, inexpensive, and easy to collect. Users are constantly creating data, as 

                                                             
129 On june 7th 2019  
 
130 JOHN M. NEWMAN, “The Myth of Free”, at 1 in the  abstract.  
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increased internet and smartphone usage means customers are continuously leaving 

behind traces of their needs and preferences.”131 

“Perhaps the most obvious and pervasive benefit to be realized in the Big Data era 

has been the ability of firms to offer heavily subsidized, often free, services to 

consumers as consumers give those firms permission to monetize consumer data on 

the other side of their business. In a competition law regime where lower prices for 

consumers are deemed highly desirable, this is undoubtedly a benefit to consumers. 

The monetization of the data in the form of targeted advertising sales for antitrust 

purposes is not suspect or harmful, but rather "economically-rational, profit-

maximizing behavior,"   bestowing  obvious and obviously colossal benefits to 

consumers 132. 

In a world where economics is a new widespread religion133, the “Myth of Free”  

needs the  support of economic science. Which was not too difficult  to articulate: 

the on line services can be offered for free because the marginal cost of such 

services is zero or near to it. Which makes for an absolutely cunning and  mimetic  

argumentation . 

                                                             
131 D. DANIEL SOKOL , ROISIN COMERFORD ,  “ANTITRUST AND REGULATING BIG DATA”, 2016, 23 
Geo. Mason L. Rev. 1129,  at  3. and  4 .  
 
132 D. DANIEL SOKOL , ROISIN COMERFORD ,  the paean ( ostensibly to Mercury) goes on : “Were 
online platforms prevented or restricted from collecting and monetizing consumer data, 
competition for users would be inhibited, and harm to consumers would result, in the form of 
higher prices for services. Indeed switching costs are low regarding data and search. Some criticize 
the provision of free services, claiming that this makes it more difficult for rivals that cannot 
initially monetize as effectively to compete with established rivals, but cases show that this 
argument misses the point completely. The ability to offer high-quality services to consumers for 
free is a procompetitive effect of Big Data monetization, not an anticompetitive harm.3 Also, the 
assertion is simply untrue - it is not more difficult for new entrants to compete with established 
rivals in free services”. 

133
 J. RAPLEY : “Twilight of the Money Gods, Economics as a religion and How it  All Went Wrong  “ , 

2017.  
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Everybody is ready to believe that a service is offered for  free,  if it is known that it   

costs nothing to the giver.  

The accounting concoction of zero marginal costs is backed up by the stunt of “free 

surplus“,  which for fault of anything better is supported  by mythical common sense  

as :“very few would dispute that free online products and services create tremendous 

value for users.”134 

Any wild goose chase is over when  real game threateningly shows up.  The tale of 

marginal zero costs flounders together  with the Myth of Free  as soon as Consumers  

become aware to the fact that the cost for receiving the same ad twice,  is twice the 

cost for receiving it once. By ten servings  (or refreshing ) the cost is tenfold . 

The whole science of marginal, surplus, free, etc.  has a scent of  the  well- 

established  “good deal on the Brooklyn Bridge”.  The only unquestionable  and  in 

fact tremendous   surplus  can anyhow  be found  in the balance sheets of the on 

line advertising and data harvesting Companies. By the above quoted technical 

research  a good part of the windfall seems to derive from costs saved in harvesting 

data and serving ads,  as for this costs Consumers come up.  

Recently   more and more often  the Myth of  Free is challenged , but with reasoning 

probably  arduous  to translate into practical consequences. 

                                                             
134

 KATHERINE J. STRANDBURG , Free Fall: The Online Market's Consumer Preference Disconnect in 
The University of Chicago Legal Forum 2013 U Chi Legal F 95, at  22 reads on : “For example, the 
IAB Europe-sponsored study estimated the total user surplus from online activity in 2010 as about 
$ 130 billion dollars total for the US and Europe. Free services were estimated to generate about 80 
percent of the total consumer surplus or about $ 105 billion, with email (16 percent), search (15 
percent), social networks (11 percent), instant messaging (10 percent), and Internet phone (7 
percent) leading the list.  As mentioned earlier, these numbers may underestimate consumer 
disutility from data collection and thus overestimate consumer surplus. Nonetheless, it is 
undeniable that consumers place a high value on many ad-supported online information products”. 
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To the question if  “Internet users "pay" for online products and services with 

personal data?”135,   sometimes the answer is that   “consumers "pay" something 

other than money for the content or services they receive”136.  

The arguing is  : “When for-profit firms operate in Free markets, they do not do so 

out of charitable goodwill. Offering Free products entails real, and often substantial, 

costs. For-profit firms must recoup those costs. To recoup their costs, they extract 

payment from consumers. Instead of paying with fiat currency consumers pay with 

their attention or personal information“137.  

Therefore  “where consumers pay, no matter the medium of exchange, Free is not 

free”138.  “With advertising - and increasingly, targeted advertising - as the dominant 

business model, consumers of Free products pay with their attention to 

advertisements and their personal information“139.  

“Internet users lack reasonable access to at least three kinds of information they 

would need in order to make reasonable estimates of the expected disutility of online 

data collection.  First, users lack information about the types of harms that may arise 

from data collection, the prevalence of those harms, and their costs. Second, users 

lack detailed and useful information about company practices involving data 

collection, storage, and use. Third, users lack information about how any given 

instance of data collection fits into the data about them that is already flowing in the 

online ecosystem. Without these three types of information, Internet users cannot 

                                                             
135 KATHERINE J. STRANDBURG , at 1.  

136 KATHERINE J. STRANDBURG ,at 5.  
 
137

 JOHN M. NEWMAN, “The Myth of Free”, at 14. 
 
138

 Id.  
 
139 JOHN M. NEWMAN, “The Myth of Free”, at 16.  
 



  

46 
 

make meaningful assessments of the marginal expected disutility of any given use of 

an online product or service”  140.  

This business model ought to be considered  "internet's original sin"141. 

The idea that the so called on line free services are paid with attention to ads and 

forfeiting of personal data,  is  starting to be considered with attention by   

economists: “Most of the recent economic literature on free goods has focused on 

two-sided markets in which the free good is provided in exchange for attention or 

information”142; “the "price" of the good that is offered for free is often seen in non-

monetary forms, such as information that is revealed about consumer 

preferences.”143  

At the moment though  doubts still seem to prevail : “Money is a perfectly fungible 

baseline for comparison: one dollar is as costly to give up as another. Information 

and attention costs are far more complex.” 144 

                                                             
140 KATHERINE J. STRANDBURG , at 15. 
 

141 JOHN M. NEWMAN, “The Myth of Free at 16. “Demand for personal data is largely "derived 

demand" - it is incidental to demand for targeted advertising.”  From note  294 referring to note  

253 , we learn that “original sin” is from  : ETHAN ZUCKERMAN, The Internet's Original Sin, Atlantic 
(Aug. 14, 2014), http:/ ww.theatlantic.com/ technology /archive/2014/08/advertising-is-the-
internets-original-sin/ 376041 / [https://perma. cc/4YZX-4LWW] "Advertising became the default 
business model on the web ... because it was the easiest model for a web startup to implement, 
and the easiest to market to investors.).   

142 MICHAL S. GAL DANIEL L. RUBINFELD, “ THE HIDDEN COSTS OF FREE GOODS: IMPLICATIONS FOR 
ANTITRUST ENFORCEMENT “ in Antitrust Law Journal, 80 521, 2016, at 2,3. 

143 MICHAL S. GAL DANIEL L. RUBINFELD,  at  6- 7. “It is sometimes important to distinguish 
between non-monetary free goods for which the consumer pays in another "currency," such as 
privacy, media diversity, etc. ("pseudo free goods"), and those for which the consumer does not 
pay at all, at least not in the short run ("real free goods")”.  
 
144 JOHN M. NEWMAN, “The Myth of Free”, at  13.  Further it is explained that :” One 
advertisement may be less costly to view than another, just as one piece of personal data may be 
less  costly to surrender than another. Accurately assessing attention costs often requires first 
experiencing the desired product and is frustrated by the possibility that firms will, unbeknownst to 

http://www.theatlantic.com/
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Facebook Inc.  very poignantly  has summed  up the issue  in the course of  

proceedings  in front of the Italian   Autorità Garante per la Concorrenza ed il 

Mercato. The Company wrote in its defenses :  “ The typical user  understands  the 

term “free” according to the  normal and current meaning and therefore in the sense 

that there are no monetary costs , that the service is  without charge ”145.  

Which is an  hardly disputable description  of the relationship between the provider 

of so called free on line services  and the public: the  Consumer does not want to  

pay any money for the service  and to have the service  for free  is ready to receive 

ads and forfeit some personal information. 

But in the real world only real technology works, and if the above quoted technical 

research is correct it does not seem possible  to claim that    “the Internet is used to 

deliver some kind of online product or service bundled with advertising, usually at 

zero cash price”146.  

Quite the opposite: so called zero cash price services  can be  very expensive in cash. 

The Consumers believe the on line  service to be free147 only because the cost in 

                                                                                                                                                                                                          

consumers, engage in behavioral advertising. And accurately assessing information costs, whether 
ex ante or ex post, is so difficult that many users simply choose to remain ignorant .” 
 
145 PS11112 - FACEBOOK-CONDIVISIONE DATI CON TERZI Provvedimento n. 27432 del 29 novembre 
2018 BOLLETTINO N. 46 DEL 10 DICEMBRE 2018, at 40. Facebook are quoted  as  reported in the 
final decision by the Italian Authority : “i dati personali degli utenti vengono utilizzati per 
personalizzare il servizio che ricevono e che Facebook monetizza il servizio offerto attraverso il 
corrispettivo che gli inserzionisti terzi pagano per mostrare annunci pubblicitari e contenuti 
sponsorizzati”. 
 
146 KATHERINE J. STRANDBURG , at 2.  
 

147 See “In re Facebook Privacy Litigation NO. C 10-02389 JW UNITED STATES DISTRICT COURT FOR 
THE NORTHERN DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 791 F. Supp. 2d 705; 2011 U.S. Dist. 
LEXIS 60604 May 12, 2011, Decided May 12, 2011, Filed”, : 10 Plaintiffs further contend that 
personal information itself: (1) "constitutes currency"; and (2) is a form of property. (See Opp'n at 
6-11.) However, Plaintiffs offer no case law in support of these propositions. As another court has 
noted when confronted with a similar claim: "Nor has [the plaintiff] presented any authority to 
support the contention that unauthorized release of personal information constitutes a loss of 
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cash is hidden.    And this is probably  the very reason why on line services are so 

popular. “Kristina Shampanier, Nina Mazar, and Dan Ariely conducted experiments 

on the psychology of free prices. They found that when faced with a zero price, 

dramatically more participants chose the cheaper zero-price option, despite the fact 

that they gave up an alternative that better served their otherwise revealed 

preferences”148. 

The commercial value  of selling  the on line  services  as free  cannot be 

overestimated . Free is not an occasional part of the current business model  for  the  

on line advertising and data harvesting149. It might be guessed that if in the last ten 

years  the  Consumers had been alerted to  the real cost of receiving ads and 

transmitting data,  the industry’s  revenues could have been  light years away from 

today’s hundreds of  billions and the  players in the industry  could be very different 

from what and from whom they are today150. 

                                                                                                                                                                                                          

property. Without any such authority, the Court is constrained to find that [the plaintiff] has not 
alleged any loss of property and therefore has not stated a valid claim under [the UCL]." Ruiz v. 
Gap, Inc., 540 F. Supp. 2d 1121, 1127 (N.D. Cal. 2008). 

 
148 MICHAL S. GAL DANIEL L. RUBINFELD,  at  7,8 . Further : “The authors found that a price of zero 
is more powerful than a five times larger price reduction that remains within the range of positive 
prices. Furthermore, they demonstrated that the zero-price effect is not driven solely by a 
difference in transaction costs. These findings were confirmed in later studies. Sarah Dengler, for 
example, also found that a free product is so extraordinarily attractive that another, much 
preferred, alternative is forgone.” omissis “Other studies confirm that the results hold even when 
the free good is part of a costly product bundle”. 
 
149 Apache Kafka, Apache NIFI, Wavefront, DataTorrent, Amazon Kinesis, Apache Storm, Syncsort, 
Gobblin, Apache Flume, Apache Sqoop, Apache Samza, Fluentd, Wavefront, Cloudera Morphlines, 
White Elephant, Apache Chukwa, Heka, Scribe and Databus are some   Data Ingestion Tools very 
often mentioned. 

150 See LAURA PALK, KRISHNAMURTY MURALIDHAR, A Free Ride: Data Brokers' Rent-Seeking 
Behavior and the Future of Data Inequality , in 2018, 20 Vand. J. Ent. & Tech. L. 779, p. 5: “Entities 
like advertising networks, social media, banks, and retailers analyze the data and build consumer 
profiles, store billions of data elements on consumers, and then predict how the consumer will 
behave based on the profile. Data mining, meanwhile, is the complex process of taking data 
collected from a variety of sources - both public and private - removing unreliable or redundant 
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By  making  the Consumers pay for battery and bandwidth needed by devices to 

receive ads and broadcast data, the industry has  brilliantly solved a  problem of  

costs151.   

On the long run though, it would seem that this very smart solution is not going to  

hold .  

Even scientists are uneasy with the current technological set up for harvesting data 

and have  speculated (naively?)  the possibility of  “power transfer provided in 

exchange for sensed data to incentivize the owners of wearables to participate in 

collaborative data collection”152. 

The idea - coming from serious Russian scientists and not from writers of dystopian 

science-fiction novels - of a city where all the inhabitants are constantly transmitting 

data to some Big Brotherly Platform  is scary  but at least  imagines that Consumers  

                                                                                                                                                                                                          

data, and constructing statistical models using the remaining data such that anyone in possession 
of the mined data can predict future behaviors. It is this aggregation that data brokers wish to 
protect and would assert adds value to the economy. However, the added value is at the extreme 
expense of unwitting users and the research community, with inordinate profit to the data brokers 
who would not exist without the government-created Internet and without users providing them 
with free information. “ 

 
151 See SHALLI RANI + 5, A Novel Scheme for an Energy Efficient Internet of Things Based on 
Wireless Sensor Networks “: “The Internet of Things (IoT) has been visualized as the 
communication and integration of smart objects (things). The dominance of IoT leads to a novel 
context of upcoming services and applications. Various objects such as mobile phones, sensors, 
Radio Frequency Identification (RFID) tags, etc. are components of the IoT, which are linked to the 
Internet via wireless and wired networks.” In Sensors (Basel). 2015 Nov. 15(11) Published online 
2015 Nov. 2. doi: 10.3390/s151128603. Sc dal sito NCBI il 11.9.2018 

 
152 OLGA GALININA, “Wirelessly Powered Urban Crowd Sensing over Wearables: Trading Energy for 

Data”,  in the  abstract. DOI: 10.1109/MWC.2018.1600468 , IEEE. 

https://www.ncbi.nlm.nih.gov/pubmed/?term=Rani%20S%5BAuthor%5D&cauthor=true&cauthor_uid=26569260
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4701299/
https://dx.doi.org/10.3390%2Fs151128603
https://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22First%20Name%22:%22Olga%22&searchWithin=%22Last%20Name%22:%22Galinina%22&newsearch=true
https://doi.org/10.1109/MWC.2018.1600468
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do not have to  pay without knowledge  and  consent  the battery and bandwidth 

consumed by devices for sending personal data153 and receive advertising. 

If free  means you pay cash for what you get, there must be  a disquieting  Orwellian  

twist in the  on line “newspeak” . 

Part two 

The Law of Restitution and Unjust Enrichment 

in the on line advertising and data harvesting industry . 

I -  Introduction 

The Law of Unjust Enrichment and Restitution does not seem to be too significant 

for the frequent  litigation between Consumers154  and companies in the on line 

advertising and data harvesting industry. One of the reasons could be that  “the 

curriculum of most modern American law schools relegates the law of restitution to 

the status of a bonbon, so to speak, to be served in other courses at the discretion of 

the instructor: A sort of exotic hors d'oeuvre or after-dinner mint in classes where the 

real meat-and-potatoes consists of contracts, torts, or remedies.“155  

                                                             
153

 Cfr. WOLFIE CHRISTL, at 46: “ Profiling users requires tracking online behaviors over time. The 
delivery of ads based on a user’s web searches, browsing, or app usage behavior is referred to as 
behavioral advertising.”  

154 Alphabet Form 10-k 2018 ( sub. ITEM 1A. RISK FACTORS), at 9  writes : “We are regularly subject 
to claims, suits, and government investigations involving competition, intellectual property, data 
privacy and security, consumer protection, tax, labor and employment, commercial disputes, 
content generated by our users, goods and services offered by advertisers or publishers using our 
platforms, and other matters. “ 

 
155 LOUIS E. WOLCHER, RESTITUTION ROLLOUT: THE RESTATEMENT (THIRD) OF RESTITUTION & 

UNJUST ENRICHMENT: Intent to Charge for Unsolicited Benefits Conferred in an Emergency: A Case 

Study in the Meaning of "Unjust" in the Restatement (Third) of Restitution & Unjust Enrichment. In 

Washington & Lee Law Review 68 Wash & Lee L. Rev. 911, Fall, 2011, at 1. 
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But precisely   the Law of Unjust Enrichment and Restitution appears to  provide 156 

the  legal tools  necessary  to amend what might be one of the original sins157 of the 

on line data harvesting and advertising industry:  the use without consent of  battery 

and bandwidth  owned by Consumers.   

“In essence, a claim for restitution is a claim that the other party obtained an 

unconsented transfer from the aggrieved party”158.    “A person is not permitted to 

profit by his own wrong “159. 

“In cases under the heading of restitution for wrong, D's gain is connected to P 

because the gain is a product of a wrong committed by D against P.”160  

                                                             
156 In 2011 , the  American Law Institute ( ALI) published the “Restatement (Third) of Restitution 
and Unjust Enrichment” “ presents an independent and coherent body of law addressing both the 
remedy of restitution and the related law of unjust enrichment. It replaces the original (1937) 
Restatement of Restitution.”. It will be quoted  “Restatement of the Law Third Restitution and 
Unjust Enrichment, St.Paul, MN, American Law Institute Publishers , 2011 , ISBN 978-0-314-92962-
4.” In the foreword  (p. XIII)  you can read  : “ The ALI takes pride in this work aware that most of 
the credit goes to Professor Andrew Kull”. 

 
157 Supra note 225 : ETHAN ZUCKERMAN, The Internet's Original Sin, Atlantic (Aug. 14, 2014), http:/ 
ww.theatlantic.com/ technology /archive/2014/08/advertising-is-the-internets-original-sin/ 
376041 / [https://perma. cc/4YZX-4LWW] "Advertising became the default business model on the 
web ... because it was the easiest model for a web startup to implement, and the easiest to market 
to investors.).   
 
158 CHRISTOPHER C. FRENCH, “The Insurability of Claims for Restitution”, 2016 , 18 U. Pa. J. Bus. L. 
599, at 3 , and further : “Although the most common situation in which restitution is sought is 
where a benefit to one party corresponds with an observable loss by the other party, restitution is 
also available in situations where a person's legally protected rights have been violated, in which 
case the claimant does not need to show he actually suffered a loss. In such situations, the 
defendant is required to either "restore the benefit in question ... or else pay money in the amount 
necessary to eliminate [the] unjust enrichment" (i.e., disgorgement of the ill-gotten gain). In such 
situations, compensation of the aggrieved party is not the object of the relief” . 

 
159 Restatement of the Law Third Restitution and Unjust Enrichment, St.Paul, MN, American Law 
Institute Publishers , 2011 , ISBN 978-0-314-92962-4.” p.22, sub §3 Wrongful Gain. 
 
160 MARK P. GERGEN , What Renders Enrichment Unjust?, 79 Tex. L. Rev. 1927 (2001)   
scholarship.law.berkeley.edu/cgi/., at  1931.  

http://www.theatlantic.com/
http://www.theatlantic.com/
http://scholarship.law.berkeley.edu/cgi/viewcontent.cgi?article=3072&context=facpubs
http://scholarship.law.berkeley.edu/cgi/viewcontent.cgi?article=3072&context=facpubs
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“A property-like entitlement is an entitlement that another person cannot exploit 

without the owner's consent. Ex ante, the law protects property through injunction. 

Ex post, the argument goes, the law protects property through a right to the 

infringer's profit, among other ways”161.  

"The elements of an unjust enrichment claim are 'the receipt of a benefit and the 

unjust retention of the benefit at the expense of another.'" Peterson v. Cellco P'ship, 

164 Cal. App. 4th 1583, 1593, 80 Cal. Rptr. 3d 316 (2008). "A person who has been 

unjustly enriched at the expense of another is required to make restitution to the 

other. A person is enriched if he receives a benefit at another's expense." Troyk v. 

Farmers Grp., Inc., 171 Cal. App. 4th 1305, 1339, 90 Cal. Rptr. 3d 589 (2009) (quoting 

County of Solano v. Vallejo Redevelopment Agency, 75 Cal. App. 4th 1262, 90 Cal. 

Rptr. 2d 41 (1999)”162.  

“Despite the confusion in the doctrine, courts and commentators generally agree on 

the fundamental elements of any unjust-enrichment claim: The defendant must be 

                                                                                                                                                                                                          
 
161 MARK P. GERGEN , at 1934. 

 

162 UNITED STATES DISTRICT COURT FOR THE SOUTHERN DISTRICT OF CALIFORNIA, DR. CHARBEL 
MAKSOUD, Plaintiff, v. BRUCE HOPKINS, et al., Defendants. Case No.: 17-cv-00362-H-WVG, 
November 13, 2018, Decided , at 6 , in US. Dist. LEXIS 193466  : “Three conditions are necessary for 
a plaintiff to establish a constructive trust for its benefit: the existence of a res (some property or 
some interest in property), the plaintiff's right to that rest, and the defendant's gain of the res by 
fraud, accident, mistake, undue influence or other wrongful act." United States v. Pegg, 782 F.2d 
1498, 1500 (9th Cir. 1986). "Under California law, a constructive trust is an equitable remedy, not a 
substantive claim. In order to establish a constructive trust, the purported beneficiary of the trust 
must have a substantive right to receive the property." Fourth Investment LP v. United States, 2010 
U.S. Dist. LEXIS 78481, 2010 WL 3069685, *8 (S.D. Cal. Aug. 4, 2010) (citing Pegg, 782 F.2d at 
1500). 
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enriched; the enrichment must have come at the expense of the plaintiff; and the 

transfer must have occurred under circumstances that the law deems unjust.” 163. 

Enrichment is unjust  also when  “ it lacked juristic reason”164. 

The Law of Unjust Enrichment and Restitution can165  also  fill a gap where the Law 

of Contracts would fail the Plaintiffs: "To state a claim for unjust enrichment 

sufficient to obtain restitution, the Trustee must allege five elements: '(1) an 

enrichment, (2) an impoverishment, (3) a relation between the enrichment and the 

impoverishment, (4) the absence of a justification, and (5) the absence of a remedy 

provided by law."  “The Bankruptcy Court cited its prior holding in Green Field that a 

claim for unjust enrichment can survive a motion to dismiss where it is plausible that 

the plaintiff's other claims may fail and leave the plaintiff without a remedy at law. 

Id. (citing Green Field, 2015 Bankr. LEXIS 2914, 2015 WL 5146161 at *10). The 

Bankruptcy Court rejected BMW's argument that the contractual relationship barred 

recovery because, at the pleading stage, it was entirely acceptable to pursue 

                                                             
163 ERIC J. KONOPKA, NOTE: HEY, THAT'S CHEATING! THE MISUSE OF THE IRREPARABLE INJURY 
RULE AS A SHORTCUT TO PRECLUDE UNJUST-ENRICHMENT CLAIMS, 2014, 114 Colum. L. Rev. 2045, 
at . 2: ” While unjust enrichment may straddle other, more familiar, areas of law, n18 core unjust-
enrichment claims involve payments induced by fraud, mistake, or coercion; unsolicited benefits; 
and the unwinding of failed contracts.  That is, there exists a set of claims for which the law of 
unjust enrichment may alone provide relief: those that do not arise from a mutually consensual 
transaction--typically governed by the law of contracts--or a wrong to which tort liability attaches. 
“ 

164 MITCHELL MCINNES, “SYMPOSIUM: A CONFERENCE ON RESTITUTION AND UNJUST 
ENRICHMENT: TOPIC V: THEORETICAL EXPLORATIONS OF UNJUST ENRICHMENT: THE REASON TO 
REVERSE: UNJUST FACTORS AND JURISTIC REASONS,” 2012, 92 B.U.L. Rev. 1049,  4 .  “ The 
Restatement of Restitution: Quasi Contracts and Constructive Trusts n1 had a profound impact not 
only in the United States but also throughout what used to be known as the British 
Commonwealth” at 1 .  

165 It is to remember that “Courts have increasingly allowed plaintiffs to recover defendant's gains in 
a claim for restitution when there has been an "opportunistic" breach of contract”,  KELSEY A. 
HAYWARD, ”Disgorgement of Defendant's Gains from "Opportunistic" Breach of Contract: Its Fit in 
Rhode Island”, 2017, 22 Roger Williams U. L. Rev. 614, where at note 11 Snepp v. United States, 
444 U.S. 507, 514, 515-16 (1980); Laurin, 363 N.E.2d at 678-79; Y.J.D. Rest. Supply Co. v. Dib, 413 
N.Y.S.2d 835, 836 (N.Y. Sup. Ct. 1979) are quoted.  
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alternative theories, even where the claims are for breach of contract and for unjust 

enrichment. Id. (citing Lass v. Bank of Am., N.A., 695 F.3d 129, 140 (1st Cir. 2012) 

and Pedrick v. Roten, 70 F. Supp. 3d 638, 653 (D. Del. 2014)).” 166  

The above mentioned precepts  from the Law of Restitution and Unjust Enrichment, 

smoothly apply to the relationship between Consumers and companies active in the 

on line advertising and data harvesting business.  

The enrichment of the companies  might have  “occurred under circumstances that 

the law deems unjust” when the  appropriation  of battery and bandwidth occurred 

without the Consumer’s informed consent .  For the  on line  adhesion contracts, 

informed consent  exists  when information on the issue of  battery and bandwidth 

is clear and conspicuous.  

To define what  “clear and conspicuous” mean on this specific issue, the starting 

point is the fact that  the technical aspects and the actual amounts of battery and 

bandwidth used  for data harvesting and advertisement serving are absolutely 

arcane to  Consumers.  

Scientists themselves qualify the costs as “hidden”: ”free app users may incur hidden 

costs, for example, using much traffic usage for data transmission and battery 

drainage for ads displaying.”167 

The fact that this aspect of the  technology is esoteric implies that the information 

can be weened  clear and conspicuous  when it is   quite detailed and explanatory.  

                                                             
166 In re: FAH LIQUIDATING CORP. (f/k/a FISKER AUTOMOTIVE HOLDINGS, INC.), et al., Debtors. 
EMERALD CAPITAL ADVISORS CORP., in its capacity as Trustee for the FAH Liquidating Trust, 
Plaintiff, v. BAYERISCHE MOTOREN WERKE AKTIENGESELLSCHAFT, Defendant. Misc. No. 17-160 
(GMS) UNITED STATES DISTRICT COURT FOR THE DISTRICT OF DELAWARE 2018 U.S. Dist. LEXIS 
97196 June 11, 2018, Decided June 11, 2018, filed at  6 . 



  

55 
 

Companies offering on line services the terms of use and the other 

documents meant for the public should also qualify  the adjective  “free” 

by clearly and conspicuously informing about  costs for battery and 

bandwidth while sending data and receiving ads.  

Explanations like in the following examples should do : 

a) “ When we serve advertisement we use your battery and bandwidth which means 

the receiving of advertisement costs you money”;  

b) “When we collect the personal information you agreed to give us we use your 

battery and bandwidth which means it costs you money to give us your personal 

information ”; 

c) “When we serve advertisement and collect the personal information you agreed to 

give us we use your battery and bandwidth which means the receiving of 

advertisement costs you money and  it costs you money to transmit us your personal 

information”; 

d) “ the more advertisement or refreshing of advertisement we send you the more of 

your battery and bandwidth is used , the more you spend money”;  

e) “ Our services are free in the sense that we do not charge a fee to use them  as 

you give us personal information and accept to receive our ads.  But you must be 

advised that you pay  for the battery and bandwidth needed to send us the 

information you give us and to receive   the advertisements served to your device. 

How much it costs you to supply us with your personal  information and to receive 

the  advertisements we serve, depends on your data plan and your energy cost.” 

                                                                                                                                                                                                          
167 See note 114 :  CUIYUN GAO +5,“IntelliAd: Assisting Mobile App Developers in Measuring Ad 
Costs Automatically”, 2017 IEEE/ACM 39th IEEE International Conference on Software Engineering 
Companion , at 253, IEEE Digital Library . 
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f) “Data collecting , clicking, targeted advertising, single e multiple 

tracking, as all other activities related to data collecting and advertising 

servicing imply a relevant usage  of battery and bandwidth in your device. 

When sending your PII we collect and while receiving the advertisements 

through our services, battery and bandwidth is consumed and you pay for 

it. The amount of battery and bandwidth consumed varies from ph one 

model, ad sophistication, telecom program. Be advised that your monetary 

expenses are not negligible  and add up the longer you use the services .  If 

you use our Services  you agree to carry said expenses for battery and 

bandwidth and it will be your exclusive chore to control the amount you 

spend, you herewith forfeit etc.” 

Anything less explicit  could be considered not consistent with the 

technological reality of a business model that implies for  Consumers 

extremely high costs in battery and bandwidth to transmit personal data 

collected by the platforms  and receive ads.  

 

Without such information terms of use and the other documents aimed at 

obtaining the Consumers’ consent to the conditions of the on line service  

should be considered  fraudulent, deceiving and unfair.  

This level of clarity and conspicuousness should guarantee that the Consumer 

understands what kind of cash costs are to be faced when using most “free” on line 

services. And also the on line services  not claimed as such. 

Without valid  consent by Consumers for the usage of their own battery and 

bandwidth, the enrichment of the Companies exploiting  such resources  could be 

deemed  unjust  also because  “it lacked juristic reason”, as  it is not possible to 

imagine kindness or solidarity  by Consumers towards the benefited companies . 
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Neither can it be claimed that   Consumers  have decided to  give “something for 

nothing”168, that is : battery and bandwidth for nothing. Without clear and 

conspicuous information nothing is “given”, surely not battery and bandwidth ;  

if the Consumer is not clearly and conspicuously informed,  battery and bandwidth 

could appear  in fact to be  taken away, purloined , siphoned off, misappropriated, 

through  behaviour  that could     be judged   fraudulent, deceptive and unfair  .  

It is a  solid principle of  the Law of Restitution and Unjust Enrichment  that  “the 

extent of liability in restitution for benefits wrongfully obtained depends 

significantly on the culpability of the defendant”169 and  “the measurement of the 

plaintiff's restitution on the defendant's mental state or blameworthiness. If the 

defendant's wrongdoing was conscious, the court will choose a higher measure of 

restitution to take all the defendant's benefit, the better to deter misconduct. The 

principal policy is deterrence”170. Which is totally coherent with the rational of 

deterrence at the core of the Law of Restitution and Unjust Enrichment. 

                                                             
168 ERNEST J. WEINRIB, “ SYMPOSIUM: A CONFERENCE ON RESTITUTION AND UNJUST 
ENRICHMENT: TOPIC V: THEORETICAL EXPLORATIONS OF UNJUST ENRICHMENT: THE 
STRUCTURE OF UNJUSTNESS “, 2012 , 92 B.U.L. Rev. 1067,  3.  

 
169 Restatement of the Law Third Restitution and Unjust Enrichment, St.Paul, MN, American Law 
Institute Publishers , 2011 , ISBN 978-0-314-92962-4.”, § 3,e., at  25 . 
 

170DOUG RENDLEMAN , RESTITUTION ROLLOUT: THE RESTATEMENT (THIRD) OF RESTITUTION & 
UNJUST ENRICHMENT: Measurement of Restitution: Coordinating Restitution with Compensatory 
Damages and Punitive Damages, 2011, 68 Wash & Lee L. Rev. 973, cit., p. 7 “The court will hinge 
the measurement of the plaintiff's restitution on the defendant's mental state or blameworthiness. 
If the defendant's wrongdoing was conscious, the court will choose a higher measure of restitution 
to take all the defendant's benefit, the better to deter misconduct. The principal policy is 
deterrence. "A common concern is that if a wrongdoer is unduly rewarded for his or her actions, 
this will undermine the cardinal principle that those in a position of trust must be financially 
disinterested in the execution of their duties."  
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Statistically “fraud is one of the principal grounds for restitution and one of the 

principal sources of unjust enrichment” 171  and  American Judges  have no doubt 

that   “a plaintiff may challenge 'fraudulent' conduct by showing that 'members of 

the public are likely to be deceived' by the challenged business acts or practices"172 

and that  “a fact is deemed material, and obligates an exclusively knowledgeable 

defendant to disclose it, if a reasonable consumer would deem it important in 

determining how to act in the transaction at issue.”173  Furthermore : “Conscious 

misappropriation of financial assets leads to liability by a disgorgement measure, 

including consequential gains”174 and “a conscious wrongdoer who invests 

misappropriated funds takes the risk of losses and is liable for profits”175.   

In the relation between the Companies offering on line services  and the Consumers, 

it is impervious to  doubt  that :  

1) a “reasonable consumer would deem it important”  to be informed about the 

usage of  battery e bandwidth caused by the on line harvesting of data and  

serving of advertisements 

                                                             
171 Restatement of the Law Third Restitution and Unjust Enrichment, St.Paul, MN, American Law 
Institute Publishers , 2011 , ISBN 978-0-314-92962-4.”,cit., § 13 “Fraud and Misrepresentation” , p. 
165. 
 
172

 See UNITED STATES DISTRICT COURT FOR THE SOUTHERN DISTRICT OF CALIFORNIA, DR. 
CHARBEL MAKSOUD, Plaintiff, v. BRUCE HOPKINS, at  7. There also quoted  : “Stewart v. Screen 
Gems-EMI Music, Inc., 81 F. Supp. 3d 938, 967 (N.D. Cal. 2015) (citing In re Tobacco II Cases, 46 Cal. 
4th 298, 312, 93 Cal. Rptr. 3d 559, 207 P.3d 20 (2009)” 
 

173 IN RE: LENOVO ADWARE LITIGATION, This Document Relates to All Cases - Case No. 15-md-
02624-RMW -UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA, SAN 
JOSE DIVISION -2016 U.S. Dist. LEXIS 149958 -October 27, 2016, Decided -October 27, 2016, Filed. , 
at  14 . 

 
174

 “Restatement of the Law Third Restitution and Unjust Enrichment, St.Paul, MN, American Law 
Institute Publishers , 2011 , ISBN 978-0-314-92962-4, cit., Vol.2 , §40, at 19, b. 
 
175 Restatement of the Law Third Restitution and Unjust Enrichment, St.Paul, MN, American Law 
Institute Publishers , 2011 , ISBN 978-0-314-92962-4, cit., Vol.2 , §41, at 21. 
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2) members of the public could   be deceived  and  might even be the target of a 

willful deception  pursued with  misleading  information, should  the 

definition  as “free” of the services offered not be qualified with  clear and 

conspicuous information about the costs in battery and bandwidth connected 

to the serving of ads and the collecting of personal data 

3) information on battery and bandwidth costs should match in length, clarity 

and conspicuousness   the  information on  privacy offered by the best 

practice   Terms of Use, Privacy Policy , Principles etc.    

It also appears  that in relation to the usage of Consumers’ battery and bandwidth to 

collect data and serve ads, the  companies in the industry  ought to be viewed as   

“exclusively knowledgeable defendants” 176.   

There are facts that appear to uphold this qualification.  When  dealing with 

partners the platforms can be  solicitous in their information about battery and 

bandwidth usage in the devices,  for example  when warning  to:  “be mindful of the 

user’s data plan. For example, either don’t show, or warn user, before serving an 

interstitial video ad on a mobile device that is near/over its data limit “177 .  

Which is  quite correct as  “partners” of an on line platform  might or might not to 

be expected to know that “serving an interstitial video ad on a mobile device”  could 

very quickly drain the device’s available bandwidth.  

                                                                                                                                                                                                          
 
176  See ULRICH BARETH, AXEL KUPPER , “Energy-Efficient Position Tracking in Proactive Location - 
Based Services for Smartphone Environments”,  2011 35th IEEE Annual Computer Software and 
Applications Conference, at 516. 
 

177 In “General best practices” in the page  Windows Dev. Center at “ UI and user experience 

guidelines for ads “  05/11/2018”. 
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 Only somebody with the capacity for a sophisticated technical analysis can be 

aware of how relevant the usage of devices‘  battery and bandwidth   might be  in 

connection with the business model of data harvesting and ad serving.   

The warning for the benefit of partners of  how deeply advertising  affects the 

Consumers’ ownership of battery and bandwidth, seems to indicate that Platforms  

are aware of being  “exclusively knowledgeable” about the issue of  exploitation of 

Consumers‘ battery and bandwidth  by the technology of data harvesting and 

advertisement serving.   

And on the point usage of battery and bandwidth,  no  skewness  appears  justified  

between the  information to the public and  the information  given to the partners in 

the business.  The two sets of information ought to be equally clear and 

conspicuous. 

For terms of use , privacy policy etc. published by on line services,   “non-readership, 

both descriptive and normative” could be considered  “as an irreversible fact”178.  On 

the other hand the lines that foster the Myth of Free  are probably widely read . 

                                                             
178 TESS WILKINSON-RYAN, THE PERVERSE CONSEQUENCES OF DISCLOSING 
STANDARD TERMS, November, 2017, 103 Cornell L. Rev. 117, at 3. Also at 5 : “ For an 
economic analysis of modern contract law and theory, disclosure is the bulwark 
against bad deals. Economic theory has long focused on the deep problem of 
imperfect information for efficient bargains; choices based on imperfect or 
asymmetric information disrupt markets. n61 The solution, or at least the goal of 
proposed solutions, is more information - sharing information, making information 
easy to assimilate, and facilitating information gathering. n62 Boilerplate is 
information, and in consumer contracts, it is all that there is to know about the terms. 
If the deal is the product, with terms as features of the product, then a party who 
does not know the   content of the drafter's terms has imperfect information about 
the product. n63 The non-drafter has limited information while the drafter has full 
information, and thus the parties transact under conditions of asymmetric 
information.”   
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 This claim to gratuity is mostly extremely perspicuous and expressed in very brief 

and unambiguous statements . Every Consumer is  nudged  to read it . 

In all  these documents often there seems to be  no clear and conspicuous 

information  about  the fact that users  have to pay for the  battery and bandwidth  

needed for receiving the advertisements and for providing the personal data to the 

companies offering  the service.  

The Consumer can obviously click an informed consent agreeing  both to forfeit  

personal data and to pay the on line  service  with his own battery and bandwidth.  

In this case the Consumer  unquestionably  “pays” the on line  service with assets 

that have  a price tag in real money.  The company saves the cost of such assets that 

the company   needs and uses to  make money through the advertising and the 

personal data.  

Such a contract  would undoubtedly  be   qualified  synallagmatic  as battery and 

bandwidth are property;    to guarantee a  valid Consumer’s consent    such an 

adhesion  contract should clearly and conspicuously state  each party’s obligations. .  

In primis  how much battery and bandwidth the Consumer is ready to pay for the 

service  with battery and bandwidth , allowing the Platform  to serve advertisements  

and collect personal data. 

The Consumer ought to be able to control the usage of battery and bandwidth 

caused  by  data collecting and ad serving. This control should be spelled out as 

clearly and conspicuously as possible also in the interest of the Platforms. 

Contracts of adhesion are  interpreted by US Courts  according to “the standard 

rules of commercial contracts” 179 but when there is ambiguity  contractual clauses 

                                                             
179 HILARY SMITH,  2016 COLUM. BUS. L. REV. 512, NOTE: THE FEDERAL TRADE COMMISSION AND 

ONLINE CONSUMER CONTRACTS, at 4 : “When presented with consumer contracts, courts have 
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are  interpreted contra proferentem 180 and  “the judiciary will push any attempt to 

externalize the costs of poorly drafted provisions back onto the drafters”181. .   

                                                                                                                                                                                                          

interpreted them according to the standard rules of commercial contracts. There are a handful of 

courts that have applied some differentiating principles; however, on the whole, courts have 

overwhelmingly applied general rules of contract interpretation with emphasis on the opportunity 

to read. Within this standard framework, courts have attempted to offer a degree of consumer 

protection through a variety of different principles, including unconscionability and unfair surprise. 

Unfortunately, these tools have very little bite.” It seems that the EU approach of listing 

contractual terms that are presumptively unfair  might have more bite. But if in 1993 it was proper 

to state that “Whereas, generally speaking, consumers do not know the rules of law which, in 

Member States other than their own, govern contracts for the sale of goods or services ; whereas 

this lack of awareness may deter them from direct transactions for the purchase of goods or 

services in another Member State “(COUNCIL DIRECTIVE 93/13/EEC of 5 April 1993 on unfair terms 

in consumer contracts), the “knowledge “ approach today appears totally hypocritical as nobody , 

not even the most celebrated professional in the legal trade, ”knows” the ever more complex rules 

of engagement in the contracts for  on line services. For the very simple fact that the technology, 

the algorithms, are unknown to everybody . And the few brahmins who pretend to know (?)   do 

not seem interested or able to explain. Platitudes, slogans and paraphrase are not explanations.  

 

180 TAL KASTNER , ETHAN J. LEIB,  Contract Creep, May, 2019 , Georgetown Law Journal, 107 Geo. 
L.J. 1277  , at. 9 : “ a recent study   of the doctrine by one of us found it applying to a wide-ranging 
set of contracts outside the insurance context, including in employment,   marriage settlements,  
stock certificates;   money market documents;   co-op apartment agreements;   property leases;   
landlord-tenant disputes;   property sales using form agreements;   and lawyers' letters.   This case 
law--and many states' pattern jury instructions  underscore that contra proferetem is not a 
doctrine limited to insurance contracts, but has much wider application in the general law of 
contract. Courts sometimes find the rule especially important in the take-it-or-leave-it context of 
standard form contracting,   but the rule has crept back outward and is not a specialized 
interpretive  regime only for unsophisticated consumers. Although some courts speculate whether 
it makes sense to give sophisticated parties the benefit of the rule at all,   the doctrine more or less 
will apply to any written agreement between any parties where there was no joint drafting effort.“  

181 RECENT CASE: CONTRACT LAW -- CANONS OF INTERPRETATION -- SIXTH CIRCUIT 
INVOKES CONTRA PROFERENTEM AS DEFAULT RULE FOR RESOLVING AMBIGUOUS 
CONTRACT PROVISIONS. -- Heimer v.Companion Life Insurance Co., 879 F.3d 172 (6th 
Cir. 2018) , December 2018, 132 Harv. L. Rev. 787, at. 4. 
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 “For an economic analysis of modern contract law and theory, disclosure is the 

bulwark against bad deals“ and “choices based on imperfect or asymmetric 

information disrupt markets.” 182
 

In the case of the on line advertising and data collecting markets,  it seems the 

disruption could  be considered extremely severe,  should Companies in the on line 

data harvesting and advertising industry their CEOs,  directors, owners etc.  be 

allowed to enrich themselves unjustly.   

 

 

 

II -  Disgorgement, Accounting, Accounting for Profits 

“A court will respond to a defendant's unjust enrichment by granting the plaintiff 

restitution. The court will measure a plaintiff's money restitution to prevent or 

reverse the defendant's unjust enrichment. The court's baseline guide to restitution 

is the defendant's gain, not the  plaintiff's loss”183. 

Plaintiffs  acting on the Law of Restitution and Unjust Enrichment184, normally obtain 

in restitution  more than the   value of the loss suffered  “so that the defendant may 

                                                             
182

 Id.  
 
183 DOUG RENDLEMAN , RESTITUTION ROLLOUT: THE RESTATEMENT (THIRD) OF RESTITUTION & 

UNJUST ENRICHMENT: Measurement of Restitution: Coordinating Restitution with Compensatory 

Damages and Punitive Damages, 2011, 68 Wash & Lee L. Rev. 973,  2. 

184
 Restatement of the Law Third Restitution and Unjust Enrichment, St.Paul, MN, American Law 

Institute Publishers , 2011 , ISBN 978-0-314-92962-4.” 22, sub §3 Wrongful Gain  , the term used is:  
“cornerstone” . 
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be stripped of a wrongful gain” 185. “Simply stated, the law of unjust enrichment 

requires a person who enriches herself at the expense of the claimant, under 

circumstances the law deems to be unjustified, to disgorge the enrichment.”186. 

“Gains realized by misappropriation or otherwise in violation of another’s legally 

protected rights , must be given up to the person whose rights have been 

violated”187. Whoever violates  the property rights of others  is liable  for  “the 

enhanced value of the resource wrongfully severed” 188. 

Advantages must be disgorged  up to the  “net increase in the assets of the 

wrongdoer, to the extent that this increase is attributable to the underlying 

wrong”189. Someone who uses property “without bargaining for it cannot limit 

damages to the likely bargained-for price” 190 .  

“To begin with an easy example, Defendant, a trustee, "borrows" trust money to 

speculate in grain futures, an investment that would be off limits for the trust. She 

makes a killing.” “The trust beneficiary's compensatory damages would be the 

amount lost from Defendant failing to make qualifying investments. The beneficiary 

will, however, be entitled to restitution of all of the trustee's gain”. 

                                                             
185

 Restatement of the Law Third Restitution and Unjust Enrichment, St.Paul, MN, American Law 
Institute Publishers , 2011 , ISBN 978-0-314-92962-4.”, 22, sub §3 Wrongful Gain. 
 

186 See ERIC J. KONOPKA, id.  

187 “Restatement of the Law Third Restitution and Unjust Enrichment, St.Paul, MN, American Law 
Institute Publishers , 2011 , ISBN 978-0-314-92962-4.” cit. , Vol 2, Chapter 5,  pg. 3. Restitution for 
wrongs. In the foreword (p. XIII): “ The ALI takes pride in this work aware that most of the credit 
goes to Professor Andrew Kull”. 
 
188 ERNEST J. WEINRIB, Restitution and unjust enrichment: restitutionary damages as corrective 

justice, theoretical inquiries in law in Theoretical Inquiries in Law, January, 2000, 1 Theoretical Inq. 

L. 1, at 15.  

189
 See “Restatement of the Law Third Restitution and Unjust Enrichment, Vol.2 , § 51, at  209. 

 
190 MARK P. GERGEN , cit. p.2 
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 “Disgorgement” 191,  “accounting “, “accounting for profits“,  have the aim to 

redress the “wrongdoer's use of the claimant's entitlement without consent192  and 

discourage from following the infecting  temptation193 to make money  unjustly194 .  

Disgorgement “is meant to deter but not to punish”195,  and   “if the expected or fair 

division of the gain from trade is even, then giving none of the gain imposes a 

modest one-to-one penalty multiplier”196.  

In practice the boundary between punishing and deterring is not  always  sharp . It is  

with some labor that Doctrine and Jurisprudence  have set out 197  various criteria  to 

define the limits to the disgorgement of the profits.   

“A wrongdoer who is seeking a credit or offset for opportunity costs is arguing that 

part of the wealth the claimant is seeking to capture is not attributable to his wrong 

                                                             

191 See DOUG RENDLEMAN , at 9: “B. Equitable Accounting, also known as disgorgement, is a 
vehicle for equitable restitution that is not based on a res or fund. It does not require the plaintiff to 
trace "her" asset. Instead, it captures the defendant's gains from other sources. The successful 
accounting plaintiff as judgment creditor is not  limited to recovering her former property. She may 
satisfy her money judgment out of any of the defendant-judgment debtor's property. But, unlike a 
constructive trust, the plaintiff's money judgment for an accounting will not outrank the 
defendant's other creditors. “  

192 MARK P. GERGEN , at 2. i.  

193 See JOHN M. NEWMAN, The Myth of Free , 86 Geo. Wash. L. Rev. 513, at 21 : “IV. The Dangers 
of Mythologizing Free. Myths matter. 

194 See DOUG RENDLEMAN , at  6: “The restitution policy is to discourage infringement and to 
encourage voluntary negotiation.”   

195 MARK P. GERGEN , at 2,  note 10 : “See, e.g., Restatement (Third) of Restitution and Unjust 
Enrichment § 51 cmt. e ("The object of the disgorgement remedy - to remove the possibility of 
profit from conscious wrongdoing - is one of the cornerstones of the law of restitution and unjust 
enrichment."). 

 196MARK P. GERGEN, at 8. The Author  discusses Edwards v. Lee’ Administrator he  quoted at  note 

82 con 96 S.W.2d 1028 (Ky. Ct. App. 1936). Above  Edwards has  been changed in “advertising 

companies”  

197
  MARK P. GERGEN , at 7.  
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against the claimant. The upshot is that if you believe disgorgement generally is 

limited to the gain attributable to a wrong, then you ought to give a wrongdoer 

credit for overhead, fixed costs, and opportunity costs more generally if their value 

can be determined with a fair degree of certainty. Sheldon is authority for this”198 . 

 “The process of measuring unjust enrichment is often described as a two-step 

process: (1) for the plaintiff to shift the burden of proof by identifying the relevant 

assets or revenues in defendant's possession that relate to the unjust act; and (2) for 

the defendant to the defendant to prove adjustments for counter-restitution”199. 

The accounting criteria chosen in the single case to quantify the disgorgement 

obligation  obviously  have tangible consequences.  

“Profit vs. Advantage”  summarizes very effectively the two main approaches on the 

issue by doctrine and case–law : “The distinction between the objectives of 

disgorging the defendant's profit or the defendant's advantage might seem slight 

but it has been magnified to justify two opposing views of measuring unjust 

enrichment or restitution. Advocates of the full-absorption approach to measuring 

restitution -principally, the First, Second, and Ninth Circuits - assert that because the 

goal is to measure the defendant's profits, such a measure should deduct allocated 

overhead and other fixed costs from the defendant's revenues to conform with the 

normal accounting definition of profit. Supporters of the incremental income 

approach-principally, the Fifth, Seventh, and Eleventh Circuits-advocate excluding 

fixed costs in the measure of counter-restitution to ensure that the defendant is 

denied any incentive to pursue her unjust actions.“ 200 

                                                             
198  Id .  
 
199 GEORGE P. ROACH, “ at  7 . 
 
200 GEORGE P. ROACH, “RESTITUTION ROLLOUT: THE RESTATEMENT (THIRD) OF RESTITUTION & 
UNJUST ENRICHMENT: Counter-Restitution for Monetary Remedies in Equity”, 2011, 68 Wash & 
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As for the expenses that can be deducted  in “counter-restitution“,  it is settled that 

if the wrongdoer is in bad faith the counter-restitution claims are quite limited and 

“the unjust enrichment of a conscious wrongdoer” comprises all advantages that 

causally are not too remote from the wrongdoing201, therefore  “certain groups of 

cases do not warrant counter-restitution, including but not limited to intentional 

fraud,  conversion of personal property, and trespass to minerals” 202.  

In any case there can be no  counter-restitution for “infringing expenses“203,  

meaning   “expenses incurred to induce the fraud ”204.   

In theory it should be easy to  determine said infringing expenses: “It is well settled 

that the defendant's expenses and expenditures can be rejected as infringing 

expenses. Thus, Restatement (Third) of Restitution and Unjust Enrichment's assertion 

                                                                                                                                                                                                          

Lee L. Rev. 1271, Fall 2011, at. 4. “The 1872 Supreme Court opinion in Mowry v. Whitney  focused 
less on the defendant's literal profits and more broadly on the defendant's fruits of the advantage 
gained: The question to be determined in this case is, what advantage did the defendant derive 
from using the complainant's invention over what he had in using other processes then open to the 
public and adequate to enable him to obtain an equally beneficial result. The fruits of that 
advantage are his profits. . . . That advantage is the measure of profits. This phrase has been 
widely repeated and cited.  The Supreme Court highlighted the same concept in 1946”. 

 
201

  “Restatement of the Law Third Restitution and Unjust Enrichment, at . 203. 
 

202 See GEORGE P. ROACH,  at  7 : “For example, consider the Ninth Circuit's opinion in Securities & 
Exchange Commission v. JT Wallenbrock & Associates. n114 That opinion justified the exclusion of 
any credit for expenses with a quote from Securities & Exchange Commission v. Blavin. n115”  

 
203

 Restatement of the Law Third Restitution and Unjust Enrichment, St.Paul, MN, American Law 
Institute Publishers, 2011 , ISBN 978-0-314-92962-4, cit., Vol.1 , § 51, h.,  pg. 217. 
 
204 GEORGE P. ROACH, “RESTITUTION ROLLOUT: THE RESTATEMENT (THIRD) OF RESTITUTION & 
UNJUST ENRICHMENT: Counter-Restitution for Monetary Remedies in Equity”, at 10. 
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about denying offset credit for a fraud perpetrator's direct expenses is correct by 

definition to the extent that the direct expenses are determined to be infringing”205.  

It is also settled that the wrongdoer  will not be allowed to deduct expenses  such as 

ordinary overhead  that would have incurred in any event “if the result would be 

that the wrongful activities – by defrying a portion of overall expenses – yield an 

increased profit from  operations as a whole”206 .  

On the other hand   “the Restatement (Third) of Restitution and Unjust Enrichment 

has a black letter rule excluding from disgorgement  "unduly remote" profits derived 

from a wrong, even if the profits are "identifiable and measurable"207.   

In the causality path between wrong e profit208, “in almost every case “209 it does not 

seem reasonable to weight the single causes in the causation chain. Which means 

that  “remoteness“ acquires a useful meaning when understood as uncertainty 

about the  causal relation between  infringing activity  and the wealth obtained.  

It appears therefore reasonable to conclude that when relevant investments have 

been made  “in the secondary activity, entailing a large opportunity cost, and it is 

uncertain to what extent the connection to the primary infringing activity added to 

the profit on the investment”210, “there is an argument that the secondary gains are 

outside the scope of the right that is infringed”211. 

                                                             
205 GEORGE P. ROACH , Counting the Beans: Unjust Enrichment and the Defendant's Overhead, 
2008, 16 Tex. Intell. Prop. L.J. 483 at 15 costs is also a substantial issue to the Third Restatement”. 

206
 Restatement of the Law Third Restitution and Unjust Enrichment, at  216. 

 
207

 See MARK P. GERGEN ,  at 11.  
 

209
 Restatement of the Law Third Restitution and Unjust Enrichment, Vol.1 , § 51, f., at 211. 

 
210 MARK P. GERGEN , at12. 
 
211 Id. 
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“In copyright and trademark infringement cases, courts generally limit recovery to 

the profits earned from the infringing activity itself. Claimants have had little success 

reaching profits in other parts of the wrongdoer's business on the theory that the 

infringing activity boosted profits in the other parts.”212 

The above mentioned  criteria can be applied with not excessive effort to the 

industry of on line advertising and data harvesting in the aspects outlined by the 

scientific research quoted above.  

On line advertising and data harvesting Companies  certainly could be said to “make 

a killing” 213  if  they use without  valid consent   battery and bandwidth property of 

the Consumers.  In such cases the disgorgement of all wealth so achieved  seems  to 

be  the  proper remedy   by the Law of Unjust Enrichment and Restitution .  

Indeed it is hard to dispute the direct causal link  between the industry’s revenues 

and the usage  - with or without consent – of the   battery and bandwidth owned by 

Consumers.  

When there is no  clear and conspicuous information and therefore no consent  to  

the exploitation  of Consumers’ battery and bandwidth to harvest data and serve 

ads, Companies‘ revenues ought to be qualified  as  consequential gains “realized 

through the defendant’s interference with the claimant’s rights” 214. 

                                                                                                                                                                                                          
 
212

  Id  
 
213

 “higher profits are often associated with higher risk. This merely compounds the wrongdoing 
and further affirms the need for a complete disgorgement of the profits”, so  DOUG RENDLEMAN , 
RESTITUTION ROLLOUT: THE RESTATEMENT (THIRD) OF RESTITUTION & UNJUST ENRICHMENT: 
Measurement of Restitution: Coordinating Restitution with Compensatory Damages and Punitive 
Damages, 2011, 68 Wash & Lee L. Rev. 973, at 10, quoting  il Prof. Devonshire . 
 
214 Restatement of the Law Third Restitution and Unjust Enrichment, at  244. 
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Advertisers pay to  get the ads served,  such payments constitute for the Companies 

in the on line advertising business,  enrichment that is unmistakably “realized in 

fact”,  “as the direct product of an asset for which the defendant is liable in 

restitution to the claimant” 215.   

The advertising revenue is the “direct product” of the “asset” battery and bandwidth 

owned by Consumers using  the on line service, often  called “free”. Very direct 

product indeed. In fact – if the above quoted scientific research  stays on solid 

ground –  Consumers’ battery and bandwidth  could be weened as  the main  

resource used up by the on  line data harvesting and advertising business model. 

Without  the exploitation  of Consumers’ battery and bandwidth the on line 

advertising and data harvesting business – as it is today - would be very different.  

The whole current  technological infrastructure of the business seems to operate 

precisely  around  this  exploitation. Without the exploitation of Consumers’  battery 

and bandwidth   PII  cannot leave the device and  reach the platforms and 

advertisements cannot reach the devices.  

On this premise it should be  obvious that only clear and conspicuous information 

on the usage of the Consumers’ assets battery and bandwidth  allow for  informed  

consent  in adhering to the on line service contracts.  Only clear and conspicuous 

information can prevent unfair, fraudulent, deceptive  misappropriation of 

Consumers’ assets like battery and bandwidth.  

As for expenses that can be opposed in counter-restitution  it does not seem that 

the current business model of the  Companies in the on line advertising and data 

harvesting industry allows for much . 

                                                             
215 Id. 
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A company could claim to have the right to retain part of the wealth accumulated 

with on line advertising and data harvesting  activity because it has  risked “labor 

and capital“, and  “contributed the idea of developing”216  the system .  

But  when there is  violation  of Consumers’ battery and bandwidth 217,  labor, 

capital,  ideas and so on, are all costs instrumental , and directly so , to such 

violation.   These costs are to be considered  either  infringing expenses, or expenses 

that would have been in any case needed to create the  business and  therefore 

cannot  be claimed in counter-restitution. 

Obviously disgorgement in restitution does not entail revenues and profits created 

by   lines of business other than the ones  thriving  on  the violation of the 

Consumers’  battery and bandwidth. An  example could be made with  the revenues 

and profits  deriving from cloud services offered by a company that is also active in 

the on line  business of data harvesting and advertising.  Would  such  revenues and 

profits to be considered remote with respect to the line of business that uses  

Consumers‘ battery and bandwidth to collect data and serve ads?  

Probably yes as it seems there would be no direct connection between the offer of 

cloud services and the misappropriation  of Consumers’ battery and bandwidth to 

harvest data and serve ads218. 

For this and similar such cases of  “apportionment”  when  “ the defendant’s 

business is complex, and the underlying wrong to the claimant affects only one of its 

                                                             
216 MARK P. GERGEN , at 8 . The Author  writes about  “ apportionment by desert”. 
 
217 See JULIA CARRIE WONG : “Confidential emails sent by Facebook executives leaked online. “ 
“Communications between senior figures, including Mark Zuckerberg, shed new light on data use” 
The Guardian, ed. on line, letto il 23-2-2019. 
 
218 See “Ewards v. Lee’s Adm’r” ,  often quoted in “ Restatement Third” . 

https://www.theguardian.com/profile/julia-carrie-wong
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various components “219,  “ it may be possible to find appropriate answers in existing 

accounting practice “ 220 .  

 

III - Class certification . 

An hypothetical  case claiming Unjust Enrichment   achieved  through  

misappropriation of battery and bandwidth against a Company in  the on line 

advertising and data harvesting industry  would most likely be a class action. 

It has been noted how “plaintiffs and defense counsel  agree that the standard for 

certifying a class under Rule 23 has become more stringent throughout the last 20 

years.” 221. 

For a Class to be certified 222  the Plaintiffs must  convincingly describe and analyze 

the juridical, technological, economic, social contest in which the Class is supposed 

to exist.223  In practice :“Opening class certification briefs now must include a 

                                                             
 
219 “ Restatement Third” , cit.,  Vol. 2 , p 214 , §51 , Ch 7. 
 
220 Ivi. Restatement Third” , cit.,  Vol. 2 , p 214 , §51 , Ch 7. 
 
221 MICHELLE LOWERY , JODIE WILLIAMS : “  Waging the merits war at class 
certification: does expert evidence streamline the process?” in “ ABA: Antitrust Source 
February, 2019 18-4 Antitrust Src. 1”,  at  1,  26\4\2019. 

 
222 “Rule 23 – Class Actions- (a) Prerequisites. One or more members of a class may sue or be sued 

as representative parties on behalf of all members only if: (1) the class is so numerous that joinder 

of all members is impracticable; (2) there are questions of law or fact common to the class; (3) the 

claims or defenses of the representative parties are typical of the claims or defenses of the class; 

and (4) the representative parties will fairly and adequately protect the interests of the class”. 

“https://www. federal rules ofcivilprocedure.org/”, 26.4.2019.    

 
223

 Cfr. MICHELLE LOWERY , JODIE WILLIAMS in “ ABA: Antitrust Source February, 2019 18-4 
Antitrust Src. 1” ,  at  4  : “  Waging the merits war at class certification: does expert evidence 
streamline the process?” in “ ABA: Antitrust Source February, 2019 18-4 Antitrust Src. 1” , cit., p. 7 : 
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detailed explanation of the alleged violation. That explanation must be supported by 

evidence. Expert reports are required to show that liability questions can be 

answered through evidence common among class members, with no sign of 

significant individual factual issues. These reports must also be based on reliable 

facts and data, supported by widely accepted methodologies fitting the facts of the 

case. Damages models must produce a sound estimate, also based on evidence 

common to the class.”224. 

In Class Actions filed against in the on line advertising and data harvesting industry , 

it generally appears  obvious that “the Class is so numerous225  that joinder of all 

members is impracticable“226. The same would be true in  a purported Class Action 

alleging misappropriation of Consumers \Users battery and bandwidth .  

                                                                                                                                                                                                          

“ Rigorous analysis at class certification has made briefing voluminous and expensive. Plaintiffs 
submit extensive evidence and econometric models to withstand rigorous analysis. Defendants 
respond with rebuttal experts and by filing Daubert motions. Courts have interpreted "rigorous 
analysis" as requiring resolution of merits issues where there are factual disputes.”  
 
224 ID 
 
225 See “FREE RANGE CONTENT, INC., et al., Plaintiffs, v. GOOGLE, LLC, Defendant. Case No. 14-
cv-02329-BLF UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA, 
SAN JOSE DIVISION 2019 U.S. Dist. LEXIS 47380 March 21, 2019, Decided  March 21, 2019, 
Filed”.  Lexis  2\5\2019 : “Turning first to the Rule 23(a) perquisites, the Court has no difficulty 
concluding that because the class contains 200,541 members, joinder of all class members 
would be impracticable.”   
 
 
226 See “Case 4:17-cv-00606-CVE-JFJ Document 78 Filed in USDC ND/OK on 02/02/18 Page 1 of 29. 
UNITED STATES DI STRICT COURT FOR THE  NORTHERN DIST RI CT OF OKLAHOMA . CARLY GRAFF, 
et al., Plaintiffs, v.  ABERDEEN ENTERPRIZES II, INC., et al., Defendants.  MOTION TO CERTIFY CLASS 
AND MEMORANDUM IN SUPPORT”,   https://www.law.georgetown.edu: “A. Numerosity Rule 
23(a)(1) requires that “the class *be+ so numerous that joinder of all members is impracticable.” In 
determining class size, the exact number of potential members need not be shown. Joseph v. General 
Motors Corp., 109 F.R.D. 635, 639 (D. Colo. 1986). However, classes have been certified with as few as 17 to 
46 class members.” numerosity requirement, the plaintiff must show that joinder is impracticable, not 
impossible” 

 

https://www-lexisnexis-com.units.idm.oclc.org/lnacui2api/mungo/lexseestat.do?bct=A&risb=21_T28701047054&homeCsi=6323&A=0.47157085438286905&urlEnc=ISO-8859-1&&citeString=FED.%20R.%20CIV.%20P.%2023&countryCode=USA
https://www.law.georgetown.edu/
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In such an hypothetical Class Action it would  not seem a particularly impervious 

argument  to claim “that questions of law or fact common to class members 

predominate over any questions affecting only individual members”227. 

Companies qualify  their  on line services  towards all possible class members with 

the same Terms of Use ,  Privacy Policies, Principles  etc. 228  

There might be differences regarding data plans, devices used and so on. But such 

differences  seem  peripheral to the main questions  in law and fact. 

In fact the harvesting of data and the serving of advertisement by  the on line 

Platforms  exploits the  battery and bandwidth owned by the Consumers. 

If  Consumers are clearly and conspicuously  informed about their costs in battery 

and bandwidth to send data to the Platforms and receive advertisements , their 

                                                             
227 “SUPREME COURT OF THE UNITED STATES , 136 S. Ct. 1036; 194 L. Ed. 2d 124; 2016 
U.S. LEXIS 2134; 84 U.S.L.W. 4142; 166 Lab. Cas. (CCH) P36,425; 26 Wage & Hour Cas. 
2d (BNA) 297; 99 Fed. R. Evid. Serv. (Callaghan) 1371; 94 Fed. R. Serv. 3d (Callaghan) 
386; 26 Fla. L. Weekly Fed. S 37, November  10, 2015, Argued , March 22, 2016, 
Decided” that further states  : “The predominance inquiry tests whether proposed 
classes are sufficiently cohesive to warrant adjudication by representation. This calls 
upon courts to give careful scrutiny to the relation between common and individual 
questions  in a case. An individual question is one where members of a proposed class 
will need to present evidence that varies from member to member, while a common 
question is one where the same evidence will suffice for each member to make a prima 
facie showing or the issue is susceptible to generalized, class-wide proof.” at 3 
28\4\2019. 

 
228 See  “FREE RANGE CONTENT, INC., et al., Plaintiffs, v. GOOGLE, LLC, Defendant. Case No. 14-
cv-02329-BLF UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA, 
SAN JOSE DIVISION 2019 U.S. Dist. LEXIS 47380 March 21, 2019, Decided  March 21, 2019, 
Filed”  via Lexis 2\5\2019 : “The common questions in this case which would be subject to 
common proof—including whether Google's actions with respect to its uniform withholding 
practice for terminated accounts violated the laws, such as the implied covenant of 
good [*17]  faith a fair dealing; whether Google had uniform policies or practices with respect 
to withholding earnings; and whether Class Members gave compensable value by displaying 
ads—predominate. See, e.g., ECF 234 at 13-14, 27-29. Given that commonality, and the number 
of class members, the Court concludes that a class action is a superior mechanism for 
adjudicating the claims at issue.” 

https://www-lexisnexis-com.units.idm.oclc.org/lnacui2api/search/XMLCrossLinkSearch.do?bct=A&risb=21_T28701047054&returnToId=20_T28701047065&csi=6323&A=0.47157085438286905&sourceCSI=3652&indexTerm=%23CC00055NZ%23&searchTerm=Google%27s%20&indexType=C
https://www-lexisnexis-com.units.idm.oclc.org/lnacui2api/search/XMLCrossLinkSearch.do?bct=A&risb=21_T28701047054&returnToId=20_T28701047065&csi=6323&A=0.47157085438286905&sourceCSI=3652&indexTerm=%23CC00055NZ%23&searchTerm=Google%20&indexType=C
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consent is valid and the Platforms ( their CEOs, directors , owners etc.)  enrichment 

cannot be considered unjust 229. 

But when clear and conspicuous  information on the issue  is not provided  

disgorgement appears unavoidable.   

 

 

PART  III 

The Myth of Free in practice.  

   I    Introduction 

Consumers\User‘ data collected  on line   has a precise minimum value : the cost of 

the  battery and bandwidth needed by the devices to send the information to the 

Platforms.  

The same is true for Consumers\User‘ acceptance to receive advertisement: the cost 

of  battery and bandwidth needed by the devices  to receive the ads  from the 

Platforms.   

For reading the various and numerous  cases regarding alleged or settled on line 

privacy violation and\or  misuse of on line collected data,  it is important to stress 

the  intertwining between the unauthorized exploiting of Consumers’ battery and 

bandwidth and  the  unauthorized collection and use  of  Consumers’ data .   

                                                             
 
229 At page 57 in  Alphabet Inc.  Form 10 K  for fiscal year  2018  you can read  : “Other Revenues - 
Google other revenues and Other Bets revenues consist primarily of revenues from: Apps, in-app 
purchases, and digital content in the Google Play store; Google Cloud offerings; Hardware; and 
Other miscellaneous products and services” The  revenues from activities different from the core 
business , amount to about   20 billion on 140.  The wording used by  Alphabet Inc.  induce to 
believe that cloud –services have nothing to do with advertising and data harvesting. 
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Given the current technology of data harvesting  and ad serving as described in the 

above quoted scientific literature ( if indeed correct)  when the Consumer alleges 

that personal information has been fraudulently, deceivingly, unfairly 

misappropriated by a Platform, it is implicit in the allegation  that the Platform has 

misappropriated the Consumers’ battery and bandwidth as well. 

Saying that  the platforms collect  Consumers’ data  and serve advertisements,  

means that the Consumer pays for  the battery and bandwidth needed for 

transmitting the data from the device and receiving the advertisements on the 

device.  

If the Consumers’ personal data is collected or used without their valid consent, 

battery and bandwidth used by the device to send  such data  to the platform are 

necessarily  misappropriated as well.  

On the other hand if  Consumers ‘ PII  is collected and used on the basis of clear and 

conspicuous information and valid consent  but there is not clear and conspicuous 

information and therefore no valid  consent regarding the exploitation of   battery 

and bandwidth needed to transmit the data to the platforms, the violation of 

Consumers’ rights  is limited to the violation of the ownership of battery and  

bandwidth. 

The same line of reasoning might be applied to the receiving of advertisements.  

Il va sans dire: if the above quoted scientific research is to be proved 

correct.   

 

 

II - Zynga . 
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The on line advertising and data harvesting industry uses an elaborate  juridical 

arsenal, leaving nothing  to chance. Companies in the industry  produce a 

plethora of documents aimed at the Consumers.  Terms of use, privacy 

policies, principles,  strategy presentations, products presentations, 

instructions, studies  etc. etc. Complex documents  provide for waivers, 

arbitration clauses, forfeiture of rights on the part of Consumers and so 

on. 

In most cases informational material amply  clearly and conspicuously 

states how personal data is collected and used.  The Consumer is informed 

that the collecting of data and serving of ads is perquisite to ma intain the 

service “free”.  At the same time though  costs to Consumers  for  battery 

and bandwidth  remain hidden under a thick layer of paragraphs wr itten in 

the purest  legalese .  

The wording used in the various documents by the different Companies is 

standardized and similar  in  substance.  

The  Terms of Use and  Privacy Policy of an important on line games 

Company like  Zynga, offer an example which well represents the way the 

industry informs the Consumers about  the services offered on line 230 . 

The  Consumer can learn that : “We’ll share some of your information with 

advertisers to tailor the advertisements you see when you use our Services 

to your interests and to enable us to offer some of our Services for 

free.”231. In “Pr i vac y  Po l icy  effective May 21, 2018 last amended May 21, 

2018, Th ird - Par ty  A dver t is i ng  In c l ud in g  Behav ior a l  A dver t is in g  and  

Analy t ics . ”  Zy nga  dec la res  tha t   “Privacy Policy describes how we 

                                                             
230 As proved by the extensive and complex Zynga’s Terms which you are playing Zynga’s 
games.”  
 
 
231 https://www.zynga.com/legal/terms-of-service, scaricata 11\1\2019. 

https://www.zynga.com/legal/terms-of-service
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collect, store, use, and disclose your personal information when providing 

our Services to you”  and that   “We use advertising to enable us to offer 

some of our games, game features, and other Services for free ”232. 

The average client of Zynga does not probably read the Company’s fiscal 

and financial reports, but  the Form 10-K filed with the  SEC  by  Zynga Inc. 

for  “Fiscal Year Ended December 31, 2018”233,   confirms that  for the on line 

advertising and data harvesting industry the Myth of Free is instrumental to 

attain revenues and profits. In the document it can be read that: “Generally, 

all of our games are free to play, and we generate revenue through the sale of in-

game virtual items (“online game revenue”) and advertising services (“advertising 

revenue”).”234 

                                                             
232

   It so goes on : “These advertisements may include, without limitation, banner ads on 
game boards or Services themselves, as full-screen ads between moves or games, or  
through an  “offer wall” in which third -party advertisers offer to provide virtual  
currency or other in-game items to players in exchange for watching an 
advertisement or for completing a task, such as signing up f or an account with one of 
the advertisers, completing a survey, or finishing a particular game level. Offer walls 
are hosted by third-party offer wall providers, and the offers are made by third -party 
advertisers, not by Zynga” . 
 
233 UNITED STATES SECURITIES AND EXCHANGE COMMISSION - Washington, D.C. 20549 

FORM 10-K  ANNUAL REPORT PURSUANT TO SECTION 13 OR 15(d) OF THE SECURITIES EXCHANGE 

ACT OF 1934 For the fiscal year ended December 31, 2018 Commission File Number: 001-35375 

Zynga Inc. (Exact Name of Registrant as Specified in Its Charter) Delaware 42-1733483 (State or 

Other Jurisdiction of Incorporation or Organization)(I.R.S. Employer Identification Number) 699 

Eighth Street San Francisco, CA (Address of principal executive offices).From  

https://investor.zynga.com/financial-information/sec-filings 

 

234 UNITED STATES SECURITIES AND EXCHANGE COMMISSION - Washington, D.C. 20549 FORM 10-
K ANNUAL REPORT PURSUANT TO SECTION 13 OR 15(d) OF THE SECURITIES EXCHANGE ACT OF 
1934 For the fiscal year ended December 31, 2018, at 2 : “Zynga Inc. (“Zynga” or “we” or the 
“Company”) is a leading provider of social game services. We develop, market and operate social 
games as live services played on mobile platforms such as Apple’s iOS operating system (“iOS”) and 
Google’s Android operating system (“Android”) and on social networking sites such as Facebook.” 
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Still more specifically the Company describes the  bedrock of the business model: 

“Consistent with our free-to-play business model, a small portion of our players have 

historically been payers. Because the opportunity for social interactions increases as 

the number of players increases, we believe that maintaining and growing our 

overall number of players, including the number of players who may not purchase 

virtual items, is important to the success of our business. As a result, we believe that 

the number of players who choose to purchase virtual items will continue to 

constitute a small portion of our overall players.” 235 

All this information  seems clear and explanatory but does not mention 

the usage of battery and bandwidth with the needed clarity and 

conspicuousness.  The  “services” are not free at all .  Quite the opposite:   

there are high  monetary costs to Consumers for battery and bandwidth 

for receiving ads and  sending  PII and other data  to the Zynga servers236. 

 

III - TWC 

In a recent   “Complaint for Injunctive Relief and Civil Penalties for Violations of the 

Unfair Competition Law (California Business & Professions Code §§ 17200, et 

seq.)”237 it  is alleged that “TWC has violated (and continues to violate) the Unfair 

                                                             
 
236   See  RIWA MOUAWI + 3 , “Comparison of in-App Ads Traffic in Different Ad Networks“, 2015 
IEEE 11th International Conference on Wireless and Mobile Computing, Networking and 
Communications (WiMob), at 585: “using an application that hosts Flurry banner ads for a 10 
minutes duration (for a period of one week) costs 2.5$, whereas using an application that hosts 
Mobfox video ads for a 5 minutes duration (for a period of one week) costs 6.1$.”       
 
237 “THE PEOPLE OF THE STATE OF CALIFORNIA, Plaintiff, v. TWC PRODUCT AND TECHNOLOGY, LLC, 

a Delaware corporation; and DOES 1-50, inclusive, Defendants.”  in front of the SUPERIOR COURT 

OF THE STATE OF CALIFORNIA COUNTY OF LOS ANGELES. At 11: “In fact, according to the General 

Manager of TWC’s Consumer Division, discussing the Weather Channel App: “If a consumer is using 

your product and says ‘hey wait a minute, why do they want to know where I am?’ . . . , you are 

going to have some problems”  omissis “Indeed, TWC executives state that they track consumers’ 
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Competition Law by engaging  in the following fraudulent and deceptive business 

acts and practices: a) Failing to disclose—either on the Weather Channel App’s 

permission prompt, or in any other conspicuous location that reasonable consumers 

are likely to read—that TWC collects users’ geolocation information for transmission 

to third parties. b) Failing to disclose—either on the Weather Channel App’s 

permission prompt, or in any other conspicuous location that reasonable consumers 

are likely to read—that TWC collects and analyzes users’ geolocation information for 

purposes unrelated to weather or the services offered by the Weather Channel App, 

including advertising and other commercial purposes. c) Misleading reasonable 

consumers into believing that TWC collects users’ geolocation information 

exclusively in order to provide users with “personalized local weather data, alerts 

and forecasts,” when in fact TWC collects such data for advertising and other 

commercial purposes unrelated to weather data, alerts, and forecasts. 46. 

Defendant has violated (and continues to violate) the Unfair Competition Law by 

engaging in the following unfair business acts and practices: a) Failing to disclose—

either on the Weather Channel App’s permission prompt, or in any other conspicuous 

location that reasonable consumers are likely to read—that TWC collects users’ 

geolocation information for transmission to third parties. b) Failing to disclose—

either on the Weather Channel App’s permission prompt, or in any other conspicuous 

location that reasonable consumers are likely to read—that TWC collects and 

analyzes users’ geolocation information for purposes unrelated to weather or the 

services offered by the Weather Channel App, including advertising and other 

commercial purposes. c) Misleading reasonable consumers into believing that TWC 

collects users’ geolocation information exclusively to provide users with 

                                                                                                                                                                                                          

movements “throughout the day, week and year” with “uber-precise” geolocation monitoring—

collecting data that is “accurate down to 5 decimal places.” https://www.lacityattorney.org/ il 

5\1\2019.  

https://www.lacityattorney.org/%20il%205/1/2019.
https://www.lacityattorney.org/%20il%205/1/2019.
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“personalized local weather data, alerts and forecasts,” when in fact TWC collects 

such data for advertising and other commercial purposes.” 

It is therefore argued that the Company’s  attitude to the  users of the app should be 

considered “fraudulent and deceptive” and  “unfair” 238.  

The Complaint alleges furthermore that  “According to TWC, it collects more than 

one billion pieces of location data per week, thus tracking users’ personal data with 

“unmatched accuracy and precision”239. “Indeed, TWC’s business model is dependent 

on this massive data-collection scheme. According to reports, TWC considers itself “a 

location data company powered by weather.”17 TWC’s “wealth of weather and 

location data is the main reason that IBM acquired” it.”  

The Complaint is rather  acribic in detailing  how  the PII of TWC clients  are 

monetized.  Which makes even more surprising   the Complaint’s  total silence on 

the fact that according to the above quoted scientific research,  TWC can collect 

data only because the Consumers pay cash for up to 48% of their own battery and 

bandwidth  to allow TWC’s  geolocalizing  practices. 

After the case arrived  in  the Courts,  TWC  changed it’s  disclosure policy adding the 

following  pop up alert: “We use and share your location data as disclosed in our 

                                                             
 
239 Id , p. 11 note 257. 
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privacy policy, including to provide you with personalized local weather data, alerts, 

and geographically relevant advertising."240 

Again  no mention is to be found of the cash costs to  end-user for the battery and 

bandwidth needed to send data and receive ads . 

 

IV - The meaning of “free”  in  cases regarding Google    

I - Introduction  

The on line data harvesting and advertising  industry  was born and exists on the   

“Myth of Free”.   

The system as it is allowed to exist today , appears even more bizarre if you consider 

that  both in Europe and the USA   the Authorities whose mission is to protect 

consumers, normally  try to punish  the peddling of services falsely  promoted as  

free .  

On the  FTC web site you can read : “ The Federal Trade Commission, the nation's 

consumer protection agency, wants you to know that some companies use free trials 

to sign you up for more products — sometimes lots of products — which can cost 

you lots of money as they bill you every month until you cancel” 241. 

                                                             
240 See press release: “WEATHER CHANNEL APP REVERSES COURSE: AFTER REPEATEDLY 
DEFENDING ITS PRIVACY DISCLOSURES, APP CHANGES NOTIFICATIONS TO PROVIDE MORE ROBUST 
DISCLOSURES January 25, 2019- Los Angeles--When City Attorney Mike Feuer sued The Weather 
Channel App earlier this month alleging deceptive practices designed to amass users’ private and 
personal location data, a spokesman for parent company IBM responded emphatically, "The 
Weather Company has always been transparent with use of location data; the disclosures are fully 
appropriate, and we will defend them vigorously." (NY Times)    https:// www.lacityattorney.org/ il 
30\1\2019. 
 
241  FTC web site at  “ Money & Credit › Shopping & Saving  ; sub  "Free" Trial Offers?”, as of 
3\4\2018. 

https://www.lacityattorney.org/single-post/2019/01/04/CITY-ATTORNEY-MIKE-FEUER-FILES-LAWSUIT-ALLEGING-THE-WEATHER-CHANNEL-APP-MINES-USERS%E2%80%99-PRIVATE-DATA-WITHOUT-USERS-INFORMED-CONSENT
https://www.lacityattorney.org/single-post/2019/01/04/CITY-ATTORNEY-MIKE-FEUER-FILES-LAWSUIT-ALLEGING-THE-WEATHER-CHANNEL-APP-MINES-USERS%E2%80%99-PRIVATE-DATA-WITHOUT-USERS-INFORMED-CONSENT
https://www.consumer.ftc.gov/topics/money-credit
https://www.consumer.ftc.gov/topics/shopping-saving
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Even more to the point the FTC “.com Disclosures “ 242 explains very well “How to 

Make Effective Disclosures in Digital Advertising”. And in the not so recent  “FTC 

Policy Statement on Deception“, the FTC wrote : “The issue is whether the act or 

practice is likely to mislead, rather than whether it causes actual deception”  and  

“Misrepresentation is an expressor implied statement contrary to fact.”  

Not only the FTC but the European Union as well , considers  “phony  free offers“ as 

an unfair commercial practice deserving special attention and prosecution243. 

The Authorities on both sides of the Atlantic when using  the adjective “free” in 

relation to the on line advertising and data harvesting industry,  do not  make any 

mention244 of the costs the Consumers unwilling and unknowingly incur into  for the 

battery and bandwidth the devices consume to receive ads and broadcast  data.  

This is true also when Authorities deal with the biggest among the players in the on 

line industry . Like Google. 

“Google dominates the online advertising landscape. The company offers several  

types of services for both advertisers and publishers, and in 2016 accounted for 

                                                             
242  FTC web site at   
 
243 At EU https://europa.eu/youreurope/advice/index_it.htm,  June 12th 2019.  You read   “Unfair 
commercial practices - When you buy goods and services anywhere in the EU – from a website, a 
local shop or a seller outside your home country – EU law protects you against unfair commercial 
practices. When promoting, selling or supplying products, companies must give you enough 
accurate information to enable you to make an informed buying decision. Find out more 
about contract information. If they fail to provide this information, their actions may be 
considered unfair. You have the right to seek redress if you are treated unfairly.  Misleading and 
aggressive practices You are protected against 2 main categories of unfair commercial practices: 
misleading practices, either through action (giving false information) or omission (leaving out 
important information) aggressive practices that aim to bully you into buying Certain commercial 
practices are prohibited in all circumstances. Some of the most common are listed below:  
(omissis) Phony free offers”  
 
244

 Even if the scientific research above quoted should be considered not correct , the fact that so 
many studies exist,  should move the Authorities to elaborate on the issue. Also because it could 
spare efforts like the present essay. As it is obvious that this whole essay is based on the 
technological premises above reported. 

https://europa.eu/youreurope/advice/index_it.htm
https://europa.eu/youreurope/citizens/consumers/shopping/index_en.htm
https://europa.eu/youreurope/citizens/consumers/unfair-treatment/unfair-commercial-practices/index_en.htm#abbr-ID0E4IAC
https://europa.eu/youreurope/citizens/consumers/shopping/contract-information/index_en.htm
https://europa.eu/youreurope/citizens/consumers/consumers-dispute-resolution/index_en.htm
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32.8% of worldwide digital ad revenues, followed by Facebook with 14.1%“245.  In  

2016 you could read that “Libert showed that Google can track users across nearly 

80% of sites through its various third-party domains246 and by itself Google 

constitutes the best part of the on line advertising and data harvesting industry: 

“Google is the world’s largest digital advertising company. It also provides the #1 

web browser, the #1 mobile platform, and the #1 search engine worldwide“247.   “To 

download and use apps from Google Play Store on an Android device, a user must 

have (or create) a Google Account, which becomes a key gateway through which 

Google collects personal information, including user name, email, and phone 

number. If a user registers for services such as Google Pay, Android also collects the 

user’s credit card information, zip code, and birth date. All this information becomes 

part of a user’s personal information associated with their Google Account”248. 

Google’s249 core business  is  well explained  by the Company itself in the Forms 10- 

k  filed with the SEC 250 . 

We learn that   “ Google's core products and platforms such as Android, Chrome, 

Gmail, Google Drive, Google Maps, Google Play, Search, and YouTube each have 

                                                                                                                                                                                                          
 
245

 WOLFIE CHRISTL,  at 46. In 2019 the situation has not radically changed , but , from Google’ 
point of view  , certainly improved. 
 
246 STEVEN ENGLEHARDT + 1, cit. , at 2 . 

247 DOUGLAS C. SCHMIDT , Google Data Collection , Vanderbilt University August 15, 2018, 
digitalcontentnext.org  28,8,2018, at 2. 

248 DOUGLAS C. SCHMIDT , at 10. 
 
249 See ALEX HERN  on the  Guardian 15-10-2018 , “Google and Orange building cable between US 
and France” : Telecoms firm Orange has teamed up with Google to work on a private undersea 
cable connecting the Atlantic coasts of France and the United States. Measuring 6,600km in length, 
the undersea cable will be named Dunant after Henry Dunant, the first Nobel peace prize winner 
and founder of the Red Cross.  
 
250 Here we refer to the document filed for  fiscal year  2018. 
 

https://www.theguardian.com/world/france
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over one billion monthly active users.”251   Other services like  “Docs, Drive, Calendar, 

Hangouts, and more”252  seem  at this time to be less popular. 

Google publishes on line a big number of constantly updated documents for the 

Public to read , like  Terms of Use , Privacy Policy , Principles etc.  What strikes in  

such  documents is the ample use of the  impersonal form like : are sent, is sent, gets 

sent, notifies, collects, tracks, etc. etc. 253. In line with the current way of writing and  

thinking,  software appears to be  the main actor in the online world. “Identifiers”254 

send data to Google’s computers. The softwares  DoubleClick e GA transfer 

information from the single device to Google’s servers 255.   And again : “AdSense 

and AdWords are Google tools that serve ads on websites and in Google Search 

results, respectively. More than 15 million websites have AdSense installed to display 

sponsored ads. Likewise, more than 2 million websites and apps that make up the 

Google Display Network (GDN) and reach over 90% of Internet users display 

AdWords ads.”256   

One question comes to mind: is the impersonal form   a choice in style   or is it used  

to keep the real actors (and financers) of all the transmitting away from  the 

limelight?  Style matters,  but beyond any  literary aesthetics  the public   ought to  

                                                             
251 Google’s Form 10-K Annual Report for the US fiscal year ending 31 December 2018” at 3, 
https://www.sec.gov/Archives,. 
 
252 Google’s Form 10-K Annual Report for the US fiscal year ending 31 December 2018” pg. 
4,https://www.sec.gov/Archives, il  8-5-2019, cit.  

253 See “Google Chrome privacy whitepaper Last modified: September 4, 2018 (Current as of 
Chrome 69.0.3497.81)”. 

254 DOUGLAS C. SCHMIDT ,  at 16-17 
 
255 DOUGLAS C. SCHMIDT , at 17  
 
256DOUGLAS C. SCHMIDT , at 18. 
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be clearly and conspicuously informed  about the real costs in Consumers’  battery 

and bandwidth  for the on line services offered by Google257.   

Google  specifically declares to all Users \ Consumers  that it’s on line services are 

offered “free” ,  more accurately : “free  for everyone “258.  Google goes lengths to  

explain why   “free” is possible: “Google's main source of revenue is advertising – 

mostly from ads on our own sites and apps. By serving ads, we can keep Google 

services free for everyone.”259  And again : “Advertising keeps Google and many of 

the websites and services you use free of charge.”260  

Such statements from Google\Alphabet  are meant to be unambiguous:   free and  

free of charge ,  mean  at no cost261 to Consumers.  Which unfortunately appears 

                                                             
257 See  JOHN A. COPELAND, ” In - Depth Survey of Digital Advertising Technologies, 2016, 2142;     
LI ZHANG + 2 , “How expensive are Free Smartphone Apps?”  In ACM SIGMOBILE Mobile Comput. 
Commun. Rev., 2012, vol. 16, no. 3, pp. 21–32.;   sc. da qurinet.ucdavis.edu/pubs/journal/Li-
2012.pdf. At 21 :“As part of our study, we identify two primary classes of overhead traffic, i) 
advertisements or ads, and ii) analytics. Ad traffic pertains to the data that belongs to the text, 
image, audio, or video-based ads that are displayed or played when the smartphone app is being 
used (Figure 2). Analytics refers to the portion of smartphone app traffic that is transmitted to a 
third-party server specifically for the purpose of collecting data that can be used to analyze app 
popularity or user behavior. We contend that neither of these classes of traffic is absolutely 
required for the functioning or use of the associated smartphone app, and hence we classify this 
traffic as overhead.” Precise metering ( 65\23%) sin PRASHANTH MOHAN, SUMAN NATH, ORIANA 
RIVA, “Prefetching mobile ads: Can advertising systems afford it?” at 270:  “Ads consume 
significant communication energy, even for communication-heavy apps. On average, ads consume 
23% of the total energy, or 65% of the communication energy, of an app”. 

 
258 “Our Privacy and Security Principles” : “We use data to make Google products like Search and Maps 
as useful as possible. We also use data to serve more relevant ads. While these ads help fund our 
services and make them free for everyone, it’s important to clarify that our users’ personal 
information is simply not for sale” https://safety.google/ principles/  8 - 5 - 2019 . 

259 Ads and data | Google Safety Center https://safety.google/privacy/ads-and-data/ 8-5-2019. 
 
260 https://policies.google.com /technologies/ads?hl=en-US. Il passaggio è tratto dalla finestra 
Technologies.  
 
261 See “Definition of free of charge: without charge: at no cost” in  /www.merriam  -
webster.com/dictionary/ , 9-5-2019. 

https://safety.google/
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simply not to be  possible with the current technology of harvesting data and serving 

ads. Again:  if  the scientific  research on the technology quoted above  got it right. 

The statements of gratuity concern  the most popular on line services offered by 

Google .   From the  You Tube  or  Gmail web pages ,   clicking on  Privacy (at the 

bottom left on May 8th 2019 ) the user  is led to the statements of gratuity through 

the title  Technologies.  Same routing for  Chrome 262. For  Android  the user is led to 

the statements through Privacy Policy ( bottom left)  263.   

Not only  it seems that  free cannot be.  Indeed   the costs in battery and bandwidth  

for  Consumers  using some of Alphabet\Google’s on line services   might be 

constantly  rising.   Google  states  that :  “We also experienced growth in YouTube 

driven primarily by video advertising, as well as growth in desktop search due to 

improvements in ad formats and delivery.” 264  

Compared to  traditional on line advertisements the surge in  video and rich media 

advertising ( not only by Google’ Platforms ) implies a lot more consumption of   

Consumers’   battery and bandwidth . 

                                                             

262  See Chrome Browser Privacy Policy - Google Chrome www.google.com/chrome/privacy/,  
 
263 Android | The World's Most Popular Mobile Platform https://www.android.com/, 8\5\2019. 

 

264 Form 10-k  2018 at 28 : “Google properties revenues consist primarily of advertising revenues 
that are generated on: • Google search properties which includes revenues from traffic generated 
by search distribution partners who use Google.com as their default search in browsers, toolbars, 
etc.; and • Other Google owned and operated properties like Gmail, Google Maps, Google Play, 
and YouTube. Our Google properties revenues increased $18,548 million from 2017 to 2018 and 
increased $14,003 million from 2016 to 2017. The growth during both periods was primarily driven 
by increases in mobile search resulting from ongoing growth in user adoption and usage, as well as 
continued growth in advertiser activity. We also experienced growth in YouTube driven primarily by 
video advertising, as well as growth in desktop search due to improvements in ad formats and 
delivery. “ 

http://www.google.com/chrome/privacy/
https://www.android.com/
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Furthermore costs to Consumers are rising  not only because of  the  rich media ads 

but also as a consequence of  the  bulimic need of data to feed the  various online 

businesses.  

Google harvests and analyzes265  data which  is 266 instrumental to modern on line 

advertising.  The aim is   to serve advertisements as coherent as possible to the 

interests  of the profiled target267.  In the form 10-k (2018)   Alphabet\Google  

explains “How we make money”:  “The goal of our advertising business is to deliver 

relevant ads at just the right time and to give people useful commercial information, 

regardless of the device they’re using”.268   

Collecting  data and serving ads knows no respite.  Already in  2012  Google , as the 

other Companies in the industry,  had to be aware that an  Android phone  “with no 

user interaction” would broadcast 4.4 MB  data daily   (about  130MB monthly )  to  

Google’s servers  . Furthermore  “Most, if not all, popular mobile advertisement 

platforms periodically refresh ads embedded in smartphone applications. For 

example, by default, AdMob uses a refresh rate of 60 seconds”269.  

                                                             
265 See “Add Attachments to Beacons.” Google, 4\11\ 2018,  https://developers.google.com 
/beacons/proximity/guides : Add Attachments to Beacons.  

 
266 DOUGLAS C. SCHMIDT , at 15.  

 
267 Advertising is – to this date -  Google Alphabet’ main business.  See Alphabet ‘s Form 10-K For 
the Fiscal Year Ended December 31 2017 specifically chapter 7 : “MANAGEMENT’S DISCUSSION 
AND ANALYSIS OF FINANCIAL CONDITION AND RESULTS OF OPERATIONS “margins”.  
 
268  Form 10-K 2018 , p. ??? 
 
269 FENG QIAN + 7 : Periodic Transfers in Mobile Applications: Network-wide Origin, Impact, and 
Optimization, WWW 2012, April 16–20, 2012, Lyon, France. ACM 978-1-4503-1229-5/12/04. See 
also XIAONAN ZHU + 3 , AdCapsule: Practical Confinement of Advertisements in Android 
Applications, DOI 10.1109/TDSC.2018.2814999, IEEE Transactions on Dependable and Secure 
Computing.  And  GONG CHEN + 3 , , Student Member, IEEE, JACOB H. COX, JR., Student Member, 
IEEE, A. SELCUK ULUAGAC, Senior Member, IEEE, and JOHN A. COPELAND, Life Fellow, IEEE in ” In - 

https://developers.google.com/
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To  Consumers  ads refreshing is very expensive in battery and bandwidth. 

Google\Alphabet  itself  explains270 that : “ Our products and services depend on the 

ability of our users to access the Internet, and certain of our products require 

significant bandwidth to work effectively.” 

On the amount of data sent by the single device to Google’s platforms,  the research  

by Prof . Douglas C. Smith from Vanderbilt University  goes well into  details  :  

“Magnitude wise, Android phones  communicated 11.6 MB of data per day (~350 

MB per month) with  Google servers “ . “ Overall, even in the absence of user 

interaction with Google’s most popular applications, a user of an Android phone and 

the Chrome browser still sends a significant amount of data to Google, the majority 

of which is associated with location and calls to ad server domains”  271 . Consumers  

would  probably find rather dazzling to learn that from a phone “with no user 

interaction”,  “during a 24-hour time period the Android device communicated ~900 

data samples to a variety of Google server endpoints. Of these, ~35% (or 

approximately 14/hour) were location-related. Google ad domains received only ~3% 

of the traffic, which is mainly due to the fact that the mobile browser was not 

actively used during the collection period. The remaining ~62% of communications 

with the Google server domains were roughly divided between requests to Google’s 

Play App store, Android up loads of device related data (such as crash reports and 

                                                                                                                                                                                                          

Depth Survey of Digital Advertising Technologies”, IEEE Communications surveys & tutorials, vol. 
18, no. 3, third quarter 2016 . 

270 Form 10-k 2018 : “Our business depends on continued and unimpeded access to the Internet by 

us and our users. “ ( omissis ) Our products and services depend on the ability of our users to 

access the Internet, and certain of our products require significant bandwidth to work effectively”.  

271 See DOUGLAS C. SCHMIDT , “ Google data collection” , Chapters VI and VII  describe  the battery 
and bandwidth usage of the single most popular Google on line services and of those who could 
be successful in the future. 
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device authorization), and other data which were predominantly in the category of 

Google services background calls and refreshes”.272  

 “Periodic transfers can be extremely resource-inefficient as they are small in size and 

short in duration relative to the periodicity”, omissis , “periodic transfers are caused 

by multiple factors such as polling, keep alive messages for push-based services, 

advertisement transfers, and user-behavior measurement.”273  

Web sites and apps make money using Google’s  software  and “apply Google’s tools 

to target specific profiles of people for advertisements to increase the return on their 

marketing investments”, such tools “work in the background—largely unnoticeable 

by users.”274  

                                                             
272 DOUGLAS C. SCHMIDT , cit., p.14. At  23\24 : “It has thus far been established that Google 
collects a wide variety of user data through its publisher and advertiser tools, without a direct 
knowledge of the user.” “During the 24-hour time period (which includes the night time stationary 
/dormant  timeframe), the majority of calls from the Android phone were made to Google’s 
location and publisher/advertisement service domains (e.g. DoubleClick, Analytics). Google 
collected user location in ~450 instances, which is ~1.4x times the experiment presented in Section 
III.C, which involved a stationary phone” ”. “Magnitude wise, Android phones communicated 11.6 
MB of data per day (~350 MB per month) with Google servers. On the other hand, the iPhone 
device communicated just half that amount. The amount of data particularly associated with 
Google’s ad domains remained very similar across both the devices. 64. The iPhone device 
communicated an order of magnitude less data to Apple servers than what the Android device 
exchanged with Google servers”. 

273 FENG QIAN + 7 ,cit., Periodic Transfers in Mobile Applications: Network-wide Origin, Impact, and 
Optimization”, p. 6 . “Mobile applications measure user behavior or preferences, and periodically 
send out collected information” , omissis, “ most, if not all, popular mobile advertisement 
platforms periodically refresh ads embedded in smartphone applications. For example, by default, 
AdMob uses a refresh rate of 60 seconds, while Mobclix aggressively updates the ad for every 15 
seconds that is even shorter than the default tail time (17 sec,- omissis- ), making a handset 
persistently occupy the DCH or FACH state whenever the application containing an ad widget is 
running.”  

274
 DOUGLAS C. SCHMIDT , cit. , p. 15. “Such tools also enable advertisers to analyze their audiences 

and measure the efficacy of their digital advertising by tracking which ads were clicked with what 
frequency and by providing insight into the profiles of people who clicked on ads. Together, these 
tools collect information about user activities on websites and in apps, such as content visited, and 
ads clicked.” 
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“Active” and “passive” data is often harvested275  through  software operating  “in 

the background without any obvious notification to the user“ 276.  

Reading the  chapter “Notable Google server domains communicating with mobile 

phone devices“277 anybody who is not working in the industry remains frankly 

surprised278 and the chapter “A day in the life of a Google user “ 279  could  very well 

be a 22nd letter in Bentham’s  Panopticon 280.  If in the  Panopticon prisoners should 

be used   “A tutti quei lavori che voi potete persuaderli a dedicarvisi “281,   the 

Consumers  in the on line282 world seem worse off, as they work for the “machine” 

even when they believe to be doing and spending  nothing. 

                                                             
275 At this time (31\9\2018) the news is about the agreement between  Google and  Mastercard  to  
“harvest ” off line payment data.  

276 DOUGLAS C. SCHMIDT , at 9 : “ 11. Android and Chrome are Google’s key platforms that aid in 
significant user data collection due to their extensive reach and frequency of usage. By January 
2018, Android captured 53% of the total US mobile OSmarket (Apple iOS held 45%) 19 and as of 
May 2017 there were more than 2 billion monthly active Android devices worldwide.20 12. 
Google’s Chrome browser held more than 60% share of all internet browser usage in the world 
with over 1 Billion monthly active users as reported in the 2017 Q4 10K filing.21 Both platforms 
facilitate the use of Google and 3rd-party content (e.g. 3rd-party websites and 3rd-party apps) and 
hence provide Google access to a wide range of personal, web activity, and location information.” 
 
277 DOUGLAS C. SCHMIDT , at 47 gives the list of these domains.   
 
278 For the desktop\laptop devices battery and bandwidth usage is still better hidden.   

279 DOUGLAS C. SCHMIDT , at 7. 
 
280

 Cfr. JEREMY BENTHAM , Panopticon , ovvero la casa d’ ispezione , Venezia 2009, IV ed. , Italian 
translation   by Vita Fortunati, at  46 . 
 
281 JEREMY BENTHAM , Panopticon , at 46 .  
 
282 Advertising industry uses a lot the word  “experience”. Which is not so meaningless and vulgar 
in it’s correct use .See JOHANNES REHMKE, Experience , “EXPERIENCE belongs to the class of those 
concepts which at first sight appear simple, and yet in the course of philosophical development 
give rise to much inquiry. To emphasize the truth of this assertion it is only necessary to refer to the 
succession of philosophers in the seventeenth and eighteenth centuries, to Bacon, Locke, Hume, 
Leibnitz, Kant.” The Philosophical Review, Vol. 6, No. 6 (Nov., 1897), pp. 608-625 Published by: 
Duke University Press on behalf of Philosophical Review Stable URL: ttps://www.jstor.org/stable/ 
2175865 Accessed: 04-11-2018 15:18 UTC.  
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It might or might  not be a case of bringing grime to the masses but  it can  be 

observed that Google’s documentation promotes the Myth of Free, while  the 

information regarding usage of Consumers’ battery and bandwidth does not appear 

to be “clear and conspicuous” 283.   

The Term of Use and the other informational material should – for example -  inform   

“clearly and conspicuously” that geolocalization 284 and the broadcasting of data  to 

a  “variety of Google server end points”285,  consume  battery and bandwidth  in 

ownership of  Consumers. 

  To “ clearly and conspicuously“  inform the public, it would be appropriate to 

translate the impersonal expressions in a form that unambiguously states what costs 

                                                                                                                                                                                                          
 

283 In Europe the Commission of information on battery and bandwidth costs should  be 
considered unfair according to the 2005 Unfair Commercial Practices Directive  :  Article 7 - 
Misleading omissions 1. A commercial practice shall be regarded as misleading if, in its factual 
context, taking account of all its features and circumstances and the limitations of the 
communication medium, it omits material information that the average consumer needs, 
according to the context, to take an informed transactional decision and thereby causes or is likely 
to cause the average consumer to take a transactional decision that he would not have taken 
otherwise.”  

 
284

 DOUGLAS SCHMIDT at 12 :“19. The ubiquity of Wi-Fi hubs has made location tracking quite 
frequent. For example, during a short 15- minute walk around a residential neighborhood, an 
Android device sent nine location requests to Google. The request collectively contained ~100 
unique BSSIDs of public and private Wi-Fi access points. 20. Google can ascertain with a high 
degree of confidence whether a user is still, walking, running, bicycling, or riding on a train or a car. 
It achieves this by tracking an Android mobile user’s location coordinates at frequent time intervals 
in combination with the data from onboard sensors (such as an accelerometer) on mobile 
phones..” 
 
285 Id at 14: “During a 24-hour time period the Android device communicated ~900 data samples to 
a variety of Google server endpoints. Of these, ~35% (or approximately 14/hour) were location-
related. Google ad domains only ~3% of the traffic, which is mainly due to the fact that the mobile 
browser was not actively used during the collection period. The remaining ~62% of 
communications with the Google server domains were roughly divided between requests to 
Google’s Play App store, Android’s uploads of device related data (such as crash reports and device 
authorization), and other data which were predominantly in the category of Google services 
background calls and refreshes”. 
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Consumers  incur into when interacting  with the Platforms’ software.  As an 

example the following phrase : “Android also collects the user’s credit card 

information, zip code, and birth date “286, could  read :  “your device broadcasts to 

the Android’s software the user’s credit card information, zip code, and birth date , 

during this broadcasting the device  consumes  battery and bandwidth  that cost you 

money . Such costs depend  from your data plan and your cost of electricity  ”.  An 

equivalent notice ought to be brought to the attention of Consumers with regard to  

the geolocalization software that without interruption (through wi-fi, radio towers, 

bluetooth etc.) connects the devices to the Platforms,   even allowing to ascertain if 

the Consumer is “still, walking, running, bicycling, or riding on a train or a car”287. 

Such a clause could read :  “your device broadcasts to the Android’s software your 

position with x  ( description ) timing ;  during this broadcasting the device  consumes  

battery and bandwidth  that cost you money . Such costs depend  from your data 

plan and your cost of electricity  ”. 

For Alphabet\Google  on line advertising and data harvesting is worth over hundred 

billion dollars yearly . The industry as a whole is worth  hundreds of billions more.  

Such gigantic revenues imply gigantic costs,  in battery and bandwidth as well.  

Advertiser and other business cover part of these costs when willingly, knowingly 

and well informed,   paying money 288 to  the Platforms.  Another big  part of  the  

                                                                                                                                                                                                          

 
286 DOUGLAS C. SCHMIDT , at 10. 

287
 See DOUGLAS C. SCHMIDT , at 12.  

 
288 By three main models : cost per click, time on impression , cost per impression. See Cfr. 
MATTHIEU FAOU +7, Follow the traffic: stopping click fraud by disrupting the value chain , 2016 
14th Annual Conference on Privacy, Security and Trust (PST) Year: 2016 Pages: 464 – 476 IEEE 
Conferences: “ The development of the Internet enabled a wealth of content to become readily 
accessible. A large volume of this content is offered for free. This is true even for content that we 
used to pay for, such as newspapers. Naturally, content creators need to make up for the absence 
of income by finding a new revenue stream. This revenue stream is Internet advertisement. By 
showing ads to their visitors, and having click on those ads, content creators are able to convert 

https://ieeexplore-ieee-org.units.idm.oclc.org/xpl/mostRecentIssue.jsp?punumber=7899233
https://ieeexplore-ieee-org.units.idm.oclc.org/xpl/mostRecentIssue.jsp?punumber=7899233
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costs is covered with the exploitation of  battery and bandwidth owned by mostly  

unknowing, unwilling and uninformed Consumers 289.   

 

II  - “Commission Decision  of 27.6.2017 relating to proceedings under Article 102 

of the Treaty on the Functioning of the European Union and Article 54 of the 

Agreement on the European Economic Area (AT.39740 - Google Search (Shopping) 

 

The “Commission Decision  of 27.6.2017 relating to proceedings under Article 102 of 

the Treaty on the Functioning of the European Union and Article 54 of the 

Agreement on the European Economic Area (AT.39740 - Google Search 

(Shopping)“290 is a good example of the lack of interest for the issues related to the 

exploitation of Consumers’ battery and bandwidth for harvesting data and receiving 

ads.  The Commission shows either to not to be aware  or to have  chosen to 

completely ignore the existing scientific research on the technology that seemingly 

characterizes  the business model on which the  on line advertising and data 

harvesting industry is built 291. 

                                                                                                                                                                                                          

traffic into a revenue stream. This business model is now a dominant force on the Internet, with the 
size of the market in 2014 estimated at 59.6 billion dollars in the US alone [18], and 159.8 billion 
dollar worldwide “ .  

289 Cfr. ad es FENG QIAN + 7 , “Periodic Transfers in Mobile Applications: Network-wide Origin, 
Impact, and Optimization”, p. 1 , WWW 2012, April 16–20, 2012, Lyon, France., IEEE Digital Library 
10-12-2018 : “4. Advertisements. Most, if not all, popular mobile advertisement platforms 
periodically refresh ads embedded in smartphone applications. For example, by default, AdMob 
uses a refresh rate of 60 seconds, while Mobclix aggressively updates the ad for every 15 seconds 
that is even shorter than the default tail time (17 sec, see Figure 1), making a handset persistently 
occupy the DCH or FACH state whenever the application containing an ad widget is running.” 

290 ec.europa.eu / competition/ antitrust/cases/ dec_docs/ 39740/39740 _14996_ 3.pdf. 

291Such misunderstanding  can  cause  serious  mistakes in law  like believing that : “the SSNIP test 

would not have been appropriate in the present case because Google provides its search 

http://ec.europa.eu/competition/antitrust/cases/dec_docs/39740/39740_14996_3.pdf
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The “Myth  of Free”  might be said to  represent the backbone of the whole 

proceedings. The Commission   explains how the Myth of Free is paramount for the 

success of any on line service292  and  much attention  in the Commission’s decree is 

devoted  to “Google's argument that Google’s general search services are offered 

free of charge”293. 

In the  Introduction the Commission writes: “Google’s business model is based on the 

interaction between the online products and services it offers free of charge and its 

online advertising services from which it generates the main source of its 

revenue”294. 

And again : “ (36) Google offers a number of other online products and services free 

of charge, including an open-source operating system for smartphones and tablets 

(“Android”), an app store for the Android operating system (“Google Play”), an 

internet browser (“Google Chrome”), a web-based email account service (“Gmail”), a 

web mapping service (“Google Maps”), a file storage and editing service offering a 

suite of office applications (“Google Drive”), an instant messaging and video chat 

                                                                                                                                                                                                          

services for free to users”.  “The Commission has used market shares by volume as a proxy for four 
reasons.  First, market shares by value291 cannot be computed because general search services are 
provided free of charge to the user Id  at 59 .  Contrary to what the Commission thinks the SSNIP 
test could and should have been applied precisely because the services offered by   Google are not 
free at all but have a monetary cost in battery and bandwidth that is determined precisely by the 
dominant position of  the Platforms.     

292
 In line with everybody’s insight and – more significantly – with the scientific  research proving 

beyond doubt how for the public “free” constitutes irresistible bait . Supra  
 
293 Id at  70  . 
 
294 COMMISSION DECISION of 27.6.2017 relating to proceedings under Article 102 of the Treaty on 

the Functioning of the European Union and Article 54 of the Agreement on the European Economic 

Area (AT.39740 - Google Search (Shopping), pat 7.   
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platform “Google Hangouts”), a set of search tools (“Google Toolbar”) and a video-

sharing website (“YouTube”)”295. 

“(152) The fact that a product or service is provided free of charge does not prevent 

the offering of such a service from constituting an economic activity for the purposes 

of the competition rules of the Treaty at article 74 This is simply a factor to be taken 

into account in assessing dominance.”296 

“(159) Second, offering a service free of charge can be an advantageous commercial  

strategy, in particular for two-sided platforms such as a general search engine 

platform that connect distinct but interdependent demands. In two-sided platforms, 

two distinct user groups interact. At least for one of these users groups, the value 

obtained from the platform depends on the number of users of the other class. 

General search services and online search advertising constitute the two sides of a 

general search engine platform. The level of advertising revenue that a general 

search engine can obtain is related to the number of users of its general search 

service: the higher the number of users of a general search service, the more the 

online search advertising side of the platform will appeal to advertisers. “297 

“Online search advertising is therefore not a service that users seek, but rather a 

compensation for the free service offered by general search engines (similar to the 

advertising on free-to-air TV)”298. 

It seems it was Google\Alphabet who bubbled up the  “Myth of Free” philter  that so 

much charmed  the  Commission.  But Google itself  in the  “ Form 10-K Annual 

                                                             
295 Id at  13  . 
 
296 Id at  28  . 
 
297

 Id at 30 . 
 
298

 Is at  37  . 
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Report for the US fiscal year ending 31 December 2015”  - quoted by the 

Commission -  warns  how   “certain of our products require significant bandwidth to 

work effectively” 299 . As it does in the 10-k forms for the following years 300 . 

Maybe the  Commission thought that bandwidth and  energy  needed to run 

Google\Alphabet’s  business were only the “Expenses associated with our data 

centers and other operations (including bandwidth, compensation expenses 

                                                             
 
299 “Google’s Form 10-K Annual Report for the US fiscal year ending 31 December 2015” pg. 
15,https://www.sec.gov/Archives/edgar/data/1288776/000165204416000012/goog10-k2015 . 
dwnld 29-3-2019.  
 
300

  “Google’s Form 10-K Annual Report for the US fiscal year ending 31 December 2018” at 17 . il 
“Google’s Form 10-K Annual Report for the US fiscal year ending 31 December 2016”   at 16, top of 
the page. “Google’s Form 10-K Annual Report for the US fiscal year ending 31 December 2016”  at 
16 end of the page . 
Nel “Google’s Form 10-K Annual Report for the US fiscal year ending 31 December 2018” ,  at  
72:“On April 15, 2015, the EC issued a Statement of Objections (SO) regarding the display and 
ranking of shopping search results and ads, to which we responded on August 27, 2015. On July 14, 
2016, the EC issued a Supplementary SO regarding shopping search results and ads. On June 27, 
2017, the EC announced its decision that certain actions taken by Google regarding its display and 
ranking of shopping search results and ads infringed European competition law. The EC decision 
imposed a €2.4 billion ($2.7 billion as of June 27, 2017) fine. On September 11, 2017, we appealed 
the EC decision and on September 27, 2017, we implemented product changes to bring shopping 
ads into compliance with the EC's decision. We recognized a charge of $2.7 billion for the fine in 
the second quarter of 2017. While under appeal, the fine is included in accrued expenses and other 
current liabilities on our Consolidated Balance Sheets as we provided bank guarantees in lieu of a 
cash payment for the fine. On April 20, 2016, the EC issued an SO regarding certain Android 
distribution practices. We responded to the SO and the EC's informational requests. On July 18, 
2018, the EC announced its decision that certain provisions in Google’s Android-related distribution 
agreements infringed European competition law. The EC decision imposed a €4.3 billion ($5.1 
billion as of June 30, 2018) fine and directed the termination of the conduct at issue. On October 9, 
2018, we appealed the EC decision and implemented changes to certain of our Android distribution 
practices. We recognized a charge of $5.1 billion for the fine in the second quarter of 2018. While 
under appeal, the fine is included in accrued expenses and other current liabilities on our 
Consolidated Balance Sheets as we provided bank guarantees in lieu of a cash payment for the 
fine. On July 14, 2016, the EC issued an SO regarding the syndication of AdSense for Search. We 
responded to the SO and continue to respond to the EC's informational requests. There is 
significant uncertainty as to the outcome of  this investigation; however, an adverse decision could 
result in fines and directives to alter or terminate certain conduct. Given the nature of this case, we 
are unable to estimate the reasonably possible loss or range of loss, if any. We remain committed 
to working with the EC to resolve these matters”.  
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(including stock-based compensation (SBC)), depreciation, energy, and other 

equipment costs)” 301 that Google accounts as costs .  

If it’s an oversight it does not seem so obvious . The Commission  should be aware of  

the scientific research  aimed at quantifying the  hidden costs  for   battery and  

bandwidth  Consumers   incur into  when transmitting data and receiving ads302.     

The apparent  lack of thoroughness of the Commission when buying in the  Myth of 

Free  would appear   even less  expectable  as the Commission  in the proceedings 

has certainly devoted quite a bit of attention to   Google’s technology303.  

The Commission explains  that :  “In response to a user’s query on Google Search, 

Google’s general search results pages may also return search advertisements drawn 

from Google’s auction-based online search advertising platform, AdWords 

(“AdWords results)” 304 Unfortunately the technical evaluation of the verb  “ return”  

appears  lacking. The message certainly does not return  by  pony express  or 

registered letter . To understand who carries the monetary costs for such return, the  

Commission should have explored the technology that makes   return possible  

A very simple search would have brought to the attention of the Commission the 

(apparently uncontested) conclusions  of  all scientists-researchers on the costs in 

battery and bandwidth  Consumers  have to carry when advertisements ”return”:   

“The app developers and ad networks which provide the advertisements to be 

displayed within apps use every means to maximize their revenue, most often at the 

                                                             
301 At 32 - 33  and  50 Form 10-k for Alphabet , fiscal year ending  21-12-2018.   
 
302 And again : if the Commission  does not agree with the findings , it should at least make clear 
that it is aware of the research and does not think it is relevant. 
 
303 At 9 in the decision of the Commission  : “Google’s programs check the index for web pages 
that match the query, determine their relevance to the query and “serve” the results to the user”. 
 
304

 Id. 
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expense of the end user. These means of maximizing revenue impact the user in 

three ways: 1) Through the loss of privacy and control over their data; 2) through the 

increase in monetary cost due to communications overheads introduced by ad 

traffic; and 3) by the increase of battery usage. The introduction of rich media 

advertisements will have even greater implications with  respect to the 

aforementioned bandwidth and battery consumption concerns.”305   

                                                             
305 ARUNA SENEVIRATNE+ 4 , in “Reconciling Bitter Rivals: Towards Privacy-Aware and Bandwidth 
Efficient Mobile Ads Delivery Networks” , Published in: 2013 Fifth International Conference on 
Communication Systems and Networks (COMSNETS), IEEE 2013, DOI: 10.1109 /COMSNETS. 
2013.6465567. At 1  : “The new mobile devices (e.g. smartphones and tablets) ecosystem is 
generally based on the use of applications or apps, which provide a vast range of services to their 
users. Typically, users download apps via applications markets. The apps available in these markets 
are either provided for free or for a fee. A recent study [1] has shown, that different online markets 
comprise different percentages of available free apps. For example, up to 70% of the apps are free 
in the Google play store, and 66% for Windows mobile apps centre, 42% for the Blackberry app 
centre and 47% for the Apple app store. Similar percentages have been reported by other studies 
as well, e.g. [2], which suggests that approximately 50% of the apps, across the major applications 
market places are free. Even though the fraction of free apps is already significant, we believe that 
this number will increase in the future as users will get used to the availability of more and more 
free apps. The development of the free apps is made possible by means of the advertising 
revenues. App developers get paid by the ad networks for providing space within the app to display 
the  advertisements and for collecting and providing user information which enable the ad 
networks to serve target advertisements . In addition to the loss of privacy due to user information 
being passed on to the ad networks, the free app users incur other hidden costs. Firstly, the 
advertisement traffic contribute to the users’ data downloads. With operators moving towards 
capped plans which meter data downloads, advertisement traffic can result in significant costs to 
the users. It has been shown that a popular mobile game can lead to as much as 40MB of extra 
data downloads per month [4]. More importantly, data downloads due to advertisements are likely 
to increase  significantly when rich media ads, especially when video ads would become more 
prevalent. Secondly, the advertisement traffic can increase of the power usage of the mobile 
devices. For example, it has been shown that aggressive ad refresh rates cause the mobile devices 
to continuously be in high power states [5]. As a result, as much as 65% of the total energy usage 
of free apps can be attributed to advertisements”; See also at 2 : “II. IN-APP MOBILE ADVERTISING 
AND IMPLICATIONS  pp 2-3 : “B.Implications . The above advertisement distribution architecture 
has two major implications. Firstly, steps 1, 4, 5, 7, 8 and 10 can lead to significant additional data 
transfers and energy usage. Secondly, the collection and transferring of data to the ad networks 
can lead to loss of privacy of the users. 1) Additional Data Transfers: In [4], the example of the  free 
game Fruit Ninja illustrates the additional data transfers and the corresponding cost of ads in the 
mobile environment. A 30 minute use of the free game Fruit Ninja per day, can consume up to 
40MB of data per month. Hence, the use of 10 of such apps would result in a monthly 400 MB of 
data usage. For example, in Australia a typical 2GB monthly data plan costs around $50 and 
400MB would then correspond to a cost of $10. TABLE I MOBILE RICH MEDIA AD EXAMPLES Ad 

https://ieeexplore-ieee-org.units.idm.oclc.org/xpl/mostRecentIssue.jsp?punumber=6451320
https://ieeexplore-ieee-org.units.idm.oclc.org/xpl/mostRecentIssue.jsp?punumber=6451320
https://doi-org.units.idm.oclc.org/10.1109/COMSNETS.2013.6465567
https://doi-org.units.idm.oclc.org/10.1109/COMSNETS.2013.6465567
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The reasons for such a complete neglect  by the Commission are hard to fathom.  In 

the more than 200 pages of the decree there are graphics, measurements, all kind 

of comments about on line advertising ; a  not  paltry  monetary fine is meted out  .  

But there is not a page or half page and not even a foot note, in which  to report and 

in case contest,  the unanimous opinion of the scientists who researched the issue  

and explained how  so called free on line services imply  an enormous cost in battery 

and bandwidth for the billions of  Consumers  in  Europe, in the USA  and in the rest 

of the World.  

 

III - Frank-Gaos in front of the Supreme Court of the United States. 

                                                                                                                                                                                                          

Network Ad Type Max Size (MB)  Yahoo [18] Mobile Expandable 2.2 MobClix [19] Full Screen Video 
3 Millennial Media [20] Interactive Video 0.3 On the other hand, recent reports show that the 
popularity of the rich media ads is increasing. For example, [15] shows a 23% increase in rich media 
ad impressions in Q2 compared to Q1, in 2012. In contrast, banner ad impressions decreased by 
16% during the same period. Therefore, the extra data that ads generate is likely to grow 
significantly in the near future. Unlike mostly static banner ads which have simple dimensions and 
size restrictions (up to 15KB) [16], rich media ads come in various formats and implementations 
such as floating banners, expandable banners with video, interstitial interactives and pre-roll 
interactives. However, presently there are no specific standards for size, shape, function of mobile 
rich media ads[17]. Table I show examples which indicate what the sizes of potential future 
advertisements could be in the range of few MBs. In an attempt to unify various rich media ad 
formats and to create a common standard, IAB [21] has came up with Mobile Rich Media Ad 
Interface Definitions (MRAID).Most of the major ad networks are collaborating with IAB and it is 
expected that a common format will be adopted in the  future. Nevertheless inclusion of videos and 
interactive parts means that the sizes of rich media ads will only exacerbate the problem, 
increasing the volume of data transfers of mobile users. 2) Energy: Current advertisement 
distribution process is found to be a major cause behind the smartphone battery drain. Pathak et 
al. [22] shows that 65%-70% of energy of free apps is “consumed” by third party advertisement 
libraries. Qian et al. [23], [24] showed that, when using UMTS networks, most of the default ad 
refresh rates of popular ad networks cause the smartphones to be constantly in high power 
consuming states. Vallina-Rodriguez et al. [5] experimentally compared the smartphone energy 
consumption of three popular ad network libraries by means of a purpose-built Android app, for 
both WiFi and 3G networks. Their results further show that lower refresh rates yields to lower 
energy consumption when compared to the baseline consumption, for both types of networks. 
Another aspect of advertisement affecting the smartphone performance is the recurrent download 
of static objects. By monitoring the 1000 most popular objects in advert traffic, authors in [5] also 
showed that up to 95% of the ads traffic can be redundant”.  
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For the Courts in the United States damages to  “ battery and bandwidth”  represent 

“injury in fact”.   Even   the  ”diminution in value of their phones due to lost battery 

utility and lifespan”306  caused by tracking,  has been judged  as a loss alleged  to a 

level sufficient to show injury in fact and therefore convey standing.    

The fact that  damage to battery and bandwidth gives standing,  has been  clearly 

validated also in the course of cases against Google.  In RE GOOGLE ANDROID CONSUMER 

PRIVACY LITIGATION
307  for example.  After the first dismissal 308 the Plaintiffs amended 

309  alleging   “Direct Economic Injuries”310  to  battery and bandwidth : “Plaintiffs 

each allege that they were injured when their Android devices sent their respective 

names, email addresses, and locations to the developer of each app they purchased 

                                                             
306 CHAD GOODMAN, JON J. OLSON, and JAMES WORSHAM, Plaintiffs, v. HTC AMERICA, INC., a 
Washington corporation; ACCUWEATHER.COM, INC., a Pennsylvania corporation; ACCUWEATHER, 
INC., a Pennsylvania corporation; and ACCUWEATHER INTERNATIONAL, a Delaware corporation, 
Defendants. CASE NO. C11-1793MJP UNITED STATES DISTRICT COURT FOR THE WESTERN DISTRICT 
OF WASHINGTON , 2012 U.S. Dist. LEXIS 88496, June 26, 2012, Decided June 26, 2012, Filed.” 

307 IN RE GOOGLE ANDROID CONSUMER PRIVACY LITIGATION. THIS DOCUMENT APPLIES TO ALL 
CASES No. 11-MD-02264 JSW- UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF 
CALIFORNIA-2013 U.S. Dist. LEXIS 42724 -March 26, 2013, Decided -March 26, 2013, Filed. At 3 you 
can read : “In addition, the batteries on Plaintiffs' Android mobile devices discharge more quickly, 
because the process of collecting geolocation data is resource intensive and consumes battery life.” 
At 5 “Plaintiffs argue that they have alleged facts sufficient to show standing because they allege:  
[*13] (1) the Google Defendants diminished the value of their PII; (2) the Google Defendants 
diminished the value of their mobile devices, because of the increased rate at which the batteries 
discharge; (3) they overpaid for their Android mobile devices; (4) they incurred costs because the 
Google Defendants utilized valuable computer resources; and (5) they allege violations of 
constitutional and statutory rights The Court addresses each of these arguments in turn.” 

 

308IN RE GOOGLE, INC. PRIVACY POLICY LITIGATION UNITED STATES DISTRICT COURT FOR THE 
NORTHERN DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 2013 U.S. Dist., Case No. C-12-01382-
PSG, LEXIS 171124 December 3, 2013, Decided December 3, 2013, Filed.” 

309 Dismissal was with  amend .  

310 See IN RE GOOGLE, INC. PRIVACY POLICY LITIGATION UNITED STATES DISTRICT COURT FOR THE 
NORTHERN DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 2013 U.S. Dist., Case No. C-12-01382-
PSG, LEXIS 171124 December 3, 2013, Decided December 3, 2013, Filed.  
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or downloaded because they had to pay for the battery and bandwidth consumed by 

the unauthorized transmissions.” “Plaintiffs' allegations regarding the chemical 

changes to the battery material are nearly identical to the allegations in Goodman. 

Although Plaintiffs do not allege how frequently Google collects geolocation data, 

they do allege that their batteries discharged more quickly and that their services 

were interrupted. (See FACC 98.) Although it is close question, the Court finds the 

facts in this case are more analogous to the facts in Goodman than in Path. 

Therefore, the Court concludes that these allegations are sufficient, at the pleading 

stage, to allege standing”311. 

                                                             
311 IN RE GOOGLE ANDROID CONSUMER PRIVACY LITIGATION. THIS DOCUMENT APPLIES TO ALL 
CASES No. 11-MD-02264 JSW- UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF 
CALIFORNIA-2013 U.S. Dist. LEXIS 42724 -March 26, 2013, Decided -March 26, 2013, Filed. At 5: “2. 
Diminished Battery Capacity. Plaintiffs also allege they have been injured because the batteries in 
their mobile devices discharge more quickly. Courts have found that "[d]imunition in the 
performance of an electronic device may constitute an injury in fact, but a plaintiff must 'allege 
facts showing that this is true.'" Goodman v. HTC America, Inc., 2012 U.S. Dist. LEXIS 88496, 2012 
WL 2412070, at *6 (W.D. Wash. June 26, 2012) (quoting LaCourt, 2011 U.S. Dist. LEXIS 50543, 2011 
WL 1661532, at *5) (emphasis added). For example, in iPhone II, the court concluded that 
allegations [*16] regarding diminished storage, battery life, and bandwidth were sufficient to 
allege actual injury, where the plaintiffs alleged they paid for the exclusive use of the memory and 
included information about the large amount of memory the defendants had consumed. See 844 F. 
Supp. 2d at 1054-56. Similarly, in Goodman, the plaintiff alleged that the defendants collected fine 
location data every three hours, or whenever a device's screen was refreshed, which caused the 
batteries to drain more quickly. The plaintiffs also alleged that the defendants reduced "utility and 
lifespan of the phone batteries ... because each charge and discharge cycle causes chemical 
changes in the active battery material, diminishing the battery's storage capacity and requiring 
every more frequent recharging." Goodman, 2012 U.S. Dist. LEXIS 88496, 2012 WL 2412070, at *7. 
The court found those allegations were specific enough to allege injury. Id. In contrast, a court 
within this District recently concluded that allegations regarding a defendant's use of "two to three 
seconds of battery capacity" was de minimus and, implicitly, insufficient to establish standing. See 
Hernandez v. Path, Inc., 2012 U.S. Dist. LEXIS 151035, 2012 WL 5194120, at *2 & n.2 (N.D. Cal. Oct. 
19, 2012). [*17] Plaintiffs' allegations regarding the chemical changes to the battery material are 
nearly identical to the allegations in Goodman. Although Plaintiffs do not allege how frequently 
Google collects geolocation data, they do allege that their batteries discharged more quickly and 
that their services were interrupted. (See FACC ¶ 98.) Although it is close question, the Court finds 
the facts in this case are more analogous to the facts in Goodman than in Path. Therefore, the 
Court concludes that these allegations are sufficient, at the pleading stage, to allege standing, but 
only as to Google.. 
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The Judge  is very explicit  on the point : “With respect to Plaintiffs' injury claims 

based on battery and bandwidth consumption, courts have found that the 

unauthorized use of system resources can suffice to establish a cognizable injury.312” 

therefore  ”Google's actions caused the Google Plaintiffs to suffer some loss or 

damage.” 313 

Again IN RE CARRIER IQ, INC., CONSUMER PRIVACY LITIGATION 
314, damage  to battery and 

bandwidth represents  “injury in fact “315 and  “the Court concludes that Plaintiffs 

                                                             
312 See IN RE GOOGLE, INC. PRIVACY POLICY LITIGATION UNITED STATES DISTRICT COURT FOR THE 
NORTHERN DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 2013 U.S. Dist., Case No. C-12-01382-
PSG, LEXIS 171124 December 3, 2013, Decided December 3, 2013, Filed. , at 8  : “With respect to 
Plaintiffs' injury claims based on battery and bandwidth consumption, courts have found that the 
unauthorized use of system resources can suffice to establish a cognizable injury. For example, in 
Goodman, the court found standing based upon battery discharge where the application at issue 
[*21] sent fine location data every three hours or whenever the device's screen was refreshed.52 
Similarly, in In re iPhone Application Litigation, the court found standing where the device 
systematically collected and transmitted location information.53 In In re Google Android User 
Privacy Litigation, the plaintiffs did not clearly allege how frequently Google collected geolocation 
data from a phone, but did allege that collecting relocation data was particularly battery intensive, 
that "their batteries discharged more quickly[,] and that their services were interrupted."54 This 
latter allegation was deemed sufficient to establish standing” omissis ” In addition, like the 
plaintiffs in Goodman and Android, Plaintiffs here specifically allege a greater discharge of battery 
power as a result of unauthorized conduct and as in iPhone I the discharge is systemic rather than 
episodic. This is sufficient to establish more than a de minimis injury.” 

 
313 IN RE GOOGLE ANDROID CONSUMER PRIVACY LITIGATION. THIS DOCUMENT APPLIES TO ALL 
CASES No. 11-MD-02264 JSW- UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF 
CALIFORNIA-2013 U.S. Dist. LEXIS 42724 -March 26, 2013, Decided -March 26, 2013, Filed.cit , at 
10: “Although Plaintiffs allege that the Google "Defendants' actions cause Plaintiffs' Android 
mobile phone batteries to discharge more quickly," and have interrupted their services, those 
allegations are based on acquisition of location data through GPS satellite position data. As noted 
above, at best, this might show that Google's [*35] actions caused the Google Plaintiffs to suffer 
some loss or damage.” 
 
314 IN RE CARRIER IQ, INC., CONSUMER PRIVACY LITIGATION - No. C-12-md-2330 EMC- UNITED 
STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA -78 F. Supp. 3d 1051; 2015 
U.S. Dist. LEXIS 7123; 85 U.C.C. Rep. Serv. 2d (Callaghan) 568 -January 21, 2015, Decided -January 
21, 2015, Filed.  

315Id at 15  IN RE CARRIER IQ, INC., CONSUMER PRIVACY LITIGATION - No. C-12-md-2330 EMC- 
UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA -78 F. Supp. 3d 
1051; 2015 U.S. Dist. LEXIS 7123; 85 U.C.C. Rep. Serv. 2d (Callaghan) 568 -January 21, 2015, 
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have sufficiently alleged that the Carrier IQ Software has had a "systemic," rather 

than "episodic," effect on the resources of Plaintiffs' mobile devices. This is sufficient 

to plausibly allege standing at the pleading stage”316. 

                                                                                                                                                                                                          

Decided -January 21, 2015, Filed. Sc. il 3\2\2019. , cit. pg. 15:” 1. Plaintiffs Have Adequately Alleged 
[**41] Standing Under Cal. Penal Code § 502 and State Consumer Protection Statutes - Defendants 
argue that Plaintiffs lack standing to assert a claim under the California Consumer Data Access and 
Fraud Act ("CCDAFA"), Cal. Penal Code § 502, or any state consumer protection statute because 
these statutory claims require proof that the Plaintiffs "suffer[ed] damage or loss by reason of a 
violation." Cal. Penal Code § 502(e). Plaintiffs respond, however, that they have suffered damage in 
three ways: (1) diminished battery power and life in their mobile devices as a result of the Carrier 
IQ Software; (2) alleged collection and disclosure of personal information; and (3) they would not 
have purchased their mobile devices had they known the Carrier IQ Software was installed. 
Plaintiffs have sufficiently alleged "damage" for purposes of the pleading stage by alleging that the 
Carrier IQ Software diminished their mobile devices' battery life and resources. Accordingly, the 
Court need not address Plaintiffs' alternative theories of damage and Defendants' motion to 
dismiss on this ground is DENIED.” As detailed above, the SCAC has alleged, for each Plaintiff, that 
the Carrier IQ Software "was installed and operating on his device, and taxing his device's battery, 
processor, and [**42] memory, as alleged herein." See SCAC ¶¶ 8-25. Defendants contend that 
these "generalized" allegations are "too vague and speculative" to establish Article III standing. 
Defendants rely primarily on Opperman v. Path, Inc., No. C13-0453-JST, 2014 U.S. Dist. LEXIS 
67225, 2014 WL 1973378 (N.D. Cal. May 14, 2014), for this proposition. In that case, plaintiffs 
alleged that installed malware on their iDevices resulted in "diminished mobile device resources, 
such as storage, battery life, and bandwidth." 2014 U.S. Dist. LEXIS 67225, [WL] at *22. They 
alleged that the "unauthorized transmissions and operations used iDevice resources, battery life, 
energy and cellular time at a cost to Plaintiffs and caused loss of use and enjoyment of some 
portion of each iDevice's useful life." Id. The court found these allegations insufficient, stating that 
because the plaintiffs had failed to "quantif[y] or otherwise articulate[] the alleged resource usage, 
they fail to allege an injury that can serve as the basis of standing." Id. [*1066] At the same time, 
other courts in this district have "found that unauthorized use of system resources can suffice to 
establish a cognizable injury" when allegations plausibly suggested a non-de minimis drain on 
those resources. In re Google, Inc. Privacy Policy Litigation, No. C12-01382-PSG, 2013 U.S. Dist. 
LEXIS 171124, 2013 WL 6248499, at *7 (N.D. Cal. Dec. 3, 2013). For example, [**43] in In re iPhone 
Application Litigation, 844 F. Supp. 2d 1040 (N.D. Cal. 2012), the court found that plaintiffs had 
standing where they had alleged "diminished and consumed iDevice resources, such as storage, 
battery life, and bandwidth." Id. at 1054. “ ( omissis ) “Finally, in Goodman v. HTC America, Inc., 
No. C11-1793MJP, 2012 U.S. Dist. LEXIS 88496, 2012 WL 2412070 (W.D. Wash. June 26, 2012), the 
court found allegations of drained [**44] system resources sufficient for standing purposes where 
it was alleged that the defendant's application collected, and sent, the user's geographic 
information every three hours or whenever the mobile device's screen was refreshed.  

 
316 IN RE CARRIER IQ, INC., CONSUMER PRIVACY LITIGATION - No. C-12-md-2330 EMC- UNITED 
STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA -78 F. Supp. 3d 1051; 2015 
U.S. Dist. LEXIS 7123; 85 U.C.C. Rep. Serv. 2d (Callaghan) 568 -January 21, 2015, Decided -January 
21, 2015, Filed. Sc. il 3\2\2019. , cit. pg. 14. 
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It appears   therefore settled  also from cases where Google itself has been the 

defendant,   that appropriation of   battery and bandwidth   owned by Consumers  

constitutes “a violation of property rights ”317, which makes it interesting  to read the 

Supreme Court 318  March 20 2019 order in Frank v. Gaos, precisely in   the 

perspective of the violation of Consumers’ ownership of battery and bandwidth 319.  

The Supreme Court decided that  “the case should be remanded for the courts below 

to address the plaintiffs’ standing in light of Spokeo. The supplemental briefs filed in 

response to our order raise a wide variety of legal and factual issues not addressed in 

the merits briefing before us or at oral argument. We “are a court of review, not of 

first view.” Cutter v. Wilkinson, 544 U. S. 709, 718, n. 7 (2005). Resolution of the 

standing question should take place in the District Court or the Ninth Circuit in the 

first instance. We therefore vacate and remand for further proceedings.” 

The  order is mainly about standing ex Art III and – as already mentioned – no 

attention was paid to  Consumers’ battery and bandwidth costs for transmitting  

data and receiving ads  and to the Jurisprudence  deeming such costs  a solid base 

for standing . 

This lack of interest is so more to be regretted  as the technology of data harvesting 

in particular relating to the referrer header transmission   was   amply   delved upon 

                                                                                                                                                                                                          
 
317 Case law on the point is settled. Ex multis : IN RE: LENOVO ADWARE LITIGATION, This Document Relates 
to All Cases - Case No. 15-md-02624-RMW -UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT 
OF CALIFORNIA, SAN JOSE DIVISION -2016 U.S. Dist. LEXIS 149958 -October 27, 2016, Decided -October 27, 
2016, Filed. Scaricato il 5-2-2019.  

318 586__(2019) at 6 . Downloaded 4\11\2019 from the Supreme Court of the United States web 
site . 
 
319 Needless to say:  the issue has been completely neglected by the parties involved and therefore 
by the Court.  
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by all subjects involved in Frank v. Gaos  and in  the class actions  at the origin of  the 

contested settlement.  

The 2013 Consolidate Complaint filed at the District Court of Northern California, for 

example,  was quite generous in the description of the Referrer Header technology,   

the explanatory  effort was well condensed when Plaintiffs wrote:  “In other words, 

when Plaintiff Italiano clicked on each link on his Google search results pages, the 

owner of the destination website that Plaintiff clicked on received from Google 

Plaintiff  Italiano’s search terms through the Referral Header function “320.  

The January 2018 Petition for Writ of Certiorari by Frank and Holyoak  explains the 

“Referral Header function” and   states 321  that the referrer header is transmitted by 

the “ user’s web browser”.  Which  implies that the battery and bandwidth necessary 

to transmit   the refer(r)er  header are  paid by the Consumer.  

The Department of Justice intervening as Amicus successfully raising the question of 

standing , wrote in its Brief:  “Article III requires a plaintiff to allege an “injury in fact” 

                                                             
320 “UNITED STATES DISTRICT COURT NORTHERN DISTRICT OF CALIFORNIA SAN JOSE DIVISION - 
Case No. 5:10-cv-04809-EJ - In re GOOGLE REFERRER HEADER PRIVACY LITIGATION- This Document 
Relates To: All Actions April 26, 2013 - CONSOLIDATED COMPLAINT CLASS ACTION -JURY TRIAL 
DEMANDED”, at 45. Downloaded 4\11\2019 from the Supreme Court of the United States web 
site as annex A to  Brief for the Class Respondents in Opposition quoted above at nt. 80. 
 

321 See “In the  Supreme Court of the United States - THEODORE H. FRANK AND MELISSA ANN 
HOLYOAK, Petitioners, v. PALOMA GAOS, on behalf of herself and all others similarly situated, et 
al., Respondents -On Petition for a Writ of Certiorari to the United States Court of Appeals for the 
Ninth Circuit – Petition for Writ of Certiorari .”at 8 : “Google operates the eponymous search 
engine that Internet users query billions of times each day. When a user enters search terms into 
Google, the service returns a search-results page listing relevant websites. Each results page has a 
unique address—known as a “Uniform Resource Locator,” or “URL”—that contains the user’s 
search terms. 1 And when a user clicks on a search result, the user’s web browser (Chrome, 
Internet Explorer, etc.) typically transmits a “referral header” containing the URL of the referring 
search results page, including the user’s search terms, to the destination website. This is not unique 
to Google; clicking any links on the Web will cause referral headers to be sent, unless the user has 
disabled them. Websites, in turn, use this referral information to inform their editorial decisions 
and marketing efforts. . Downloaded 4\11\2019 from the Supreme Court of the United States web 
site.  
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that is both “‘concrete’ ” and “‘particularized.’” Spokeo, Inc. v. Robins, 136 S. t. 1540, 

1548 (2016) (citation omitted) Plaintiffs here allege that they suffered “actual harm 

in the form of Google’s unauthorized and unlawful dissemination of *their+ search 

queries, which sometimes contained sensitive personal information, to third parties.” 

Consolidated Compl. (Compl.) ¶¶ 104, 111, 118.”322  And “ Plaintiffs do not appear to 

identify any particular injury that actually resulted from Google’s use of referrer 

headers.”323 Therefore “ This Court accordingly may wish to remand the case for the 

lower courts to address standing in the first instance.”324 

In the Supplemental Brief of November 2018,  the Department of Justice 325   writes: 

““Plaintiffs allege that, when they perform a Google search and click on a link to a 

new website, Google transmits their search terms to the destination website through 

a “referrer header.” Consolidated Compl. (Compl.) ¶¶ 57-58; see Zynga, 750 F.3d at 

1101-1103 (discussing referrer headers). That transmission, plaintiffs allege, 

constitutes a knowing disclosure of the “contents of” a “communication” in violation 

of the SCA. 18 U.S.C. 2702(a)(1)-(2); see Compl. ¶¶ 136-137.”  ).”326 

                                                                                                                                                                                                          
 
322 “No. 17-961 - IN THE SUPREME COURT OF THE UNITED STATES - THEODORE H. FRANK, ET AL., 
PETITIONERS v. PALOMA GAOS, INDIVIDUALLY AND ON BEHALF OF ALL OTHERS SIMILARLY 
SITUATED, ET AL. ON WRIT OF CERTIORARI TO THE UNITED STATES COURT OF APPEALS FOR THE 
NINTH CIRCUIT BRIEF FOR THE UNITED STATES AS AMICUS CURIAE SUPPORTING NEITHER PARTY.” 
at 13. Downloaded 4\11\2019 from the Supreme Court of the United States web site . 
 
323

 Id at 14. 
 
324 Id at 15. 
 
325 See : “SUPPLEMENTAL BRIEF FOR THE UNITED STATES AS AMICUS CURIAE SUPPORTING NEITHER 
PARTY” November 2018, at 6.  Downloaded 4\11\2019 from the Supreme Court of the United 
States web site. 
 
326In the Department of Justice view :“Search terms  embedded in referrer headers are not 
naturally considered “contents of” a “communication.” 18 U.S.C. 2702(a)(1)-(2). Indeed, the Ninth 
Circuit has held that referrer headers containing a “user’s Facebook ID and the address of the 
webpage from which the user’s * * * request to view another webpage was sent” do not constitute 
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When claiming that  “ Plaintiffs do not appear to identify any particular injury that 

actually resulted from Google’s use of referrer headers” ,  the Department of Justice 

chose to  ignore the issue of  costs for battery and bandwidth Consumers\ Users 

incur into when transmitting referrer headers.   

 As the DOJ intervened in front of the Supreme Court  in  the public interest to 

ignore and not even mention the  hypothetical violation of ownership rights of 

Consumers to their battery and bandwidth  does not seem a choice  to be 

completely approved of.  

Much more so as the DOJ  is aware  that by consolidated Jurisprudence,  

misappropriation of battery and bandwidth amounts to a “concrete”  , “de facto”   

injury as required by Spokeo327.  

The Department of Justice disregard of the matter might be somehow justified as  in 

the  many years the  case  has gone on in the Courts , nobody seems to have paid 

any attention on the issue of battery and bandwidth costs to Consumers.  

Plaintiffs  did not allege that they suffered actual harm because  Google:  

a) also through the refe(r)er328 header  exploited  without authorization  Plaintiffs ‘ 

battery and bandwidth to obtain sensitive personal information to use  it in its 

business; 

b) caused  costs to Consumers for the  battery and bandwidth needed  for the  

transmission of  the URL and   the referrer header329 containing it.  

                                                                                                                                                                                                          

“contents” of a communication, but rather “function*+ like an ‘address,’ ” which is distinct from 
“contents.” Zynga, 750 F.3d at 1107 (citation omitted)”; id at 13 and 14 .  
 
327

 Id at 9 and 10. 
 
328 Most article and comments devote a few lines to the spelling or misspelling with one or two r.  
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329 Referrer header is an important piece of software script in the business model of data 
harvesting and ad serving.  The literature, articles, comments, instructions on it are numerous 
(very much so ) . Following a very small list of  a few references . From  https:// support microsoft 
dot com : “NFO: Internet Explorer Does Not Send Referer Header in Unsecured Situations :Applies 
to: Internet Explorer – Summary - When linking from one document to another in Internet Explorer  
4.0 and later, the Referer header will not be sent when the link is from an HTTPS page to a non-
HTTPS page. The Referer header also will not be sent when the link is from a non-HTTP(S) protocol, 
such as file://, to another page. The Referer header is a standard HTTP header in the form of 
"Referer: <URL>," which indicates to a Web server the URL of the page that contained the hyperlink 
to the currently requested URL. When a user clicks on a link on 
"http://example.microsoft.com/default.htm" to http://example. microsoft.com/ test.htm," the 
theoretical example.microsoft.com Web server will be sent a referer header of the form 
"http://example.microsoft.com".However, Internet Explorer will not send the Referer header in 
situations that may result in secure data being sent accidentally to unsecured sites. For example, 
Internet Explorer will not send the Referer header for each of the following example hyperlinks 
from one document URL to another document URL: javascript:somejavascriptcode  
http://example.microsoft.com file://c:\alocalhtmlfile.htm   
http://example.microsoft.comhttps://example.microsoft.com -->  http://www.microsoft.com This 
prevents local file names from being sent inadvertently to Web servers when linking from local 
content to Web sites that might snoop on such information. Also, many secure (HTTPS) Web 
servers store secure information such as credit-card data in the URL during a GET request to a CGI 
or ISAPI server application. This information can be unwittingly sent in the Referer header when 
linking out of an "https://" server to an "http://" server elsewhere on the Web. Internet Explorer 
attempts to prevent this bad practice by not sending the Referer header when transitioning from 
an HTTPS URL to a non-HTTPS URL. Last Updated: Aug 1, 2019”. 
Referrer headers are essential to the advertising system. See: TOMASZ BUJLOW, VALENTÍN 
CARELA-ESPAOL, JOSEP SOLÉ-PARETA, AND PERE BARLET-ROS . A Survey on Web Tracking: 
Mechanisms, Implications, and Defenses: “E. Price Discrimination- Tracking also can be used to 
modify the advertised price of products according to the estimated financial situation of the 
potential customers. In [1], it was proved that the displayed price differs based on the geographical 
location of the user visiting a website (up to 166%), on the affluence of the user (up to 400%), and 
on the referrer—the website from which the user accessed the website selling the product (up to 
nearly 50%). The authors collected data during 20 days, performing some actions on websites 
belonging to 200 online vendors. No discrimination was noticed based on the operating system or 
browser used by the customer.” 
See also : C. CANALI, M. COLAJANNI AND R. LANCELLOTTI. “Distribution of adaptation services for 
ubiquitous Web access driven by user profiles”, Proceedings of the 11th IEEE Symposium on 
Computers and Communications (ISCC'06). 
 

http://example/
http://example.microsoft.com/
http://www.microsoft.com/
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Precisely the  concrete and particularized injury in fact to the ownership of 

Consumers’ battery and bandwidth,  seems to emerge  when  Google  states that “In 

the normal course of operation, the user’s web browser (e.g., Internet Explorer, 

Firefox, Safari) transmits to that website what is known as “referrer header” 

information. See SER 760-762.”330  

                                                                                                                                                                                                          

Stressing the relevance of the referrer header :   XAVIER SANCHEZ-LORO, VICTORIA BELTRAN, 
JORDI CASADEMONT AND MARISA CATALAN, “In example, dynamic policies could be applied to 
change header values depending on available bandwidth of cellular link, forcing remote web 
servers to deliver lighter or heavier contents in order to mitigate the effect of network congestion 
and delay on user’s browsing experience (i.e. plain-text, HTML, DHTML or Action Script 
documents).” in “Ubiquitous Web Access and Application Layer Optimization: Dynamic Content 
Negotiation over Cellular Links” at 270. From IEEE downloaded 12\11\2019. 
 

For recent comments on the technology see  for example : PENG HUANG, DEHUA CHEN, JIAJIN LE , 
in  “An Improved Referrer-Based Session Identification Algorithm Using Map Reduce”.- School of 
Computer Science and Technology Donghua University -Shanghai, China. 2013 Ninth International 
Conference on Natural Computation (ICNC)-  From IEEE downloaded 12\11\2019 :  “As one of the 
three categories of web mining, web log mining [1] is aimed at how to extract useful knowledge 
model such as association rules, sequential patterns and clustering analysis from web data” at 
1072 in the Introduction. 
“After data cleaning and user identification, we can process session identification according to a 

particular user. In this paper, we assume that the specific user is under the same ADSL and using 

the identical web browser, namely the same user agent, in consideration of that it is not rare that 

several users share a common IP address, whether they are situated under a certain NAT(Network 

Address Translation) or proxy equipment. As we mentioned earlier, the main method for session 

identification can be divided into two categories: one is time based methods and the other is 

referrer based methods.” at 1073. 

See also  : Referrer Policy W3C Candidate Recommendation, 26 January 2017  downloaded from 
https://www.w3.org/TR/2017/CR-referrer-policy-20170126/. at § 1.1 Privacy you can read : 
“A social networking site has a profile page for each of its users, and users add hyperlinks from 
their profile page to their favorite bands. The social networking site might not wish to leak the 
user’s profile URL to the band web sites when other users follow those hyperlinks (because the 
profile URLs might reveal the identity of the owner of the profile)Some social networking sites, 
however, might wish to inform the band web sites that the links originated from the social 
networking site but not reveal which specific user’s profile contained the links.”  

330 Further: “The referrer header communicates the URL of the web page that the user last visited 
and by doing so informs the requested website how the user got to the page. SER 760-761; see also 
generally In re Zynga Privacy Litig., 750 F.3d 1098, 1102 (9th Cir. 2014) (explaining how referrer 
headers work). So if a user clicks on a website from Google’s search results page, the referrer 
header generated by the user’s web browser will communicate the URL of the search results page, 

https://www.w3.org/TR/2017/CR-referrer-policy-20170126/
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Specifically in relation to  the fact that “ Google’s servers first generate a unique 

Uniform Resource Locator, or URL,” in the Zynga case quoted by Google,  it is  

explained  that  “During the period at issue in this case, when a user clicked on an ad 

or icon that appeared on a Facebook webpage, the web browser sent an HTTP 

request to access the resource identified by the link. The HTTP request included a 

referer header that provided both the user’s Facebook ID and the address of the 

Facebook webpage the user was viewing when the user clicked the link. Accordingly, 

if the Facebook user clicked on an ad, the web browser would send the referer 

header information to the third party advertiser.”331
   

Stating that  “the user’s web browser (e.g., Internet Explorer, Firefox, Safari) 

transmits”,  necessarily ( by the  technology used )  means that the Consumer pays 

for the battery and bandwidth needed to transmit  all the information contained in  

the referrer header, including the information contained in the URL 332. URL which is  

created by Google  for its paying advertisers and transmitted  using Consumers  

property of battery and bandwidth.   

Following  the Supreme Court order,  the “ standing question” will be decided in first 

instance by the District Court of the Ninth District .  

In reassessing the matter it could be alleged that:  

                                                                                                                                                                                                          

which, according to plaintiffs, includes the user’s search terms. SER 760-761.” “No. 17-961 - IN THE 
SUPREME COURT OF THE UNITED STATES-THEODORE H. FRANK, ET AL., PETITIONERS v. PALOMA 
GAOS, INDIVIDUALLY AND ON BEHALF OF ALL OTHERS SIMILARLY SITUATED, ET AL. ON WRIT OF 
CERTIORARI TO THE UNITED STATES COURT OF APPEALS FOR THE NINTH CIRCUIT BRIEF IN 
OPPOSITION OF RESPONDENT GOOGLE LLC.”,  at 4\5. Downloaded 4\11\2019 from the Supreme 
Court of the United States web site. 

 
331

 “FOR PUBLICATION - UNITED STATES COURT OF APPEALS FOR THE NINTH CIRCUIT - IN RE: 
ZYNGA PRIVACY LITIGATION - No. 11-18044 D.C. No. 5:10-cv-04680- JW” , at 8.  
 
332 See at Google Analytics web site : “ Analytics.js Field Reference - This document lists all of the 

configurable field names for analytics.js.” “Downloaded 13\11\2019. For Google’s attention on 
bandwidth usage see – among many – the old Pagespeed Service ( turned off on 3rd August 2015)  
at developers.google etc.  
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a)  Spokeo  requires  that a “concrete” injury must be “de facto”; that is, it must 

actually exist” and the District Court for the Ninth District  in previous cases 

has decided that alleged misappropriation of battery and bandwidth gives 

standing 333 .  

b) If the alleged violation of privacy is caused by the transmitting of the  

information contained  in the referrer header,  such  allegedly unauthorized 

transmission  violated  the Consumers’ ownership of  battery and bandwidth.  

It will be interesting to read  if and how the Parties involved will present the issue to 

the District Court .    

One more  point of interest will  almost surely  not be discussed  in the future 

developments of Frank v. Gaos  though. 

In its Supplemental Reply Brief dated December 2018 Google stated: “the law of 

unjust enrichment creates a remedy that can be awarded only if the plaintiff is 

harmed by the misuse of his property—a property interest that is absent here. 

Restatement (First) of Restitution § 1 cmt. e (1937) (restitution may be available 

when a defendant “wrongfully disposes of the property of another” even if plaintiff 

suffered no economic loss). The action lies against “unjust enrichment by the 

defendant at the expense of the plaintiff.” Stone v. White, 301 U.S. 532, 534 (1937) 

(emphasis added); see Restatement (First) of Restitution § 1.”334  

Difficult to say just from the above quotation how Google evaluates the issue of 

exploitation of Consumers’ battery and bandwidth in relation to the Law of Unjust 

Enrichment and Restitution.  

But precisely from this quotation it might be  possible to infer that :   

                                                             
333

 See supra notes 70-71 72.  
 
334 “No. 17-961 - IN THE SUPREME COURT OF THE UNITED STATES-THEODORE H. FRANK, ET AL., 
PETITIONERS v. PALOMA GAOS, INDIVIDUALLY AND ON BEHALF OF ALL OTHERS SIMILARLY 
SITUATED, ET AL. ON WRIT OF CERTIORARI TO THE UNITED STATES COURT OF APPEALS FOR THE 
NINTH CIRCUIT SUPPLEMENTAL REPLY BRIEF FOR RESPONDENT GOOGLE LLC, December 2018, at 
11\12 . Downloaded 4\11\2019 from the Supreme Court of the United States web site. 
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a) any on line  Platform  exploiting  without valid consent   Consumers ’s battery and 

bandwidth   “wrongfully disposes of the property of the Consumer”; 

 b) if misappropriated battery and bandwidth “property of the Consumer” is 

instrumental in creating revenue, by the Law of Unjust Enrichment this revenue  

should be disgorged335.   

 

The meaning of “free”  in  cases regarding Facebook . 

I -  Introduction 

The press  does not seem to be  always amenable to Facebook. The tone  is often in 

line with the following  2018 article336   :“In 2015, the company began “continuously 

uploading” call and text logs from Android phones, giving it a valuable window into 

the communications habits of its users .” “Since 2013, the company has used a VPN 

app it acquired, named Onavo, to harvest information about app usage on iPhones. 

By funneling  all internet usage on those phones through Facebook’s servers, it could 

be forewarned about popular apps, and take pre-emptive action against possible 

competition. The company used this information in 2013 to show that WhatsApp 

was more popular on mobile than Facebook Messenger; it acquired the company a 

year later.”   The same article reports FB’s position as well “To be clear, Facebook 

has never sold anyone’s data. Our APIs have always been free of charge and we have 

                                                                                                                                                                                                          
 
335  “even if plaintiff suffered no economic loss”, Google explains. Which obviously has colossal 

implications for the on line data harvesting and business model . On the point extensively supra. 
 
336 A number of other more recent articles   could obviously be quoted but to try to be up to date  
would imply  a daily engagement with  news and opinions  on Facebook, and by the   publication 
of this essay , any quotation of news  would not be up to date. Anyhow just because of the wide 
appeal  see also :  https://www.theguardian.com/commentisfree/2019/oct/26/what-happened-
when-alexandria-ocasio-cortez-came-face-to-face-with-facebooks-mark-zuckerberg  or  
https://www.thegreathack.com/. 

 

https://www.theguardian.com/commentisfree/2019/oct/26/what-happened-when-alexandria-ocasio-cortez-came-face-to-face-with-facebooks-mark-zuckerberg
https://www.theguardian.com/commentisfree/2019/oct/26/what-happened-when-alexandria-ocasio-cortez-came-face-to-face-with-facebooks-mark-zuckerberg
https://www.thegreathack.com/
https://www.thegreathack.com/
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never required developers to pay for using them, either directly or by buying 

advertising”337.  

As most of media coverage on Big Tech,  the article just quoted does not mention 

the fact that billions of Consumers have to pay cash for the battery and bandwidth 

the devices use  to receive ads and broadcast data.  

 In the Form  10-k  (2018) Facebook   writes : “Cost of revenue. Our cost of revenue 

consists primarily of expenses associated with the delivery and distribution of our 

products. These include expenses related to the operation of our data centers, such 

as facility and server equipment depreciation, salaries, benefits, and share-based 

compensation for employees on our operations teams, and energy and bandwidth 

costs”338 . 

In the same  Form  10-k  for the fiscal year  2018  Facebook Inc. explains:   “We 

generate substantially all of our revenue from selling advertising placements to 

marketers”339.  

                                                             
337 ALEX HERN , Facebook discussed cashing in on user data, emails suggest ; da The Guardian Wed 
5 Dec 2018 16.47 GMTLast modified on Wed 5 Dec 2018 16.51 GMT. For those interested the next 
episode  in the matter might be the launch of “Study” “Libra”is  the big news  at this moment.  
Scaricato il 6\12\2018.  

 
338 Form 10-k  for the fiscal year  2018 at 5. At  42  you read “Cost of revenue. Our cost of revenue 
consists primarily of expenses associated with the delivery and distribution of our products. These 
include expenses related to the operation of our data centers, such as facility and server equipment 
depreciation, salaries, benefits, and share-based compensation for employees on our operations 
teams, and energy and bandwidth costs”. At 66 :“Cost of Revenue Our cost of revenue consists 
primarily of expenses associated with the delivery and distribution of our products. These include 
expenses related to the operation of our data centers, such as facility and server equipment 
depreciation, salaries, benefits, and share-based compensation for employees on our operations 
teams, and energy and bandwidth costs.” 

339 Form 10-k  for the fiscal year  2018, at 5.  The paragraph reads on :  ““Our ads enable marketers 
to reach people based on a variety of factors including age, gender, location, interests, and 
behaviors. Marketers purchase ads that can appear in multiple places including on Facebook, 
Instagram, Messenger, and third-party applications and websites.” At 6 : “The majority of our 

https://www.theguardian.com/profile/alex-hern
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“Substantially all of our revenue is currently generated from third parties advertising 

on Facebook and Instagram.”  and “Our advertising revenue could also be adversely 

affected by a number of other factors, including:  decreases in user engagement, 

including time spent on our products”; (omissis)” “ our inability to maintain or 

increase the quantity or quality of ads shown to users, including as a result of 

technical infrastructure constraints;” (omissis)” changes in the way advertising on 

mobile devices or on personal computers is measured or priced”340. 

For a business whose revenues come from serving ads and harvesting data 341, the 

fact that Consumers  pay for the battery and bandwidth the devices consume to 

receive ads and broadcast data,  represents  a colossal saving in  costs .   

                                                                                                                                                                                                          

marketers use our self-service ad platform to launch and manage their advertising campaigns. We 
also have a global sales force that is focused on attracting and retaining advertisers and providing 
support to them throughout the stages of the marketing cycle from pre-purchase decision-making 
to real-time optimizations to post-campaign analytics. We work directly with these advertisers, as 
well as through advertising agencies and resellers. We operate more than 60 offices around the 
globe, the majority of which have a sales presence. We also invest in and rely on self-service tools 
to provide direct customer support to our users and partners” Other parts   of  Facebook’s 10-k 
Form are of specific interest for this essay: “We do not intend to pay cash dividends for the 
foreseeable future. We have never declared or paid cash dividends on our capital stock. We 
currently intend to retain any future earnings to finance the operation and expansion of our 
business and fund our share repurchase program, and we do not expect to declare or pay any cash 
dividends in the foreseeable future. As a result, you may only receive a return on your investment in 
our Class A common stock if the trading price of your shares increases.” The statement   means 
that the value of Facebook stock comes  from the revenue and not from the profits. And this  is a 
strong point  for  claiming  that the measure of an  hypothetic disgorgement by The Law of Unjust 
Enrichment and Restitution should be Facebook’s revenues rather than  profits. 

340 UNITED STATES SECURITIES AND EXCHANGE COMMISSION Washington, D.C. 20549 FORM 10-K  
x ANNUAL REPORT PURSUANT TO SECTION 13 OR 15(d) OF THE SECURITIES EXCHANGE ACT OF 
1934 For the fiscal year ended December 31, 2018 Commission File Number: 001-35551 
FACEBOOK,  INC. Delaware 20-1665019 1601 Willow Road, Menlo Park, California 94025, at 10.  
 
341 Facebook’s Form 10-k (2018) at 11: “The substantial majority of our revenue is generated from 
advertising on mobile devices. There is no guarantee that popular mobile devices will continue to 
feature Facebook or our other products, or that mobile device users will continue to use our 
products rather than competing products. We are dependent on the interoperability of Facebook 
and our other products with popular mobile operating systems, networks, technologies, products, 
and standards that we do not control, such as the Android and iOS operating systems and mobile 
browsers. Any changes, bugs, or technical issues in such systems, or changes in our relationships 



  

116 
 

FB’s Form  10-k (2018)    also  proves  how the Myth of Free is central in  the 

Company’s  business model : “ there is decreased engagement with our products as 

a result of taxes imposed on the use of social media or other mobile applications in 

certain countries, or other actions by governments that may affect the accessibility 

of our products in their countries;” 342.  

And in the course of the hearings in front of the  House of Representatives Mr. 

Zuckerberg  reminded the Committee on Energy and Commerce   that: “ Ad-based 

business models have been a common way that people have been able to offer free 

services for a long time.”343 

Mr Zuckenberg position is obviously very authoritative on the point : “Consider the 

reality of Twitter and Facebook’s chief executive officers, Jack Dorsey and Mark 

Zuckerberg. These two individuals know how the system works, understand digital 

identity best practices and have all the resources in the world at their fingertips.”344 

                                                                                                                                                                                                          

with mobile operating system partners, handset manufacturers, browser developers, or mobile 
carriers, or in their terms of service or policies that degrade our products' functionality, reduce or 
eliminate our ability to distribute our products, give preferential treatment to competitive 
products, limit our ability to deliver, target, or measure the effectiveness of ads, or charge fees 
related to the distribution of our products or our delivery of ads could adversely affect the usage of 
Facebook or our other products and monetization on mobile devices. For example, Apple recently 
released an update to its Safari browser that limits the use of third-party cookies, which reduces 
our ability to provide the most relevant ads to our users and impacts monetization.” 

  
342 “UNITED STATES SECURITIES AND EXCHANGE COMMISSION Washington, D.C. 20549 FORM 10-K  

x ANNUAL REPORT PURSUANT TO SECTION 13 OR 15(d) OF THE SECURITIES EXCHANGE ACT OF 

1934 For the fiscal year ended December 31, 2018 Commission File Number: 001-35551 

FACEBOOK,  INC. Delaware 20-1665019 1601 Willow Road, Menlo Park, California 94025” at 9 

https://investor.fb.com/financials/default.aspx il 7 4 2019 . 

 
343 FACEBOOK: TRANSPARENCY AND USE OF CONSUMER DATA WEDNESDAY, APRIL 11, 2018 House of 

Representatives, Committee on Energy and Commerce, Washington, D.C.  at 105. From the 
preliminary and unedited transcript. 
344

 Andre Boysen Chief Identity Officer, SecureKey Technologies U.S. House Financial Services 
Committee Task Force on Artificial Intelligence “The Future of Identity in Financial Services: 

https://investor.fb.com/financials/default.aspx%20il%207%204%202019%20.
https://investor.fb.com/financials/default.aspx%20il%207%204%202019%20.
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On the premise that  the scientific works quoted supra are correct in  depicting the 

technology of usage of devices’ battery and bandwidth for sending data and 

receiving advertisement,  it is justified  to imagine that the “decreased engagement”  

with Facebook’s  could be dramatic   if Consumers  would be made aware of the 

services’  cash costs connected  to the usage of  battery and bandwidth  needed by 

the devices  to receive ads and broadcast  data345.  

Facebook  is involved  in various litigation regarding privacy.    

It appears interesting to look at some of these cases from the perspective of the 

usage of Consumers’ battery and bandwidth for the harvesting of data and the 

serving of advertisements . 

II  - AGCOM Decree n.27432 , 29th November 2018  . 

Recently  Facebook has been fined for about  11 million Euros346  by the  Italian 

Autorità Garante della Concorrenza e del Mercato  (AGCOM )347.  The parties  

discussed in detail Facebook’s claim that its services are for “free”. 

                                                                                                                                                                                                          

Threats, Challenges, and Opportunities” September 12, 2019. at 2, downloaded 3-01-2010 from 
https://financialservices.house.gov/uploadedfiles/hhrg-116-ba00-wstate-boysena... 
 
 
345 Nor could it be said that  Facebook  clearly and conspicuously informs  Consumers about their 
battery and bandwidth usage in the harvesting of data and serving of ads  with clause  1  under the 
section  6. Mobile and Other Devices, in the SSR :  “1. We currently provide our mobile services for 
free, but please be aware that your carrier's normal rates and fees, such as text messaging fees, 
will still apply .”345 The clause does not say a word on the fact that sending data and receiving ads 
implies for the  Consumer a  monetary cost through the loss of property ( battery and bandwidth ). 
It  would probably be considered  by an hypothetical  Court as tantamount  to  admitting outright 
conscious fraud at the expense of Consumers claiming that such a clause  implies that Consumer 
accept to pay for the battery and bandwidth the device uses up to allow Facebook ( or any other 
Company in the business )  to collect data and serve advertisements . Anyhow arguing in such  self-
damaging  direction  is apparently unheard of to this point. 

346
 AGCOM- PS11112 - FACEBOOK-CONDIVISIONE DATI CON TERZI Provvedimento n. 27432 del 29 

novembre 2018 BOLLETTINO N. 46 DEL 10 DICEMBRE 2018. The penalties are in the millions ( 5 
plus 5 ) . 
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Embracing the theory that on line services are not offered for free but paid for 

personal data  348, the  Consumer Association which filed  the Complaint  in front of 

AGCOM  alleged  that “data provided by end consumers represent  a not  monetary  

compensation  from which Facebook  obtains great advantages”349. On its part 

Facebook  denied 350   that  Consumers  in some way forfeit their PII  as contrepartie 

for  the services provided by Facebook. 

Concerning the use of the term “free” specifically , the defense  of Facebook351 is  

reported  by AGCOM as follows : "Consumer data is not a consideration, and 

consumers, in any case, would not be misled by the indication that Facebook is a 

'free' service in light of the common meaning that the term “free” clearly has. The 

average consumer understands the term 'free' according to the typical and ordinary 

                                                                                                                                                                                                          
347 The  proceeding  is  mentioned   in  the final Complaint in the pretrial phase of the Cambridge 
Analytica case : “ 695. On December 7, 2018, the Italian Competition Authority (“AGCM”) issued 
two fines totaling $11.4 million against Facebook. The AGCM found that Facebook misled 
consumers into signing up without fully informing them of the ways that their content and 
information would be used for commercial purposes. The AGCM further criticized Facebook for 
preselecting consumers’ settings to allow for the sharing of their data to third-party Apps and 
websites and then discouraging consumers from changing their settings by telling them that doing 
so risked “significant limitations” on the usability of the Facebook Platform and third-party Apps. “  

UNITED STATES DISTRICT COURT NORTHERN DISTRICT OF CALIFORNIA IN RE: FACEBOOK, INC. 
CONSUMER PRIVACY CONSUMER PROFILE LITIGATION  MDL No. 2843 Case No. 18-md-02843-VC  
FIRST AMENDED CONSOLIDATED COMPLAINT Judge: Hon. Vince Chhabria” , at 259.  
 
349

 PS11112 - FACEBOOK-CONDIVISIONE DATI CON TERZI Provvedimento n. 27432 del 9 novembre  
2018 BOLLETTINO N. 46 DEL 10 DICEMBRE 2018, at 21 quoting Altroconsumo ( who filed the 
Complaint ):  “natura di controprestazione non pecuniaria, dal cui sfruttamento le aziende come 
Facebook ricavano importanti guadagni”. 
 
350 It was not possible to obtain the original documents submitted by Facebook and Facebook’s 
arguing is quoted as AGCOM quotes it.    
 
351 The defense  represents Facebook position “globally”  as  both Facebook Inc.  and Facebook 
Ireland Ltd are parties in front of AGCOM , see : PS11112 - FACEBOOK-CONDIVISIONE DATI CON 
TERZI Provvedimento n. 27432 del 29 novembre 2018 BOLLETTINO N. 46 DEL 10 DICEMBRE 2018, 
p. 22: “I. LE PARTI 1. Facebook Inc. e Facebook Ireland Ltd.  
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meaning of the term itself, and therefore according to the sense in which it is used -  

that there is no financial cost”352 . 

The defense  represents Facebook position “globally”  as   “Facebook Inc. e Facebook 

Ireland Ltd” 353  are the parties in front of the Italian Authority 354. 

Facebook’s arguing has not convinced AGCOM.   

In AGCOM’ s view there is a friction  between the very prominently advertised 

claims by Facebook that the services offered are for “free”  and the reality of the  

contract between Consumer and Facebook355 which   is not a gratuitous contract by 

which something is generously or kindly  given , donated , liberally attributed .  

                                                             
352 PS11112 - FACEBOOK-CONDIVISIONE DATI CON TERZI Provvedimento n. 27432 del 29 novembre 
2018 BOLLETTINO N. 46 DEL 10 DICEMBRE 2018, p. 40. ““I dati degli utenti non sono un 
corrispettivo, ed i consumatori, in ogni caso, non verrebbero fuorviati dalla indicazione che 
Facebook è un servizio ‘gratuito’ alla luce del significato comune che chiaramente ha il termine 
‘gratuito, [l+'utente medio comprende il termine ‘gratuito’ secondo il significato tipico e ordinario 
del termine stesso, e quindi secondo il senso con cui questo è utilizzato - vale a dire, che non vi è 
alcun costo finanziario”. Ove anche si legge che nelle proprie difese Facebook ha riferito che ““i 
dati personali degli utenti vengono utilizzati per personalizzare il servizio che ricevono e che 
Facebook monetizza il servizio offerto attraverso il corrispettivo che gli inserzionisti terzi pagano 
per mostrare annunci pubblicitari e contenuti sponsorizzati”. 
 

353 PS11112 - FACEBOOK-CONDIVISIONE DATI CON TERZI Provvedimento n. 27432 del 29 novembre 
2018 BOLLETTINO N. 46 DEL 10 DICEMBRE 2018, p. 22: “I. LE PARTI 1. Facebook Inc. e Facebook 
Ireland Ltd. “ 

354 Id at 37 :  “80. Sulla base di tali elementi, considerata la particolare gravità e la durata della 
pratica commerciale, si ritiene di fissare l’importo della sanzione amministrativa pecuniaria 
applicabile, in solido, a Facebook Inc. e Facebook Ireland Ltd., nella misura di 5.000.000 € 
(cinquemilioni di euro).” 
 
355

 Or Google, or Amazon or any other platform that purportedly offers its services for “free”.  
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In its final decision AGCOM  explicitly writes  that Facebook   as  “contrepartie” 

(controprestazione)   for its services356, collects and uses for profit the  personal 

information  of the Consumer357.   

Furthermore according to AGCOM,   Facebook induces Consumers to subscribe to 

the Platform  claiming and emphasizing the  gratuitousness   of the service   without 

adequately warning and informing the Consumer that Facebook  harvests personal 

information for  profit358; AGCOM thinks  Facebook’s position is  worsened  by the  

                                                             
356

 The Italian Authority at point  54 , pages  28-29 , quotes the decision of the Commission in 
proceedings No. COMP/M.7217 – FACEBOOK/WHATSAPP,: “*t]he vast majority of social 
networking services are provided free of monetary charges. They can however be monetized 
through other means, such as advertising or charges for premium services”. 
 
357  In the original :  “configurandosi , pertanto , tali dati come controprestazione del servizio offerto 
dal social network” : pg. 5 in the decree by the Italian Authority. It might be  worth noticing that 
such  wording coincide almost literally ,  with what  Plaintiffs wrote in a not so recent Complaint 
(one of the many)  against Facebook in  front of the Northern California District Court : “According 
to plaintiffs, Facebook's business model represents a bargain between Facebook and its 
consumers: "Facebook consumers provide their valuable PII to Facebook in exchange for access to 
facebook.com”. IN RE: FACEBOOK PRIVACY LITIGATION. United States District Court, N.D. 
California, San Jose Division. September 2, 2016, Case No. 10-cv-02389-RMW Chapter I  
(Background). PS11112 - FACEBOOK-CONDIVISIONE DATI CON TERZI Provvedimento n. 27432 del 9 
novembre  2018 BOLLETTINO N. 46 DEL 10 DICEMBRE 2018, at  39. “natura di controprestazione 
non pecuniaria, dal cui sfruttamento le aziende come Facebook ricavano importanti guadagni”. It’ 
worth noticing that such  wording coincide almost literally with what was  written in the   
Complaint ” IN RE: FACEBOOK PRIVACY LITIGATION. United States District Court, N.D. California, 
San Jose Division. September 2, 2016, Case No. 10-cv-02389-RMW, Chapter I  (Background): 
“According to plaintiffs, Facebook's business model represents a bargain between Facebook and its 
users: "Facebook users provide their valuable PII to Facebook in exchange for access to 
facebook.com and for Facebook's promises not to disclose their PII to third parties without 
consent.” 
   
 
358 AGCOM- PS11112 - FACEBOOK-CONDIVISIONE DATI CON TERZI Provvedimento n. 27432 del 29 
novembre 2018 BOLLETTINO N. 46 DEL 10 DICEMBRE 2018  at 36 sub a) : “  70. La pratica a), come 
sopra delineata, integra una fattispecie di pratica commerciale scorretta in violazione degli artt. 21 
e 22 del Codice del Consumo. Facebook ha, nello specifico, ingannevolmente indotto gli utenti 
consumatori a registrarsi sulla Piattaforma Facebook non informandoli adeguatamente e 
immediatamente, in fase di attivazione dell’account, dell’attività di raccolta, con intento 
commerciale, dei dati da loro forniti, e, più in generale, delle finalità remunerative che sottendono 
la fornitura del servizio di social network enfatizzandone la sola gratuità, così da indurli ad 
assumere una decisione di natura commerciale che non avrebbero altrimenti preso (registrazione 
al social network, tramite sito e app, e permanenza nel medesimo).” 



  

121 
 

phrasing that mixes up  Facebook’s  for profit corporate mission with what appear to 

be social and cultural aims . AGCOM believes  such phrasing  has the capacity to  

confuse the Consumer359.   

In AGCOM’s opinion    Facebook has  violated  the Italian  Codice del Consumo 

(Consumer Protection Law ) with behavior misleading and deceptive both  by action 

(art 21) and by omission (art 22) specifically   because the term “free” (gratis in the 

Italian version ) is misleading and emphasized by Facebook   when promoting its 

services   to the Consumers.    

According to AGCOM  after the Consumer has activated the account, Facebook’ s 

data harvesting system  is to be considered  “aggressive” in violation of art. 24 and 

25 of the Italian Codice del Consumo  (Consumer protection law ) 360. 

                                                                                                                                                                                                          
 
359 AGCOM , Id,  at 29 : “ 55.  L’ingannevolezza risulta, peraltro, aggravata dalla circostanza che, 
nell’uso di FB, le finalità commerciali si prestano ad essere confuse con le finalità sociali e culturali, 
tipiche di un social network. Nella pagina di registrazione a FB, a fronte del claim “Facebook ti 
aiuta a connetterti e rimanere in contatto con le persone della tua vita”, rileva, dunque, l’assenza 
di un adeguato alert che informi gli utenti, con immediatezza ed efficacia, in merito alla centralità 
del valore commerciale dei propri dati rispetto al servizio di social network offerto, limitandosi FB a 
sottolineare come l’iscrizione sia gratuita per sempre. L’incompletezza dell’informazione fornita 
nella pagina di accesso a Facebook non viene meno neanche per la recente introduzione, da aprile 
2018, del “banner cookie” in quanto la sua visualizzazione è solo eventuale e non necessariamente 
collegata alla registrazione nella Piattaforma FB. Infatti, il banner non compare in fase di creazione 
dell’account qualora l’utente abbia già “cliccato e navigato” sul sito. Inoltre, esso è, comunque, 
generico e collocato in posizione non adiacente all’indicazione della gratuità del servizio. Giova, 
infine, osservare che l’utilizzo di tale banner è imposto dalla normativa sulla Privacy e risponde, 
quindi, ad esigenze regolate da principi diversi da quelli contenuti nel Codice del Consumo.”  
AGCOM in the last phrase stresses the difference between  rules regarding Privacy  from rules 
aimed at Consumer Protection.   
 
360  AGCOM- PS11112 - FACEBOOK-CONDIVISIONE DATI CON TERZI Provvedimento n. 27432 del 29 
novembre 2018 BOLLETTINO N. 46 DEL 10 DICEMBRE 2018  at 36 sub b) : “71. La pratica b), come 
sopra delineata, integra una fattispecie di pratica commerciale aggressiva in violazione degli artt. 
24 e 25 del Codice del Consumo. La pratica commerciale in oggetto risulta in violazione degli artt. 
24 e 25, CdC, in quanto il Professionista esercita un indebito condizionamento nei confronti dei 
consumatori registrati, i quali subiscono, senza espresso e preventivo consenso, quindi in modo 
inconsapevole e automatico, la trasmissione e l’uso da parte di FB/terzi, per finalità commerciali, 
dei dati che li riguardano (informazioni derivanti dall’uso di FB e dalle proprie esperienze su siti e 
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AGCOM does not explicitly mention the costs Consumers  incur into to pay for  

battery and bandwidth the devices need to receive ads and broadcast data , but to 

claim that Consumers suffer without valid consent the transmission of data 

(“subiscono, senza espresso e preventivo consenso, quindi in modo inconsapevole e 

automatico, la trasmissione e l’uso da parte di FB/terzi, per finalità commerciali dei 

dati che li riguardano),    is a very short step from saying  that to transmit data 

Consumers suffer the violation of their ownership of battery and bandwidth.  

And the  very extensive attention  AGCOM gives to the adjective “free” and its 

capacity to mislead Consumers ,   confirms the relevance  to the on line data 

harvesting and advertising business model of  the issue of  valid consent and of clear 

and conspicuous information about exploitation of Consumers’ battery and 

bandwidth .  

III  Cambridge Analytica  

Costs to Consumers for battery and bandwidth needed to send data and receive ads  

are not considered   even in cases where the Plaintiffs have tried  to pin down all 

aspects of Facebook’s  business model that might be considered against some law, 

rule or regulation.  

A good example is the ponderous361 Final Amended Complaint filed against 

Facebook 362 in front of the  United States District Court Northern District of 

California in relation  to the  Cambridge Analytica scandal. 

                                                                                                                                                                                                          

app di terzi). L’indebito condizionamento deriva dall’applicazione del sistema di  
preselezione del più ampio consenso alla trasmissione dei propri dati da/a terzi, sopra descritto, 
unitamente alla prospettazione, a seguito di deselezione, di rilevanti limitazioni di fruibilità del 
social network e dei siti web/app di terzi, più ampie e pervasive rispetto a quelle effettivamente 
applicate, conseguenze paventate che condizionano gli utenti a mantenere la scelta preimpostata 
da FB.” 
 
361 In Pretrial Order 20  at 5, Judge V. Chabbria  writes : “It’s worth noting that the case has 
expanded in scope. While the initial lawsuits focused largely on Facebook’s conduct that was the 
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Here it is possible to  quote  just a few lines .  Par. 403 reads : ” When Plaintiffs and 

Class Members became Facebook users, users gained access to Facebook’s social 

networking platform in exchange for sharing certain content and information with 

Facebook, conditioned upon their consent to such sharing. While users knew that 

Facebook would generate revenue by selling advertising which would be directed to 

users, it was a material term to the bargain that users were promised control over 

how and with whom their content and information would be shared”363.  

Par 617\618: “ Thus, Defendants will be unjustly enriched if it is permitted to retain 

the benefits derived from the unauthorized and impermissible gathering and sharing 

of Plaintiffs and Class Members’ data. 618. Plaintiffs and Class Members are 

therefore entitled to a restitutionary award in an amount to be determined at trial, 

or the imposition of a constructive trust upon the monies derived by Facebook by 

means of the above-described actions, or both as the circumstances may merit to 

provide complete relief to Plaintiffs and Class Members”364.  

                                                                                                                                                                                                          

subject of the Cambridge Analytica scandal, the case now includes allegations stemming from the 
subsequent revelations about Facebook’s wider information-sharing practices.” ( omissis ) “Indeed, 
at times it seems the plaintiffs sought to identify anything Facebook has ever been reported to 
have done wrong and then made sure to sprinkle in at least a few allegations about it. This 
strategy interferes significantly with the clarity and effectiveness of the plaintiffs’ presentation.”     
 
362 257 pages in the copy  downloaded :  IN RE: FACEBOOK, INC. CONSUMER PRIVACY USER 
PROFILE LITIGATION MDL No. 2843 Case No. 18-md-02843-VC . Complaint is dated 
September  21, 2018 ,https://digitalcommons. law.scu.edu/cgi/ .  Dwnld 10.1.2019 . 

 
363 Id n. 403. 
 
364 Id. at  197 .  The Complaint further reads: ”whether the sums of monies are those: (a) that 
it should have devoted to complying with its agreements and policies as they pertain to the 
user data that is the subject of this lawsuit; or (b) the money it has collected from advertisers 
and others that corresponds to the user data that is the subject of this lawsuit; or (c) other 
sums as it may be just and equitable to return”. 

 

https://digitalcommons/
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The arguing appears clear data has been monetized in a way not bargained for in the 

adhesion contract  accepted by Consumers. The advantages obtained by Facebook  

by using personal data without proper consent  are  to be considered  “unjust 

enrichment” and disgorged 365. 

The  Complaint366   refers  to the fact that Facebook  declares  to provide its services 

for “free” at pg. 266  : “k. “In portraying itself as a free service, Facebook gives only 

half the story.”347 Ashkan Soltani, former Chief Technologist to the FTC, stated that, 

in fact, Facebook involves a transaction involving value provided to Facebook by its 

consumers: “it is an exchange of personal information that is given to the platform, 

mined, and then resold to or reused by third-party developers to develop Apps, or 

resold to advertisers to advertise with.” And again at page 343 : “C. Facebook holds 

itself out as a free provider of its services to aged 13 or above”.   

In  the last Motion  to Dismiss   at pg. 45  Facebook takes up the issue regarding the 

“free” nature of its services arguing that : “ Plaintiffs lack standing because 

Facebook’s service are free, personal information is not “property or money”. 

                                                             
365 A  claim  in Unjust Enrichment against Facebook has been rejected  as not compatible with the 
purported existence of a contract between Facebook and each single end-user in re Facebook 
Privacy Litigation NO. C 10-02389 JW UNITED STATES DISTRICT COURT FOR THE NORTHERN 
DISTRICT OF CALIFORNIA, SAN JOSE DIVISION 791 F. Supp. 2d 705; 2011 U.S. Dist. LEXIS 60604 May 
12, 2011, Decided May 12, 2011, Filed”,  at 12. 

In Pretrial Order 20,  Judge V. Chabbria supports the opposite opinion at 41 : “The plaintiffs are 
permitted to plead claims for breach of contract and unjust enrichment in the alternative. Bruton v. 
Gerber Production Co., 703 F. App’x 468 (9th Cir. 2017); In re Vizio, Inc., Consumer Privacy 
Litigation, 238 F. Supp. 3d 1204, 1233 (C.D. Cal. 2017); Hartford Casualty Insurance Co. v. J.R. 
Marketing., L.L.C., 61 Cal. 4th 988, 998 (2015). And even if the plaintiffs suffered no economic loss 
from the disclosure of their information, they may proceed at this stage on a claim for unjust 
enrichment to recover the gains that Facebook realized from its allegedly improper conduct. See 
Hadley v. Kellogg Sales Co., 324 F. Supp. 3d 1084, 1113 (N.D. Cal. 2018).”  

 
366  Both Plaintiffs and Defendants do not to go into the effort of defining   the contract that binds 
Facebook  and Consumers as belonging to a category of named contracts. 
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Which  could be  almost in line with what Facebook argued in front of AGCOM  as  

quoted supra 367 even if  the two statements ( “Consumer data is not a 

consideration” - “ personal information   is not “property or money”)  are made by 

Facebook while arguing  two different  issues : 

a) in the AGCOM proceeding   Facebook argues that  the definition of its services 

as  free  is not to be considered deceiving , misleading and unfair because 

Consumers understand the adjective as without financial costs.   

b) in  the Cambridge Analytica Motion to Dismiss   Facebook claims that Plaintiffs 

have no standing  because the on line services are free as personal 

information is not  “property or money”.  

In Italy Facebook  claimed that personal information is not a contrepartie for the 

services offered , in California the claim was more nuanced , and the accent was on 

the fact that personal information cannot be considered a valid mean of payment.  

Facebook’s  position in the two proceedings  could maybe be summarized by  saying 

that Facebook holds to offer its’ services for free because personal data cannot  be 

considered a contrepartie for the service as it is not money or property368 and  “The 

average consumer understands the term 'free' according to the typical and ordinary 

                                                             
367

 Supra at note 9 "Consumer data is not a consideration, and consumers, in any case, would not 
be misled by the indication that Facebook is a 'free' service in light of the common meaning that 
the term “free” clearly has. The average consumer understands the term 'free' according to the 
typical and ordinary meaning of the term itself, and therefore according to the sense in which it is 
used -  that there is no financial cost”,   .  
 
368 It must be noted though that  the statement in the Cambridge Analytica  Motion to Dismiss,  
does not seem to coordinate very well with Facebook’s Terms of Use  declaring that : “You own all  
the content and information you post on Facebook “  A normal reasonable Consumer  probably 
considers  something that  is owned as  property  . See SRR at n. 2 ;  as in Appendix  A at 2 in “ Case 
3:18-md-02843-VC Document 298 Filed 09\9\19 page 45 of 71  “ .  
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meaning of the term itself, and therefore according to the sense in which it is used -  

that there is no financial cost”369. 

This Facebook’s hypothesis on Consumers’ understanding of the adjective    “free” 

might be correct. But precisely this  hypothesis brings into Facebook’s adhesion 

contracts with Consumers    a contradiction that might be difficult to solve as 

Facebook’s services could not be considered  free “according to the typical and 

ordinary meaning of the term itself” as “ the average consumer understands the 

term”  because battery and bandwidth not only are property but  do cost money as 

well.   

As stated  by   Judge V. Chabbria in the Pretrial Order n. 20 -  “California law requires 

the Court to assume as a legal matter (even if it’s not true as a factual matter) that 

consumers reviewed, understood, and agreed to all of Facebook’s contractual terms 

when they signed up for their accounts”370 . When adhering  to the  contract with 

Facebook,  the   Consumer   agrees  to  the Terms of Use , SSR , Privacy Policy etc. 

and knowingly enters into obligations  to - in some measure-  forfeit to Facebook  

some  of the   personal information  the  Consumer  “owns” .  

But in all of Facebook’s documents for the public there seems no clear and 

conspicuous information about the exploitation of Consumers’ battery and 

bandwidth to collect data and serve advertisement.  It can therefore hardly be 

assumed   “that consumers reviewed, understood, and agreed” to pay cash for the 

devices‘ battery and bandwidth Facebook needs to collect data and serve 

advertisements. 

                                                             
369 Supra at note  16. 
 
370

 Pretrial order n. 20 at 2,   
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The point is relevant because if an adhesion contract is claimed to be free and then 

implies financial and monetary costs,  the behaviour  of the Company making the 

claim to gratuity,  most likely  “crosses into the realm of fraudulent conduct” and   

“deceit by concealment”371
. 

The defense of Platforms in various proceedings ( Class Actions, case brought by 

Consumer Protection Authorities ) might be more  arduous  if Plaintiffs claim   that: 

“the gathering and sharing of Plaintiffs and Class Members’ data has been obtained 

through fraudulent deceptive and unfair appropriation of plaintiff’s property  of 

bandwidth and electrical energy. Thus, Defendant will be unjustly enriched if it is 

permitted to retain the benefits derived from such fraudulent, deceptive and unfair 

appropriation of plaintiff’s battery and  bandwidth . The appropriation is essential in 

the business model of the Defendant. The whole business of the defendant has been 

built on fraudulent, deceptive and unfair appropriation of Plaintiffs and Class 

Members property. Therefore the disgorgement of all profits obtained by Defendant 

or imposition of a constructive trust on the Defendant’s business .”   

If the Plaintiffs  argue  for the liability in restitution of CEOs , Directors, owners  etc.  

as well,  an hypothetical  Complaint could   add : “Furthermore the imposition of a 

constructive trust on the Defendants’ estates seems the only remedy which can be 

considered proper as the Defendants were perfectly aware of the fact that all value 

deriving directly from the business was the result of unjust enrichment from the 

appropriation of Plaintiffs’ and Class Members ‘ properties in the form of battery and 

bandwidth . The Defendants in their quality as CEO - Managing Directors etc., 

organized and directed such appropriation, etc. etc. “.   

It could also be argued  that: “Plaintiffs and Class Members have suffered injuries 

and will suffer ongoing injuries, which include, (i) costs for the energy needed to 

                                                             
371

 Pretrial order n. 20 , at 37. 
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transmit the data , (ii) costs for the bandwidth of the telecom subscription used up to 

transmit the data, (iii) costs for the energy needed to receive the advertisements , 

(iiii) costs for the bandwidth of the telecom subscription used up to receive the 

advertisements. Such costs are relevant and - according to experts that have studied 

the technology - amount up to x% of energy costs and  x% of the bandwidth costs for 

the time Plaintiffs and Class Members subscribed to Defendant’s network.”   

Coming back to the Cambridge Analytica case   it appears difficult  to try to foresee 

the consequences  in monetary terms  if Plaintiffs should prevail on what is “the 

bottom line  on the issue of consent “ and it should be decided that  “some 

consumers (and some plaintiffs) did not consent to the arrangement whereby app 

developers could access their sensitive information simply by interacting with their 

friends”  and  that none of the consumer consented to “sharing with whitelisted 

apps, sharing with business partners, and failing to prevent misuse of information by 

third parties “372. 

On the other hand in an hypothetical  successful claim based on misappropriation of 

battery and bandwidth,  quantifying  the disgorgement of what Facebook “realized 

from its allegedly improper conduct”  ought to be simple:  all revenues connected 

not too remotely to the harvesting of data and the serving of advertisements.    

 

IV - FTC \ Facebook  5 billion settlement.  

At the moment of writing the five billion settlement achieved between FTC373 and  

Facebook is widely discussed374.  The settlement  has its roots  in  a prior settlement 

                                                                                                                                                                                                          
 
372

 Pretrial Order n. 20 , at. 29. 
 
373  See FTC web site at Enforcement  :”  Facebook, Inc., In the Matter of \ TAGS: Consumer Protection, 
Privacy and Security, Consumer Privacy, Privacy Shield, U.S.-EU Safe Harbor Framework, Office of 

https://www.ftc.gov/mission/consumer-protection
https://www.ftc.gov/consumer-protection/privacy-and-security
https://www.ftc.gov/consumer-protection/consumer-privacy
https://www.ftc.gov/consumer-protection/privacy-shield
https://www.ftc.gov/consumer-protection/us-eu-safe-harbor-framework
https://www.ftc.gov/bureaus/office-technology-research-investigation-otech
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FTC and Facebook agreed to in 2012 and that  FTC 375 claimed was breached by 

Facebook376.  

In 2012 FTC claimed  “Facebook has represented, expressly or by implication”377  

situations  that were different from reality, but there was  no mention of the costs 

to Consumers  for the battery and bandwidth consumed by personal devices to 

receive ads and send data.    

The 2019 settlement 378  provides  a very ample protection  for Facebook , its officers 

directors , prior to June 12 2019 : “ The parties have consented to entry of this 

Stipulated Order to resolve any and all claims that Defendant, its officers, and 

directors, prior to June 12, 2019, violated the Commission’s Decision and Order in In 

re Faceboo k , I n c ., C-4365, 2012 FTC LEXIS 135 (F.T.C. July 27, 2012). Furthermore, 

                                                                                                                                                                                                          

Technology Research and Investigation (OTech). LAST PDATED: JULY 24, 2019, In the Matter of 
Facebook, Inc., a corporation, FTC MATTER/FILE NUMBER: 092 3184  - 182 3109 \ C-4365 \ CIVIL 
ACTION NUMBER: 19-cv-2184\ FEDERAL COURT: District of Columbia.” 
374 CECILIA KANG “Facebook Fine Could Total Billions if F.T.C. Talks Lead to a Deal”  Feb. 14, 2019. 

5-4-2019 from  https://www.nytimes.com/2019/02/.../facebook-ftc-settlement.ht. What has been 

written supra at nt. 1 can be repeated here : the production of media comments on the case is 

such that trying to be  up to date  looks like a Sisyphus effort. 

375 “UNITED STATES OF AMERICA FEDERAL TRADE COMMISSION COMMISSIONERS: Jon Leibowitz, 
Chairman J. Thomas Rosch Edith Ramirez Julie Brill Maureen K. Ohlhausen   In the Matter of  
FACEBOOK, INC.,  a corporation  DOCKET NO. C-4365  COMPLAINT.”  FTC sub “Cases and 
Proceedings”  . Dwnld 7\4\2019 . 

376
 The  “pwc  Independent Assessor's Report on Facebook's Privacy Program  Biennial Report For 

the period February 12, 2015 to February 11, 2017” , at 10 read:   “Facebook provides notices and 
other informational materials about its privacy policies and procedures, and about its terms of 
service.” But such notices and informational materials  never  mention the costs  Consumers incur 
into,  to pay for  battery and bandwidth the devices need to receive ads and broadcast data.   
 
377 At 17 , Count 7  in “UNITED STATES OF AMERICA FEDERAL TRADE COMMISSION 
COMMISSIONERS: Jon Leibowitz, Chairman J. Thomas Rosch Edith Ramirez Julie Brill Maureen K. 
Ohlhausen   In the Matter of  FACEBOOK, INC.,  a corporation  DOCKET NO. C-4365  COMPLAINT.” 
FTC sub “Cases and Proceedings il 7 4 2019 . 

378  www.FTC.gov  : Case No. 19-cv-2184 \STIPULATED ORDER FOR CIVIL PENALTY, MONETARY 
JUDGMENT, AND INJUNCTIVE RELIEF - dated  July 23 2019. 

https://www.ftc.gov/bureaus/office-technology-research-investigation-otech
https://www.nytimes.com/by/cecilia-kang
https://www.nytimes.com/2019/02/.../facebook-ftc-settlement.ht
http://www.ftc.gov/
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this Stipulated Order resolves all consumer-protection claims known by the FTC prior 

to June 12, 2019, that Defendant, its officers, and directors violated Section 5 of the 

1 Case 1:19-cv-02184 Document 2-1 Filed 07/24/19 Page 2 of 31 FTC Act. The FTC 

and the United States specifically reserve all other claims. “379 

In the Dissenting Statement of Commissioner Rohit Chopra 380  you can read that: 

”The proposed settlement lets Facebook off the hook for unspecified violations.  The 

settlement gives Facebook a legal shield of unusual breadth, deviating from 

standard FTC practice. Given the many public reports of problems at Facebook, it is 

hard to know how wide the range of conduct left unaddressed in the proposed 

Complaint or settlement may be. This shield is good for Facebook, but leaves the 

public in the dark as to how the company violated the law, and what violations, if 

any, are not remedied.”381
 

In the Dissenting Statement it is further to be read that “Refunds to Consumers and 

Forfeiture of Ill-Gotten Gains. The Federal Trade Commission can seek equitable 

relief from a federal court under Section 13(b) of the FTC Act. 18 Equitable relief can 

take many forms. For example, if anything of value was taken from consumers, this 

value can be refunded or redressed. Similarly, if a company was able to generate 

revenue or profits through its illegal acts, the FTC can seek the forfeiture of these 

gains. Both remedies are commonly pursued and do not require the involvement of 

the Department of Justice (“DOJ”).”382 

                                                                                                                                                                                                          
 
379 Id . at 1. 
 
380  www. FTC.gov : “DISSENTING STATEMENT OF COMMISSIONER ROHIT CHOPRA In re Facebook, 
Inc. Commission File No. 1823109 July 24, 2019.” 

 
381

 Id. at. 1. 
 
382 Id at. 7. 
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The  interesting question here is : should the   FTC come to evaluate the use of 

Consumers’ battery and bandwidth in the on line data harvesting and advertising 

business model   as  “unfair or deceptive acts or practices in or affecting commerce “,  

could the FTC hypothetically  seek the forfeiture  of  the gains  realized by Facebook 

using  battery and bandwidth owned by Consumers?  

The July 23  2019 five billion   settlement    shields   “ from “known” (an undefined 

term) Section 5 claims”383 ;  if FTC  knew “prior to June 12, 2019”  of claims regarding 

battery and bandwidth against Facebook , the shield might be operative. In absence 

of such knowledge the FTC could proceed against Facebook and all subjects 

(Companies, CEOs, Directors, owners  etc.)   held to be at fault. 

Apart from FTC hypothetical future actions,  the 2019 5 billion settlement does not 

have clauses regarding   the issue of Consumers battery and bandwidth exploited to 

harvest data and receive ads.  Nonetheless the settlement is quite relevant for the 

battery and bandwidth issue specifically. 

The settlement stipulates  that  that  the only way to properly inform Consumers is 

to do it  “Clear(ly) and Conspicuous(ly)” 384
  . 

                                                             
383

 Id at. 17. 
 
384 See www.FTC.gov , Case No. 19-cv-2184 \STIPULATED ORDER FOR CIVIL PENALTY, MONETARY 
JUDGMENT, AND INJUNCTIVE RELIEF - dated  July 23 2019B., at 2\3 : “Clear(ly) and 
Conspicuous(ly)” means that a required disclosure is difficult to miss (i.e., easily noticeable) and 
easily understandable by ordinary consumers, including in all of the following ways: 1. In any 
communication that is solely visual or solely audible, the disclosure must be made through the 
same means through which the communication is presented. In any communication made through 
both visual and audible means, such as a video or television advertisement, the disclosure must be 
presented simultaneously in both the visual and audible portions of the communication even if the 
representation requiring the disclosure is made in only one means. 2. A visual disclosure, by its size, 
contrast, location, the length of time it appears, and other characteristics, must stand out from any 
accompanying text or other visual elements so that it is easily noticed, read, and understood. 3. An 
audible disclosure, including by telephone or streaming video, must be delivered in a volume, 
speed, and cadence sufficient for ordinary consumers to easily hear and understand it. 4. In any 
communication using an interactive electronic medium, such as the Internet or software, the 

https://www.law.cornell.edu/uscode/text/15/45
https://www.law.cornell.edu/uscode/text/15/45
http://www.ftc.gov/
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It is obvious that  clear and conspicuous information  is mandatory not only with 

regard to  exploitation of  Consumers’  personal data  but also  for the exploitation 

of their battery and bandwidth. 

Following this line some clauses in the Part “PROHIBITION AGAINST 

MISREPRESENTATIONS” 385 of  the 2019 FTC\Facebook settlement,  could be   

paraphrased as follows :   

“In connection with any product or service, on line Platforms   shall not misrepresent 

in any manner, expressly or by implication, the extent to which  they use Consumers’ 

battery and bandwidth to collect data and serve advertisements .  Including, but not 

limited to: A. The  amount of battery and bandwidth used ; B. The extent to which a 

consumer can control the amount of battery and bandwidth  exploited by the 

Platform to collect data and serve advertisement ; C. The extent to which  the 

Platform  makes or has made Consumer’s battery and bandwidth accessible to third 

parties; D. The steps the Platform   takes or has taken to verify the amount of battery 

and bandwidth of the Consumer exploited by the Company or by Third Parties 

though the  Platform .”  

 

. 

                                                                                                                                                                                                          

disclosure must be unavoidable. 5. The disclosure must use diction and syntax understandable to 
ordinary consumers and must appear in each language in which the representation that requires 
the disclosure appears. 6. The disclosure must comply with these requirements in each medium 
through which it is received, including all electronic devices and face-to-face communications. 7. 
The disclosure must not be contradicted or mitigated by, or inconsistent with, anything else in the 
communication. 8. When the representation or sales practice targets a specific audience, such as 
children, the elderly, or the terminally ill, “ordinary consumers” includes reasonable members of 
that group.” 

 
385

 Id  at  5. 
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The settlement between FTC and Facebook  appears to send  “a strong message to 

every company in America that collects consumers’ data“386
 .  It makes very clear 

that FTC intends to sanction the business model for on line data harvesting and 

advertisement whenever something  “of value has been taken from consumers “  

and through such misappropriation Companies were  “able to generate revenue or 

profits ” .  

The  FTC\Facebook settlement “will provide significant deterrence not just to 

Facebook, but to every other company that collects or uses  consumer data”387 also 

for the exploitation of battery and bandwidth by the Platforms.  

Following   the 2019 FTC\Facebook settlement it appears unquestionable   that 

Platforms  and all other Companies in the on  line data harvesting and advertising 

business,  ought to provide  in their Terms of Use “Clear(ly) and Conspicuous(ly)” 

clauses  regarding  the usage of  Consumers’ battery and bandwidth for the  

harvesting of data and the serving of  advertisements.   

 

Battery and Bandwidth  and Unjust Enrichment  in the business model of  Amazon .    

I. Introduction       

Recently Amazon  entered the on line advertising market . Successfully. In the Form  

10-k  for fiscal year 2018 revenues for advertising ( sub 5 ) are accounted at about 

10 billion dollars 388. Which is marginal on total revenues of over 232 billion. But  

                                                             
386  See:  “UNITED STATES OF AMERICA FEDERAL TRADE COMMISSIONWASHINGTON, DC 20580 
Statement of Chairman Joe Simons and Commissioners Noah Joshua Phillips and Christine S. 
Wilson In re Facebook, Inc. July 24, 2019,” at 2. 

 
387 “UNITED STATES OF AMERICA FEDERAL TRADE COMMISSIONWASHINGTON, DC 20580 
Statement of Chairman Joe Simons and Commissioners Noah Joshua Phillips and Christine S. 
Wilson In re Facebook, Inc. July 24, 2019,” at 8. 
388 Pg. 67 Form 10-k  2018 ,  13-5-2019  from https://ir.aboutamazon. com /sec-filings.  

https://ir.aboutamazon/
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advertising revenues amounted to only about 3 billion dollars in 2015. The trend 

might last. For  advantages  achieved through advertising , what has been argued 

supra with regard  to the  obligation of disgorgement  in  Unjust Enrichment should 

stand. 

Amazons’ business model though  is different from that of the  Companies getting 

their revenue mainly from  advertising 389 but data harvesting  is a pillar  of  

Amazon’s  business390 as well . In the 10-k models filed with the SEC  it is stated :  

                                                                                                                                                                                                          

 
389 Nonetheless Amazon  seems to appreciate the  Myth of Free like every other on line Platform. 
See for example  Amazon Mobile Shopping Apps - Amazon.com  - https://www.amazon.com 
/gp/feature.   downloaded , 14-5-2019,  where  prospective clients are  invited to “Get the Free 
Amazon App and Start Shopping”. 

390 See KANDEMIRLI, BAHADIR. (2018). AMAZON.COM'S DIGITAL STRATEGIES AMAZON.COM CASE STUDY.  
Researchgate  14-5-2019 : “Amazon.com has knowledge management (KM) system that provides an 
advanced level and amount of data to feed its CRM system to connect and understand its customers as a 
key activity by tracking real-time customers behavioral and transactional data on the site as well as 
understanding the causes of cart abandonment rate along with the behavioral patterns of customer (Frow 
et-al., 2011; Kotler& Keller, 2016). Consequently, Amazon.com is able to create customized and personalized 
content and experience for its customers to keep existing customer happy instead of spending too much 
money to attract new customers by maximizing customer life time value (Kotler& Keller, 2016)”.    

See also  CBINSIGHTS : “Amazon Strategy Teardown: Amazon’s Barreling Into Physical Retail, Financial 
Services, Healthcare, And AI-Led Computing” 14\5\2019 https://www.cbinsights.com 
/research/report/amazon : “Always thinking about how to build tomorrow today, Amazon is investing in 
and improving its core business by developing new ones. In nearly all its main categories, Amazon’s position 
as a platform works in a data feedback loop. Amazon owns perhaps the richest dataset on how consumers 
consume, how sellers sell, and how developers develop. This, in turn, allows Amazon to optimize its online 
shopping experience, logistics network, developer environment, and even its voice AI, which in turn make 
Amazon’s offerings even richer.”  

Amazon’s   Privacy Notice  confirms the enormous amount of different data  Amazon collects from the 
users of its services . And how Amazon’s business  model could not work without such data  :  “ Amazon 
Privacy Notice  Last updated: August 29, 2017. “  https://www.amazon.com/ gp/help /customer.” il 13-5-
2019. “Automatic Information-Examples of the information we collect and analyze include the Internet 
protocol (IP) address used to connect your computer to the Internet; login; e-mail address; password; 
computer and connection information such as browser type, version, and time zone setting, browser plug-in 
types and versions, operating system, and platform; purchase history, which we sometimes aggregate with 
similar information from other customers to create features like Top Sellers ; the full Uniform Resource 
Locator (URL) clickstream to, through, and from our Web site, including date and time; cookie number; 
products you viewed or searched for; and the phone number you used to call our 800 number. We may also 
use browser data such as cookies, Flash cookies (also known as Flash Local Shared Objects), or similar data 
on certain parts of our Web site for fraud prevention and other purposes. During some visits we may use 
software tools such as JavaScript to measure and collect session information, including page response times, 

https://www.cbinsights.com/
https://www.amazon.com/%20gp/help
https://www.amazon.com/gp/bestsellers
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“Information about our customers is an important part of our business, and we are 

not in the business of selling it to others. “391 

In the perspective of the Law of Unjust Enrichment and Restitution  Amazon’s 

business  model  is   interesting specifically for the amount and value of the  data  

collected from Consumers .  

When analyzing the interaction between Platforms and Consumers a good premise 

is to realize that personal information has a very precise minimum monetary value 

for the Consumer who forfeits it : the cost  in battery and bandwidth for 

transmitting the information to the Platform.  Personal information might then be 

evaluated with further additional parameters, but the cost for transmission is a very 

concrete   yardstick to pinpoint  the minimum value of the personal information 

harvested on line.   

Precisely the cost  to Consumers for transmitting  PII and data more in general,  

seems  to  make the Law of Unjust Enrichment and Restitution  relevant  for 

                                                                                                                                                                                                          
download errors, length of visits to certain pages, page interaction information (such as scrolling, clicks, and 
mouse-overs), and methods used to browse away from the page. We may also collect technical information 
to help us identify your device for fraud prevention and diagnostic purposes. Mobile. Most mobile devices 
provide users with the ability to disable location services. Most likely, these controls are located in the 
device's settings menu. For information about specific devices, click here . If you have questions about how 
to disable your device's location services, we recommend you contact your mobile service carrier or your 
device manufacturer”.  

In “Our Positions” Amazon states  : “ Consumer data privacy should be protected under federal 
law. We have built privacy into our services from the ground up, and we never sell individual 
customer data. “ Many core features of the customer experience at Amazon depend on us using 
data responsibly and transparently. Our customer-centric approach has led us to follow privacy-by-
design principles since our founding. We disclose in our privacy notice the types of data we collect 
and the limited circumstances in which we share customer data with third parties. We support U.S. 
federal privacy legislation that requires transparency, access to one's own personal information, 
ability to delete personal information, and that prohibits the sale of personal data without 
consent” https://www.aboutamazon.com › our-company › our-positions-  - downloaded 22-11-
2019. 

391 Amazon Privacy Notice  Last updated: August 29, 2017. “  https://www.amazon.com/ gp/help 
//8520customer.” 13-5-2019. Also in  “Examples of Information Collected”. 

https://www.amazon.com/gp/help/customer/display.html/ref=hp_468496_turnofflbs?nodeId=200903520
https://www.amazon.com/gp/help/customer/display.html?nodeId=468496
https://www.amazon.com/%20gp/help
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Amazon’s business model :  “ A saved expenditure or a discharges obligation is no 

less beneficial to the recipient than a direct transfer. There  are prominent topics 

within the law of restitution in which the defendant’s unjust enrichment typically or 

invariably consists of a reduction in necessary expenditures or a reduced obligation 

to a third party”392.   “ Restatement (First) of Restitution § 1 cmt. e (1937) (restitution 

may be available when a defendant “wrongfully disposes of the property of another” 

even if plaintiff suffered no economic loss). The action lies against “unjust 

enrichment by the defendant at the expense of the plaintiff.” Stone v. White, 301 

U.S. 532, 534 (1937) (emphasis added); see Restatement (First) of Restitution §1.”393   

In its Privacy Notice Amazon clearly and conspicuously declares that information 

from customers helps Amazon “to personalize and continually improve“ the 

Consumers experience with Amazon but it does not say that Consumers’ 

information is a pillar of Amazon’s business model and   that  “Information about our 

customers is an important part of our business”394. 

The contract  between Amazon and Consumers on one side   is rather unambiguous.  

The Consumer forfeits its  personal data with the aim of having and continually 

improving and personalizing  the “experience” with Amazon. Amazon decides how 

                                                             
392 Restatement 3rd, vol1 , at 7, § 1, d. 
 
393  The quote is  recalled from what Google  - another big Platform for whom Consumers battery 
and bandwidth appears to be one of the main resources -  stated in the Course the recent Frank v. 
Gaos case in front of the Supreme Court of the United States In its Supplemental Reply Brief dated 
December 2018 :  “No. 17-961 - IN THE SUPREME COURT OF THE UNITED STATES-THEODORE H. 
FRANK, ET AL., PETITIONERS v. PALOMA GAOS, INDIVIDUALLY AND ON BEHALF OF ALL OTHERS 
SIMILARLY SITUATED, ET AL. ON WRIT OF CERTIORARI TO THE UNITED STATES COURT OF APPEALS 
FOR THE NINTH CIRCUIT SUPPLEMENTAL REPLY BRIEF FOR RESPONDENT GOOGLE LLC, December 
2018, at 11\12 . Downloaded 4\11\2019 from the Supreme Court of the United States web site. 
 
394 Supra note 5 . 
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the experience is improved and personalized and also uses this information  to make 

a killing395.  

On the other side though Consumers entering into one of the various adhesion 

contracts for Amazon’ services,   appear not to be clearly and conspicuously  

informed about at least two  circumstances that qualify the contractual relation :  

a) an important part of the Amazon’s  value is created with the information supplied 

by  Consumers; 

b) Consumers  incur into relevant costs for transmitting personal information and 

other data  to Amazon.  

Amazon Privacy Notice 396 divides  the information collected from Customers\Users 

in three main  categories:  a) Information You give us ; b) Automatic Information ; c) 

Mobile. 

a) Information You give us .  

Amazon subsumes in this category the information  Consumers “provide” and 

“supply”  when voluntarily interacting with the Platform.  Lacking studies proving 

the opposite it is to ween that  to supply Amazon through this kind of interaction 

Consumers cannot be said to suffer any  violation  to their ownership  of battery and 

                                                             
395 It would be captious,  quibbling and carping to claim that the expression “continually improve 
your Amazon experience “  comprises the concept that Amazon makes a lot of money out of  “ the 
information we learn from customers”. And it would not hold because of the contra proferentem 
principle.  

396 Id. 
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bandwidth  as the usage of the resources is just  what is needed  to use the 

service397 .  

Amazon might have  a “free ride”  on “ Information You give us “  saving the costs 

for the transmission, but for  “Information You give us“  the technical presupposition 

( if correct )  is that transmission by Consumers to Amazon implies no extra costs in 

battery and bandwidth other than the costs needed to use the service .  

Can it  be claimed that the collecting of “Information You give us“  lacks valid 

consent by Consumers,  just because the fact that  this information is used to make 

money  is not clearly and conspicuously  expressed?  

A counterfactual could be useful.  The Privacy Notice could  hypothetically read: “the 

information we learn from customers represent a pillar of Amazon’s business model 

and Amazon manages through intelligent use of such information and  relevant 

investments to make money out of this information. When You transmit  

information,  Amazon saves the cost of battery and bandwidth necessary to transmit 

such information but You do not incur in any other cost than the cost needed to use 

Amazon’s services”.   

                                                             

397 Amazon Privacy Notice  Last updated: August 29, 2017. “  https://www.amazon.com/ 

gp/help /customer.” 13-5-2019. “Examples of Information Collected - Information You Give Us 

You provide most such information when you search, buy, post, participate in a contest or questionnaire, or 
communicate with customer service. For example, you provide information when you search for a product; 
place an order through Amazon.com or one of our third-party sellers; provide information in Your 
Account (and you might have more than one if you have used more than one e-mail address when shopping 
with us) or Your Profile ; communicate with us by phone, e-mail, or otherwise; complete a questionnaire or a 
contest entry form; use our services such as Amazon Instant Video; compile Wish Lists or other gift 
registries; participate in Discussion Boards or other community features; provide and rate Reviews; and 
employ Product Availability Alerts, such as Available to Order Notifications. As a result of those actions, you 
might supply us with such information as your name, address, and phone numbers; credit card information; 
people to whom purchases have been shipped, including addresses and phone number; people (with 
addresses and phone numbers) listed in 1-Click settings; e-mail addresses of your friends and other people; 
content of reviews and e-mails to us; personal description and photograph in Your Profile ; and financial 
information, including Social Security and driver's license numbers.” 

https://www.amazon.com/%20gp/help
https://www.amazon.com/%20gp/help
https://www.amazon.com/gp/css/homepage.html/ref=hp_468496_youraccount
https://www.amazon.com/gp/css/homepage.html/ref=hp_468496_youraccount
https://www.amazon.com/gp/pdp/profile/
https://www.amazon.com/Instant-Video/b/?node=2858778011
https://www.amazon.com/gp/registry/wishlist-homepage.html/ref=hp_468496_wishlist2
https://www.amazon.com/gp/help/customer/display.html/?nodeId=200791000
https://www.amazon.com/gp/help/customer/display.html?nodeId=569162
https://www.amazon.com/gp/help/customer/display.html?ie=UTF8&nodeId=468482
https://www.amazon.com/profile
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With such a disclosure would Consumers be ready to forfeit their private 

information for free?  Or would Consumers  require an indemnity for the costs or 

part of the costs  in battery and bandwidth?  These are hypothetical questions.  

When in the actual interaction with on line Platforms   information is harvested 

following a valid consent and with no cost ( extra cost ) in battery and bandwidth  to 

Consumers,  there is no violation of ownership of battery and bandwidth.     

The  situation is completely different  for the second and third categories of 

information  considered in Amazon Privacy Notice :  

b) Automatic Information    

c) Mobile.  

In these cases   the information   is sent by the Consumer’s browser to Amazon 

Platforms without the direct use of  Amazon services. In Privacy Notice , Terms of 

Use etc. no mention appears to be  made of  the costs for battery and bandwidth to 

the Consumers  to supply  information to Amazon through this software setting.  

The advantages Amazon obtains from  information supplied in  modes b) and c)  not 

only appear to  lack  “juristic reason”398 but might be obtained through violation  of 

Consumers’ ownership of battery and bandwidth. 

The Law of Unjust Enrichment and Restitution 399  has clear and conspicuous 

answers to a situation like this : "To state a claim for unjust enrichment sufficient to 

obtain restitution, the Trustee must allege five elements: '(1) an enrichment, (2) an 

impoverishment, (3) a relation between the enrichment and the impoverishment, (4) 

                                                                                                                                                                                                          
 
398 Id. 
 
399 It is to note that “Courts have increasingly allowed plaintiffs to recover defendant's gains in a 
claim for restitution when there has been an "opportunistic" breach of contract”,  KELSEY A. 
HAYWARD, ”Disgorgement of Defendant's Gains from "Opportunistic" Breach of Contract: Its Fit in 
Rhode Island”, 2017, 22 Roger Williams U. L. Rev. 614, where at note 11 Snepp v. United States, 
444 U.S. 507, 514, 515-16 (1980); Laurin, 363 N.E.2d at 678-79; Y.J.D. Rest. Supply Co. v. Dib, 413 
N.Y.S.2d 835, 836 (N.Y. Sup. Ct. 1979) are quoted. 
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the absence of a justification, and (5) the absence of a remedy provided by law."  

“The Bankruptcy Court cited its prior holding in Green Field that a claim for unjust 

enrichment can survive a motion to dismiss where it is plausible that the plaintiff's 

other claims may fail and leave the plaintiff without a remedy at law. Id. (citing 

Green Field, 2015 Bankr. LEXIS 2914, 2015 WL 5146161 at *10). The Bankruptcy 

Court rejected BMW's argument that the contractual relationship barred recovery 

because, at the pleading stage, it was entirely acceptable to pursue alternative 

theories, even where the claims are for breach of contract and for unjust enrichment. 

Id. (citing Lass v. Bank of Am., N.A., 695 F.3d 129, 140 (1st Cir. 2012) and Pedrick v. 

Roten, 70 F. Supp. 3d 638, 653 (D. Del. 2014))”400.  And again: “A property-like 

entitlement is an entitlement that another person cannot exploit without the owner's 

consent. Ex ante, the law protects property through injunction. Ex post, the 

argument goes, the law protects property through a right to the infringer's profit, 

among other ways”401.  

"The elements of an unjust enrichment claim are 'the receipt of a benefit and the 

unjust retention of the benefit at the expense of another.'" Peterson v. Cellco P'ship, 

164 Cal. App. 4th 1583, 1593, 80 Cal. Rptr. 3d 316 (2008). "A person who has been 

unjustly enriched at the expense of another is required to make restitution to the 

other. A person is enriched if he receives a benefit at another's expense." Troyk v. 

Farmers Grp., Inc., 171 Cal. App. 4th 1305, 1339, 90 Cal. Rptr. 3d 589 (2009) (quoting 

                                                                                                                                                                                                          
 
400

 In re: FAH LIQUIDATING CORP. (f/k/a FISKER AUTOMOTIVE HOLDINGS, INC.), et al., Debtors. 
EMERALD CAPITAL ADVISORS CORP., in its capacity as Trustee for the FAH Liquidating Trust, 
Plaintiff, v. BAYERISCHE MOTOREN WERKE AKTIENGESELLSCHAFT, Defendant. Misc. No. 17-160 
(GMS) UNITED STATES DISTRICT COURT FOR THE DISTRICT OF DELAWARE 2018 U.S. Dist. LEXIS 
97196 June 11, 2018, Decided June 11, 2018, filed at  6 . 
 
401

 MARK P. GERGEN , at 1934. 
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County of Solano v. Vallejo Redevelopment Agency, 75 Cal. App. 4th 1262, 90 Cal. 

Rptr. 2d 41 (1999)” 402.  

“Despite the confusion in the doctrine, courts and commentators generally agree on 

the fundamental elements of any unjust-enrichment claim: The defendant must be 

enriched; the enrichment must have come at the expense of the plaintiff; and the 

transfer must have occurred under circumstances that the law deems unjust”403. 

Taking  cue from the last quotation it would seem that “the law deems unjust”  the 

setting whereby a Consumer accepts to forfeit to the Platform private information  

but is not informed “clearly and conspicuously”404 about the costs needed to supply 

such information to the Platform . Furthermore it is the Platform that drew up  the 

contract and  has the technological power to decide how much, how often and 

where to,   the information is to be supplied.    

As discussed above for the data harvesting business model in general,  Platforms 

(their CEOs, Directors, owners etc.) could have an obligation by the Law of Unjust 

                                                             
402 UNITED STATES DISTRICT COURT FOR THE SOUTHERN DISTRICT OF CALIFORNIA, DR. CHARBEL 
MAKSOUD, Plaintiff, v. BRUCE HOPKINS, et al., Defendants. Case No.: 17-cv-00362-H-WVG, 
November 13, 2018, Decided , at 6 , in US. Dist. LEXIS 193466  : “Three conditions are necessary for 
a plaintiff to establish a constructive trust for its benefit: the existence of a res (some property or 
some interest in property), the plaintiff's right to that rest, and the defendant's gain of the res by 
fraud, accident, mistake, undue influence or other wrongful act." United States v. Pegg, 782 F.2d 
1498, 1500 (9th Cir. 1986). "Under California law, a constructive trust is an equitable remedy, not a 
substantive claim. In order to establish a constructive trust, the purported beneficiary of the trust 
must have a substantive right to receive the property." Fourth Investment LP v. United States, 2010 
U.S. Dist. LEXIS 78481, 2010 WL 3069685, *8 (S.D. Cal. Aug. 4, 2010) (citing Pegg, 782 F.2d at 
1500). 
 
403

 ERIC J. KONOPKA, NOTE: HEY, THAT'S CHEATING! THE MISUSE OF THE IRREPARABLE INJURY 
RULE AS A SHORTCUT TO PRECLUDE UNJUST-ENRICHMENT CLAIMS, 2014, 114 Colum. L. Rev. 2045, 
at . 2: ” While unjust enrichment may straddle other, more familiar, areas of law, n18 core unjust-
enrichment claims involve payments induced by fraud, mistake, or coercion; unsolicited benefits; 
and the unwinding of failed contracts.  That is, there exists a set of claims for which the law of 
unjust enrichment may alone provide relief: those that do not arise from a mutually consensual 
transaction--typically governed by the law of contracts--or a wrong to which tort liability attaches. 
 
404 As required by rules and regulations in protection of Consumers. See FTC web site .......... 
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Enrichment   to disgorge all advantages obtained through the harvesting of 

information when the costs for battery and bandwidth needed for such harvesting, 

are carried by Consumers who did not “clearly and conspicuously” agree to forfeit 

up to a precise maximum of ownership in battery and bandwidth alongside personal 

information .   

What kind of quantitative consequences  this could have on Amazon specifically is 

not be discussed here. Surely   information Consumers  supply at their cost  

represents an  “important” part  of Amazon’ s business   value.  

 

II. Alexa  

 

Consumers’ data is “king” in Amazon’s success and growth: “Moreover, Jeff Bezos’s 

famous sketch illustrates Amazon’s main business strategy as the growth strategy in 

Figure 2 based on Amazon.com’s virtuous cycle as well as data is the king approach 

in Figure 3 by building network-effect.”405 “Amazon.com has knowledge 

management (KM) system that provides an advanced level and amount of data to 

feed its CRM system to connect and understand its customers as a key activity by 

tracking real-time customers behavioural and transactional data on the site as well 

as understanding the causes of cart abandonment rate along with the behavioural 

patterns of customer (Frow et-al., 2011; Kotler& Keller, 2016).”406
 

The Class Action 2:19-cv-00910 (Alexa)407  appears interesting  precisely in relation 

to the usage of Consumers battery and bandwidth408 and the Law of Unjust 

Enrichment and Restitution . 

                                                             
405 BAHADIR KANDEMIRLI,  “AMAZON.COM'S DIGITAL STRATEGIES AMAZON.COM CASE STUDY” 

July 2018, Researchgate , downloaded 27\11\2019, at 2 in the  Business Strategy chapter.  
 
406 Id at 12 just before the Conclusions.  
407 The documents of the Alexa Case that could be obtained are only  those accessible  to the 
general public. It’s not been practicable   to retrieve documents  through the  Pacer system . 
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 The Class Action Complaint 409 alleges facts that seem not to be contested by 

Amazon410. 

a) “Amazon saves a permanent recording of the user’s voice to its own 

servers. It  then analyzes and uses these voice recordings for its own 

commercial benefit.”411 

b) “17. If the wake word is recognized, the Alexa Device records the ensuing 

communication and—unlike some other smart devices—transmits the 

recording to Amazon’s servers for interpretation and processing before 

receiving the relevant data back in response. 18. Once Alexa has 

responded to a recording sent by an Alexa Device, Amazon indefinitely 

stores a copy of that recording on its own servers for later use and 

analysis. 19. Amazon uses machine learning to leverage the massive 

amount of data collected by Alexa Devices—including these permanent 

voice recordings—to constantly refine the natural language 

understanding underlying Alexa’s functionality. Many recordings are 

individually reviewed by Amazon employees and part-time contractors in 

locations as far flung as Costa Rica, India, and Romania.”412 

                                                                                                                                                                                                          
408

 Even if -  at least at the time of writing –   arguing over the for Consumers esoteric issue of 
arbitration,  constituted most of Parties’  efforts in Court.  
 
409 Case 2:19-cv-00910  Doc. 1 Filed 6\11\2019 , https://digitalcommons.law.scu.edu ,  
downloaded  11-26-2019 . 
 
410 See: “DEFENDANTS’ MOTION TO STAY PENDING, AND TO PERMIT DISCOVERY NECESSARY FOR, 
DETERMINATION OF A MOTION TO COMPEL ARBITRATION” August 7 2019 , “DEFENDANTS’ 
MOTION TO COMPEL ARBITRATION AND TO DISMISS PLAINTIFFS’ CLAIMS” September 12 2019,  
and “DEFENDANTS’ REPLY IN SUPPORT OF MOTION TO COMPEL ARBITRATION AND TO DISMISS 
PLAINTIFFS’ CLAIMS”, Oktober 4 2019. https://digitalcommons.law.scu.edu ,  downloaded  11-26-
2019 . 
 
411 “CLASS ACTION COMPLAINT AND DEMAND FOR JURY TRIAL” June 11 2019 , at 2 , downloaded  
11-26-2019 https://digitalcommons.law.scu.edu .   
 
412

 Id  at 6 .  
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c) 25. Simply put, the more data Amazon collects, the more use Amazon has 

for each incremental data point Amazon collects. 26. Amazon’s decision 

to make Alexa integration available to third-party product manufacturers 

at no cost is entirely consistent with this scheme. While Amazon might 

have charged some companies a licensing fee for Alexa integration (which 

its partners would then be able to pass on to consumers who value the 

extra functionality), it offers that integration free of charge in order to 

facilitate the rapid adoption of Alexa Devices, the ubiquitous use of Alexa, 

and the resulting widespread collection of voice-recordings of millions of 

people413. 

What is to be understood from this Complaint is that the devices “transmit” the  

recordings of Consumers voices . These  recordings appear useful or essential  to 

Alexa’s  business model “to constantly refine the natural language understanding 

underlying Alexa’s functionality.”  

Alleging violation of Consumers’ ownership to battery and bandwidth could have 

had an impact in the  “Alexa”  case ?  As no such claims have been made  in the case, 

the question can be answered  only  partially and hypothetically .  

In  Amazon’s opinion “Washington Law Governs the COUs and Disputes With 

Amazon” 414.  In Washington State : “Each district court in the State of Washington 

contains a “Small Claims” division for the settlement of civil disputes in which 

damages claimed total less than $5,000.  Small Claims Court was established to 

provide a low-cost, user-friendly alternative to litigation.”415   

                                                             
413 Id  at 8 . 
414 See “DEFENDANTS’ REPLY IN SUPPORT OF MOTION  TO COMPEL ARBITRATION AND TO DISMISS 
PLAINTIFFS’ CLAIMS”  dated September 12 2019 at 11 . 
 
415 Office of the Attorney General https://www.atg.wa.gov › small-claims-court-0 downloaded 
11\27\2019. 
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The single Consumer Alleging violation of ownership of battery and bandwidth 416  

could hardly  bring a claim over $ 5.000 for “disgorgement”  under the Law of  

Unjust Enrichment.   Had such claim been brought  by Members of the Class in 

Alexa,  arbitration could not be forced as Amazon “Disputes” clause in the COU  

excludes “ claims in small claims court if your claims qualify”. 417 

Furthermore such  claims would  not  be in connection with the User\Consumer’  

use of  any Amazon Service  but with  Amazon’s  alleged misuse of  User\Consumer’ 

battery and bandwidth to collect Consumers’ personal information.  Therefore  

outside the scope of “ Any dispute or claim relating in any way to your use of any 

Amazon Service “ as  stated in the “ Disputes” clause in  Amazons’ CoU.   

In  Alexa though it seems self-evident that  the actual Plaintiffs could hardly have a 

claim connected to the violation of ownership of battery an bandwidth. 

  “The Class likely consists of thousands of individuals418”.  But the recording of the 

voices of these thousands  Class Members  has been sent to Amazon’s Platforms 

exploiting  battery and bandwidth in ownership of  Plaintiffs’ Parents .  Plaintiffs 

being minors presumably did not own battery and bandwidth themselves. 

                                                             
416 If there are 100 million  Alexa devices and disgorgement would be claimed for the Class of all 
Consumers   of the Alexa system,  the disgorgement request could never  be over $5000 x 100 
million ! Probably much much lower and  in line with the%  value of Consumers’ information to 
Alexa business value. But the business model Amazon planned  for Alexa still  does not seem  
really clear to the wider public.  
 
417 Conditions of Use ..... 
 
418 “CLASS ACTION COMPLAINT AND DEMAND FOR JURY TRIAL” June 11 2019  at 10 :  “ Class: All 
residents in Florida, Illinois, Maryland, Massachusetts, Michigan, New Hampshire, Pennsylvania, 
and Washington who used Alexa on a household Alexa Device while they were minors, but who 
have not downloaded and installed the Alexa App.”; downloaded  11-26-2019 
https://digitalcommons.law.scu.edu .   
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If a claim in Unjust Enrichment would have been filed in Alexa , it should have been 

filed by the Plaintiffs Parents  as the actual Plaintiffs in the case have suffered no 

monetary  “damage” themselves419.  

The Plaintiffs’ Parents on the other hand could have alleged that : 1) enrichment by 

Amazon is  obtained  though the analyzing of Plaintiffs voice recordings ; 2) they 

suffered impoverishment  because of violation of  their  ownership of battery and 

bandwidth ; 3) the relation between the enrichment and the  impoverishment  

derives from the fact that  without  the exploitation  of their battery and bandwidth 

the recordings could have not been transmitted to the Platform; 4) the absence of a 

justification as there seems no clear and conspicuous information   that their battery 

and bandwidth  will be used to transmit data to Amazon.  

A Class Action in Unjust Enrichment and Restitution claiming disgorgement in Unjust 

Enrichment because of the misappropriation of battery and bandwidth ,  by the 

“Class of the Parents” in a case   like  Alexa would anyhow  seem to be  interesting 

more from an  academic  than a practical point of view.  

The Class in Alexa is so defined “ Class: All residents in Florida, Illinois, Maryland, 

Massachusetts, Michigan, New Hampshire, Pennsylvania, and Washington who used 

Alexa on a household Alexa Device while they were minors, but who have not 

downloaded and installed the Alexa App”420.   

The advantages obtained by Amazon through the analyzing of the recordings of 

thousands of minors in eight states of the USA , seem to be  a rather minor part of 

all the advantages Alexa business obtained from the total mass  of the recordings 

obtained at cost of Consumers’ battery and bandwidth.  .  

It could be different if a Class would be made up by all  Alexa users in the USA. 

                                                             
419 The damages alleged by Plaintiffs in the Alexa case  are to “ dignity , well. being , security “. 

 
420 Note 30. 
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But then it would likely not make much sense to limit to the Alexa business the 

claims for disgorgement in Unjust Enrichment because of violation of Consumers ‘  

ownership of battery and bandwidth  while data harvesting.   

  

 

 III       FTC v. Amazon  Case no. C14 -1083-JCC  

 

It has already been noticed 421 how both in Europe and  USA the  Authorities whose 

mission is to protect the Consumers show no interest for the issue of Consumers’ 

battery and bandwidth usage to harvest data and to serve advertisement. 

This is also true for  the FTC case no. C14 -1083-JCC . In the case it is  hard to stretch 

the arguing  of the Authority  to  fit in battery and bandwidth hypothetical 

misappropriation  .  Nonetheless passages in the arguing of both Parties indirectly 

seem to uphold that not expressly authorized use of  Consumers’ battery and 

bandwidth to gather data and serve  advertisements creates and obligation in 

Unjust Enrichment  to disgorge the advantages  so obtained. 

The FTC writes : “28. Many consumers report that they and their children were 

unaware that in-app activities would result in real monetary loss” ; “For example, 

one consumer whose six-year-old “click*ed+ a lot of buttons at random (she can’t 

read)” on her Kindle and incurred several unauthorized charges was “shocked that 

there is no password protection” for in-app charges. Another consumer whose 

daughters incurred $358.42 in unauthorized charges complained that Amazon 

allowed the charges without any “step that requires a password to validate payment 

information.”  “31. Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), prohibits “unfair or 

deceptive acts or practices in or affecting commerce”;  “ 32. Acts or practices are 

unfair under Section 5 of the FTC Act if they cause or are likely to cause substantial 

                                                             
421 See also the  Chapters on  The Meaning of Free for Google  and for Facebook. 
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injury to consumers that consumers themselves cannot reasonably avoid and that is 

not outweighed by countervailing benefits to consumers or competition. 15 U.S.C. § 

45(n)“; “36. Consumers have suffered and will continue to suffer substantial injury as 

a result of Defendant’s violations of the FTC Act. In addition, Defendant has been 

unjustly enriched as a result of their unlawful acts or practices. Absent injunctive 

relief by this Court, Defendant is likely to continue to injure consumers, reap unjust 

enrichment, and harm the public interest“422. 

The situation where the Platforms gets 30% of what is charged in connection to the 

Consumer using an app,  is not so very different form the situation  where the 

Platform makes money  gathering data and serving advertisements while  it is  the 

Consumer who is charged for the necessary battery and bandwidth . 

In  case C14 -1083-JCC the FTC alleges that Amazon – though its software – allows 

third parties to charge the Consumers without proper authorization. More in 

general  it could be alleged that constantly Amazon business model provokes third 

parties’  (Companies providing electricity and bandwidth) charges  to the Consumers 

without proper authorization. 

Amazon in its defense describes what kind of information must be given  to    

Consumers  in order to consider billing by third parties  legitimate  : “There is no fact 

based allegation that Amazon failed to (1) obtain billing authorization at the time 

the account was activated on the device, (2) notify customers about in-app 

purchasing in the Appstore Terms of Use and on the detail page of every app with 

that functionality, or (3) warn customers of the consequences of authorizing a third 

party to use their device.”423 “To be unfair under Section 5, the charges at issue  must 

be unauthorized.”424  “The practices deemed unfair in these cases, where substantial 

                                                                                                                                                                                                          

 
422 FTC Complaint  in Case no. C14 -1083-JCC , at 9 and 10 . Downloaded  12\2\2019. 
423

 Id at 13.  
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numbers of consumers were billed despite never authorizing any transaction with 

the vendor, cannot fairly be compared to the facts in this case, given the multiple 

notices Amazon provided before any in-app purchase and the many ways in which 

parents can monitor, limit, or eliminate the availability of in-app purchasing by their 

children on their devices. Nor does this case involve obtaining authorization by 

misleading Consumers. Courts have concluded that billing practices can be 

misleading if they obscure the fact that the consumer will be billed. For example, in 

FTC v. Commerce Planet, Inc., 878 F. Supp. 2d 1048, 1054, 1079 (C.D. Cal. 2012), the 

defendant’s website “created the net impression that consumers could order a free 

kit to learn how to sell products online,” when in fact they were signing up for a 

program with monthly charges unless affirmatively canceled. Similarly, in FTC v. 

Crescent Publishing Group, Inc., 129 F. Supp. 2d 311, 313-15, 322 (S.D.N.Y. 2001), the 

court concluded that the FTC was likely to prevail on its allegations that defendants 

billed consumers without authorization, where defendants’ websites promised a 

“free tour” but instead began charging at an “inconspicuous” point in the tour.”425
 

The same standards Amazon indicates to justify third party billing, ought to be 

applied to the situation where Amazon’s software provokes the billing to Consumers 

by the Companies providing battery and bandwidth. But there seems to be no 

“multiple notices Amazon provided “  to  inform Consumers that their  battery and 

bandwidth is  used to harvest data . 

Rather it could be claimed that Amazon’s  software  provokes “charging at an 

“inconspicuous” point in the tour” and that  “the fact that the consumer will be 

billed”  has been  kept “obscure” .  

The Court’s Order denying Amazon’s Motion to dismiss, can be read as  indirectly  

buttressing the thesis  that advantages obtained from data gathered using 

                                                                                                                                                                                                          
424 See : “No. 2:14-CV-01038-MJP AMAZON.COM, INC.’S  MOTION TO DISMISS NOTE ON MOTION 
CALENDAR: Friday, October 3, 2014”,  at 6.   Downloaded 2/12/2019. 
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Consumers battery and bandwidth with no authorization constitute enrichment 

attained through a substantial injury and  therefore unjustly and ought to be 

disgorged .  

Judge Coughenour writes :   “An act or practice may cause substantial injury either 

by doing ―small harm to a large number of people, or if it raises a significant risk of 

concrete harm.‖ F.T.C. v. Neovi, Inc., 604 F.3d 1150, 1157 (9th Cir. 2010). Consumer 

injury can occur in ―a variety of ways.‖ Id. at 1156. While courts should look to any 

deception on the part of businesses, ―the absence of deceit is not dispositive.‖ Id. 

Nor is actual knowledge on the part of the consumer a requirement to establish 

substantial harm. Id. Courts have repeatedly held that billing customers without 

permission causes injury for the purposes of asserting a claim under Section 5 of the 

FTC Act. See, e.g., Neovi, 604 F.3d. at 1153; FTC v. Ideal Fin. Solutions, Inc., 2014 WL 

2565688, at *5 (D. Nev. June 5, 2014); FTC v. Commerce Planet, Inc., 878 F. Supp. 2d 

1048, 1078 (C.D. Cal. 2012); FTC v. Inc21.com Corp., 745 F. Supp. 2d 975, 1004 (N.D. 

Cal. 2010), aff’d, 475 F. App‘x 106 (9th Cir. 2012); FTC v. Crescent Publ’g Group, Inc., 

129 F. Supp. 2d 311, 322 (S.D.N.Y. 2001); FTC v. J.K. Publications, Inc., 99 F. Supp. 2d 

1176, 1191–1192 (C.D. Cal. 2000); FTC v. Willms, 2011 WL 4103542, at *9 (W.D. 

Wash. Sept. 13, 2011); FTC v. Kennedy, 574 F. Supp. 2d 714, 719–720 (S.D. Tex. 

2008).” 426 

The Alexa case has been settled  with no mention of misappropriation of battery 

and bandwidth .  

 

 

 

 

                                                                                                                                                                                                          
425 Id at 16. 
426 See : “ Order Denying Defendant Amazon’s Motion to Dismiss” dated  1st of December 2014,   at 
9\10. Downloaded 2\12\2019.  
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IV  Opening of Antitrust investigations on Amazon  by the European Commission   

(Case AT.40462 Amazon Marketplace). 

 

It has already been mentioned how  the Consumer protection  Authorities in Europe 

share with the American Authorities a complete  lack of interest  for the issue of 

usage of Consumers’ battery and bandwidth to collect data and serve 

advertisements.  

 “The European Commission has opened a formal antitrust investigation to assess 

whether Amazon's use of sensitive data from independent retailers who sell on its 

marketplace is in breach of EU competition rules”427. 

The Commission Press release states: ““When providing a marketplace for 

independent sellers, Amazon continuously collects data about the activity on its 

platform. Based on the Commission's preliminary fact-finding, Amazon appears to 

use competitively sensitive information – about marketplace sellers, their products 

and transactions on the marketplace”428 

Now “continuously collects data about the activity on its platform”  means that 

Consumers’ battery and bandwidth is continuously  exploited by the platforms to 

collect data.  

The Commission  also  believes that “Amazon appears  to use competitively sensitive 

information”. The remark is quite interesting in contest.   

It proves – if needed – that the EU Antitrust Commission is aware of the fact that 

“information” harvested  from Consumers is king in Amazon’s business model.  On 

this awareness it seems the Commission  should verify starting at the technical level 

                                                                                                                                                                                                          

 
427 Press release 17 July 2019  downloaded from https://europa.eu › rapid › press-release_IP-19-
4291_en. 

428 Id. 
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if  the   “commercially sensitive information available to Amazon’s marketplace 

operations, regarding in particular third party sellers, products listed by third party 

sellers or transactions with third party sellers on Amazon’s marketplace, for the 

purposes of Amazon’s retail activities, including the role of such information in the 

selection of the Featured Offer in the “Buy Box” “429  is obtained by Amazon through 

the legitimate usage of Consumers’ battery and bandwidth or not.  

V  -  Antitrust investigations by  the United States  Department of Justice. 

In the  USA ,  on July 23 2019 : “The Department of Justice announced today that the 

Department’s Antitrust Division is reviewing whether and how market-leading online 

platforms have achieved market power and are engaging in practices that have 

reduced competition, stifled innovation, or otherwise harmed consumers. 

The Department’s review will consider the widespread concerns that consumers, 

businesses, and entrepreneurs have expressed about search, social media, and some 

retail services online. The Department’s Antitrust Division is conferring with and 

seeking information from the public, including industry participants who have direct 

insight into competition in online platforms, as well as others.  

“Without the discipline of meaningful market-based competition, digital platforms 

may act in ways that are not responsive to consumer demands,” said Assistant 

Attorney General Makan Delrahim of the Antitrust Division. “The Department’s 

antitrust review will explore these important issues.” 

The goal of the Department’s review is to assess the competitive conditions in the 

online marketplace in an objective and fair-minded manner and to ensure Americans 

                                                             
429 See at the web site of the EU Competition - Antitrust/Cartel Cases  : 40462 Amazon 
Marketplace: “ Opening of Proceedings:  On 17/07/2019, the Commission decided to initiate 
antitrust proceedings in case AT.40462 Amazon Marketplace within the meaning of Article 11(6) of 
Council Regulation No 1/2003 and Article 2(1) of Commission Regulation No 773/2004.” 
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have access to free markets in which companies compete on the merits to provide 

services that users want.  If violations of law are identified, the Department will 

proceed appropriately to seek redress”430 

The violation of  Consumers’ battery and bandwidth to harvest data and to serve 

advertisement  seems  to qualify  as “practices that have reduced competition, 

stifled innovation, or otherwise harmed consumers “ . 

And “ the widespread concerns that consumers, businesses, and entrepreneurs have 

expressed about search, social media, and some retail services online”   should move 

the DOJ  to  check  the validity of the above quoted scientific research that  has 

identified  such an enormous cost in battery and bandwidth  for Consumers , in 

connection with the data harvesting and advertisement serving by the platforms. 

Such an investigation could determine : 

a) if the current business model in data harvesting and advertisement serving 

implies a colossal misappropriation of Consumers ‘battery and bandwidth;   

b) if through such misappropriation ( if existing ) “online platforms have achieved 

market power “.  

 “Without the discipline of meaningful market-based competition, digital platforms 

may act in ways that are not responsive to consumer demands,” said Assistant 

Attorney General Makan Delrahim of the Antitrust Division.”.   

Misappropriation of the battery and bandwidth of Consumers has an obvious 

capacity of  rigging and ragging the very idea of “market-based competition”.  

 

                                                             
430 “Justice Department Reviewing the Practices of Market-Leading Online Platforms” . 

Downloaded December\3\2019 from https://www.justice.gov › atr. In the Justice News window of 

the DOJ web site. 
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Conclusions  

At § 49  point 3 of the  Restatement Third you can read that  enrichment from the 

receipt of not returnable benefits may be measured – among other criteria -  by “the 

cost to the claimant of conferring the benefits;  c) the market value of the benefit”431.  

For the hypothetical Class  of Consumers who without being clearly and 

conspicuously informed,  conferred to the on line Platforms the benefits  in  battery 

and bandwidth,  the costs  could be rather huge: “ the energy that a smartphone 

would consume, to download and display ads in one hour of browsing is 360 

Jules/day; and the amount of bandwidth needed to download ads would be equal to 

2.6 Mbyte/day, that is 78 Mbyte/month. Based on some US metered data plans 

(usage-based pricing plans) , $ 12.48 would be spent just on downloading ads“432.  

                                                             
 
431 Restatement Third” ,   Vol. 2 , at176\177 , §49 , Ch 7. 
 
432 ABDURHMAN ALI ALBASIR , KSHIR ASAGAR NAIK, SMoW: An Energy-Bandwidth Aware Web 
Browsing Technique for Smartphones, 2015 in IEEE Access, 10.1109/ ACCESS. 2014.2365091, 20-2-
2019. at 1435. At 1434 “a: BANDWIDTH COST OF ADS Using Wireshark traces, we investigated the 
traffic needed to download ads components in webpages, and found that in one case, surprisingly 
enough, ads traffic comprised almost 50% of the traffic needed to download some news 
webpages”; at  1432 : “Now, since the core web content and the ad content come from different 
servers, in some cases 3 to 13 TCP connections were found to be dedicated to ad servers and to 
analytic servers that gather statistics and other information about users. Table 1 lists the number 
of TCP connections (# of servers) needed for advertising purposes.” ;  at 1432” We noticed, for 
instance, that periodic energy spikes occur approximately every 5 seconds in Fig. 5(b). To 
investigate the real cause of such an energy activity, we looked into the contents displayed on the 
phone’s screen and found that these spikes are due to displaying an ad content. This ad content is 
basically a dynamic ad that displays different ads every 5 seconds. We then went further to the 
application layer and investigated the HTML document that contains this ad content. We found out 
that this ad corresponds to a block of JavaScript code, and it requires high computational power to 
render and display”; at  1429 “As mentioned in Subsection II-A, ads are embedded in the main 
HTML files in the form of JavaScript code or an HTML tag code. Such codes are computationally 
intensive, and, consequently, consume much of energy and require high bandwidth to download 
(e.g. JavaScript components, on average, may occupy ∼200 Kbytes [14]). The more ads a webpage 
contains and the more the ads get complex, the more resources are wasted” ; p.p. 1428-1429 “A 
simplified view of how things work while web browsing is depicted in Fig. 2. The figure shows only 
the main players. It starts with an end user fetching content from a certain website (publisher, e.g. 
www.mydictionary.com). The browser makes the necessary DNS (Domain Name System) look up to 
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12 dollars a month  for  12 months   makes 144 dollars.  To a  million Consumers  it 

adds up to  144 million . To a hundred million users  it is  14 billion dollars .   

If there are 300 million users in the USA  just the cash value  of Consumers’ battery 

and bandwidth  used to harvest data and serve ads  could be around 40\50 billion 

dollars yearly. Given433  a limitation of six years434,  200\300 billion dollars 435  could  

be the total amount  .  But this would just be the cost to Consumers.  

                                                                                                                                                                                                          

get the IP (Internet Protocol) address of the website, establishes a TCP connection with the server, 
and then sends an HTTP GET request to that server (website). The publisher’s server sends back an 
HTML file that contains the page contents and other components, namely, CSS files, images, and 
JavaScript code. The browser at the end user side starts rendering the HTML file, and it finds tags 
for other components that need to be fetched. It sends more HTTP GET requests to retrieve these 
elements. Ads come into the picture in the form of HTML or JavaScript code. Once such code is 
triggered, while the browser renders the HTML file, another TCP connection is established with a 
specific ad network server (Ad network, e.g. AdSense) followed by an HTTP GET request to 
download ad contents. The ad sever figures out what sort of ads should be sent to the user based 
on a matching technique that is done with the publisher’s webpage content (Contextual targeting.) 
If a user finds an interesting ad and clicks on it, she will be redirected to the advertiser’s web page. 
Behind the scenes, advertisers make agreements with the ad network that specify the pricing 
method and provide the ad network with the ads of products they want to promote. Publishers as 
well make other agreements with thead networks that specify the financial conditions and some 
regulations on what kind of ads are allowed to be published on their pages. Ad networks, in turn, 
provide the publisher(website) with a piece of JavaScript code or HTML tags thatthe publisher 
embeds in its webpages.” ; at  1428 “for some webpages, the energy cost of ads is about 18% of 
the energy cost of browsing the same pages without ads; and (ii) bandwidth overhead due to 
downloading ads is almost 50% of the total required bandwidth to download those pages without 
ads.”; at  1428 “webpages are getting more complex *12+, *13+, that is, more computation 
intensive; and the existence of ads in webpages further increases the complexity. This complexity in 
smartphone environment, where resources (e.g., battery and bandwidth) are limited, is reflected in 
longer loading times, more energy consumed, and more bytes transferred.”  

See also ABDURHMAN ALBASIR, KSHIRASAGAR NAIK, BERNARD PLOURDE, NISHITH GOEL : 
“Experimental Study of Energy and Bandwidth Costs of Web Advertisements on Smartphones “, in 
2014  6th  International Conference  on Mobile Computing, Applications and Services (MobiCASE), 
20\2\2019 da IEEE Access . 

433
  “Applying statutes of limitations to restitution cases can be a matter of some difficulty” . A. 

KULL , W. FARNSWORTH , “ Restitution and Unjust Enrichment , Cases and Notes” , New York , 
2018 , at  505.  Six years is often the term applied.   
 
434 See Restatement Third” , cit.,  Vol. 2 , at 619 and following pages   , §70 , Ch 8. At 629  :“Some 
statutes specify that particular limitations – notably those relating to actions based on fraud or ( 
less frequently) mistake- run only from the date the claimant has notice of the cause of action “.  
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The value of  the Unjust Enrichment to be disgorged would be  higher  by far.  

With such numbers ( if indeed correct)436  what comes to mind is the settlement  

achieved by  the Tobacco industry more than twenty years back437. 

Moneywise the Tobacco settlement seems as of today to be  the most relevant  

settlement reached on the basis of The Law of Unjust Enrichment and Restitution.  

About 208 billion dollars  in  1998438. 

                                                                                                                                                                                                          

For California see “CODE OF CIVIL PROCEDURE – CCP PART 2. OF CIVIL ACTIONS [307 - 1062.20] ( 
Part 2 enacted 1872. ) TITLE 2. OF THE TIME OF COMMENCING CIVIL ACTIONS [312 - 366.3] 
CHAPTER 3. The Time of Commencing Actions Other Than for the Recovery of Real Property [335 - 
349.4]   ( Chapter 3 enacted 1872. ) “ : Sub 338 : “(d) An action for relief on the ground of fraud or 
mistake. The cause of action in that case is not deemed to have accrued until the discovery, by the 
aggrieved party, of the facts constituting the fraud or mistake.  1\6\2019  from 
https://leginfo.legislature.ca.gov/ 
 
435 All papers on the subject that have been found confirm the metering and the fact that the 
usage is hidden. We actively searched for studies  with different conclusions , but did not find any. 
It could be the Authors’ fault not to have found such studies. 
 
436 See JAMES J. PARK , in the abstract  :“ In numerous areas, the courts have applied Rule 10b-5 to 
deceptive conduct that is not directed at the market or investors but unjustly enriches some 
individual. Surprisingly, the unjust enrichment principle has functioned not only as an expander of 
liability but also as a limit. More and more, securities fraud class actions directed at market-
distorting misrepresentations may only proceed if insiders have been enriched by the 
misrepresentation The rise of the unjust enrichment principle demonstrates that securities 
regulation is not only concerned with the economic value of market efficiency but also is 
significantly influenced by public values.” See also PETER LINZER , DONNA L. HUFFMAN, 
“RESTITUTION ROLLOUT: THE RESTATEMENT (THIRD) OF RESTITUTION & UNJUST ENRICHMENT: 
Unjust Impoverishment: Using Restitution Reasoning in Today's Mortgage Crisis” , 2011, 68 Wash 
& Lee L. Rev. 949. 
 
437 See also  PETER LINZER , DONNA L. HUFFMAN, “RESTITUTION ROLLOUT: THE RESTATEMENT 
(THIRD) OF RESTITUTION & UNJUST ENRICHMENT: Unjust Impoverishment: Using Restitution 
Reasoning in Today's Mortgage Crisis” , 2011, 68 Wash & Lee L. Rev. 949, at 6.  
 
438 DOUG RENDLEMAN, “ Common Law Restitution in the Mississippi Tobacco Settlement: Did the 
Smoke Get in Thir Eyes?,” 33 Ga. L. Rev. 847 (1998-1999) , does not believe the Agreement is 
based on the Law of Restitution and Unjust Enrichment. At 848 a summary of how  the case 
evolved.   
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Luckily enough for the People  and for  on line advertising and data harvesting 

industry  as well , the situation in the case of disgorgement of advantages obtained 

through misappropriation of  battery and bandwidth  would not be  as  dramatic.   

At issue is not  health but  only the  violation of property rights to battery and 

bandwidth.  In a unified ( spinozian?) vision of Humanity  at stake are only colossal 

estates that should really mean nothing compared to higher values like the health of 

hundreds of million People. And – to this point and where 5G is not yet 

implemented  - on line Platform have been accused of many not gentlemanly deeds 

but not of  making money through activities that provoke cancer and \or  other 

lethal conditions.  

Nonetheless could the  Tobacco “Master Settlement Agreement” 439  be a model for 

a purported settlement between   Consumers  and  the on line advertising and data 

harvesting Industry? 

The speculation on this point  is quite adventurous .  A Master Agreement should 

foresee the payment of how many hundred billion dollars right away and how many 

in the future?  How to use the money : a) infrastructures like  electric plants  

powered by renewables ? b) mega discounts for data plans ? c) for how many years? 

The answers must  wait  for further research and developments.  

All it can be said is that if what written above should not be proved wrong,  we have 

at least  a tentative  answer to the question formulated in the title of this essay . 

Yes! “Big Tech could belong to the people”! 

These are  interesting Times in a World ever more frail and connected . Constantly  

changing  in unexpected  and unforeseen ways ,  ֵאין ָכל ָחָדׁש ַתַחת ַהשָ ֶמׁש . 

                                                             
439 See "Master Settlement Agreement" (PDF). National Association of Attorneys General. 1998.  

https://en.wiktionary.org/wiki/%D7%90%D7%99%D7%9F_%D7%9B%D7%9C_%D7%97%D7%93%D7%A9_%D7%AA%D7%97%D7%AA_%D7%94%D7%A9%D7%9E%D7%A9#Hebrew
https://web.archive.org/web/20080625084126/http:/www.naag.org/backpages/naag/tobacco/msa/msa-pdf/1109185724_1032468605_cigmsa.pdf

