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Overview  
The Office of the Australian Information Commissioner (OAIC) welcomes the opportunity to comment 
on the Australian Competition and Consumer Commission’s (ACCC’s) draft CDR Rules Expansion 
Amendments and associated consultation paper. We understand the proposed package of 

amendments to the Competition and Consumer (Consumer Data Right) Rules 2020  (‘existing Rules’) is 

intended to continue the implementation of recommendations of the Open Banking Review, where 
these have been accepted by Government.1  

The proposed amendments cover a wide range of policy issues, including accreditation requirements, 
disclosures of CDR data and insights to non-accredited third parties, arrangements to facilitate the 

transfer of CDR data between accredited data recipients (ADRs), joint accounts, consents and the 

ability to conduct research with CDR data. By way of overall comment, the OAIC is broadly supportive 
of the majority of positions set out in the consultation paper and draft rules. Many are privacy-

enhancing and will increase choice, transparency and control for individual consumers in relation to 
the use of their CDR data.  

However, the OAIC also notes that if enacted as drafted, the proposed Rules would mark a significant 

expansion of the CDR system, particularly in relation to the type and number of actors who may 
participate. Further, certain proposals represent a recalibration of existing CDR privacy settings, 

transforming the existing ‘closed’ CDR system into something more ‘open’. We understand these 
changes are proposed with a view to encouraging the growth and functionality of the CDR, promoting 

competition and innovation in the data economy, and empowering consumers in relation to their 
data and acknowledge the importance of these underlying policy goals.  

At the same time, we would emphasise the importance of ensuring that any privacy and security risks 
are appropriately mitigated, and the overall integrity of the CDR system is maintained. Robust privacy 

protections will be crucial to building and maintaining consumer trust and ensuring that there is 
consumer ‘buy-in’ to the CDR system. In this regard, the OAIC recommends a cautious approach be 

taken in relation to some of the proposals. In particular, the OAIC does not support the proposed 
model for the disclosure of CDR insights in its current form. The disclosure of an insight2 generated 

from CDR data would be as insightful, if not more, than ‘raw’ CDR data itself. In our view, the current 

model would pose significant privacy risks for consumers, and particularly vulnerable consumers, and 
is therefore in need of further safeguards to ensure these risks can be appropriately mitigated. We 
would therefore recommend that the scope of this model be limited, in line with the 

recommendations outlined in this submission.  

In addition, as the proposed changes to the accreditation requirements are likely to lead to increased 
participation by a broader range of actors in the CDR system, the nature of the CDR compliance and 
enforcement activities required to support the system will change. There will therefore be a need for 

the OAIC and ACCC to work closely together as co-regulators to ensure that any new privacy, security 

or general compliance risks are identified and appropriately mitigated. In this regard, we strongly 

 

1 See the Review into Open Banking: giving customers choice, convenience and confidence, December 2017.  

2 An ‘insight’ is information derived from a consumer’s CDR data. This may include, for example, income and expense 

verification, verification of payments, or outcomes of responsible lending assessments: see page 30 of the paper. 
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support the ACCC’s commitment to work with the OAIC to develop a robust and targeted audit and 

assessments program.3   

Additionally, the OAIC also notes that the proposed package of amendments to the Rules may result 

in additional complexity both for the regulated community and consumers, particularly in relation to 
the navigation of the consent flow.  The OAIC suggests the ACCC consider the cumulative effect of the 

changes when formulating the final package of amendments, and continue to work closely with the 
Data Standards Body to ensure that guidance for regulated entities (such as the CX standards and 

guidelines) is clear and supports a seamless consumer experience. This will help to reduce the risk of 
any consumer confusion, improve the ability of CDR entities to comply with their CDR obligations, and 

therefore enhance choice, transparency and control for individual consumers.  

The OAIC provides comments and recommendations on the specific issues raised in the consultation 
paper and draft Rules below. The structure of our submission follows the format of the consultation 

paper, and a consolidated list of all recommendations is available in Attachment A. We also note the 
release of the Maddocks consultation document,4 which contains a preliminary analysis of the privacy 
risks that may be raised by this version of the Rules, and will be used to inform the next update to the 
Privacy Impact Assessment (PIA) for the CDR. We strongly support the ACCC’s decision to update the 

PIA and to consult on this document together with the consultation paper and draft rules. We 
recommend that the ACCC have regard to the final Maddocks recommendations as it works towards 
finalising this version of the Rules.   

We are available to discuss our submission with the ACCC. The OAIC will update the CDR Privacy 

Safeguard Guidelines in due course, to assist regulated entities to understand and comply with their 

CDR privacy obligations.  

About the OAIC and our role in the CDR system 
The OAIC is Australia’s independent regulator for privacy and freedom of information. The OAIC co-

regulates the CDR scheme together with the ACCC. The OAIC enforces the privacy safeguards (and 

related Rules) and advises the ACCC and Data Standards Body (CSIRO’s Data61) on the privacy 

implications of the CDR Rules and data standards. The OAIC is also responsible for undertaking 
strategic enforcement in relation to the protection of privacy and confidentiality, as well as 

investigating individual and small business consumer complaints regarding the handling of their CDR 

data. 

Our goal in regulating the privacy aspects of the CDR system is to ensure that the system has a robust 
data protection and privacy framework, and effective accountability mechanisms to ensure 
consumers are protected. 

 

3 See, for example, pages 17 and 19 of the ACCC’s CDR rules expansion amendments Consultation Paper (‘consultation paper’ 

or ‘paper’).  

4 Dated 29 September 2020.  
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Comments on specific issues raised in the consultation 
paper 

Restricted accreditation 

The proposed draft Rules would introduce additional levels  of accreditation, in line with the 

recommendation from the Open Banking report that the CDR system should permit ‘risk-based' levels 
of accreditation.5 There is currently one ‘unrestricted’ level of accreditation in the CDR system, which 
enables an accredited data recipient (ADR) to receive all CDR data. The OAIC understands that the 
proposed amendments to the Rules are aimed at enabling participation from a wider range of 

entities, including those that may not currently be able to meet the requirements of unrestricted 
accreditation.  

The ACCC proposes three models of ‘restricted’ accreditation to encourage greater participation:  

• the limited data restriction 

• the data enclave restriction, and  

• the affiliate restriction.  

For each of these restricted models, the accreditation criteria that apply at the unrestricted level 
would apply in the same manner, except in relation to the information security ‘evidentiary’ 

requirements. In this regard, the ACCC is proposing to impose ‘lighter’ evidentiary requirements, 
meaning that applicants for restricted accreditation would not be required to provide assurance 

reports.6 Instead, they would provide an attestation statement confirming implementation of all 
relevant information security controls.7 The draft Rules then set out specific arrangements for each of 
the restricted accreditation models (which are explored further below). 

By way of general comment, the OAIC appreciates the importance of the underlying policy objective 

of increasing participation in CDR.  However, the OAIC would be concerned if restricted levels of 
accreditation were to create or increase privacy risks that are unable to be appropriately mitigated. 

The OAIC therefore emphasises the importance of ensuring that any changes to accreditation 
requirements are carefully tailored to mitigate the risks posed by the specific data handling activities 
of the relevant entities, and in a way that ensures the privacy and security risks are managed 

consistently across the scheme and the overall integrity of the CDR system is maintained. 

The OAIC also notes that the proposed accreditation changes in the CDR system will likely mean that 
a greater number of entities start to flow into the system, which will impact on compliance and 
regulatory activities. Further, many of these may be smaller entities (those with an annual turnover of 

 

5 The Open Banking report envisaged that parties would be accredited to receive and hold data based on a risk assessment 

of the harm posed by the relevant data or the party seeking to become accredited to consumers, and the CDR system: 

Treasury, ‘Review into Open Banking in Australia’, Final Report, December 2017, page 25. 

6 See section 3.4 of the paper. 

7 The statement must be signed by an authorised representative (e.g. CEO or chief legal counsel). Once accredited at the 

restricted level, entities would be required to submit to the ACCC a self-assessment against the information security controls 

on an annual basis: clause 2.1 of Schedule 1 to the CDR Rules. 
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appropriate for business consumers in relation to CDR (noting they were designed with both 

individual and business complaints in mind). 

Business partnerships 

Section 6.2 of the paper sets out the policy intention to treat business partnerships consistently with 
the approach the ACCC is proposing for non-individual consumers, as discussed above. The OAIC 

notes that business partnerships differ from other non-individual consumers (such as corporations), 
as they are not considered distinct legal entities; rather they may be comprised of one or more 

individual (or non-individual) consumers.  

As partnerships may be comprised of individuals, CDR data sharing may therefore involve the 
disclosure of personal information relating to the individuals in the partnership (i.e. where individual 

partners are account holders). Consultation question 24 seeks views on whether additional 

protections should be introduced where business partners are individuals, as personally identifiable 
information may be shared in customer data relating to the partnership with other third parties.  

By way of general comment, we note that any CDR data relating to the partnership would be subject 

to the usual Privacy Safeguards and the stringent privacy protections within the CDR scheme. 
Stakeholders may have more specific views on whether additional privacy protections are required, 
however we note that the proposed system (which would require appointment of a nominated 

person to engage in data sharing on behalf of a partnership entity) would appear to provide for 
appropriate choice, transparency and control in the business context.  

Secondary users 

In the CDR system, only ‘eligible’ consumers can make consumer data requests for the transfer of 

their CDR data. In the banking sector, ‘eligible’ consumers are currently defined as individuals who 
are 18 years or over and have an open (and online) account with the data holder.56  

The paper notes that the proposed Rules would broaden the meaning of eligible consumer by 

allowing non-account holders to share data relating to the account. These users are known as 

‘secondary users’. Secondary users are those that have account privileges in relation to an account 
(i.e. secondary cardholders) and would need to be approved by the account holder through a 
secondary user instruction in order to share CDR data. The draft Rules propose that for the banking 

sector, an individual with account privileges must be 18 years of age or older and also have the 
authority to make transactions on the account. 

In response to consultation question 26, the OAIC supports extending the CDR to secondary users in 
the ways outlined in the paper and above.  

Scope of account privileges 

Consultation question 27 seeks views on whether any other persons should be considered as 
individuals with account privileges, and therefore be able to qualify as ‘secondary users’.  

 

56 Clause 2.1(2) of Part 2, Schedule 3 of the CDR Rules. 
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Attachment A – Recommendations 

1. Recommendations related to ‘Restricted accreditation’ 

a. That the ACCC and OAIC review the existing co-regulatory approach to compliance and 

enforcement in light of the anticipated increase in CDR participation posed by restricted 
accreditation, to ensure the approach is appropriately integrated, robust and targeted to 

identify and mitigate potential risks. 
 

b. That the ACCC evaluate the sensitivity or relative risk of particular data with reference to a 
broader range of factors, when determining what data sets should be accessible via the 

limited data model of restricted accreditation. 

 
c. That the limited data model of restricted accreditation initially be applied on a sector-specific 

basis only. 

 

d. That draft Rules be amended to clarify what form the data enclave must take, and what 
responsibilities the principal and enclave provider would have in the CAP arrangement (for 
example, in Rules 5.1B and Schedule 2). 
 

e. That draft Rule 5.1B(2)(ii) be amended to require that a principal may only ‘handle’ CDR data 
through an enclave provider, and within a data enclave. 

 
f. That the draft Rules be amended to require enclave providers to expand the scope of their 

information security assurance reports, to include processes specific to the management of 

data enclaves (for example, in clause 2.1 of Schedule 1). 

 
g. That the ACCC further consider what information security provisions in Schedule 2 to the 

Rules should apply to a principal, having regard to the data handling activities of a principal in 

the proposed data enclave model.  

 
h. That the draft Rules be amended to specify the minimum steps which must be taken (and the 

arrangements that must be put in place) by sponsors in relation to their affiliates, for the 

purposes of Rule 5.1D(6) and clause 2.2(7) of Schedule 2 to the Rules. 
 

i. That all of the information security requirements in Schedule 2 to the Rules should apply to 
affiliates, regardless of the specific arrangement in place between an affiliate and their 

sponsor. 

2. Recommendations related to ‘Expanding how ADRs can work together’ 

a. That draft Rule 1.10B be amended to prescribe minimum requirements that should form part 

of all CAP arrangements. 
 

b. That the draft Rules be amended to expressly require a party to a CAP arrangement to notify 
the other party of the withdrawal or expiry of a consumer’s consent/authorisation. This could 
be done in draft Rule 1.10B, as per Recommendation 2(a). 
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c. That draft Rule 1.10B be amended to specify that the obligations in Rules 4.18–4.20 need only 
be discharged by the provider. 

 
d. That draft Rule 1.14 be amended to specify that the obligations relating to the consumer 

dashboard need only be discharged by the provider. 
 

e. That the ACCC consider whether there may be other obligations that should be discharged by 
only one of the ADRs (rather than both).  

 
f. That the processes for seeking consent in the Rules continue to be supported by robust 

consumer experience standards and guidelines, such that consumers can easily understand 

the differences between consents to collect and use, and consent to disclose. 

 
g. That draft Rule 7.5(3)(a)(iv) be amended to include additional privacy protections for 

consumers, such as requiring promoted goods or services to have a nexus with the existing 

good or service, and a prohibition on promoting or recommending goods or services where 
the ADR considers they are likely to be inappropriate for the consumer. 
 

h. That Rule 7.2 be amended to require ADRs to include information about relevant commercial 

arrangements (those that facilitate ADR to ADR transfers) in their CDR policy. 

3. Recommendations related to ‘Disclosures to non-accredited third 

parties’ 

a. That the draft Rules be amended to ensure CDR data may only be provided to a trusted 

advisor outside the CDR system where that trusted advisor is subject to the Privacy Act. 
 

b. That draft Rule 1.10C(2)(h) be amended to set out the relevant factors that should be taken 
into consideration when prescribing additional types of trusted advisors in the future.  

 
c. That the draft Rules be amended to ensure consumers are clearly informed that the CDR 

privacy protections will not apply to disclosures to trusted advisors.  
 

d. That the ACCC consider whether the Rules should provide for a secure method of data 
transfer between ADRs and trusted advisors. 
 

e. That the ACCC and relevant agencies consider the impact of the draft CDR insights Rules on 
the policy objectives of the Part IIIA framework, and determine whether the CDR Rules 

framework is the appropriate vehicle to introduce such a policy change. 
 

f. That the draft Rules relating to CDR insights be amended to describe purposes for which 
insights data cannot be disclosed. 
 

g. That the draft Rules relating to CDR insights be amended to prescribe the entities that can (or 
cannot) receive and handle CDR insights.  
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h. That the draft Rules prohibit the disclosure of CDR insights to entities that are not covered by 

the Privacy Act.  
 

i. That the ACCC consider whether additional consumer consent and notification requirements 
are required in relation to CDR insight disclosures. 

 
j. That draft Rule 7.5(aa)(ii) be amended to provide that the relevant insight must be in relation 

to the consumer only. 
 

k. That draft Rule 1.7(1)(c) be amended so that it is consistent with the wording of the de-
identification rule in 1.17.   
 

l. That the draft Rules be amended to require disclosures of CDR insights to occur only via a 

secure mechanism. 

4. Recommendations related to ‘Secondary users’ 

a. That cl 2.1(2)(c) of Schedule 3, Part 2 be amended to include joint accounts that have both 
pre-approval and co-approval arrangements in place.  

 
b. That the processes for providing a secondary user instruction be made consistent with the 

disclosure option selected on the joint account.   

5. Recommendations related to ‘Joint accounts’ 

a. That the ACCC consider adopting the wording used in s 16A of the Privacy Act at each point in 
the Rules where the threshold of ‘necessary in order to prevent physical or financial harm or 

abuse’ (or a similar formulation) is used. 
 

b. That the Rules require data holders to show the history of disclosure option selections on a 

consumer’s joint account management service and consumer dashboard. 
 

c. That data holders be required to notify joint account holder B that their CDR data could be 
further on-disclosed to other third parties, such as another ADR or trusted advisor, in 

accordance with joint account holder A’s consent.  

6. Recommendations related to ‘Amending consents’ 

a. That consumers be given the option to amend each category of consent given to an ADR, 

consistent with the requirements set out in subdivision 4.3.2A of the draft Rules. 

 

b. That the ACCC work closely with Data61 to ensure the CX standards and guidelines allow for a 
consistent consumer experience when amending consents. 

 
c. That draft Rule 4.11(3) be amended to require ADRs to provide consumers with information 

about their ability to amend consent and instructions for doing so. 
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d. That ADRs be required to explain to consumers which aspects of their consent may not be 

able to be amended, and the reasons for this.  
 

e. That the ACCC work with the Data Standards Chair to ensure the data standards are amended, 
or new data standards are made, to ensure that ADRs are required to re-direct consumers to 

the data holder’s (authorisation) processes when adding accounts. 

7. Recommendations related to ‘Separate consents’ 

a. That clear and effective CX standards and guidelines be developed to support an ADR’s 
processes for seeking and amending separate consent, and to ensure a simple and 
straightforward consumer experience. 

 

b. That the ACCC work with Data61 to undertake further CX research on the proposed separate 

consent rules, to test consumer reactions to each aspect of the separate consent approach.  

8. Recommendations related to ‘Point in time redundancy approach’ 

a. That the ACCC work with Data61 to ensure that clear and effective CX standards and/or 

guidelines are developed to support an ADR’s processes for communicating the ‘point in time’ 
approach to consumers. 

 
b. That draft Rule 4.18A be expanded to require ADRs to (1) provide the notice as soon as 

practicable after the collection consent expires; and (2) include additional statements in the 
Rule 4.18A notice to explain to the consumer that their use consent will continue (and the 

implications of withdrawing a use consent). 
 

c. That draft Rule 4.18A be expanded to require the ADR to notify the consumer that they may 
also withdraw their disclosure consent (and explain the implications of doing so). (In addition 
to the proposals in Recommendation 8(b).) 

 
d. That the draft Rules clarify that a disclosure consent would automatically expire if both the 

collection and use consents are withdrawn. 
 

e. That the draft Rules be amended to require ADRs to notify consumers that if they withdraw 
their disclosure consent, this will not fully stop an ADR from handling their data unless they 

also withdraw their collection and use consents. 

9. Recommendations related to ‘Using CDR data for research’ 

a. That the ACCC consider how the draft Rules permitting research using CDR data could provide 

for greater transparency, either when seeking consent or in the CDR policy.  
 

b. That the draft Rules prescribe permitted purposes for which research may be conducted, to 
ensure that research practices remain consistent with the overall policy objectives of the CDR 
and retain consumer trust. 
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c. That the ACCC consider whether the draft Rules need to be amended, to provide a 

requirement for ADRs to outline relevant laws that may permit a use or disclosure of CDR data 
which has not been consented to by the consumer.  

 
d. That the draft Rules permitting the use of CDR data for research be amended to clarify that 

giving consent to research cannot be made a pre-condition of providing the good or service. 
 

e. That the ACCC amend the research-related Rules to provide additional safeguards, to prevent 
ADRs from unfairly penalising consumers who do not consent to research.  


