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NBN Co welcomes the opportunity to respond to the ACCC’s discussion paper in relation to 
Telstra’s draft Required Measure 6 – information security arrangements for the handling of 
information provided by NBN Co to Telstra pursuant to the Definitive Agreements (the NBN 
Information Security Plan).  This submission details NBN Co’s concerns with the draft 
Information Security Plan (ISP).   

Issue one: Scope of the ISP is narrower than is required by the Migration Plan 

Clause 24.1 of the Migration Plan sets out a broad description of NBN Co Migration 
Information. This description includes a number of specific exclusions. 

Clause 2(b)(i) of Schedule 6 of the Migration Plan requires the ISP to contain: 

“a description of the type of NBN Co Migration Information which Telstra receives 
from NBN Co and which is therefore subject to the NBN Information Security Plan.” 

NBN Co notes that Schedule 6 of the Migration Plan does not require Telstra to categorise 
the types of information that will be subject to the ISP or that Telstra will receive from NBN 
Co.    

Telstra has proposed a categorisation approach to describing the information (in Schedule 1 
of the ISP) that Telstra receives from NBN Co and which will be subject to the ISP. This 
categorisation appears to be intended to be exhaustive. Clause 5.1(c) provides that the ISP 
only applies to the specific categories listed in Schedule 1.  

NBN Co has the following concerns with Telstra’s proposed categorisation approach: 

• That the categorisation of NBN Co Migration Information may exclude from the ISP 
information which would otherwise fall within the description of NBN Co Migration 
Information (as set out in clause 24.1 of the Migration Plan).   

• That Telstra is seeking to restrict the operation of the applicable provisions in the 
Migration Plan by limiting their application to only those categories of information 
listed in Schedule 1 of the ISP. 

Importantly, NBN Co does not consider that clause 5.1(d) is adequate to resolve these 
concerns.  In this regard: 

• It is not clear why information subject to clause 5.1(d)(ii) is not subject to all of the 
requirements of the ISP.  It is also unclear what practical measures Telstra will take 
in relation to information falling within the description of clause 5.1(d)(ii) but not the 
categories in Schedule 1 of the ISP. 

• Telstra’s drafting in clause 5.1(d) leads to an interpretation that only NBN Co 
Migration Information provided directly to the “NBN Interface Group” or under an 
“Interaction Protocol” will be treated in accordance with the ISP requirements.  There 
may be information provided under the DAs, falling within the description of NBN Co 
Migration Information that may not fall into these categories.  In short, any 
information provided by NBN Co to Telstra that meets the definition of NBN Co 
Migration Information, should be treated by Telstra in the manner contemplated in 
clause 24.2 of the Migration Plan. Telstra’s proposed approach leaves open the 
possibility that Telstra could gain an unfair commercial advantage from the use of 
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information provided by NBN Co under the DAs but still comply with the ISP.  
Accordingly, NBN Co does not believe that Telstra’s categorisation approach is 
consistent with the Migration Plan and the objective of the ISP. 

Consistency with the Migration Plan and the objectives of the ISP would be achieved if the 
ISP was to apply to all “NBN Co Migration Information” provided by NBN Co to Telstra under 
the DAs without limitation through categorisation. This could be achieved by amending 
Schedule 1 so that it contained a non-exhaustive list of examples of what is “NBN Co 
Migration Information”. 

Issue two: Release of information by NBN Co to Access Seekers is not relevant  

Telstra’s information security obligations should exist independently of how NBN Co makes 
information available to Access Seekers.  Accordingly NBN Co does not agree with the 
following statement included in Clause E of Telstra’s ISP: 

“NBN Co’s subsequently announced access seeker communications arrangements 
are likely to substantially reduce the concerns referred to in Recital C, as much of the 
information Telstra receives from NBN Co under the Definitive Agreements will either 
be made available to other service providers on an equivalent basis or will not 
provide Telstra with any additional insight into NBN Co’s plans over the information 
otherwise available to service providers from NBN Co”.  

It is possible, that in some limited circumstances, the information provided to Telstra and 
other Access Seekers may be different. For example, the particular level of detail required by 
Telstra in order to enable it to comply with disconnection and network preference obligations 
under the Subscriber Agreement is unlikely to be relevant to any other party other than NBN 
Co and Telstra, and therefore may not be made available to Access Seekers in the same 
form.  

Furthermore, NBN Co does not believe that this expression of opinion on Telstra’s part, in 
relation to the manner in which NBN Co may provide information to Access Seekers 
(whether in compliance with NBN Co’s non-discrimination obligations or otherwise) is 
appropriate in this context as a matter that Telstra relies upon in formulating the ISP. 

Issue three: Telstra’s Systems based approach is not a comprehensive confidentiality 
regime and not consistent with the Migration Plan 

NBN Co appreciates the important role of IT systems in ensuring that NBN Migration 
Information is protected. However, NBN Co is concerned that Telstra’s approach focuses too 
much on IT solutions and does not detail the associated security processes needed to 
protect NBN Co Migration Information that is not held within an IT system (e.g. that is on a 
printed document or contained in a briefing note).  

In NBN Co’s view, the level of detail on the information handling arrangements for non-
systems based NBN Co Migration Information is not consistent with the requirements of the 
Migration Plan. The ISP should provide comfort that NBN Co Migration Information that is 
not held within an IT system will not (where able to be disclosed other than through a 
system) be disclosed in a manner that is inconsistent with the objectives of the ISP. 
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Issue four: Future variations to the ISP should be regarded as a change to the 
Migration Plan  

NBN Co does not consider that clause 3.3 of the ISP is appropriate.  Future variations to the 
ISP (including a replacement of a Schedule or other variation by the process expressly 
provided for under clause 5.3, 8.2, 9.3 or 11) should be treated as a variation to the 
Migration Plan as contemplated by section 577BF of the Competition and Consumer 
Safeguards (CCS) Act and that unless it is deemed to be a minor variation, the ACCC would 
need to consult on any future variations to the ISP.  Otherwise, a variation could result in 
Telstra being required or permitted to do something that it is not permitted to do under the 
DAs.  

At the least, NBN Co should be consulted in relation to any changes to the ISP, particularly if 
Telstra is proposing to remove information from their proposed Categories in Schedule 1 and 
2.  This is reasonable given that changes to the ISP will result in changes to how Telstra 
handle NBN Co’s information.   

Issue five: The process and measures provided under clause 9 of the ISP do not 
comply with the requirements of the Migration Plan 

NBN Co is concerned that clause 9.1 is not consistent with Schedule 6 clause 3.1(b) of the 
Migration Plan as it broadens the interpretation of the ‘need to know’ principle. 

Issue six: clause 9.1(c) could more clearly define when Telstra personnel may use 
NBN Co migration information 

Generally, the permissions under clause 9.1(c) appear to be broader than what is permitted 
by clause 3.1(b) of Schedule 6 of the Migration Plan. Accordingly, NBN Co recommends that 
clause 9.1(c) be amended to be consistent with clause 3.1(b) of Schedule 6. 

 

 
 
 
 
 
 
 
 
 
 


