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Disclaimer 
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completeness of the information contained herein and must not use this document other than with the consent of 
NBN Co. 
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1 Introduction 
This submission is provided in response to the ACCC‟s May 2013 Discussion Paper – Resubmitted 
draft required measure 6: NBN Information Security Plan. It highlights a number of overarching 
concerns that NBN Co has with Telstra‟s general approach to developing the NBN Information 
Security Plan (NBN ISP) and provides NBN Co‟s responses to the specific questions raised in the 
ACCC‟s Discussion Paper. Attachment A to this submission also provides detailed comments in 
respect of specific clauses of Telstra‟s revised NBN ISP. 

NBN Co has an ongoing interest in the development and implementation of the NBN ISP for a number 
of reasons: 

 the ISP contains security measures that Telstra commits to employ in respect of NBN Co‟s 
confidential and commercially sensitive information that it has disclosed to Telstra in connection 
with the Definitive Agreements for a purpose permitted or required by the Definitive Agreements; 

 the ISP works in conjunction with the information security arrangements contained in the 
Definitive Agreements between Telstra and NBN Co; 

 it is in NBN Co‟s commercial interest to ensure that information that it discloses to Telstra in 
connection with the Definitive Agreements is not used to provide Telstra with an unfair 
commercial advantage over NBN Co‟s other customers (or potential customers); and 

 the ISP complements the regime established under Part XIC of the Competition and Consumer 
Act 2010 to ensure NBN Co functions as a network operator that treats all access seekers on a 
non-discriminatory basis. 

At the outset, NBN Co notes that, when developing the NBN ISP, Telstra must take into account and 
comply with the requirements of principle 29 of the Migration Plan Principles (MPPs) and sections 
24.1, 24.2 and Schedule 6 of the Migration Plan. There are five areas where NBN Co believes that 
Telstra has not yet fully met these requirements: 

1. Construing the use of the phrase „the connection by NBN Co or its Personnel of Premises’ in 
section 24.1(a) of the Migration Plan as a means to read down its obligations under principle 29 of 
the MPPs with respect to what constitutes NBN Co Migration Information. It is inappropriate for 
any perceived differences between the Migration Plan and the MPPs to be used to narrow the 
scope of the ISP.  

NBN Co believes that any perceived inconsistencies between the Migration Plan and the MPPs 
should be resolved in favour of the MPPs, since it is the MPPs which give effect to the Minister's 
policy intention. The MPPs are also contained in the overarching instrument which contemplates 
the creation of the Migration Plan itself.  

This issue is discussed in section two of this submission in response to question one of the 
ACCC‟s Discussion Paper. 

2. The systems based approach in the revised ISP continues to place too much focus on IT 
solutions and does not adequately detail the security processes that will be put in place to protect 
NBN Co Migration Information not held within an IT system.  For example, while Telstra has 
updated the training arrangements for its staff under Schedule 3 of the ISP to include training for 
the handling of physical documents that constitute NBN Co Migration Information, the ISP does 
not contain an appropriate level of detail as to the specific security controls that will apply to this 
type of information. This is not consistent with the requirements of the Migration Plan.  

NBN Co‟s specific concerns in this regard are detailed further in our response to question four of 
the ACCC‟s Discussion Paper. 

3. As detailed in section 4 of Telstra‟s supporting submission, when developing the NBN ISP, Telstra 
has made several judgments about whether it believes that it can gain an unfair commercial 
advantage from the use of particular information provided to it by NBN Co. Where Telstra has 
formed the opinion that particular information will not provide Telstra with an unfair commercial 
advantage over its wholesale customers, Telstra has sought to exclude this information from the 
definition of NBN Co Migration Information. NBN Co submits that this approach by Telstra to 
developing the NBN ISP is inconsistent with principle 29 of the MPPs.  
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Whether information that has been disclosed by NBN Co to Telstra in connection with the 
Definitive Agreements can be used by Telstra to gain an unfair commercial advantage is not 
relevant to whether the ISP applies in a specific case. Rather, principle 29 of the MPPs requires 
the Migration Plan to contain effective measures to constrain the flow of such information within 
Telstra. Stated another way, the potential for an unfair commercial advantage to be conferred on 
Telstra through its receipt of certain information from NBN Co is not a pre-requisite to the 
application of the information security controls in the NBN ISP. Rather, those controls are meant 
to be sufficiently effective so as to prevent any NBN Co Migration Information disclosed by NBN 
Co to Telstra for specific purposes being used by Telstra to gain an unfair commercial advantage. 

4. Telstra has sought to use clause 3.2(a) of Schedule 6 of the Migration Plan (which requires it to 
categorise information for the purpose of identifying the roles and groups of Telstra personnel that 
will have access to specific categories of NBN Co Migration Information) to limit the scope of the 
ISP to particular categories of information it has identified on an ex ante basis. This is inconsistent 
with principle 29 of the MPPs, which simply requires Telstra to ensure any information it receives 
from NBN Co for: 

a. the purposes of the commencement of supply of fibre services; or 

b.  the disconnection of fixed line carriage services using a separating network at premises 
in a fibre rollout region; 

cannot be used to gain an unfair commercial advantage over Telstra‟s wholesale customers. 

5. Telstra‟s information security obligations should exist independently of how NBN Co makes 
information available to Access Seekers. Accordingly, NBN Co does not believe that reliance 
should be placed on the following statement included in Clause E of Telstra‟s ISP: 

 “NBN Co’s subsequently announced access seeker communications 
arrangements are likely to substantially reduce the concerns referred to in Recital 
C, as much of the information Telstra receives from NBN Co under the Definitive 
Agreements will either be made available to other service providers on an 
equivalent basis or will not provide Telstra with any additional insight into NBN Co’s 
plans over the information otherwise available to service providers from NBN Co”. 

It is possible that, in some limited circumstances, the information provided to Telstra and other 
Access Seekers may be different. For example, the particular level of detail required by Telstra in 
order to enable it to comply with disconnection and network preference obligations under the 
Subscriber Agreement is unlikely to be relevant to any other party other than NBN Co and Telstra, 
and therefore may not be made available to Access Seekers in the same form.  

Accordingly, NBN Co submits that this expression of opinion on Telstra‟s part in relation to the 
manner in which NBN Co may provide information to Access Seekers (whether in compliance 
with NBN Co‟s non-discrimination obligations or otherwise) is not relevant in this context (except 
by way of general background). NBN Co notes that it has previously raised this concern with the 
ACCC in its December 2012 submission regarding the previously lodged version of Required 
Measure 6. Despite this, Telstra has not removed or amended the text in question. 

NBN Co‟s concerns regarding the proposed categorisation approach is further discussed as part 
of our response to question two of the ACCC‟s Discussion Paper. 
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2 Responses to Discussion Paper questions 

2.1 Question 1 

Do the commitments restricting the use of confidential information in clause 11 of the resubmitted 
draft NBN ISP adequately address concerns that Telstra may gain an unfair competitive advantage in 
relation to the transit network information disclosed by NBN Co to Telstra under the Definitive 
Agreements? 

 
NBN Co does not believe that clause 11 of the resubmitted draft NBN ISP adequately addresses the 
risk that Telstra could use information disclosed to it by NBN Co relating to the NBN Co transit 
network to gain an unfair commercial advantage over other Access Seekers. This is for the following 
reasons: 

 Telstra‟s interpretation of clause 24.1 of the Migration Plan is inconsistent with the 
requirements of the MPPs 

 Information about the NBN Co transit network could provide Telstra with an unfair competitive 
over its wholesale customers 

 Clause 11 is inconsistent with the information security requirements in the Migration Plan and 
MPPs  

 Clause 11 is inconsistent with the „need to know‟ principle in the Migration Plan and MPPs 

 Information about the NBN Co transit network is NBN Co Migration Information 

Each of these reasons is discussed in more detail below. 

Telstra’s interpretation of clause 24.1 of the Migration Plan is inconsistent with the 
requirements of the Migration Plan Principles. 

Clause 24.1 of the Migration Plan adopts a slight variation in wording as compared with principle 29 of 
the MPPs. Principle 29 of the MPPs requires, inter alia, the Migration Plan to set out effective 
measures to ensure that any information Telstra receives from NBN Co for the purposes of the 
commencement of supply of fibre services cannot be used by Telstra to gain an unfair commercial 
advantage over other Access Seekers. Clause 24.1 of the Migration Plan defines NBN Co Migration 
Information covered by the ISP as information disclosed by NBN Co to Telstra for, inter alia, “the 
purposes of connection by NBN Co or its Personnel of Premises and commencement of supply of 

Fibre Services using the NBN Co Fibre Network (italics added).”  

The reference in clause 24.1 of the Migration Plan to „connection by NBN Co... of premises‟ is not 
inconsistent with the MPPs. However, Telstra argues in its supplementary submission that the use of 
this wording in clause 24.1 means that the scope of the ISP only includes information related to the 
process for connecting individual premises to the NBN Co fibre network

1
, and hence does not include 

information about the NBN Co transit network. 

NBN Co disagrees with Telstra‟s interpretation of clause 24.1. Limiting the application of the ISP in 
this way would be inconsistent with principle 29 of the MPPs, which does not specifically refer to the 
process for connecting individual premises to the NBN Co fibre network. NBN Co notes that, in its 
February 2013 Decision Paper, the ACCC also adopted a similar interpretation as NBN Co - arguing 
that information relating to NBN Co‟s access to infrastructure generally in order to build its fibre 
network related to the connection of premises and the commencement of the supply of fibre services, 
and hence constituted NBN Co Migration Information

2
. 

Information about the NBN Co transit network could provide Telstra with an unfair competitive 
over its wholesale customers. 

                                                      

1
 Telstra, Supporting submission on resubmitted draft Required Measure 6 (April 2013), page 5.   

2
 ACCC, Assessment of Telstra's draft Migration Plan Required Measures (February 2013), page 35.  
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In its supporting submission Telstra further argues that information disclosed to it regarding the NBN 
Co transit network is not NBN Co Migration Information as defined in clause 24.1 of the Migration 
Plan, as it does not confer it with a competitive advantage over other NBN Access Seekers

3
. This 

appears to be a key reason for Telstra creating clause 11 to govern the use of that information, rather 
than treating it in the same fashion as other types of NBN Co Migration Information. However, NBN 
Co submits Telstra‟s position is not appropriate.  

Firstly, it is simply not possible to know with certainty at this point whether information about the 
transit network could not confer an unfair competitive advantage on Telstra.  Information regarding the 
development of the transit network could potentially be used by Telstra to seek to identify areas where 
NBN Co may be planning to roll out its fibre network to premises ahead of the issuance of information 
by NBN Co to other Access Seekers regarding its rollout plan. 

Secondly, and perhaps more fundamentally, in raising this argument NBN Co believes Telstra has 
misconstrued the nature of the test, contemplated by both clause 24.2 of the Migration Plan and 
principle 29 of the MPPs, in relation to whether information disclosed under the Definitive Agreements 
to Telstra is subject to the ISP. Specifically, whether information disclosed by NBN Co to Telstra 
under the Definitive Agreements has the potential to confer an unfair competitive advantage to Telstra 
is not relevant to whether the controls in the NBN ISP apply to that information.  NBN Co submits that 
where any information is disclosed by NBN Co to Telstra under the Definitive Agreements for the 
prescribed purposes (as specified in clause 24.1 of the Migration Plan), that information is to be 
subject to the information security controls in the NBN ISP.  

Clause 11 is inconsistent with the information security requirements in the Migration Plan and 
MPPs. 

Clause 11 of the revised NBN ISP creates a more limited set of restrictions on Telstra‟s use of transit 
network information as compared with other types of NBN Co Migration Information. Specifically, 
transit network information cannot, under the revised NBN ISP, be used by specific Telstra personnel 
for specific purposes (identifying exchange building facilities within which to install equipment to be 
used to interconnect with an NBN Point of Interconnection, or the timing at which to make the 
installation or investment).  These limitations in clause 11 are inconsistent with the requirements of 
clause 24.1 and 24.2 of the Migration Plan and principle 29 of the MPPs, which do not permit Telstra 
to subject different types of NBN Co Migration Information to different protective regimes.  

Clause 11 is inconsistent with the ‘need to know’ principle in the Migration Plan and MPPs 

Clause 11 is inconsistent with the „need to know‟ principle in Schedule 6 of the Migration Plan. This 
principle requires that only specific personnel are authorised to use and disclose NBN Co Migration 
Information on a „need to know‟ basis,  By contrast, clause 11 of the revised NBN ISP seeks to define 
the specific types of Telstra personnel that are not able to use that information for the purposes 
specified therein.  

Information about the NBN Co transit network is NBN Co Migration Information 

Telstra asserts in its supplementary submission that information about the transit network does not 
constitute NBN Co Migration Information and that clause 11 is an „additional commitment‟ introduced 
into the ISP beyond what is contemplated by the Migration Plan

4
.  NBN Co disagrees with this 

assertion because information disclosed to Telstra about the construction and rollout of the NBN Co 
transit network is: 

 clearly inextricably linked with the commencement of the supply of fibre services to premises 
across Australia; and  

 a fundamental component of NBN Co‟s network architecture.  

Accordingly, NBN Co submits that transit network information does fall within the scope of the 
definition of NBN Co Migration Information as per clause 24.1 of the Migration Plan. Hence, transit 
network information should be subject to the same protections as other types of NBN Co Migration 

                                                      

3
 Telstra, Supporting submission on resubmitted draft Required Measure 6 (April 2013), page 6. 

4
 Telstra, Supporting submission on resubmitted draft Required Measure 6 (April 2013), page 1 and page 7. 
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Information. NBN Co notes that the ACCC expressed a similar view in its February 2013 Decision 
Paper

5
.  

In the February 2013 Decision Paper, the ACCC also indicated that, in its view, the NBN ISP should 
operate consistently across all categories of NBN Co Migration Information

6
.  NBN Co submits that 

Telstra‟s separate treatment of information disclosed to it under the Definitive Agreements about 
transit or backhaul capacity is not consistent with the ACCC‟s view, as the proposed approach to 
treating other types of NBN Co Migration Information under the ISP is fundamentally different. 

2.2 Question 2 

Does the overarching commitment under clause 5(d) of the resubmitted draft NBN ISP appropriately 
and effectively protect NBN Co Protected Information not specified in Schedule 1 of the NBN ISP? 

NBN Co assumes that the ACCC is referring to clause 5.2(c) of the revised draft NBN ISP submitted 
by Telstra. NBN Co understands that the intention of this „overarching commitment‟ is to ensure that 
any new types of NBN Co Migration Information not previously identified by Telstra under Schedules 1 
and 2 of the ISP are: 

 not used by Telstra to gain an unfair commercial advantage over its wholesale customers; 
and  

 subject to a general obligation that Telstra does not disclose the information to staff unless 
they are “Authorised Personnel” and where the information is being used for a “Permitted 
Purpose”. 

Telstra further submits that, under the revised draft NBN ISP, all NBN Co Migration Information it 
receives “must be treated consistently and subject to the same categories approach

7
.”  

Telstra‟s modification does not address the fundamental concerns NBN Co has with the use of a 
categorisation approach in the ISP in respect of NBN Co Migration Information. These concerns were 
outlined in NBN Co‟s December 2012 submission to the ACCC regarding Telstra‟s previously lodged 
draft version of the NBN ISP. As NBN Co noted in that submission, neither principle 29 of the MPPs 
nor Schedule 6 of the Migration Plan require Telstra to define NBN Co Migration Information with 
reference to a defined set of categories of information.  

Any reference to information categories in the Migration Plan cannot be relied upon as requiring 
Telstra to define NBN Co Migration Information based on a categorisation approach. In this regard: 

 clause 2(b) of Schedule 6 of the Migration Plan requires Telstra to describe the types of 
information that receives from NBN Co and therefore will be subject to the ISP; and 

 clause 3.2(a) requires Telstra to categorise information in order to identify the roles and 
groups of Telstra personnel that will have access to each category based on the „need to 
know‟ principle.  

In this context, it is not clear why Telstra has sought to narrow the scope of the NBN ISP with 
reference to categories of NBN Co Migration Information. Furthermore: 

 it is unclear why information subject to clause 5.2(c) is not subject to all of the requirements 
of the ISP; 

 it is also unclear what practical measures Telstra will take in relation to new types of NBN Co 
Migration information falling within the description of clause 5.2(c) but not the categories in 
Schedule 1 of the ISP; and 

                                                      

5
 ACCC, Assessment of Telstra's draft Migration Plan Required Measures (February 2013), page 35. 

6
 ACCC, Assessment of Telstra's draft Migration Plan Required Measures (February 2013), page 36.  

7
 Telstra, Supporting submission on resubmitted draft Required Measure 6 (April 2013), page 4.   
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 the current drafting of clause 5.2(c) leads to an interpretation that only NBN Co Migration 
Information provided directly to the “NBN Interface Group” or under an “Interaction Protocol” 
will be treated in accordance with the ISP requirements. As NBN Co has previously 
observed, there may be types of NBN Co Migration information that may not fall into Telstra‟s 
pre-determined categories. Therefore, any information provided by NBN Co to Telstra that 
meets the definition of NBN Co Migration Information should be treated by Telstra in the 
manner contemplated by clause 24.2 of the Migration Plan. Telstra‟s proposed approach 
leaves open the possibility that Telstra could gain an unfair commercial advantage from the 
use of information provided by NBN Co under the Definitive Agreements but still comply with 
the ISP.  

Accordingly, NBN Co remains of the view that Telstra‟s categorisation approach is inconsistent with 
the Migration Plan and the Objective of the ISP. Consistency with the Migration Plan and the 
objectives of the ISP would be achieved if the ISP was to apply in the same way to all “NBN Co 
Migration Information” provided by NBN Co to Telstra under the Definitive Agreements without being 
subject to categorisation.   

Furthermore, even if the ACCC is minded to accept Telstra‟s proposed categorisation approach in the 
ISP, Telstra should be required to develop these categories in consultation with NBN Co given that 
the information in question is NBN Co‟s. As the ACCC has not yet indicated whether it is comfortable 
with Telstra‟s categorisation approach, NBN Co has not yet reviewed the appropriateness of Telstra‟s 
proposed categories. Hence, if the ACCC is minded to accept Telstra‟s proposed ISP, it should seek 
further feedback from NBN Co as to the appropriateness of Telstra‟s proposed information categories.   

2.3 Question 3 

Is the „need to know‟ principle in the resubmitted draft NBN ISP consistent with paragraph 3.1 of 
Schedule 6 to the migration plan? 

NBN Co submits that despite changes having been made to the „need to know‟ principle in the revised 
NBN ISP, the principle remain inconsistent with paragraph 3.1 of Schedule 6. Specifically, the 
definition of Permitted Purpose in clause 9.1 (d) of the revised NBN ISP continues to be broader than 
the purposes allowed by the „need to know‟‟ principle set out in paragraph 3.1 of schedule 6 of the 
Migration Plan. In particular the following Permitted Purpose is not contemplated by clause 3.1 of 
Schedule 6 of the Migration Plan: 

 Telstra accessing such information or systems containing such information for a Telstra 
Permitted Purpose.  

In addition, Telstra seeks to include within the definition of Permitted Purpose such other purposes as 
Telstra otherwise agrees, from time to time, with both the ACCC and NBN Co. Even if this was an 
appropriate way to deal with the possible need for additional purposes over time, Telstra has not 
provided for a process to obtain the agreement of both the ACCC and NBN Co.  

NBN Co submits that any broadening of the „need to know‟ principle will have the practical effect of 
narrowing the scope and operation of the NBN ISP. Furthermore, the development of the Required 
Measures should not allow Telstra to retrospectively amend the „need to know‟ principle, or any other 
definition contained in the Migration Plan, which has already been approved by the ACCC subject to 
industry consultation. 

Consistent with NBN Co‟s previous feedback to Telstra and the ACCC, NBN Co submits that the 
„need to know‟ principle in Telstra‟s NBN ISP should not depart from the principle contained in 
paragraph 3.1 (b) of Schedule 6 of the Migration Plan. 

NBN Co also notes that the restrictions in clause 10 do not make any reference to the „need to know‟ 
principle in clause 9.1. This is a significant shortcoming of Telstra‟s revised NBN ISP. NBN Co 
submits that the restrictions in clause 10(b) pertaining to access to NBN Co Migration Information by 
Personnel in Retail Business Units and Telstra subsidiaries undertaking Marketing Activities should be 
made subject to the requirements of the „need to know‟ principle, such that authorised personnel 
within Telstra Retail Business Units and Telstra subsidiaries undertaking Marketing Activities are only 
able to access NBN Co Migration Information to the extent they „need to know‟ that information. 
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2.4 Question 4 

Will the physical security measures in the resubmitted draft NBN ISP be appropriate and effective in 
protecting against unauthorised access of NBN Co Migration Information? 

NBN Co notes that Telstra has updated the training arrangements for its staff under Schedule 3 of the 
revised draft NBN ISP to include a module focused on physical security of NBN Co Migration 
Information. While this is a welcome addition, the ISP still does not contain an appropriate level of 
detail as to the specific security controls that Telstra commits to apply to physical documents that 
contain NBN Co Migration Information.  

The ISP should provide NBN Co with a reasonable level of comfort that NBN Co Migration Information 
that is not held within an IT system will not (where able to be disclosed other than through a system) 
be disclosed in a manner that is inconsistent with the objectives of the ISP. For this reason, the ISP 
would benefit from containing additional detail regarding the specific physical security controls that 
Telstra will implement to protect physical copies of NBN Co Migration Information. 
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3 Concluding remarks 
NBN Co notes that many of the concerns raised in this submission in respect of Telstra‟s revised NBN 
ISP have previously been raised with Telstra and the ACCC. 

NBN Co‟s ongoing concern is that any inappropriate restriction in the scope of the NBN ISP may have 
unforeseen consequences for the industry, including NBN Co, in the future. Accordingly, NBN Co 
reiterates its view that the application of the ISP to information disclosed by NBN Co to Telstra in 
connection with the Definitive agreements should not in any way depend on Telstra‟s ex ante view on 
whether Telstra is likely to gain an unfair commercial advantage from that information. Once the 
information is considered to be NBN Co Migration Information, the controls in the ISP should operate 
to protect that information from unauthorised disclosures to ensure that Telstra cannot gain an unfair 
commercial advantage over other NBN Access Seekers. This view is consistent with principle 29 of 
the MPPs. 

NBN Co has attached detailed comments in relation to specific clauses of the revised NBN ISP in 
Attachment A to this submission.
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Attachment A: Detailed NBN Co comments on Telstra’s revised Information Security Plan 

Clause Nature of clause NBN Co comments 

Background Para E Comment on NBN Co‟s information 
disclosure processes to RSPs 

This statement should be amended so that it is clearer that this is simply a background 
contextual observation. The exact information which will be disclosed during the migration 
period cannot be known with certainty at this point in time. Further, NBN Co‟s disclosure 
processes will be in fulfilment of its non-discrimination obligations – it is not NBN Co‟s 
responsibility to reduce concerns about how Telstra will protect NBN Co Migration 
Information. NBN Co suggests the following amendments to this statement would be 
appropriate: 
 

“NBN Co’s subsequently announced access seeker communications 
arrangements are likely to substantially may operate to reduce the concerns 
referred to in Recital C, 

 

Clause 2(b) Telstra will meet the objective by 
complying with the information security 
measures set out in the ISP 

NBN Co understands that Telstra will also comply with the Objective of the ISP by 
complying with its obligations of confidence under the Definitive Agreements.  This should 
be reflected in clause 2(b). 

Clause 3.2(b) Comply with duties of confidence This clause should also acknowledge that: 

 nothing in the NBN ISP constitutes consent by NBN Co to the use or disclosure of 
NBN Co Confidential Information by Telstra; and  

 nothing in the NBN ISP constitutes an authorisation at law for Telstra to use or 
disclose NBN Co Confidential Information. 

Clause 5.1(a) What is NBN Co Migration Information This definition of NBN Co Migration Information is inconsistent with principle 29(1) of the 
Migration Plan Principles. 

Clause 5.1(c) Categorisation of NBN Co Migration 
Information 

This clause is inconsistent with clause 3.2 of Schedule 6 of the Migration Plan. Clause 
5.1(c) of the ISP limits the scope of the ISP to only those categories of information in 
Schedule 1.This goes beyond the scope of clause 3.2 of Schedule 6 of the Migration Plan 
which only deals with the roles and groups of Telstra personnel that can access the 
identified categories of NBN Co Migration Information. 

Clause 5.1(d) Category based approach  This clause incorrectly asserts that Schedule 6 of the Migration Plan contemplates that the 
scope of the ISP will be limited to identified categories of NBN Co Migration Information. 
To the contrary, clause 3.2(c) of Schedule 6 of the Migration Plan only contemplates that 
categorisation will be used as a tool to establish and document the roles and/or teams 
within Telstra that will use and disclose particular categories of NBN Co Migration 
Information.  
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Clause 5.2(a) Changes to categories on NBN Co 
Migration Information due to change in 
circumstances. 

NBN Co queries how Telstra will know when there has been a change in circumstances 
which means that a category of information in Schedule 1 or 2 no longer constitutes NBN 
Co Migration Information. Furthermore, Telstra has not detailed what would constitute „a 
change in circumstances‟. 
 
NBN Co submits that Telstra should seek written consent from both NBN Co and the 
ACCC before any categories of NBN Co Migration Information are removed from Schedule 
1 or Schedule 2 of the ISP. 
 

Clause 5.2(b) Scope of ISP limited to types of NBN Co 
Migration Information set out in Schedule 
1 and Schedule 2. 

Limiting  the scope of the ISP to only those categories in Schedule 1 of the ISP is 
inconsistent with principle 29 of the Migration Plan Principles which requires Telstra to: 
 

“set out effective measures to ensure that any information that Telstra receives from 
NBN Co for the purpose of .... cannot be used to gain an commercial advantage over 
Telstra wholesale customers.” (emphasis added) 

 

Clause 5.2 (c) Overarching commitment  See section 2 of submission. 
 
NBN Co does not agree that new types of NBN Co Migration Information should be limited 
to information or documents provided directly to the NBN Interface Group or in accordance 
with an Interaction Protocol under the Definitive Agreements. This limitation is inconsistent 
with the characterisation of this clause as an „overarching‟ commitment. 

Clause 6 Overview of measures established under 
the ISP 

Nothing in clause 6 should limit Telstra‟s obligation to achieve the Objective of the NBN 
ISP. 
 
In respect of subclause 6(e), Telstra‟s NBN ISP should prevent unfair use of NBN Co 
Migration Information regardless of whether it is by a Telstra Retail Business Unit. As 
such, clause 6(e) should be amended to read as follows: 

“otherwise also prevent unfair use of NBN Co Migration Information, including by 
Telstra’s Retail Business Units...” 
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Clause 9.1 (a) Access to information systems The opening wording of clause 9.1(a) should be amended so that it is clear that Telstra will 
only permit access to NBN Co Migration Information to the extent that is consistent with 
the „need to know‟ principle. Currently, this clause allows Telstra to permit Authorised 
Personnel with a „need to know‟ requirement to gain access Telstra information systems. 
The level of access to those systems should, however, reflect the specific NBN Co 
Migration Information those personnel need to know.   
 
Accordingly clause 9.1(a) should be amended as follows: 

“Telstra will not to permit access to Telstra Information systems containing NBN 
Co Migration Information contained in Telstra information systems other than to...” 

Clause 9.1 (b) NBN Co information used or disclosed 
other than through an information system 

Page 26 of Telstra‟s ISP does not provide any details about the protections and/or controls 
that it will establish to achieve this. Furthermore, Telstra provides no details on how 
compliance with the commitment will be monitored.  

Clause 9.1(d) The „need to know‟ principle The definition of Permitted Purpose is inconsistent with clause 3.1 (b) of Schedule 6 of the 
Migration Plan. This definition of Permitted Purpose serves to broaden the „need-to-know‟ 
principle which effectively limits the extent to which NBN Co Migration Information is 
protected. 
 
Clause 9.1(d) should be amended as follows to reflect the fact that the „need to know‟ 
principle pertains to access to NBN Co Migration Information (to the extent necessary), 
rather than regarding general access to information systems: 

“... the default position under Telstra’s information systems is that Personnel within 
Telstra do not have access to NBN Co Migration Information information systems 
unless access to the specific NBN Co Migration Information information system is 
reasonably necessary...”  

Clause 11 Use of information regarding NBN Co 
PoIs 

This clause only requires Telstra to protect information about NBN Co‟s POIs and/or 
Transit Network for the purposes of identifying Exchange Facilities to install equipment for 
the purposes of interconnecting with the NBN. This is inconsistent with Schedule 6 of the 
Migration Plan and principle 29 of the Migration Plan Principles which require Telstra to 
protect all NBN Co Migration Information to ensure that Telstra does not obtain a unfair 
competitive advantage over wholesale customers. Clause 11 is also inconsistent with the 
objectives of the ISP. 
 
See also response to Question One of the ACCC Discussion Paper in Section 2 of this 
submission. 
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Schedule 1 Clause 
(d) 

Scope of the ISP NBN Co does not agree that items (i), (ii), (iii) (iv) are consistent with the exclusions in 
clause 24.1 of the Migration Plan. These additional exclusions would operate to limit the 
scope of the ISP. 

Schedule 1 Clause 
2 

Categories of NBN Co Migration 
Information 

As detailed previously, NBN Co‟s position is that any information that could fall within the 
definition of NBN Co Migration Information should be subject to the ISP and that this 
categorisation is not necessary, other than for illustrative purposes. 
 
NBN Co does not agree that the footnote in relation to Table 1 is appropriate and believes 
the footnote should be deleted.  

Schedule 3  Physical Security of NBN Co Migration 
Information 

Telstra has committed to train personnel in relation to the information security measures 
which employees must follow in order to keep physical copies of NBN Co Migration 
Information secure from unauthorised personnel. However NBN Co submits that Telstra 
should also include details in the ISP regarding the specific controls it intends to implement 
in order to maintain the physical security of copies of NBN Co Migration information not 
contained in systems.  

 

 


