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1. INTRODUCTION 

This submission is made on behalf of iiNet Limited (iiNet) in response to the 
ACCC’s discussion paper of November 2012 entitled: Migration Plan Required 
Measures (the Discussion Paper).  
  
As part of its structural separation undertaking (SSU)1, Telstra submitted a draft 
migration plan (Migration Plan)2 to the Australian Competition and Consumer 
Commission (ACCC) for approval.  The SSU and Migration Plan were approved by 
the ACCC on 27 February 2012.   
 
At the time Telstra submitted the Migration Plan to the ACCC, Telstra was not in a 
position to establish or specify the detailed content of the following: 

 
1. the processes for Telstra to obtain relevant consents and releases from 

wholesale customers and provide relevant notice to wholesale customers 
associated with pull through activities by NBN Co; 
 

2. the process for managed disconnection of copper services (which are not 
special services) on the disconnection date (i.e. services for which no order 
for disconnection has been received); 
 

3. the process for managed disconnection of HFC services; 
 

4. the process for Telstra to build copper paths at premises which had 
previously been permanently disconnected, in order to supply special 
services and special service inputs to that premises; 
 

5. the processes which will be used to manage and implement disconnection 
of copper services of each special service class; and 
 

6. the NBN Information Security Plan (NBN ISP), 
 

(the Required Measures). 
 
The Migration Plan contains a commitment for Telstra to submit the Required 
Measures to the ACCC for approval within a specified timeframe3.  The ACCC must 
approve a Required Measure if the ACCC is satisfied that the Required Measure 
complies with the requirements of the Telecommunications (Migration Plan 
Principles) Determination 2011 (the Migration Plan Principles Determination)4. 
 
Telstra has submitted draft Required Measures 2, 3, 4 and 6 (the Draft Required 
Measures) to the ACCC.  The Discussion Paper seeks feedback from interested 
parties on the Draft Required Measures.  In particular, the ACCC is seeking 

                                                
1
 Structural Separation Undertaking  given by Telstra Corporation Limited to the Australian 

Competition and Consumer Commission on 29 July 2011 under section 577A of the 
Telecommunications Act 1997 dated 9 December 2011.  
2
 The draft migration plan is a separate document entitled: ‘Migration Plan given by Telstra 

Corporation Limited to the Australian Competition and Consumer Commission on 29 July24 August 
2011 under section 577BDA of the Telecommunications Act 1997’.  
3
 Migration Plan clause 5.1(c). 

4
 Migration Plan clause 5.4(d)(i). 
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responses from Telstra’s wholesale customers and industry participants on whether 
the Draft Required Measures comply with the Migration Plan Principles 
Determination. 

2. SCOPE OF THIS SUBMISSION 

This submission only addresses the draft NBN ISP.  This submission provides 
iiNet’s response to the ACCC’s specific questions relating to the draft NBN ISP in 
the Discussion Paper. 

3. RESPONSE TO ACCC SPECIFIC QUESTIONS RELATING TO THE DRAFT NBN 
ISP 

1. Does the draft NBN ISP comply with the requirements of the migration plan 
principles and migration plan? If not, in what way does it not comply? 
 
The relevant migration plan principle is contained in section 29(1) of the Migration 
Plan Principles Determination (Section 29(1)) which provides: 

 
29 General principle  
 
(1) The migration plan must set out effective measures to ensure that any 
information that Telstra receives from NBN Co for the purposes of: 
  

(a) the commencement of supply of fibre services; or 
  
(b) disconnecting fixed-line carriage services using a separating network 
at premises in a fibre rollout region; 
  

cannot be used to gain an unfair commercial advantage over Telstra’s wholesale 
customers.  

 

It is necessary to distinguish between: 
 

• information that is captured by Section 29(1) (Captured Information); and 
 

• Captured Information that is subject to the NBN ISP (which is referred to in 
the Migration Plan as NBN Co Migration Information) - i.e. not all 
Captured Information should be subject to the NBN ISP. 

 
Section 29(1) requires the NBN ISP to be rejected if it does not effectively prevent 
the Captured Information being used to gain an unfair competitive advantage.  
Clearly, if the Captured Information is also provided to Telstra’s wholesale 
customers, there is no possibility of Telstra gaining an unfair competitive advantage 
from it.  iiNet submits that in order to meet the requirements of Section 29(1), Telstra 
Retail (or any wholly owned subsidiary of Telstra that provides retail 
telecommunications services5) should not be provided with Captured Information in 
circumstances where the Captured Information (or equivalent captured information 
where the information is service specific) would not be made available to Telstra’s 
wholesale customers, unless Telstra is under a legal obligation to make that 
information available to Telstra Retail.  In other words, iiNet submits that what is 
required is the application of the principle of equivalency between Telstra Retail and 
Telstra’s wholesale customers. 

                                                
5
 Such a company would effectively stand in the same place as Telstra Retail. 
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Interpreting the ‘effective measures’ requirement in Section 29(1) in this way would 
provide consistent regulatory protection in line with the protection afforded by the 
SSU that establishes: 
 

• enhanced ring fencing provisions as regards Telstra’s business units6; and 
 

• an overarching commitment to equivalence in the supply of regulated 
services as between Telstra Retail and Telstra’s wholesale customers7. 

 
It is submitted that the draft NBN ISP does not satisfy the requirements of Section 
29(1) because: 
 

• the scope of NBN Co Migration Information covered by the draft NBN ISP is 
too narrow (this issue is discussed further in response to questions 2, 3 and 
4 below); 
 

• there is no prohibition on Telstra providing NBN Co Migration Information to 
Telstra’s wholly owned subsidiaries or to selected wholesale customers 
(this issue is discussed further in response to question 4 below); and 
 

• the measures that prevent Telstra Retail having access to NBN Co 
Migration Information are subject to qualifications and exceptions that are 
too wide (this issue is discussed further in response to questions 5, 6 and 7 
below). 

 
2. Is the scope of the information captured by the draft NBN ISP consistent 
with the scope of the definition of NBN migration information provided under 
section 29 of the Determination? 
 
The NBN ISP does not apply to Captured Information that Telstra claims does not 
‘specifically relate to the connection/disconnection of Premises and does not identify 
the location of such premises or the timing of connection or disconnection’ 8.  Telstra 
includes the following information within this category: 
 

• backhaul arrangements; 
 

• reservations of exchange space; 
 

• dark fibre links; 
 

• rack spaces; and 
 

• other information provided by NBN Co for the purpose of ordering or 
forecasting demand for infrastructure to be used by NBN Co in supplying 
NBN fibre services, 
 
(referred to collectively as Excluded Information). 

 

                                                
6
 See clause 8 of the SSU. 

7
 See clause 9 of the SSU. 

8
 Draft NBN ISP schedule 1 clause 1(d)(iii)(b). 
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iiNet submits that Telstra is interpreting Section 29(1) in an unacceptably narrow 
manner.  Such an interpretation does not give effect to the principle of equivalence 
that is discussed above.  iiNet agrees with the ACCC’s view that the Excluded 
Information would likely be disclosed by NBN Co to Telstra for the purposes of 
commencement of supply of fibre services using the NBN Co Fibre Network9.  iiNet 
believes that the application of a simple causative test should govern whether or not 
Captured Information has been provided for the purposes of the commencement of 
fibre services or the disconnection of premises from the copper network.  This 
causative test can be expressed as follows: 
 

but for: 
 
(a) NBN Co engaging in the process of commencing to provide fibre 

services; and/or 
 

(b) Telstra disconnecting premises from the copper network, 
 
would NBN Co have provided the information to Telstra? 

 
If the answer to this question is ‘no’, then it should be treated as Captured 
Information.  iiNet believes that in the absence of any specific evidence from Telstra 
to the contrary, the Excluded Information is clearly of the type that would satisfy this 
causative test and therefore should be treated as Captured Information unless 
Telstra can prove otherwise. 
 
3. What competitive harm might a wholesale customer suffer should the NBN 
ISP not cover [the Excluded Information] 
 
iiNet agrees with the view expressed in the Discussion Paper that the Excluded 
Information is of commercial value because it could potentially be used to make a 
more granular assessment of when and where NBN Co may be intending to 
commence supply of fibre services10.  Allowing Telstra Retail to have access to this 
information in circumstances where Telstra’s Wholesale customers do not have 
access to this information, would allow Telstra Retail to be in the position to gain a 
‘first mover’ advantage over its competitors. 
 
4. Does the overarching commitment in clause 5.1(d) of the draft NBN ISP 
provide sufficient reassurance that the objectives of the NBN ISP can be met? 
If not, what further clarification or commitment is needed to ensure that this is 
the case? 
 
Section 29(1) prohibits Captured Information being used in a way that leads to an 
unfair competitive advantage being gained.  This unfair competitive advantage need 
not necessarily benefit Telstra.  In other words, Section 29(1) requires a level 
playing field as regards access to Captured Information.  Therefore, unless the NBN 
ISP prohibits Telstra from providing the NBN Co Migration Information to Telstra’s 
wholly owned subsidiaries or other selected wholesale customers, there would be a 
large loophole in the NBN ISP which Section 29(1) does not permit.   
 
Furthermore, it should be made clear that the NBN ISP applies to ‘information’ and 
not just to the particular primary document or thing in which the NBN Co Migration 
Information is provided to Telstra.  This clarification is required due to the definition 

                                                
9
 Discussion Paper p.10. 

10
 ibid. 
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of NBN Co Migration Information in the Migration Plan which is as follows (so far as 
is material)11: 
 

NBN Co Migration Information means any document, materials, data, or tangible 
item, or any information in some other form, which is disclosed by or on behalf of 
NBN Co to Telstra under the Definitive Agreements for the purpose of: 
 
[…] 

 
This definition includes two distinct categories as follows: 
 

• any document, materials, data, or tangible item; or 
 

• any information in some other form. 
 
Arguably, if Telstra is provided with NBN Co Migration Information in a hard copy 
document and Telstra creates a different hard copy document which includes the 
NBN Co Migration Information, that second document would not be captured by the 
definition of NBN Co Migration Information because it does not come within either of 
the two categories in the definition of NBN Co Migration Information.   
 
5. Do the process and measures provided under clause 9 of the draft NBN ISP 
comply with the requirements of the migration plan and the migration plan 
principles? 
 
iiNet believes that the process and measures provided under clause 9 do not 
comply with the requirements of the Migration Plan because the ‘need to know’ 
principle in the draft NBN ISP is inconsistent with the ‘need to know principle’ in the 
Migration Plan. 
 
The need to know principle is expressed in the Migration Plan as follows12: 
 

The ‘need-to-know’ principle means that the default position under Telstra’s 
information and data systems will be that Telstra Personnel will not be authorised 
and will have no access to NBN Co Migration Information unless they establish 
(either directly or as a consequence of their role or a group which they are a 
member of being pre-approved) that they ‘need-to-know’ such information for the 
purposes of:  
 
(ii) Telstra performing an agreement with NBN Co; and  
(i) either:  

(A) facilitating the connection by NBN Co or its agents of Premises and 
commencement of supply of Fibre Services using the NBN Co Fibre 
Network; or  
(B) disconnecting carriage services from a Separating Network at 
Premises in a Rollout Region.  

 
It is clear that the need to know must be linked to the following purposes (the 
Permitted Purposes): 
 
1. Telstra performing an agreement with NBN Co; and  

 
2. either:  

                                                
11

 This definition is in clause 24.1 of the Plan and is reproduced in schedule 6 of the draft NBN ISP. 
12

 Migration Plan schedule 6, clause 3.1(b). 
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(a) facilitating the connection by NBN Co or its agents of Premises 
and commencement of supply of Fibre Services using the NBN Co 
Fibre Network; or  
 

(b) disconnecting carriage services from a Separating Network at 
Premises in a Rollout Region,  

 
It should be noted that the Migration Plan exhaustively defines the ‘need to know’ 
principle and does not expressly provide for the NBN ISP to redefine the ‘need to 
know’ principle.  Despite this, the need to know principle is redefined in the draft 
NBN ISP as: 
 

For the purpose of this clause 9.1 and Schedule 3, the ‘need to know’ principle 
means that the default position under Telstra’s information systems is that 
Personnel within Telstra do not have access to information systems containing 
NBN Co Migration Information unless access to the information system is 
reasonably necessary in order for those Personnel or groups to perform their 
duties effectively, including for the purpose of:  

(i) ensuring Telstra’s compliance with contractual obligations, including performing 
its obligations, and exercising its rights, as set out in or provided for under the 
Definitive Agreements, the Undertaking and the Plan; 
  
(ii) the planning, design, building, installing, repairing, replacement, removal, 
augmentation or provisioning of Telstra facilities or equipment, operation, 
management, maintenance and improvement of, and including the supply of 
services and products over or in connection with the use of, Telstra’s facilities and 
other purposes expressly permitted under the Definitive Agreements; 
  
(iii) either: 
  

(A) facilitating the NBN Connection of Premises by NBN Co or its agents 
and commencement of supply of Fibre Services using the NBN Co Fibre 
Network; or  
(B) Telstra disconnecting carriage services from a Non Exempt Network 
at Premises in a Rollout Region; and  
 

(iv) ensuring compliance with the Plan or any other legal or regulatory requirement 
(including complying with reporting obligations or any requirement from DBCDE or 
when otherwise performing its obligations under, or giving effect to the terms of any 
agreement entered into by Telstra with DBCDE),  
 
or for such other purposes as Telstra otherwise agrees, from time to time, with both 
the ACCC and NBN Co.  

 
The definition in the NBN ISP contains the following material differences as 
compared to the definition in the Migration Plan: 
 

• the purposes for which access to NBN Co Migration Information can be 
used by Telstra personnel is expanded beyond the Permitted Purposes to 
also include the purpose of performing duties effectively; and 
 

• Permitted Purposes 1 and 2 above are expressed in disjunctive terms 
rather than conjunctive terms. 
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These differences lead to the ‘need to know’ principle in the draft NBN ISP having a 
wider scope than under the Migration Plan.  iiNet submits that such an inconsistency 
is not permitted. 
 
6. Having regard to the need for some flexibility to facilitate the NBN rollout, 
could clause 9.1(c) more clearly define when Telstra personnel may use NBN 
Co migration information? 
 
For the reasons given in response to question 5, iiNet believes that clause 9.1(c) of 
the draft NBN ISP is not acceptable.  iiNet believes that the scope of the ‘need to 
know’ principle is clearly defined in the Migration Plan.  Any elaboration of how the 
‘need to know’ principle will work must be consistent with, and within the scope of, 
the definition of the ‘need to know’ principle in the Migration Plan.    
 
7. Is the exception for ‘Lead-in-Conduit Access Service’ information 
consistent with the requirements of the migration plan and migration plan 
principles? 
 
On the basis of the information provided in the Discussion Paper13, it appears that 
this exception may lead to Telstra Retail receiving NBN Co Migration Information in 
circumstances where Telstra’s wholesale customers would not receive equivalent 
information.  In light of this, iiNet submits that this exception is not consistent with 
Section 29(1). 
 
8. Is the level of detail on the information handling arrangements for non-
systems based NBN Co migration information consistent with the 
requirements of the migration plan principles and migration plan? 
 
iiNet notes that clause 9.1(b) of the draft NBN ISP provides: 
 

Telstra acknowledges that, from time to time, NBN Co Migration Information may 
also be used or disclosed other than through an information system to which the 
User Access Control Requirements apply (for example, where NBN Co provides to 
Telstra an electronic or physical copy of a record). Where this occurs, Telstra will 
ensure that the NBN Co Migration Information is not used by or disclosed to any 
person, other than to Authorised Personnel and on a ‘need to know’ basis.  

 
However, it is unclear what specific steps Telstra will take to ensure that this 
commitment is complied with.  Without these details, this commitment has very little 
value and, on its own, would not meet the standard of effectiveness required by 
Section 29(1). 
 
   
Herbertgeer lawyers on behalf of iiNet Limited,  

 
14 December 2012 

 

                                                
13

 Discussion Paper p.13. 


