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1. INTRODUCTION 

As part of its structural separation undertaking (SSU)1, Telstra submitted a draft 
migration plan (Migration Plan)2 to the Australian Competition and Consumer 
Commission (ACCC) for approval.  The SSU and Migration Plan were approved by 
the ACCC on 27 February 2012.   
 
At the time Telstra submitted the Migration Plan to the ACCC, Telstra was not in a 
position to establish or specify the detailed content of the following: 

 
1. the processes for Telstra to obtain relevant consents and releases from 

wholesale customers and provide relevant notice to wholesale customers 
associated with pull through activities by NBN Co; 
 

2. the process for managed disconnection of copper services (which are not 
special services) on the disconnection date (i.e. services for which no order 
for disconnection has been received); 
 

3. the process for managed disconnection of HFC services; 
 

4. the process for Telstra to build copper paths at premises which had 
previously been permanently disconnected, in order to supply Special 
Services and Special Service Inputs to that premises; 
 

5. the processes which will be used to manage and implement disconnection 
of copper services of each special service class; and 
 

6. the NBN Information Security Plan (the NBN ISP), 
 

 (the Required Measures). 
 
The Migration Plan contains a commitment for Telstra to submit the Required 
Measures to the ACCC for approval within a specified timeframe3.  The ACCC must 
approve a Required Measure if the ACCC is satisfied that the Required Measure 
complies with the requirements of the Telecommunications (Migration Plan 
Principles) Determination 2011 (the Migration Plan Principles Determination)4. 
 
In October 2012 Telstra submitted draft Required Measures 2, 3, 4 and 6 (the 
Original Draft Required Measures) to the ACCC.   
 
On 7 February 2013, the ACCC issued a direction (the Direction) to Telstra to 
amend the Original Draft Required Measures and resubmit them to the ACCC for 
approval.  Telstra has made amendments to the Original Draft Required Measures 
2, 3, 4 and 6 and submitted them to the ACCC for approval (the Resubmitted Draft 

                                                
1
 Structural Separation Undertaking given by Telstra Corporation Limited to the Australian Competition 

and Consumer Commission on 29 July 2011 under section 577A of the Telecommunications Act 1997 
dated 9 December 2011.  
2
 The draft migration plan is a separate document entitled: ‘Migration Plan given by Telstra 

Corporation Limited to the Australian Competition and Consumer Commission on 29 July 24 August 
2011 under section 577BDA of the Telecommunications Act 1997’.  
3
 Migration Plan clause 5.1(c). 

4
 Migration Plan clause 5.4(d)(i). 



2 

 
 
 

Bris_Docs 1349448 7963605 v2 

Required Measures).  The ACCC has decided to consider Resubmitted Draft 
Required Measures 2, 3 and 4 together and to consider Resubmitted Draft Required 
Measure 6 separately.  The ACCC has issued a Discussion Paper entitled: 
Resubmitted draft required measure 6: NBN Information Security Plan (the 
Discussion Paper).  The Discussion Paper seeks feedback from interested parties 
on whether the Resubmitted Draft Required Measure 6 sufficiently addresses the 
ACCC’s concerns with the Original Draft Required Measure 6.     
 
This submission is made on behalf of iiNet Limited (iiNet).  This submission 
provides feedback on Resubmitted Draft Required Measure 6.   
 
Please note that any capitalised terms that are not defined in this submission are as 
defined in the Migration Plan or Resubmitted Draft Required Measure 6. 
 

2. SCOPE OF THIS SUBMISSION 

The reasons why the ACCC rejected the Original Draft Required Measure 6 
included the following5: 
 

• Original Draft Required Measure 6 does not protect all the NBN Co Migration 
Information that should be protected (for ease of expression referred to as 
the Migration Information Concern); and 

 

• notwithstanding Original Draft Required Measure 6, Telstra personnel, in 
particular retail staff, may have the capacity to use and disclose NBN Co 
Migration Information even though they do not ‘need to know’ NBN Co 
Migration Information (for ease of expression referred to as the Need to 
Know Concern). 

 
iiNet submits that Resubmitted Draft Required Measure 6 does not adequately 
address these concerns.  Therefore, the ACCC cannot be satisfied that Telstra will 
not gain an unfair competitive advantage from the NBN Co Migration Information. 
Accordingly, Resubmitted Draft Required Measure 6 does not comply with section 
29 of the Migration Plan Principles Determination and cannot be approved by the 
ACCC. This submission provides the reasons why iiNet believes Resubmitted Draft 
Required Measure 6 does not address the Migration Information Concern and the 
Need to Know Concern.  
 

3. THE MIGRATION INFORMATION CONCERN 

In reaching its decision that Original Draft Required Measure 6 was not acceptable, 
the ACCC stated the following6: 
 

Further, the ACCC considers that the full range of NBN Co Migration Information is 
of potential commercial value, and hence should be protected. It is difficult to 
exhaustively identify at this time all the ways in which this information could be 

                                                
5
 The Direction, at p.2. 

6
 Assessment of Telstra's draft Migration Plan Required Measures (2) Managed disconnection of 

copper services (3) Managed disconnection of HFC services (4) Building copper paths to supply 
special services and special service inputs (6) NBN Information Security Plan Final decision - 
February 2013, at p. 36. 
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used to obtain an unfair commercial advantage. However, details around NBN Co’s 
duct access, backhaul arrangements and reservations of exchange space within 
the fibre footprint would allow Telstra an additional perspective from which to 
determine the likely commencement date of NBN fibre services, and possible 
capacity constraints that might arise over time, within particular areas. 

 
Clause 11 of Resubmitted Draft Required Measure 6 seeks to address the Migration 
Information Concern.  Clause 11 provides as follows: 
 

11 Use of information regarding NBN Points of Interconnection 
  
(a) Telstra Personnel (including Personnel of a Telstra Subsidiary) with 
responsibility for:  
 
(i) determining the Exchange Building Facilities within which to install equipment to 
be used to interconnect Telstra infrastructure to NBN Points of Interconnection; 
and  
 
(ii) directing installation of such equipment,  
 
will not use any confidential information disclosed to Telstra under the Definitive 
Agreements (including, but not limited to, NBN Co Migration Information or any 
information relating to transit or backhaul capacity acquired by NBN Co under the 
Definitive Agreements) for the purpose of identifying those Exchange Building 
Facilities within which to install equipment to be used to interconnect Telstra 
access seeker infrastructure to NBN Points of Interconnection, or the timing at 
which to make that installation or investment.  
 
(b) Sub-clause 11(a) does not apply to the extent that any such information, or 
substantially similar information, has been released or disclosed:  
 
(i) by Telstra or a Telstra Subsidiary in accordance with a record keeping rule, a 
requirement of the Undertaking, or a direction of or determination made by the 
ACCC; or by a party other than Telstra or a Telstra Subsidiary:  
 
(A) to the general public (on NBN Co‘s website, the ACCC website or otherwise);  
(B) to NBN access seekers (including under the terms of the Wholesale Broadband 
Agreement); or  
(C) to a group within Telstra that is not the NBN Interface Group.  

 
While this general commitment by Telstra is welcome, iiNet is concerned that there 
is no detail as to how compliance with this general commitment will be implemented, 
enforced and reported on.  iiNet submits that without this detail, this general 
commitment is of little value and is not capable of satisfactorily addressing the 
Migration Information Concern. 
 

4. THE NEED TO KNOW CONCERN 

In reaching its decision that Original Draft Required Measure 6 was not acceptable, 
the ACCC stated the following7: 
 

The ACCC considers that clause 9 of the draft NBN ISP does not implement the 
need to know principle in a manner consistent with the regulatory requirements. 
The introduction of qualifying phrases into the original drafting under paragraph 

                                                
7
 ibid, at p. 40. 
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3.1(b) of Schedule 6 of the migration plan constitutes an unacceptable watering 
down of a principle crucial to the effectiveness of a systems based information 
security regime. The inclusion of permitted uses under clauses 9.1(c)(i) to (iv) of 
the draft NBN ISP also appears to water down the effect of this principle. 
 
The ACCC considers that the ‘need to know’ principle in the draft NBN ISP must 
reproduce the wording of paragraph 3.1(b) of Schedule 6 of the migration plan. 
This will ensure that the systems based approach to information security will be 
underpinned by a clear and certain requirement that personnel or groups can only 
access information systems that house NBN Co Migration Information when they 
have established a clear ‘need to know’ that information.  

 
In response to this, Telstra has argued the following: 
 

Telstra had previously drafted the ‘need to know’ principle to reflect the Final 
Migration Plan and (without restating the actual clauses) provide an overview of 
those permitted purposes under the Definitive Agreements that would determine 
whether certain groups or roles could have access to an IT system. As the ACCC 
identifies at page 15 of the Final Decision, Telstra must ensure that the NBN 
Information Security Plan is prepared in a way that ensures constancy with the 
Definitive Agreements (clause 5.1(b)(ii)).  

 
iiNet submits that the ability for Telstra to act consistently with the Definitive 
Agreements is ultimately a contractual matter between Telstra and NBN Co, and it 
cannot, and should not, justify broadening the scope of the need to know principle 
as it is expressed in the Migration Plan unless the ACCC can be satisfied that doing 
so will be consistent with section 29 of the Migration Plan Principles Determination.  
iiNet submits that Telstra’s rights under the Definitive Agreements are subject to 
Telstra’s obligations under the Migration Plan and Telstra is bound to draft and 
implement Required Measure 6 in accordance with the requirements of section 29 of 
the Migration Plan Principles Determination.  Therefore, iiNet submits that the fact 
that the Definitive Agreements may permit Telstra to use information Telstra 
receives from NBN Co for particular purposes cannot justify watering down the need 
to know principle as it is expressed in the Migration Plan in circumstances where 
doing so would allow outcomes that are inconsistent with section 29 of the Migration 
Plan Principles Determination.   
 
iiNet notes that the need to know principle is expressed as follows in the Migration 
Plan: 
 

3.1 NBN Information Security Plan will provide for disclosure strictly on a 
‘need-to-know’ basis  
(a) The underlying principle which the NBN Information Security Plan will apply is 
that NBN Co Migration Information will only be disclosed to, and be made available 
within Telstra’s information and data systems for use or disclosure:  
 

(i) by authorised Personnel; and  
(ii) strictly on a ‘need to know’ basis.  

 
(b) The ‘need-to-know’ principle means that the default position under Telstra’s 
information and data systems will be that Telstra Personnel will not be authorised 
and will have no access to NBN Co Migration Information unless they establish 
(either directly or as a consequence of their role or a group which they are a 
member of being pre-approved) that they ‘need-to-know’ such information for the 
purposes of:  
 
(ii) [sic] Telstra performing an agreement with NBN Co; and  
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(i) [sic] either:  

(A) facilitating the connection by NBN Co or its agents of Premises 
and commencement of supply of Fibre Services using the NBN Co 
Fibre Network; or  
(B) disconnecting carriage services from a Separating Network at 
Premises in a Rollout Region.  

 
(c) The NBN Information Security Plan will establish the appropriate and effective 
processes which Telstra will put in place to:  
 

(i) identify and authorise Personnel under clause 3.1(a), who need to 
know NBN Co Migration Information; and  
(ii) ensure that Personnel or pre-approved roles or groups use and 
disclose NBN Co Migration Information for the purposes and in the 
circumstances contemplated under clause 3.1(b) and otherwise in 
accordance with the NBN Information Security Plan.  

 
It should be noted that Telstra performing an agreement with NBN Co is not by itself 
sufficient to justify access to the NBN Co Migration Information.  It is also necessary 
for the access to be for the purpose of either: 
 

• facilitating the connection by NBN Co or its agents of Premises and 
commencement of supply of Fibre Services using the NBN Co Fibre 
Network; or  
 

• disconnecting carriage services from a Separating Network at Premises in a 
Rollout Region.  

 
The need to know principle is expressed as follows in Resubmitted Draft Required 
Measure 6 (emphasis added): 8 
 

For the purpose of this clause 9.1 and Schedule 2, the ‘need to know’ principle 
means that the default position under Telstra’s information systems is that 
Personnel within Telstra do not have access to information systems containing 
NBN Co Migration Information unless access to the information system is 
reasonably necessary in order for those Personnel or groups to perform their 
duties effectively, in accordance with a Permitted Purpose.  

 
A ‘Permitted Purpose’ is defined as:9: 
 

(a) Telstra performing an agreement with NBN Co; 
  
(b) either:  
 

(i) facilitating the connection by NBN Co or its agents of Premises and 
commencement of supply of Fibre Services using the NBN Co Fibre 
Network; or  
(ii) disconnecting carriage services from a Separating Network at a 
Premises in a Rollout Region; and  

 
(c) for such other purposes as Telstra otherwise agrees, from time to time, with 
both the ACCC and NBN Co; and 
  

                                                
8
 At clause 9.1(d). 

9
 At Schedule 5. 
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(d) Telstra accessing such information or systems containing such information for a 
Telstra Permitted Purpose.  

 
A ‘Telstra Permitted Purpose’ is defined as (emphasis added):10 
 

(a) the purpose of Telstra performing its obligations, and exercising its rights, 
which are set out in or provided for under the Definitive Agreements;  
 
(b) the purpose of Telstra complying with its reporting obligations or any 
requirement from the Department of Broadband, Communications and the Digital 
Economy when exercising its audit rights under either the USO Agreements or the 
Retraining Funding Deed or otherwise to the extent required for Telstra to perform 
its obligations under or to give effect to, the terms of the USO Agreements or the 
Retraining Funding Deed; and  
 
(c) the purposes of the planning, design, build, installation, repair, 
replacement, removal, augmentation and provisioning of facilities or 
equipment, operation, management, maintenance and improvement of, and 
including the supply of services and products over or in connection with the 
use of, facilities.  

 
iiNet submits that the need to know principle as expressed in Resubmitted Draft 
Required Measure 6 continues to be inconsistent with the need to know principle as 
it is expressed in the Migration Plan because it is not limited to allowing Telstra to 
perform its obligations under the Definitive Agreements but includes a broader 
entitlement for Telstra to ‘exercise its rights’ under the Definitive Agreements.  
Furthermore, the broad and unconditional wording in paragraph (c) of the definition 
of ‘Telstra Permitted Purpose’ has the potential to allow Telstra to use the NBN 
Migration Information for its own network planning purposes which go beyond either: 
 

• facilitating the connection by NBN Co or its agents of Premises and 
commencement of supply of Fibre Services using the NBN Co Fibre 
Network; or 
 

• disconnecting carriage services from a Separating Network at Premises in a 
Rollout Region. 

 
iiNet submits that Telstra being able to use the NBN Co Migration Information for its 
own purposes would allow Telstra to gain an unfair advantage from that information 
and therefore have the potential to allow an outcome that is clearly inconsistent with 
section 29 of the Migration Plan Principles Determination.   
 
iiNet submits that the need to know principle as it is expressed in Resubmitted Draft 
Required Measure 6 would be acceptable if the definition of ‘Telstra Permitted 
Purpose’ is deleted and the definition of ‘Permitted Purpose’ is replaced with the 
following: 
 

(a) Telstra performing an agreement with NBN Co to the extent that such 
performance requires:  
 

(i) facilitating the connection by NBN Co or its agents of Premises and 
commencement of supply of Fibre Services using the NBN Co Fibre 
Network; or  

                                                
10

 ibid. 
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(ii) disconnecting carriage services from a Separating Network at a 
Premises in a Rollout Region; or  

 
(b) for such other purposes as Telstra otherwise agrees, from time to time, with 
both the ACCC and NBN Co provided that: 
 

(i) such purposes are in accordance with the Migration Plan Principles 
Determination; and 
(ii) prior to agreeing to any such other purposes the ACCC has consulted 
with Telstra’s wholesale customers; or 

  
(c) the purpose of Telstra complying with its reporting obligations or any 
requirement from the Department of Broadband, Communications and the Digital 
Economy when exercising its audit rights under either the USO Agreements or the 
Retraining Funding Deed or otherwise to the extent required for Telstra to perform 
its obligations under or to give effect to, the terms of the USO Agreements or the 
Retraining Funding Deed.  

  
 
 
 
Herbertgeer lawyers on behalf of iiNet Limited,  
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