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Current COVID-19 (coronavirus) 
scams

Scammers are using the COVID-19 
(coronavirus) pandemic to take 
advantage of people across Australia. 
There are three main types of scams 
we are currently seeing:

‘Phishing’ for your personal 
information
Scammers are calling or sending emails and 
texts impersonating well-known businesses and 
government agencies using COVID-19 information 
or services to prompt to you click links or download 
software designed to get access to your personal 
information (also known as ‘phishing’). 

Superannuation scams
Scammers are taking advantage of people in 
financial hardship due to COVID-19 by attempting 
to steal their superannuation or by offering 
unnecessary services and charging a fee. 

They pretend to be from a superannuation or 
financial service and try to get information about 
your superannuation accounts by:

	� Offering you help to access your superannuation 
early

	� Ensuring you’re not locked out of your account 
under new COVID-19 rules

	� Checking whether your account is eligible for 
various benefits 

Online shopping scams
Scammers have created fake online stores claiming 
to sell products that don’t exist — such as cures 
or vaccinations for COVID-19, and hard-to-find 
products such as face masks.

How you can protect yourself from 
these scams
	� Don’t click on hyperlinks in text/social media 

messages or emails, even if it appears to come 
from a trusted source.

	� Go directly to the website through your browser. 
For example, to reach the MyGov website type 
‘my.gov.au’ into your browser yourself.

	� Never respond to unsolicited messages and calls 
that ask for personal or financial details, even if 
they claim to be a from a reputable organisation 
or government authority — just press delete or 
hang up.

	� The best way to detect a fake trader or social 
media shopping scam is to search for reviews 
before purchasing. No vaccine or cure presently 
exists for COVID-19.

	� Be wary of sellers requesting unusual payment 
methods such as upfront payment via money 
order, wire transfer, international funds 
transfer, preloaded card or electronic currency, 
like Bitcoin.
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REMEMBER If you have any doubts at all, 
don’t proceed.

More information on scams is available on the 
Scamwatch website, including how to make a report 
and where to get help.
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