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SUMMARY: This document explains the key features of Telstra’s NBN Information Security 
Plan, developed in accordance with the Migration Plan. 
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Summary 

The Migration Plan given by Telstra Corporation Limited to the ACCC on 23 August 2011 (the 
Migration Plan) provides for Telstra to prepare a number of “Required Measures”, being 
documents setting out the processes, business practices, systems, interfaces and other matters 
that Telstra was not in a position to establish or specify at the time that the Migration Plan was 
lodged. 

The NBN Information Security Plan, which accompanies this overview and submission, is Required 
Measure 6 and is lodged with the ACCC for approval as a Required Measure under the Migration 
Plan. 

The objective of the NBN Information Security Plan is to establish the measures that Telstra will 
put in place to ensure that it does not use or disclose certain types of information provided to it by 
NBN Co under the Definitive Agreements (NBN Co Migration Information), in order to gain an 
unfair commercial advantage over Telstra’s Wholesale Customers.   

At the time that the draft Migration Plan was developed, there was uncertainty about whether, or 
the extent to which, NBN Co Migration Information would be made available by NBN Co to the rest 
of industry (as well as to Telstra).  This was particularly the case in relation to commercially 
valuable and potentially sensitive information under the Definitive Agreements, such as Rollout 
Region and Proposed Fibre Footprint information and subscriber address lists. 

Since the Migration Plan was lodged, NBN Co has published a rollout strategy which provides for 
the publication of extensive and detailed rollout information to all service providers.  To the extent 
that particular information is published by NBN Co or provided by it to other service providers, that 
information will cease to be NBN Co Migration Information under the Migration Plan.   

In practice, it is likely that the NBN Co Migration Information will be limited, in most cases, to 
technical or infrastructure information relating to Premises disclosed to Telstra under the 
Infrastructure Services Agreement.   

Taking this context into account, the NBN Information Security Plan has been developed to provide 
reassurance in relation to the protection of NBN Co Migration Information through a focused 
“systems-based” framework for the protection of NBN Co Migration Information that comprises: 

• a set of defined types or ‘categories’ of NBN Co Migration Information developed through a 
detailed review of information flows between NBN Co and Telstra under the Definitive 
Agreements and taking into account NBN Co’s published rollout strategy and access seeker 
communications; 

• establishment of a new group within Telstra, the NBN Interface Group, which is separate 
from any Retail Business Unit and which (among other things) is responsible for managing 
information flows from NBN Co under the Definitive Agreements and implementing the 
system controls associated with NBN information security; 

• a set of clear, concise access user controls over those information systems which will store 
or process any of the identified categories of NBN Co Migration Information; 

• principles governing access to relevant information systems, such that access is authorised 
strictly on the basis of the ‘need to know’ principle, which ensures that only staff roles or 
groups who have a formally identified need to use the relevant system will be allowed 
access;  

• further protection from access to relevant systems by any Telstra Retail Personnel, by way 
of a set of specific Retail Business Unit Restrictions – as well as specific training and 
behavioural rules for any staff that transfer into a Retail Business Unit that had previously 
been authorised to access NBN Co Migration Information;  

• a multi-faceted communications and training regime which ensures that all Telstra staff are 
aware of the existence and importance of the new restrictions, as well as separate and 
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targeted training (including on-going refresher training) for those staff and groups who are 
authorised to access relevant systems; and 

• oversight and compliance reporting, with the Director of Equivalence to oversee compliance 
and the preparation of quarterly and yearly reports to the ACCC. 

The NBN Information Security Plan provides a tailored combination of measures, which together 
reinforce one another in order to meet the objectives of the Plan, and in a way that is targeted, 
balanced, straightforward to implement and that ensures that the arrangements do not 
unnecessarily interfere with or slow the NBN rollout.   

The NBN Information Security Plan reflects and incorporates the information security principles set 
out in Schedule 6 of the Migration Plan and reflects both the objectives of the Migration Plan and 
the Migration Plan Principles.  Telstra’s approach is practical, effective and balances the cost and 
complexity of the arrangements with the relevant risks, as required by clause 28.2 of the Plan. 

Telstra is pleased to submit the NBN Information Security Plan to the ACCC for approval in 
accordance with clause 5.4 of the Migration Plan.  
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1. BACKGROUND  
The Definitive Agreements between Telstra and NBN Co provide for NBN Co to give Telstra a range 
of commercial and technical information in order to facilitate the disconnection of Telstra’s legacy 
networks and the migration of customers from those networks to the NBN.  This information is 
subject to extensive contractual obligations of confidentiality between Telstra and NBN Co. 

During development of the regulatory framework that supports the arrangements between Telstra 
and NBN Co, it was not apparent whether the nature of the information to be provided to Telstra, 
and the timing with which it was to be delivered, could potentially grant Telstra an unfair 
advantage over Wholesale Customers. 

It was therefore determined that, in addition to the contractual confidentiality protections in place 
under the Definitive Agreements themselves, some form of additional regulatory oversight should 
be established.  These concerns were reflected in the Telecommunications (Migration Plan 
Principles) Determination 2011 (the Migration Plan Principles or MPPs).  MPP 29 required that 
the Migration Plan set out effective measures to ensure that any information Telstra receives from 
NBN for the purposes of migration cannot be used to gain an unfair commercial advantage.   

Clause 24 of the Migration Plan reflected MPP 29 by requiring Telstra to ensure that NBN Co 
Migration Information is not used or disclosed by Telstra to gain or exploit an unfair commercial 
advantage over Telstra’s wholesale customers.  During the period of the migration process, Telstra 
is required to give effect to this high level obligation by establishing a detailed NBN Information 
Security Plan.   

2. MATTERS TO BE TAKEN INTO ACCOUNT BY THE ACCC  
This NBN Information Security Plan has been lodged with the ACCC for approval under clause 5.4 
of the Migration Plan.  In doing so, and in developing the NBN Information Security Plan, Telstra 
has taken into account a range of important factors and objectives which are required to be 
considered by the ACCC when determining whether to approve it. 

1. Under clause 24 of the Migration Plan, the NBN Information Security Plan must incorporate 
a set of information security principles set out in Schedule 6 of the Migration Plan (the 
Information Security Principles).  The Schedule 6 arrangements, which were previously 
approved by the ACCC as part of its acceptance of the Migration Plan, set out the systems-
based framework which the final NBN Information Security Plan adopts and builds upon. 

2. Under clause 5.4(d), the ACCC must approve the NBN Information Security Plan, provided 
that it is satisfied that it complies with the Migration Plan Principles. 

3. The ACCC is to have regard to the objectives of the Migration Plan, set out in clause 2, in a 
way that gives reasonable regulatory certainty for Telstra in connection with the activities it 
is required to undertake in the course of Migration. 

4. Under clause 28.2, the ACCC must have regard to: 

a. the costs associated with implementing the arrangements; 

b. the effectiveness of the arrangements; and 

c. the proportionality of what is proposed (which is to say, the relative costs and 
benefits of the arrangements). 

For the reasons set out in this submission, Telstra considers that the information security 
arrangements established by the NBN Information Security Plan are consistent with the 
Information Security Principles, and do so through an approach that is effective, thorough, capable 
of immediate practical implementation and establishes a flexible model that is capable of 
modification over time, as needed, in order to ensure it remains an effective and proportionate 
response to the risks identified.  
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3. OVERVIEW OF THE NBN INFORMATION SECURITY PLAN 

3.1. OBJECTIVE 
The objective of the NBN Information Security Plan is set out in clause 2(a) and is to ensure that 
NBN Co Migration Information:  

• is only disclosed to, and made available for use by, Authorised Personnel for a purpose as 
permitted or required under the Definitive Agreements; and 

• cannot be used or disclosed by Telstra to gain or exploit an unfair commercial advantage 
over Telstra’s Wholesale Customers. 

3.2. IMPLEMENTATION 
The NBN Information Security Plan has been designed to achieve the objective above, while also 
ensuring that the arrangements in place are implemented in a way that: 

• is practical, cost-effective and proportional; and 

• does not inappropriately interfere with the efficient rollout of the NBN by unduly 
interfering with Telstra’s engagement with NBN Co and the rest of the industry. 

While achieving the objective of the NBN Information Security Plan is paramount, these additional 
‘implementation factors’ are intended to reflect that the  NBN Information Security Plan must also 
operate consistently with the objectives of all Required Measures as apparent from the Migration 
Plan objectives themselves (in clause 2) and those practical issues that the ACCC must take into 
account under clause 28.2.  This means that, Telstra will implement the measures of the NBN 
Information Security Plan with the practicality of those measures in mind, and will avoid incurring 
costs where this is not necessary for effectively achieving the objective of the NBN Information 
Security Plan.   

3.3. NBN CO MIGRATION INFORMATION 
The NBN Information Security Plan applies to information that meets the definition of NBN Co 
Migration Information under clause 24.1 of the Migration Plan.  An extract of the definition is 
provided at Attachment 1 to this submission. 

Clause 24.1 of the Migration Plan defines NBN Co Migration Information as any information which 
is disclosed by or on behalf of NBN Co to Telstra under the Definitive Agreements for the purposes 
of: 

(a)  the connection by NBN Co or its Personnel of Premises and commencement of supply of 
Fibre Services using the NBN Co Fibre Network; or  

(b)  disconnecting carriage services from a Separating Network at Premises within the Fibre 
Footprint in a Rollout Region. 

Information provided by NBN Co will therefore only be subject to the NBN Information Security 
Plan if it is disclosed under the Definitive Agreements (rather than as part of some other 
agreement or instrument) and is disclosed for one of the two specific purposes prescribed in clause 
24.1 of the Migration Plan.  Telstra considers that this definition does not capture information 
which is not related to connection of Premises to the NBN or the disconnection of Premises from a 
Separating Network and does not identify the location of such Premises or the timing of connection 
or disconnection. Information concerning exchanges and the Transit Network is too far removed 
from the connection of premises and commencement of supply of fibre services, or disconnection 
of premises, such that it does not fall within the definition of NBN Co Migration Information as set 
out in the Migration Plan.  

The definition of NBN Co Migration Information in clause 24.1 of the Migration Plan also provides a 
description of information that is not NBN Co Migration Information, which is therefore outside the 
scope of this plan:  
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• information associated with a payment due under the Definitive Agreements (including in 
relation to access to Telstra infrastructure or related services in connection with the build of 
the NBN Co Fibre Network or information relating to any amount payable in respect of 
disconnection of a Separating Network); 

• information provided by NBN Co to Telstra under obligations other than those set out in the 
Definitive Agreements; 

• information which comes into the public domain other than through an act or omission of 
Telstra; 

• information which NBN Co has made available to service providers or infrastructure 
providers generally (discussed further below);  

• information to the extent that Telstra is required by law to disclose it (including where 
Telstra is required to disclose or use information under the SSU or Migration Plan itself); 
and 

• other categories of information that Telstra and NBN Co agree in writing is not NBN Co 
Migration Information. 

Of particular note, in accordance with clause 24.5 of the Migration Plan, the NBN Information 
Security Plan does not restrict or prevent Telstra from using or disclosing information that NBN Co 
makes available publicly or to other service providers or infrastructure providers, subject to any 
restrictions that NBN Co places on the use or disclosure of that information at the time it is 
released. It is Telstra’s current intention that Telstra would use the information released publicly 
by NBN Co or provided by NBN Co to other service providers in furtherance of Telstra’s activities as 
a Retail Service Provider over the NBN, rather than the information provided to Telstra by NBN Co 
under the Definitive Agreements. 

Telstra understands that most of the more sensitive categories of NBN Co Migration Information 
that were of concern to the ACCC and NBN Co during the development of the Migration Plan are 
now unlikely to be provided exclusively to Telstra, or (for some categories of information) will only 
be provided to Telstra for a short period of time before being made more widely available.  For 
example, in NBN Co’s “Access Seeker Communications Pack”, published in March 2012, and then 
updated in June 2012, NBN Co identified the following features of its rollout strategy: 

• the 3 year Construction Rollout Plans (released annually) which identify the areas that are 
expected to enter design and construction within 36 months; 

• the 1 year Construction Rollout Plans (released quarterly) which identify the areas that are 
expected to enter design and construction within 12 months; 

• the Ready for Service Rollout Plans (released monthly), which identify the Rollout Regions 
that have entered design and construction;  

• the Proposed Footprint Address List (released monthly) listing the premises within Rollout 
Regions that are within 7 months of being Ready for Service, thus providing Access Seekers 
with at least 6 months notice of the premises to which NBN Co anticipates being ready to 
commence providing services; 

• the Historical Footprint Address list (released weekly); and 

• the Point of Interconnect Rollout Plan (released quarterly). 

This level of transparency around rollout timing and locations means that very few categories of 
information are likely to remain within the scope of the NBN Information Security Plan.   

The information likely to remain subject to the NBN Information Security Plan predominantly will 
be provided to Telstra under the Infrastructure Services Agreement, and is largely made up of 
technical information that is unlikely to allow Telstra to exploit any commercial advantage, 
especially given the ready and public availability of other more relevant and useful information in 
NBN Construction Rollout Plans, Service Rollout Plans, Proposed Footprint Address Lists and Point 
of Interconnection Rollout Plans. 
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3.4. IDENTIFICATION OF TYPES OF NBN CO MIGRATION INFORMATION   
In developing Required Measures, Telstra must establish mechanisms that are effective and 
practical, and which provide it with reasonable regulatory certainty about the actions it is required 
to take (clauses 2 and 28.2 of the Migration Plan). 

The Information Security Principles in Schedule 6 of the Migration Plan contemplate Telstra 
developing its NBN Information Security Plan using a two-stage process: 

• Telstra will identify those ‘types’ or categories of information which it receives from NBN 
Co that are NBN Co Migration Information covered; and 

• Telstra will then put in place specific and effective measures to protect this information to 
ensure that the overall objective was met (most notably, that such information was not 
used or disclosed in a way that would give Telstra an unfair commercial advantage over 
wholesale customers). 

This reflects the fact that in order for Telstra to have certainty about what it is required for it to 
comply with its regulatory obligations, it needs to have clearly defined the scope of the information 
which is covered (so that it can track and protect the systems which contain this information and 
those staff that have access to it). 

Throughout the second half of 2011 and early 2012, Telstra therefore undertook a thorough review 
of the types of information which it receives, or is likely to receive, from NBN Co under the 
Definitive Agreements.  In many cases, this information is not yet being received or is being 
provided under interim arrangements as the NBN rollout ramps up (and various system interfaces 
are put in place between the companies). 

Based on this review, and various public statements made by NBN Co about its intended 
publication of information to industry, Telstra has prepared a schedule of all of the categories of 
NBN Co Migration Information which it has identified – and which are therefore subject to the 
specific arrangements set out in the NBN Information Security Plan.  These are set out in Schedule 
1 to the NBN Information Security Plan. 

Telstra accepts that flexibility around the types of NBN Co Migration Information is needed so that 
Schedule 1 can evolve to reflect any changes in the nature or timing of the information provided 
by NBN Co to Telstra (or by NBN Co to the rest of industry).  The NBN Information Security Plan 
therefore includes a mechanism for the categories of NBN Co Migration Information to be modified 
over time, including where this is raised with Telstra by NBN Co or the ACCC.   

3.5. AN “OVERARCHING” COMMITMENT IN RESPECT OF ANY OTHER         
NBN CO MIGRATION INFORMATION 

While Telstra has used its best endeavours to prepare the list of categories of NBN Co Migration 
Information so that it is complete, at the request of NBN Co, it has also included in clause 5.1(d) 
an overarching obligation on Telstra to protect any NBN Co Migration Information provided to it, 
irrespective of whether it is included in the categories listed.  To ensure NBN Co Migration Plan 
Information is identifiable by Telstra (particularly where it is not reflected in the categories in 
Schedule 1), and so that Telstra can ensure the right level of protection is established for it, 
Telstra has included this overarching commitment where the NBN Co Migration Information is 
provided to Telstra through the ordinary and appropriate channels (i.e. the NBN Interface Group or 
under an approved Interaction Protocol).  Subject to the terms of clause 5.1(d), the overarching 
commitment will apply, and will protect NBN Co Migration Information, even where that 
information has not yet been identified and included as a category of NBN Co Migration 
Information in Schedule 1 of the NBN Information Security Plan. 

Finally, the NBN Information Security Plan makes clear that the NBN Information Security Plan 
does not alter Telstra’s obligations to comply with any contractual or equitable duty of confidence 
owed by Telstra to NBN Co, including under the Definitive Agreements. 
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Taking these requirements together, therefore, NBN Co Migration Information is subject to three 
layers of protection, set out in Figure 1 below: 

 
Figure 1: Overview of the layers of protection for NBN Co Migration Information 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3.6. A SYSTEMS-BASED APPROACH TO NBN INFORMATION SECURITY 
Telstra has designed a ‘systems based’ approach to NBN Co Migration Information security which 
focuses on those information systems which Telstra will use to process or store NBN Co Migration 
Information.  This approach was contemplated by the Information Security Principles (in Schedule 
6 of the Migration Plan) as it provides for a framework which is effective, can be readily  
implemented and which provides certainty around compliance and reporting processes.        

The NBN Information Security Plan requires all information systems that process or store NBN Co 
Migration Information to incorporate the following set of user controls: 

• All employees that require access to relevant systems must be authenticated and 
authorised; 

• There will be a centralised user account management process for granting access to 
relevant systems; and 

• Authentication will require password and username verification of each user (based on a 
two-factor authentication).  Password rules will ensure that ‘strong’ passwords (for 
example, combinations of letters and numbers) are required and must be regularly 
updated. 

The existing User Access Control Requirements will not be modified by Telstra without giving both 
the ACCC and NBN Co at least 20 Business Days’ notice of the modification.  The ACCC can object 
to any such change, in which case it will not be implemented. 
 
Access to relevant information systems will be allowed for Authorised Personnel or groups only.  
Personnel or groups will only be authorised to access systems if they meet the requirements of the 
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Schedule 3) 
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(and are not modified by the NBN Information Security Plan) 
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“need to know” principle in relation to the information retained on those systems. Telstra has 
identified those roles or groups that are authorised to access systems containing NBN Co Migration 
Information by applying the “need to know” principle below and set these out in the NBN 
Information Security Plan.  Attachment 3 to this document gives further detail about each of the 
operational groups and roles that are listed as Authorised Personnel in Schedule 3 to the NBN 
Information Security Plan.   
 
A general definition of Authorised Personnel has also been included, in clause 8.1, for the purposes 
of the general or overarching obligation.  That is, in the event that any new or additional types of 
NBN Co Migration Information are identified over time, for which specific pre-authorised roles or 
groups with system access have not yet been defined, Telstra has agreed to nonetheless ensure 
that access and use is limited to those Authorised Personnel identified under clause 8.1.  
 
The need to know principle means that the default position under Telstra’s information systems is 
that individual Personnel and groups within Telstra will not have access to systems containing NBN 
Co Migration Information.  Access will only be allowed when it is reasonably necessary in order for 
those Personnel or groups to perform their duties effectively, including for the purpose of: 

• ensuring Telstra’s compliance with contractual obligations, including performing its 
obligations, and exercising its rights, as set out in or provided for under the Definitive 
Agreements, the Undertaking and the Plan;  

• the planning, design, building, installing, repairing, replacement, removal, augmentation 
or provisioning of Telstra facilities or equipment, operation, management, maintenance 
and improvement of, and including the supply of services and products over or in 
connection with the use of, Telstra’s facilities and other purposes expressly permitted 
under the Definitive Agreements;  

• either: 

o facilitating the NBN Connection of Premises by NBN Co or its agents and 
commencement of supply of Fibre Services using the NBN Co Fibre Network; or 

o Telstra disconnecting carriage services from a Non Exempt Network at Premises in 
a Rollout Region;  

• ensuring compliance with the Plan or any other legal or regulatory requirement (including 
complying with reporting obligations or any requirement from DBCDE or when otherwise 
performing its obligations under, or giving effect to the terms of any agreement entered 
into by Telstra with DBCDE); or 

• for any other purpose Telstra agrees with both the ACCC and NBN Co. 

This ‘systems based’ approach ensures that appropriate security is applied to NBN Co Migration 
Information in a way that can be ‘operationalised’ and monitored by Telstra.  The use of access 
controls also means that a log can be kept of authorised staff and groups and compliance with the 
processes governing access can be monitored (and reported upon as required). 

The framework has been designed to ensure that non-Retail Personnel, particularly staff involved 
in network planning activities, are not prevented from continuing to access and use those 
information systems that are necessary for the fulfilment of their day-to-day duties.  The 
permitted purposes above are consistent with those that govern Telstra’s management and use of 
confidential information of NBN Co under the Definitive Agreements.  This approach also ensures 
that the information security arrangements under the NBN Information Security Plan do not 
inadvertently and unduly prevent Telstra from continuing to plan and operate its Copper Network.  
This aligns with the objectives of the Migration Plan, including that any activities minimise 
disruption to the supply of carriage services.  

Compliance with the systems based approach, and particularly the user access control element, 
will be reinforced by a staff communication and training program, explained further in Part 2.6 of 
this submission. 
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While the focus of the NBN Information Security Plan is on system-based controls, the plan also 
recognises that there may be some ad hoc information flows between NBN Co and Telstra, 
particularly during the ramp up period in which long term business to business system interfaces 
are not yet operational.  To deal with this constraint, Telstra has put in place a ‘gatekeeper’ role to 
manage these information flows and ensure NBN Co Migration Information continues only to be 
disclosed to authorised Personnel and groups.   

3.7. THE NBN INTERFACE GROUP 
A key component of the NBN Information Security Plan is the establishment of an NBN Interface 
Group.  This team will be responsible for overseeing the practical implementation of the 
information security requirements set out in the NBN Information Security Plan (including the 
systems based requirements) as well as liaising with NBN Co in respect of the management of NBN 
Co Migration Information between Telstra and NBN Co under the Definitive Agreements. 
 
The role of the NBN Interface Group includes: 

• acting as the primary ‘gatekeeper’ for any NBN Co Migration Information supplied to Telstra 
under interim arrangements, before long-term IT interfaces have been developed and 
implemented;  

• identifying or determining which information systems are likely to store or process NBN Co 
Migration Information (and therefore require access controls to be implemented); and 

• identifying those groups and roles within Telstra that require access to relevant information 
systems, in accordance with the “need to know” principle and which should therefore be 
identified as the relevant Authorised Personnel for each category of NBN Co Migration 
Information under Schedule 3. 

The NBN Interface Group will remain separate from any Retail Business Unit and will not include 
Telstra personnel who are engaged to work as part of a Retail Business Unit.   

3.8. ADDITIONAL RETAIL BUSINESS UNIT RESTRICTIONS 
In addition to the “need to know” principle, the NBN Information Security Plan also sets out a set 
of Retail Business Unit Restrictions – specifically targeted at ensuring that access to any NBN Co 
Migration Information by Telstra’s Retail Personnel is strictly monitored and constrained and is not 
extended without the prior approval of the ACCC. 

The NBN Information Security Plan achieves this by:  

• preventing the NBN Interface Group from authorising access by any Personnel of a Retail 
Business Unit to a system containing NBN Co Migration Information except as expressly 
contemplated by sub-clause 10(f) and Schedule 3 of the NBN Information Security Plan (for 
example, information provided under Service Module 2 (LIC Access Service)) or with the 
prior approval of the ACCC and consent of NBN Co; and 

• putting in place specific protections to address the situation where Authorised Personnel 
transfer to a role within a Retail Business Unit (Transferring Personnel).  This involves 
both specific and targeted refresher training for Transferring Personnel and a requirement 
that they provide a written undertaking that they understand their continuing obligations in 
respect of NBN Co Migration Information. 

In this way, the Retail Business Unit Restrictions augment the ‘need to know’ principle, providing 
an extra layer of security and directly responding to the primary concern of clause 24 of the 
Migration Plan (being to mitigate the risk of unfair commercial advantage by Telstra’s Retail 
Business Units over its wholesale customers). 



 

PAGE 10 TELSTRA CORPORATION LIMITED (ABN 33 051 775 556) 

3.9. STAFF COMMUNICATIONS AND TRAINING 
As well as systems controls, the NBN Information Security Plan also provides for a range of 
behavioural measures in the form of a targeted communications and training program which 
includes: 

• an overview of the key principles underlying the NBN Information Security Plan; 

• informing relevant staff that non-compliance with the requirements of the NBN Information 
Security Plan will be regarded as a serious matter, with the possibility of performance 
management in appropriate cases; and 

• periodic refresher training to ensure that information security remains front of mind. 

Schedule 4 to the NBN Information Security Plan sets out the scope of the communication 
campaign and the targeted training for Authorised Personnel who will have access to NBN Co 
Migration Information.   

This two-tiered approach is designed to reinforce the importance of compliance with the NBN 
Information Security to the whole staff population, with particular and more detailed training of 
those staff who are most likely to be directly affected because they require access to relevant 
systems.   

As discussed above, there is a specific refresher program for Transferring Personnel.  This program 
is designed to reinforce the protections around NBN Co Migration Information generally (including 
the obligations on those staff to ensure that their access has been revoked and to take all 
reasonable and technically feasible steps to destroy any NBN Co Migration Information which they 
still hold) and the Retail Business Units Restrictions in particular. 

3.10. COMPLIANCE MONITORING AND REPORTING 
While the NBN Interface Group is responsible for day to day implementation and management of 
the system controls, the Director of Equivalence will oversee compliance with the NBN Information 
Security Plan as part of his broader compliance monitoring function under the Migration Plan and 
Structural Separation Undertaking. 

The information security principles set out in Schedule 6 to the Migration Plan require Telstra to 
put in place a system for monitoring and compliance, including a usage audit on at least an annual 
basis.  Consistently with its approach to reporting under the other Required Measures, and to 
provide information to the ACCC more regularly, this requirement has morphed into an obligation 
upon Telstra to undertake quarterly reviews of the NBN Information Security Plan in order to 
monitor: 

• the continued maintenance of the ‘need to know principle’, Retail Business Unit Restrictions 
and other important access controls, as well as the process for approval of Authorised 
Personnel; 

• any material changes to information systems that might necessitate an amendment to the 
NBN Information Security Plan; and 

• the continued suitability of the roles and/or groups who are authorised to access 
information systems containing Migration Information. 

Each quarterly Migration Plan Compliance Report will include a report on the outcomes of the 
review.  In addition, each Annual Compliance Report will include a general overview of Telstra’s 
compliance with the principles and access controls in the NBN Information Security Plan. 

As a result, Telstra will monitor, and report on, not only its own actions taken in compliance with 
the NBN Information Security Plan, but also any steps it takes to ensure that the plan remains 
effective going forward. 

4. INFORMATION SECURITY PRINCIPLES IN SCHEDULE 6 AND 
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MIGRATION PLAN PRINCIPLES 
By implementing the measures set out above, Telstra has incorporated and built upon the 
information security framework set out in Schedule 6 of the Migration Plan, as contemplated by 
clause 24.3 of the Migration Plan. 

Attachment 2 to this document sets out where each of the Schedule 6 principles have been 
incorporated into the NBN Information Security Plan. 

Under clause 28.3 of the Migration Plan, Telstra is required to consult with NBN Co on the 
development of the NBN Information Security Plan.  Telstra has engaged constructively with NBN 
Co over recent months on the development of the NBN Information Security Plan, including 
providing drafts to NBN Co for review and comment.  Telstra has made a number of significant 
amendments to reflect NBN Co concerns raised as part of this process.  While Telstra understands 
that some issues remain unresolved, Telstra will provide a separate and confidential briefing to the 
ACCC on those issues. 

For the reasons set out above, the draft NBN Information Security Plan complies with the other 
requirements of the Migration Plan, including: 

• The Migration Plan Principles, as required by clause 5.4 of the Migration Plan. 

• The Plan Objectives set out in clause 2 of the Migration Plan.  

• The implementation requirements for Required Measures set out in clause 28.2 of the 
Migration Plan. 

Telstra therefore submits the NBN Information Security Plan to the ACCC for approval. 
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Attachment 1   Definition of ‘NBN Co Migration Information 

Extract of clause 24.1 of the Migration Plan  

 

 

24.1    NBN Co Migration Information 

For the purpose of this clause 24, NBN Co Migration Information means any document, 
materials, data, or tangible item, or any information in some other form, which is disclosed 
by or on behalf of NBN Co to Telstra under the Definitive Agreements for the purposes of: 

 (a) the connection by NBN Co or its Personnel of Premises and commencement of supply 
of Fibre Services using the NBN Co Fibre Network; or 

 (b) disconnecting carriage services from a Separating Network at Premises within the 
Fibre Footprint in a Rollout Region,  

but does not include: 

 (c) any information which is, or comes into, the public domain other than through an act 
or omission of Telstra or any of its Related Entities or Personnel; 

 (d) any information which NBN Co has made available to service providers or 
infrastructure providers generally; 

 (e) any information which has been made available to Telstra by NBN Co under an 
agreement which is not a Definitive Agreement; 

 (f)  any information which was made available to Telstra by a person (other than NBN 
Co) who is not or was not then under an obligation of confidence to NBN Co in 
relation to that information; 

 (g) any information which is or was developed by Telstra independently of NBN Co; 

 (h) any information to the extent that Telstra is required by law to disclose that 
information (and then only to the extent it is required to do so); 

 (i) any information received from or on behalf of NBN Co in relation to any payment by 
NBN Co of any amount to Telstra in connection with the disconnection of a Separating 
Network;  

 (j) any information received from or on behalf of NBN Co in relation to any payment to 
Telstra for access to Telstra infrastructure or related services in connection with the 
build of the NBN Co Fibre Network; or 

 (k) any other information or type of information that NBN Co and Telstra agree in writing 
is not NBN Co Migration Information. 
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Attachment 2   Reference table demonstrating incorporation of Schedule 6 principles into the NBN 
Information Security Plan 

Note that column 1 of the Table provides a general description of the Schedule 6 principles only.  

 

Migration Plan – Schedule 6 provisions NBN Information Security Plan reference(s) 

Principle 1:  Objective of the NBN Information Security Plan Clause 2 (Objective) 

Principle 2:  NBN Information Security Plan must detail information security 
measures and processes 

• The security measures to be implemented on Telstra’s information storage 
systems and data systems that will contain NBN Co Migration Information to 
ensure that there is no unauthorised disclosure of that information 

 

Clause 9 (Information security measures for NBN Co Migration 
Information) 

Clause 10 (Retail Business Unit Restrictions) 

Schedule 3 (Access controls for Telstra information systems) 

• The system monitoring and compliance activities to be undertaken by Telstra, 
including a usage audit on at least an annual basis  

Clause 12 (Compliance and Reporting)   

• The practices, policies and procedures to be implemented regarding collection, 
storage and archiving security of NBN Co Migration Information 

Clause 7 (NBN Interface Group) 

Clause 9.2 (Archiving and destruction of NBN Co Migration 
Information) 

• The training to be undertaken by Telstra for authorised Personnel in relation to 
the requirements of the NBN Information Security Plan 

Clause 11 (Staff communications and training)  

Schedule 4 (NBN Information Security Plan Training) 

Principle 3: Permitted use and disclosure  

• NBN Information Security Plan will provide for disclosure strictly on a ‘need-to-
know’ basis  

 

Clause 5 (NBN Co Migration Information) 

Clause 8 (Authorised Personnel)  

Clause 9 (Information security measures for NBN Co Migration 
Information) 

Schedule 2 (Process for approval of Authorised Personnel)  

• The NBN Information Security Plan will establish the processes which Telstra will 
put in place to identify and authorise Personnel who need to know NBN Co 
Migration Information 

Clause 7 (The NBN Interface Group) 

Clause 8 (Authorised Personnel)  
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Migration Plan – Schedule 6 provisions NBN Information Security Plan reference(s) 

Schedule 2 (Process for approval of Authorised Personnel)  

Clause 9 (Information security measures for NBN Co Migration 
Information) 

Schedule 3 (Access controls for Telstra information systems)  

• Personnel or pre-approved roles or groups use and disclose NBN Co Migration 
Information for the purposes and in accordance with the ‘need to know’ 
principle and the NBN Information Security Plan. 

Clause 7 (The NBN Interface Group) 

Clause 8 (Authorised Personnel) 

Schedule 3 (Access controls for Telstra information systems) 

Clause 10 (Retail Business Unit Restrictions) 

Clause 11 (Staff communications and training) 

Clause 12 (Compliance and Reporting) 

• The NBN Information Security Plan will establish and document the roles and/or 
teams within Telstra that will use and disclose particular categories of NBN Co 
Migration Information  

Clause 8 (Authorised Personnel) 

Clause 10 (Retail Business Unit Restrictions)  

Clause 12 (Compliance and Reporting) 

Schedule 2 (Process for approval of Authorised Personnel)  

Schedule 3 (Access controls for Telstra information systems) 

• The NBN Information Security Plan will specify that NBN Co Migration 
Information will not be disclosed to, or made available for use by, Personnel in a 
Retail Business Unit except with the prior consent of NBN Co (such consent 
being received by Telstra only after Commencement)in accordance with any 
purpose specified in the NBN Information Security Plan and approved by the 
ACCC. 

Clause 5 (NBN Co Migration Information) 

Clause 7 (The NBN Interface Group) 

Clause 8 (Authorised Personnel) 

Clause 10 (Retail Business Unit Restrictions) 

Schedule 2 (Process for approval of Authorised Personnel) 
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Migration Plan – Schedule 6 provisions NBN Information Security Plan reference(s) 

Principle 4: Compliance and reporting on NBN Co information security  

• Effective mechanisms to be used by Telstra to monitor compliance with the NBN 
Information Security Plan and appropriate periodic reporting to the ACCC in 
respect of any updated processes or procedures described in the NBN 
Information Security Plan.  

 

Clause 12 (Compliance and Reporting)   

 

• The programs and policies that Telstra will use to educate relevant Personnel 
about the requirements of the NBN Information Security Plan and ensure 
compliance by Telstra Personnel with the requirements of the NBN Information 
Security Plan (including the consequences of any breaches).  

Clause 10 (Retail Business Unit Restrictions) 

Clause 11 (Staff communications and training) 

Schedule 4 (NBN Information Security Plan Training) 
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Attachment 3   Organisational groups and roles that are Authorised Personnel 

This table should be read in conjunction with the table at part 4 of Schedule 3 of the Information Security Plan.  

 

Telstra Operations – NBN & Commercial Operations The group within Telstra’s Operations Business Unit primarily responsible for 
implementation of the Subscriber Agreement, the Infrastructure Services 
Agreement and the Implementation and Interpretation Deed, including the 
provision of infrastructure and services to NBN Co under these agreements. 

Telstra Operations – IT architecture (including software 
development and testing), IT operations and design, database 
and data management and groups responsible for the 
maintenance of network inventory systems 

The groups within Telstra Operations Business Unit with accountability for the 
design, development and maintenance of IT systems (including software 
development and testing); maintaining the currency of Telstra’s databases; 
management of data;  the operation of Telstra’s enterprise data network 

Telstra Operations – Network planning, network services and 
related functions 

The groups within Telstra Operations Business Unit with accountability for the 
design, planning and maintenance of Telstra’s network and related functions 

Telstra Operations – Service delivery and service assurance The groups within Telstra’s Operations Business Unit with accountability for 
the delivery and ongoing performance of fixed line services (including 
provisioning, fulfilment and service assurance) 

Telstra Operations – Customer enablement The groups within Telstra’s Operations Business Unit with accountability for 
service fulfilment 

Telstra Wholesale – Wholesale Operations and Systems The groups within Telstra’s Wholesale Business Unit with accountability for 
operational and business support systems that support infrastructure and 
services provided to Wholesale customers  

Telstra Wholesale – NBN invoicing and billing functions The group within Telstra’s Wholesale Business Unit responsible for the billing 
and invoicing of NBN Co as a customer of Telstra. 

Retail Business Unit Personnel Telstra’s Retail Business Units are those with principal control over and 
responsibility for sales to Retail Customers and negotiation of supply contracts 
with Retail Customers, in respect of Equivalent Services (other than for TEBA) 
under the SSU.  Retail Business Unit Personnel will be Authorised Personnel to 
the limited extent set out in the table at part 4 of Schedule 3 of the 
Information Security Plan, in respect of the particular categories of NBN Co 
Migration Information specified.    
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Wholesale Business Unit Personnel Telstra’s Wholesale Business Units are those with principal control over and 
responsibility for sales to Wholesale Customers, management of service 
delivery for Wholesale Customers, and negotiation of access agreements with 
Wholesale Customers, in respect of Regulated Services under the SSU.  In 
addition to the Telstra Wholesale organisational groups already specified 
above, Wholesale Business Unit Personnel will be Authorised Personnel to the 
limited extent set out in the table at part 4 of Schedule 3 of the Information 
Security Plan, in respect of the particular categories of NBN Co Migration 
Information specified.    

 
Note:  the description above in relation to Telstra’s Operations Business Unit and Telstra’s Wholesale Business Unit indicates the location of 
the relevant groups at the time this Information Security Plan is prepared.  Nothing in this Plan requires the relevant teams to remain 
located within those business units over time, provided that they cannot be located within a Retail Business Unit, or comprise any Personnel 
who are engaged to work as part of  a Retail Business Unit.   
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