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1. Data brokers

Background

The eighth interim report of the Australian Competition and Consumer Commission'’s
(ACCC) 5-year inquiry into digital platform services (the Inquiry)' will consider competition
and consumer issues in relation to data collection, storage, supply, processing and analysis
services supplied by data brokers in Australia.

The ACCC is required to submit its report to the Treasurer by 31 March 2024 (the Report).

The purpose of this Issues Paper is to invite written submissions from interested parties to
assist the ACCC in understanding the nature of the data broker industry in Australia and any
related competition and consumer issues that may arise.

The role of data brokers

As we continue to spend more of our time online, Australians are generating an ever-
increasing amount of data. As noted by the Organisation for Economic Co-operation and
Development (OECD), ‘the digital transformation is changing economies and societies,
powered partly by the collection and use of ever-growing quantities of consumer data.”
According to a 2019 McKinsey Global Survey, 47% of respondents said that data and
analytics have significantly or fundamentally changed the nature of competition in their
industries over the previous 3 years.’In many markets, access to large volumes of high-
quality personal data is essential for businesses to compete. Where businesses have unique
access to such data, this can provide them with a significant competitive advantage.
Conversely, not having access to such data can be a significant barrier to entry and
expansion.* For example, McKinsey's 2019 research found that businesses reporting the
greatest growth in revenue and earnings received a significant proportion of that boost from
data and analytics, with high-performing organisations 3 times more likely than others to say
their data and analytics initiatives had contributed at least 20% to earnings before interest
and taxes over the previous 3 years.®

What is a data broker?

Data brokers are a key part of the data supply chain that fuels a range of online and offline
products and services. The Direction for the Inquiry defines a data broker as ‘a supplier who
collects personal or other information on persons, and sells this information to, or shares
this information with, others.”® Hence, for the purposes of the Report, we will focus on data
brokers that collect, process and analyse ‘personal or other information on persons.’ This is
discussed in the box below.

T In December 2019, the Treasurer directed the ACCC to conduct a 5-year inquiry, with 6-monthly reports, into markets for
the supply of digital platform services. The full text of the Ministerial Direction (the Direction) for the Inquiry can be found
on the ACCC website. See section 3 of this Issues Paper for more on the Inquiry and the Direction.

OECD (2020) Consumer Data Rights and Competition - Background note by the Secretariat, p 5.
McKinsey, Catch them if you can: how leaders in data and analytics have pulled ahead, 2019, accessed 12 June 2023.

ACCC, Digital platform services inquiry - September 2022 interim report - Regulatory reform, November 2022, p 165.
McKinsey, Catch them if you can: how leaders in data and analytics have pulled ahead, 2019, accessed 12 June 2023.
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Competition and Consumer (Price Inquiry — Digital Platforms) Direction 2020, s 4.



https://www.accc.gov.au/system/files/Ministerial%20direction%20-%20Digital%20platform%20services%20inquiry.pdf
https://one.oecd.org/document/DAF/COMP(2020)1/en/pdf
https://www.mckinsey.com/capabilities/quantumblack/our-insights/catch-them-if-you-can-how-leaders-in-data-and-analytics-have-pulled-ahead#interactive
https://www.accc.gov.au/about-us/publications/serial-publications/digital-platform-services-inquiry-2020-2025/digital-platform-services-inquiry-september-2022-interim-report-regulatory-reform
https://www.mckinsey.com/capabilities/quantumblack/our-insights/catch-them-if-you-can-how-leaders-in-data-and-analytics-have-pulled-ahead#interactive
https://www.accc.gov.au/system/files/Ministerial%20direction%20-%20Digital%20platform%20services%20inquiry.pdf

Meaning of ‘personal or other information on persons’ for the Report

For the purpose of the Report, ‘personal or other information on persons’ includes
information about an identified individual or an individual who is reasonably identifiable,
as well as information about an individual that has been de-identified, anonymised, or
aggregated. We note that this definition is broader than the definition of personal
information in the Privacy Act 1988 (Cth).”

‘Personal or other information on persons’ includes data from a wide range of sources,
both online and offline. In respect of digital platform services, for example, this could
include social media usage data, internet search and browsing history data, and location
data. Other information sources include data from customer loyalty programs, card
payment providers, government sources, and web pages (through the use of web
scraping). From these sources, data brokers collect a range of information. For example,
this could include an individual’'s name, home and work address, date of birth, marital or
family status, education level, income, purchasing history, and financial information.

Throughout this Issues Paper, use of the terms ‘information’ and ‘data’ should be
interpreted as meaning ‘personal information and other information on persons’ as
described above.

By combining information acquired from a range of sources, data brokers are able to
develop and monetise new proprietary data products and services. These data products and
services include tools and reports prepared for a variety of purposes such as customer
profiling, marketing, risk management, consumer credit reports or scores, and fraud or crime
prevention. The Final Report of the ACCC's Digital Platforms Inquiry (the DPI Report),
discussed the role of data brokers, observing that they ‘have a central role in exchanging and
combining personal information and data across a wide variety of sectors in Australia.®

Despite the central role that data brokers play in providing data products and services to a
range of businesses, as well as the wide variety and volume of information that they collect,
analyse and process, there is currently little transparency, awareness and understanding of
how data brokers operate in Australia.

Many consumers are not aware that businesses such as data brokers collect their
information, nor have an understanding about how or when such information is collected, or
what is being done with this information.® In addition, many consumers appear to be
uncomfortable with the kinds of data-handling practices used by businesses such as data
brokers." A recent survey by the Consumer Policy Research Centre found that 74% of
Australians were not comfortable with companies sharing or selling their personal
information, and less than 10% were comfortable with targeted advertising based on the
tracking of online behaviour or personal characteristics without express permission.
Despite these consumer sentiments, current trends in data collection and analysis suggest

7 The definition of personal information in the Privacy Act 1988 (Cth) refers to ‘information or an opinion about an identified
individual, or an individual who is reasonably identifiable.’ See Privacy Act 1988 (Cth), s 6.

8  ACCC, Digital Platforms Inquiry - Final Report, 26 July 2019, p 449.

9 U. Reviglio, (2022) The untamed and discreet role of data brokers in surveillance capitalism: a transnational and
interdisciplinary overview. Internet Policy Review, 11(3), p 2; Consumer surveys reviewed by the ACCC in preparing the
Customer Loyalty Schemes Report ‘suggested that many consumers are concerned about the sharing of their data with
unknown third parties, targeted advertising, and whether their data is being used responsibly.” See ACCC, Customer Loyalty
Schemes: Final Report, 3 December 2019, p 55.

10 Consumer Policy Research Centre, Not a fair trade: Consumer views on how businesses use their data, March 2023, p 9.

1 Consumer Policy Research Centre, Not a fair trade: Consumer views on how businesses use their data, March 2023, p 6.



https://www.legislation.gov.au/Details/C2022C00361
https://www.accc.gov.au/about-us/publications/digital-platforms-inquiry-final-report
https://policyreview.info/pdf/policyreview-2022-3-1670.pdf
https://policyreview.info/pdf/policyreview-2022-3-1670.pdf
https://www.accc.gov.au/system/files/Customer%20Loyalty%20Schemes%20-%20Final%20Report%20-%20December%202019.PDF
https://www.accc.gov.au/system/files/Customer%20Loyalty%20Schemes%20-%20Final%20Report%20-%20December%202019.PDF
https://cprc.org.au/wp-content/uploads/2023/03/CPRC-working-paper-Not-a-fair-trade-March-2025.pdf
https://cprc.org.au/wp-content/uploads/2023/03/CPRC-working-paper-Not-a-fair-trade-March-2025.pdf

that the role of data brokers is likely to increase.’?

Overseas jurisdictions, including the United States, the United Kingdom and Canada, have
previously examined the role of data brokers and identified concerns with their practices.
The ACCC will draw on relevant literature and reports both in Australia and overseas for the
purpose of this Report.

Proposed focus

Data brokers can be broadly split into two categories:

= businesses that collect data on their own consumers and sell or share that data with
others (first-party data brokers), and

» businesses that collect data about consumers from a range of third-party sources and
sell or share that data with others (third-party data brokers).

The ACCC has previously examined how digital platforms use the first-party data they collect
from their users in providing digital platform services.’ We have also looked at some
examples of businesses that share or sell first-party data to others.’® However, we have not
yet examined the data collection, storage, supply, processing and analysis services supplied
by businesses who sell or share information that is predominately collected from a variety of
other sources, (i.e. third-party data brokers). Third-party data brokers typically add value to
the data they collect by applying sophisticated and proprietary analysis to it, which is then
used to develop data products and services sold or licensed to businesses that might not
otherwise have the in-house capacity or resources to undertake this themselves.

Unlike first-party data brokers, third-party data brokers do not have a direct relationship with
the consumers on whom they collect, process and analyse information. This raises unique
consumer protection issues, since consumers are less likely to:

»= be aware of these practices
» have explicitly consented to the collection and use of their data, and

= be able to challenge or opt out of the collection and use of their data.

The ACCC proposes to focus predominantly on third-party data brokers for the purposes of
the Report. We welcome stakeholder feedback on this proposed approach.

2 U. Reviglio, (2022) The untamed and discreet role of data brokers in surveillance capitalism: a transnational and
interdisciplinary overview. Internet Policy Review, 11(3), p 2.

3 For example, US Federal Trade Commission, Data Brokers: A Call for Transparency and Accountability, May 2014; UK
Information Commissioner’s Office, Investigation into data protection compliance in the direct marketing data broking
sector, October 2020; and Office of the Privacy Commissioner of Canada, Data Brokers: A Look at the Canadian and
American Landscape, September 2014.

4 For example, ACCC, Digital Platforms Inquiry Final Report, 26 July 2019, p 7, which discusses how services are offered to
consumers for a zero monetary price in order to obtain consumers’ attention and data, which most digital platforms tend
to monetise through advertising; Digital Platform Services Inquiry Second Interim Report, 28 April 2021, pp 127-147, which
discusses the data practices of certain digital platforms in relation to their mobile app stores.

S ACCC, Customer loyalty schemes - final report, 3 December 2019, pp 47-88, which discusses the data practices of
customer loyalty scheme operators.



https://policyreview.info/pdf/policyreview-2022-3-1670.pdf
https://policyreview.info/pdf/policyreview-2022-3-1670.pdf
https://www.ftc.gov/reports/data-brokers-call-transparency-accountability-report-federal-trade-commission-may-2014
https://ico.org.uk/action-weve-taken/investigation-into-data-protection-compliance-in-the-direct-marketing-data-broking-sector/
https://ico.org.uk/action-weve-taken/investigation-into-data-protection-compliance-in-the-direct-marketing-data-broking-sector/
https://www.priv.gc.ca/en/opc-actions-and-decisions/research/explore-privacy-research/2014/db_201409/
https://www.priv.gc.ca/en/opc-actions-and-decisions/research/explore-privacy-research/2014/db_201409/
https://www.accc.gov.au/system/files/Digital%20platforms%20inquiry%20-%20final%20report.pdf
https://www.accc.gov.au/about-us/publications/serial-publications/digital-platform-services-inquiry-2020-2025/digital-platform-services-inquiry-march-2021-interim-report
https://www.accc.gov.au/about-us/publications/customer-loyalty-schemes-final-report

Market dynamics

The ACCC's preliminary analysis has identified a number of data products and services
supplied by third-party data brokers operating in Australia, including:

Customer and audience profiling and tracking products and services, including
marketing and advertising campaign measurement, audience profiling and tracking,
media planning, and marketing optimisation.

Property data analytics products and services, including housing affordability reports,
construction reports, sales and auction result data and valuation models.

Retail data analysis products and services, including consumer purchasing data,
which can be used for pricing, marketing, inventory and optimisation strategies.

Risk and fraud management products and services, including for use in insurance
and tenancy applications.

Data validation, cleansing and enriching services.

Identity verification services.

Another key category of data products and services supplied by third-party data brokers in
Australia is consumer and commercial credit reporting products and services, including the
supply of credit reports and scores. While the provision of these products and services may
raise similar competition or consumer issues to the other products and services supplied by
third-party data brokers, we do not propose to focus on these specific offerings as they are
regulated separately under the Privacy Act 1988 (Cth).

We understand that the types of products and services identified above are provided by a
range of entities that collect information, including the following third-party data brokers in
Australia:

Corelogic: is a property data and analytics company that produces a range of
products including housing affordability reports, construction reports, sales and
auction result data and valuation models. Customers include businesses involved in
commercial and residential real estate, banking and finance, and construction, as
well as the public sector. CoreLogic operates in 9 locations across Australia, New
Zealand, the United States and the United Kingdom, and reportedly has data on over
14 million properties across Australia and New Zealand.'® Its annual Australian
revenue in the year ending 31 December 2020 was $169.5 million."’

Equifax:'® provides ‘insights’ and sells ‘products’ and ‘solutions’ on a range of issues
to small businesses and business and enterprise customers. It operates in 24
countries worldwide, providing insights on over 820 million consumers and 91 million
businesses.' It moved into Australia when it acquired Veda in 2016.%° In 2021,
Equifax Australia Holdings generated revenue of $435 million in Australia.?'

6 Corelogic, About Us, accessed 12 June 2023.
7 IBISWorld, CoreLogic Australia Holdings Pty Limited, accessed 12 June 2023.

8 To the extent that Equifax is also a credit reporting body in Australia, we are not proposing to inquire into its credit
reporting activities, which are regulated under Australian privacy law.

19 Equifax, About Us, accessed 12 June 2023.

20 Equifax, Equifax Completes Acquisition of Australia’s Leading Credit Information Company, Veda Group Limited, for Total
Consideration of USD$1.9 Billion, 25 February 2016.

21 IBISWorld, Equifax Australia Holdings Pty Ltd, accessed 12 June 2023.



https://www.corelogic.com.au/about-us/who-we-are
https://my.ibisworld.com/au/en/company-reports/429278
https://www.equifax.com.au/about-us
https://www.equifax.com.au/news-media/equifax-completes-acquisition-australias-leading-credit-information-company-veda-group
https://www.equifax.com.au/news-media/equifax-completes-acquisition-australias-leading-credit-information-company-veda-group
https://my.ibisworld.com/au/en/company-reports/445465

e Experian:?? provides a range of ‘business solutions’ and ‘insights’ services to
business users, including a range of data and analytics tools to serve a range of
purposes, including marketing, risk management and data validation. It is a global
company, operating across 30 countries.?® Experian Australia Holdings generated
$§74.6 million in revenue in Australia in 2021.24

o lllion:?° provides data and analysis products and services, including risk management
and marketing solutions and access to varied ‘data registries.”?¢ lllion is a part of the
Dun & Bradstreet Worldwide Network.?” In 2015, its Australian and New Zealand
operations were sold to Archer Capital for $220 million,?® which was rebranded as
illion in 2018.2°

e LiveRamp: operates across the globe from 13 offices and has over 900 business
customers. LiveRamp provides data tools and analysis to support customer and
audience profiling and tracking, as well as marketing and advertising campaign
measurement.3® LiveRamp was acquired by Acxiom, then a data broker, in 2014.3" In
2018, Acxiom sold its marketing business (now known as Acxiom Marketing
Solutions) and rebranded its data broking business as LiveRamp.3?

¢ Nielsen: is a market research, data and analytics company that offers audience
measurement, media planning, marketing optimisation and content metadata
services in Australia.®® Nielsen operates in more than 55 countries. It earned
USS$3.5 billion (approximately AUS5.27 billion) in global revenue over the year to
December 2021.34 In 2022, its Australian revenue reached $42 million.3%

e Oracle: is a provider of cloud applications and cloud infrastructure services. It also
operates a third-party data marketplace, which offers ‘actionable audience data' on
over 300 million consumers,*® as well as an ‘ID Graph’ service, which allows
advertisers to combine data on individuals across multiple devices.?” Oracle’s annual
Australian revenue in the year ending 31 May 2021 was $116.2 million.3®

e PropTrack: is owned by REA Group and offers ‘data and insights powered by REA
Group' in relation to banking and lending, collateral risk, and real estate. PropTrack is
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To the extent that Experian is also a credit reporting body in Australia, we are not proposing to inquire into its credit
reporting activities, which are regulated under Australian privacy law.

Experian, About Us, accessed 12 June 2023.
IBISWorld, Experian Australia Holdings Pty Ltd, accessed 12 June 2023.

To the extent that illion is also a credit reporting body in Australia, we are not proposing to inquire into its credit reporting
activities, which are regulated under Australian privacy law.

lllion, About Us, accessed 12 June 2023.

lllion, Dun & Bradstreet Worldwide Network, accessed 28 June 2023.

S. Drummond, Archer Capital buys Dun & Bradstreet A&NZ for $220m, The Sydney Morning Herald, 12 June 2015.
lllion, About Us — History, accessed 12 June 2023.

LiveRamp, About Us, accessed 12 June 2023.

LiveRamp, Acxiom to Acquire LiveRamp, 14 May 2014.

LiveRamp, Acxiom Marketing Solutions Sale Now Complete, 1 October 2018.

Nielsen, Locations — Australia, accessed 12 June 2023.

United States Securities and Exchange Commission, Form 10-K for the fiscal year ended December 31 2021, Nielsen
Holdings plc, accessed 12 June 2023.

IBISWorld, Nielsen Company (Holdings) Pty Limited, accessed 12 June 2023.
Oracle, Oracle Data Marketplace, accessed 13 June 2023.

Oracle, ID management, accessed 13 June 2023.

IBISWorld, Oracle Global Services Australia Pty Ltd , accessed 12 June 2023.



https://www.experian.com.au/about-experian
https://my.ibisworld.com/au/en/company-reports/468750
https://www.illion.com.au/
https://www.smh.com.au/business/banking-and-finance/archer-capital-buys-dun--bradstreet-anz-for-220m-20150612-ghm9rc.html
https://www.illion.com.au/about-us/history/
https://liveramp.com/about/
https://investors.liveramp.com/news-and-events/press-release-details/2014/Acxiom-to-Acquire-LiveRamp/default.aspx
https://investors.liveramp.com/news-and-events/press-release-details/2018/Acxiom-Marketing-Solutions-Sale-Now-Complete/default.aspx
https://www.nielsen.com/about-us/locations/australia/
https://www.sec.gov/ix?doc=/Archives/edgar/data/0001492633/000156459022007612/nlsnnv-10k_20211231.htm#Item_8
https://my.ibisworld.com/au/en/company-reports/450223
https://docs.oracle.com/en/cloud/saas/data-cloud/data-cloud-help-center/AudienceDataMarketplace/AudienceDataMarketplace.html
https://docs.oracle.com/en/cloud/saas/data-cloud/data-cloud-help-center/IntegratingBlueKaiPlatform/id_management.html
https://my.ibisworld.com/au/en/company-reports/512532

headquartered in Australia and operates in 7 other countries.3° The REA Group also
includes consumer-facing services such as realestate.com.au, flatmates.com.au and
Mortgage Choice. The REA Group reported $1.17 billion in revenue over the 2021/22
financial year, including $97 million in the ‘media, data and other’ category.°

¢ Quantium: offers a range of data science services, including data cleansing, curation
and monetisation.*’ It also offers the ‘Q.Checkout’ platform, with insights into an
estimated 10 million Australian consumers via Woolworths data,*? while its
CommBank iQ service, a joint venture with Commonwealth Bank, offers access to
‘Australia’s largest aggregated and de-identified transaction banking dataset.”*?
Quantium was founded in 2002 and now operates across 11 offices worldwide.*4
Woolworths Group acquired a majority stake in Quantium in 2021.#° In December
2022, Quantium and Telstra announced a new data and Al joint venture.*®

The ACCC acknowledges that these businesses offer a wide range of products and services,
including some offerings that may not directly involve the use of personal or other
information on persons. The ACCC has previously engaged some of these businesses in the
course of our work.

The ACCC is interested in the level of competition between third-party data brokers and
other businesses in Australia, and invites submissions on this issue. In particular, we invite
any general observations on the level of competition, including what factors drive
competition, as well as identification of any specific barriers to effective competition in the
provision of data products and services.

Questions

1) Who are the data brokers operating in Australia that predominantly collect information from
other sources (i.e., not directly from consumers)?

2) How do data brokers compete? What factors do data brokers differentiate themselves on
(e.g., price, range of data, specific types of data, analysis undertaken, additional services
offered)?

3) How difficult is it for new data brokers to enter the Australian market? What are their entry
strategies (e.g., expansion of overseas data brokers into Australia, expansion of other
businesses into data broking, new entrants)? Does this differ depending on the types of data
products or services provided?

4) What are the benefits of data brokers? Who do they benefit? Does this vary by data broker? If
so, how?

Questions for customers of data brokers

5) What factors do you consider when choosing which data broker to acquire products or
services from?

3% The ACCC has identified PropTrack as a potential third-party data broker on the basis that consumers are unlikely to
provide their data directly to PropTrack, although we note that REA Group’s other services, such as realestate.com.au,
flatmates.com.au and Mortgage Choice, do collect data directly from consumers.

40 REA Group, REA Group Investor & Analyst Presentation FY22, 9 August 2022.

41 Quantium, Quantium Homepage, accessed 13 June 2023.

42 Quantium, Q.Checkout, accessed 13 June 2023.

4 Quantium, CommBank iQ, accessed 13 June 2023.

4 Quantium, About us, accessed 13 June 2023.

45 Woolworths Group, Woolworths Group deepens partnership with Quantium, 20 April 2021.
46 Quantium, Telstra and Quantium launch new data and Al joint venture, 14 December 2022.



https://rea3.irmau.com/site/pdf/5145f68f-b0b6-4192-8039-382acf1e0a37/REA-Group-Investor-and-Analyst-Presentation.pdf
https://quantium.com/
https://quantium.com/q-checkout/
https://quantium.com/commbank-iq/
https://quantium.com/about-us/
https://www.woolworthsgroup.com.au/content/dam/wwg/investors/investor-news/2021/Woolworths%20Group%20deepens%20partnership%20with%20Quantium.pdf
https://quantium.com/quantium-telstra-media-release/

Data collection and sources
The ACCC understands that third-party data brokers collect information from a range of
sources, including:
e digital platforms, including social media services
e web pages (through web scraping)
e the use of website cookies
e app developers, including through the use of software development kits (SDKs)*’
e other businesses (such as banks, retailers and telecommunications companies)
e open data projects

e government sources (such as the electoral roll, ASIC databases, and land titles
offices)

e customer loyalty schemes

e other data brokers.

From these sources, data brokers collect a range of information. For example, this could
include an individual's name, home and work address, date of birth, marital or family status,
education level, income, purchasing history, search and browsing habits, location data, and
financial information.

The ACCC is interested in understanding more about how data brokers collect information.
Stakeholder feedback in response to the below questions will help us better understand
industry practices and identify any potential consumer or competition issues.

Questions
6) What information do data brokers collect?*® For each type of information, provide details of:

a) How this information is collected, including details of any technologies used (e.g.,
tracking scripts, web-based plug-ins, tracking pixels,*® or SDKs in apps).

b) Where or from whom this information is collected.
c) Theterms and conditions under which the data is collected.
d) Any prices or fees paid for the information, including details of how these are determined.

7) Are there any particularly important or must-have sources of information for data brokers to
collect? If so, what are they and who supplies these (e.g., digital platforms)?

Questions for businesses that sell data to data brokers

8) What information do you sell or provide to data brokers?

47 SDKs are tools that data brokers may provide to mobile app developers, typically for free. A developer can use an SDK to
speed up the process of creating their app, at the cost of the data broker being able to use the SDK to harvest the data of
app users.

48 The term ‘collect’ is intended to cover the various ways in which data brokers ‘obtain’ data from third parties and should be
taken to also include ‘acquire’ ‘license’, ‘access’ and ‘purchase.’ This language is intended to acknowledge that there are
different arrangements and methods through which data brokers ‘collect’ data; it is not intended to be an exhaustive list,
and respondents are encouraged to identify additional terms or language to the extent it may be applicable or relevant.

49 Atracking pixel is a small section of code that allows you to gather information about visitors to a website, including how
they browse and what type of ads are clicked on.



a) To which data brokers? Do you provide or sell the data to multiple data brokers? Why or
why not?

b) Under what terms and conditions (including price) do you sell this data? Is this done via
tender, negotiated contracts, take-it-or-leave-it list prices, or other means?

c) How do you collect this data?
d) Do you know how this data is used? Do you have any control over this?

9) What other types of businesses (non-data brokers) do you sell or provide data to?

Data products and services

The ACCC is particularly interested in the development and supply of data products and
services by data brokers to other users. Examples of the types of products and services
offered by data brokers include tools and reports developed and used for a range of
purposes, including customer profiling, consumer credit scores, marketing, risk management
and fraud or crime prevention, as discussed above.

The ACCC seeks views from stakeholders on how data brokers use the data they collect. For
example, we seek to better understand how data brokers process and analyse data, the
specific products and services they offer, who uses these products and services, what they
are used for, and the terms and conditions that may apply to their supply and use.

Questions

10)What are the business models used by data brokers? How do they monetise their
services?

11)What types of data products and services are offered by data brokers?

a) Who acquires these?°

b) How and for what purposes are these used?

c) What terms and conditions (including restrictions) typically apply to their use?
Questions for business users of data products and services
12)What products and services have you acquired from data brokers?

a) From which data broker(s)?

b) Were these bespoke or ‘off-the-shelf’ products?

c) Under what terms and conditions (including price) did you acquire these products
and services? Was this done via tender, negotiated contracts, take-it-or-leave-it list
prices, or other means?

d) What did you use these products and services for?

e) What terms and conditions or restrictions govern or governed the use of these
products or services?

13)Are there any ‘must-have’ data products or services that you acquire from data
brokers? Are these available from multiple data brokers? If you were unable to acquire

% For the purposes of this Issues Paper, ‘acquire’ includes products and services obtained on both a paid and unpaid basis,
as well as products and services licensed or leased.



these from a data broker, how else could they be acquired?

14)How important are data brokers for the provision of digital platform services? For
example, in addressing data-related barriers to entry. Why?

15)How do the products and services provided by data brokers affect competition in
other markets? For example, in markets where businesses may supply data to data
brokers, or in markets where businesses acquire products and services from data
brokers in order to provide their own products and services. If the products and
services provided by data brokers do affect competition in other markets, how?

Potential consumer and small business harms

The ACCC is seeking views on potential consumer and small business harms and benefits

a

ssociated with the collection, processing and analysis of information by data brokers. The

ACCC has previously identified a range of potential harms relating to the collection and use
of personal information or data, including harms associated with:

¢ Direct marketing practices, including customer profiling, personalised pricing or
pre-quoting, and potentially harmful targeted advertising.®'

e Use of information in ways that discriminate against a consumer, or in ways not
anticipated by the consumer.5? For example, a consumer’s personal details shared in
another context being used to influence their access to rental housing.

e Incomplete or inaccurate data being used to develop a profile of a consumer. For
example, consumers may be unable to complete important transactions, such as
opening a bank or mobile phone account, if the data included in a risk mitigation
product is incorrect and identifies them as a risk on the basis of the incorrect
information.*®

e The misuse of personal or other information on persons obtained by malicious
actors. For example, products that identify an individual's home address or place of
work may be used to facilitate harassment or stalking, and may expose domestic and
family violence victims, law enforcement officers, prosecutors, public officials or
other individuals to retaliation or harm.>* Personal information could also be misused
by malicious actors to perpetuate scams.

¢ Misleading terms and conditions or inadequate disclosures about how information is
shared with data brokers,* including the use of clickwrap agreements, which use
digital prompts that request users to provide their consent to online terms and
policies, without requiring them to fully engage.®®

As consumers are generally unaware of data brokers and their business practices,®” we are
concerned there may also be a general lack of awareness about the potential harms related
to these practices.
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ACCC, Digital Platforms Inquiry Final Report, 26 July 2019, pp 445-447.

ACCC, Digital Platforms Inquiry Final Report, 26 July 2019, p 446.

US Federal Trade Commission, Data Brokers: A Call for Transparency and Accountability, May 2014, p C-6.
US Federal Trade Commission, Data Brokers: A Call for Transparency and Accountability, May 2014, p 48.
ACCC, Digital Platforms Inquiry Final Report, 26 July 2019, p 394 and p 419.

ACCC, Digital Platforms Inquiry Final Report, 26 July 2019, p 395.

Reviglio, U. (2022) The untamed and discreet role of data brokers in surveillance capitalism: a transnational and
interdisciplinary overview. Internet Policy Review, 11(3), p 2.
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While the practices of data brokers may also raise privacy-related harms, this Report will not
review the operation of Australian privacy laws, which is outside the scope of the Inquiry.

Questions

16)What benefits do data broker products and services provide to consumers and small
businesses?

17)What consumer harms may arise from the collection, processing, analysis or storage
of information by data brokers? Which consumers are most likely to be harmed and
why?

18)What consumer harms may arise from the use of data products and services sold or
provided by data brokers? Which consumers are most likely to be harmed and why?

19)What processes and controls do data brokers have in place to protect consumers?
This may include efforts around the de-identification and aggregation of data, data
verification processes to ensure data is accurate, or measures to protect stored data.

a) Are these controls adequate? What more could/should be done?

20)To what extent are consumers aware that their data is being collected and used by
data brokers? How are they are made aware?

21)What steps can consumers currently take to inspect and/or remove the data that is
held about them or to otherwise raise a complaint with data brokers?

22)What bodies or resources exist to assist and support consumers in their dealings with
data brokers? What more could be done to better educate and empower consumers?

Question for consumers

23)Have you experienced any harm, including financial loss or differential treatment, as a
result of a product or service provided by a data broker? What actions were open to
you to try and address the issue, and was it resolved? Please provide details.

2. Making a submission

The ACCC invites written submissions from interested stakeholders, including:
» data brokers

» businesses that sell data to data brokers

» businesses that acquire data products or services from data brokers

* consumers and consumer groups.
We may also contact market participants directly to request specific information.

Written submissions to this Issues Paper should be emailed to
digitalmonitoring@accc.gov.au by COB on 7 August 2023.

We encourage you to provide your views on the issues that are most relevant to you. You do
not have to address every question in this Issues Paper. In preparing your submission,
please include as much evidence as possible to support your views.

You may provide your submission to the ACCC in the form of a public or confidential
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submission. However, the Inquiry is a public process and, in general, submissions will be
published on the ACCC website. The ACCC's process for dealing with confidential
submissions is set out below.

Treatment of confidential information

The Competition and Consumer Act 2070 (Cth) (CCA) allows interested parties that provide
submissions to the Inquiry to make claims for confidentiality in certain circumstances. The
ACCC invites interested parties, where appropriate, to discuss confidentiality concerns with
the ACCC in advance of providing written material.

The ACCC can accept a claim of confidentiality from a party if the disclosure of information
would damage their competitive position, the ACCC is satisfied that the claim is justified,
and it is not necessary in the public interest to disclose the information. The ACCC will
consult with a party where possible and appropriate prior to publishing any information over
which that party has claimed confidentiality.

Making a claim of confidentiality

1. So that the ACCC can consider whether the confidentiality claim is justified, you must
provide reasons why the information is confidential and why disclosure of the
information would damage your competitive position.

2. If you are claiming confidentiality over all of the information in your submission, you
must provide reasons why all of the information in your submission is confidential. As
the Inquiry is a public process, please consider whether there are any parts of your
submission that may be published without damaging your competitive position.

3. If you are claiming confidentiality over a part of the information in your submission, the
information over which you claim confidentiality should be provided in a separate
document and should be clearly marked as ‘confidential’ on every relevant page.
Alternatively, you may wish to provide (1) a public version for publication on the ACCC
website with the confidential information redacted, and (2) a confidential version with all
of the confidential information clearly marked.

4. Contact us at digitalmonitoring@accc.gov.au if you have any questions regarding making
a submission containing confidential information.
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3. Scope of the Inquiry and
advice to Government

In December 2019, the Treasurer directed the ACCC to conduct a 5-year inquiry into markets
for the supply of digital platform services. The Inquiry will provide a report to the Treasurer
every 6 months, with each report focusing on different digital platform services. The goods
and services included in the Treasurer’s Direction for the Inquiry are:

(a) digital platform services

(b) digital advertising services supplied by digital platform service providers

(c) data collection, storage, supply, processing and analysis services supplied by:
(i) digital platform service providers; or

(i) data brokers.

Services included under the Inquiry’s definition of digital platform services include:

(a) internet search engine services (including general search services and specialised
search services)

(b) social media services

(c) online private messaging services (including text messaging, audio messaging and
visual messaging)

(d) digital content aggregation platform services

(e) media referral services provided in the course of providing one or more of the
services mentioned in paragraphs (a) to (d)

(f) electronic marketplace services.

As part of the Inquiry, the Treasurer directed that the ACCC take into consideration a number
of matters, including:

(a) the intensity of competition in the markets for the supply of digital platform services

(b) practices of individual suppliers in the markets for digital platform services which
may result in consumer harm

(c) market trends, including innovation and technology change, that may affect the
degree of market power, and its durability, held by suppliers of digital platform
services

(d) changes over time in the nature of, characteristics and quality of digital platform
services arising from innovation and technological change, and

(e) developments in markets for the supply of digital platform services outside Australia.
The full Ministerial Direction can be found on the ACCC website.
To date, the ACCC has published reports on the following topics:

e Online private messaging services
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e App marketplaces

o Web browsers and general search services

e General online retail marketplaces

e Requlatory reform

e Social media services.

The seventh interim report will be provided to the Treasurer by 30 September 2023. This
report will consider potential competition and consumer issues and benefits from the
expanding ecosystems of digital platform providers in Australia. This report will also
consider smart home devices and consumer cloud storage solutions as examples of the
expanding ecosystems of digital platform providers.5®

5%  ACCC, Expanding digital platform ecosystems to be examined by ACCC, 8 March 2023.
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4. Glossary

Term Description
ACCC Australian Competition and Consumer Commission

In relation to data, includes obtain, acquire, license, access or
Collect

purchase

Customer loyalty scheme

Schemes or programs offered by a business to customers with the
primary objective of attracting and retaining customers

Direction

Competition and Consumer (Price Inquiry — Digital Platforms)
Direction 2020

Data broker

A supplier who collects personal or other information on persons,
and sells this information to, or shares this information with, others

First-party data broker

A business that collects data on its own consumers and sells or
shares that data with others

Third-party data broker

A business that collects or obtains data about consumers from a
range of third-party sources and sells or shares that data with
others, often in the form of data products and services

Data products and services

Products and services developed by data brokers that use personal
or other information on persons, and that are sold or provided to
other users. For example, data products and services include tools
and reports prepared for a variety of purposes such as customer
profiling, marketing, risk management and fraud or crime
prevention

Inquiry The ACCC's Digital Platform Services Inquiry 2020-2025
Personal information or other information on persons, including

Information information about an identified individual or an individual who is
reasonably identifiable, and information about an individual that
has been de-identified, anonymised, or aggregated.
The eighth interim report under the Digital Platform Services

Report Inquiry, which the ACCC will submit to the Treasurer by 31 March
2024

Sell In relation to data, includes provide, transfer and license, in
exchange for monetary payment

Share In relation to data, includes providing, transferring and licensing,

without expectation or receipt of monetary payment
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