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1. INTRODUCTION
1.1 Research Background
The Consumer Policy Research Centre (CPRC) is a not-for-profit, independent research
centre focusing on areas of consumer policy in increasing transparency around consumer
outcomes and experiences, and supporting improvements in market practices. Overall,
their focus is on improving information and education in consumer decision making. The
role of the Consumer Policy Research Centre (CPRC) is to:
 identify and monitor pertinent consumer issues;
 research key consumer protection issues and outcomes;
 translate research into policy and practice for the public benefit; and
 collaborate with others to amplify all of their work.
In February and March 2018, the Consumer Policy Research Centre (CPRC)
commissioned Roy Morgan Research to conduct research to measure consumer knowledge
and gain an understanding of consent to data collection, usage and sharing
The initial research design involved a combination of qualitative and quantitative
techniques, beginning with two focus groups conducted to briefly understand consumer
knowledge and consent for data collection, use and sharing. The purpose of the focus
groups was to provide a brief understanding of the specific topic and help design the
questionnaire for the online survey. The second phase of the research involved an online
survey of 1000 Australians consumers aged 18 or over, undertaken to further understand
consumer knowledge and consent for data collection, use and sharing.
This report covers findings from the quantitative phase of the research.

2. RESEARCH OBJECTIVES
The objectives of the online study were to determine the extent to which Australians:
 read and accept Terms and Conditions and Privacy Policy documents;
 understand data collection, use and storage processes;
 accept processes around using data for marketing and personalized processes; and
 believe Government should play a role in protecting their data.
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3. METHODOLOGY
3.1 Questionnaire Design and Execution
The questionnaire was designed collaboratively by CPRC and Roy Morgan Research,
based on insights identified through the qualitative focus groups conducted in the first
phase of the research.
The online survey was conducted from 27 February to 6 March 2018 with Australians aged
18 years or more.
The average questionnaire length was 9 minutes.
A copy of the questionnaire is appended to the end of this report.
3.2 Sample
Sample for the survey was sourced through Roy Morgan Research’s online consumer
panel.
Quotas were set, and weighting applied where appropriate, to ensure a representative
sample of Australians by age, gender and region.

4. THIS REPORT
This report outlines findings from the online quantitative survey. Results from the
qualitative research have been delivered in a separate report.
4.1 Breakdown of Sample
As shown below, the data represented a broad range of respondents from a range of
different ages, locations, educational qualifications and income brackets. All respondents
indicated that they spoke English either well or very well.






Gender
o 49% Male
o 51% female
Age
o 12% aged 18-24 year
o 19% aged 25-34 years
o 26% aged 35-49 years
o 23% aged 50-64 years
o 20% aged 65 years or more
Location
o 66% metro areas
o 34% regional or rural areas

Roy Morgan Research

March, 2018

Consumer Understanding of Consent to Data Collection, Usage and Sharing







Page 4

Education
o 19% secondary or lower
o 30% TAFE
o 33% undergraduate degree
o 18% postgraduate degree
Income
o 45% earned under $50,000 p/a
o 51% earned $50,00 or more p/a
Language:
o 15% speak a language other than English at home
o 85% only speak English
o 6% speak English well
o 94% speak English very well

5. MAIN FINDINGS
5.1 Product and Service Usage
In the past 12 months, only one respondent indicated that they had not used any of the
products or services lists. Almost all Australians (99%) had used Google products and
services at least once in the past 12 months.
Over three-quarters of Australians indicated that they had most other products and services
listed in the past 12 months—the only exception being Tap and Pay, where less than one in
three Australians has used this feature in the past 12 months.






Online shopping websites (89%);
Apps on mobile phones or tablets (89%);
Facebook (81%);
Flybuys or Everyday Rewards supermarket loyalty cards (78%); and
Tap and Pay with their mobile phone (28%).

5.2 Terms and Conditions/Privacy Policy Acceptance
In the past 12 months 67% of respondents indicated having read a Privacy Policy or Terms
and Conditions at least once when signing up for a product or service, with the majority
(35%) having only read them for a few products/services they signed up for. In contrast,
one-third (33%) indicated that they never read Privacy Policies or Terms and Conditions.
Of those who read a Privacy Policy or Terms and Conditions document, one-third (33%)
indicated that they did not accept the terms if they felt uncomfortable with them. In
contrast, two-thirds (67%) indicated that they still signed up for one or more of the
products/ services, with 15% indicating that they agreed to the T&Cs or Privacy Policies
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for all products and services they signed up for, even if they did not feel comfortable with
the policies.
When asked why they still accepted the Privacy Policies or Terms and Conditions, the
most common response was that it was the only way to access the product or service
(indicated by 73% of Australians). Less than one in four indicated other reasons:




I trust the company would not misuse my data (23%);
I believe that the law would prevent the company from misusing my data (20%);
and
Nothing bad has happened to me in the past (18%).

5.3 Knowledge of Data Collection, Use and Storage
Almost all respondents understand that companies can follow their activities across the
internet (90%) and exchange information about them with third parties for purposes other
than delivering the particular product or service (88%). Almost three-quarters (73%) were
also aware that in store shopping loyalty card providers have the ability to collect and
combine information about them from third parties.
Around half of Australians did not believe that when a company has a privacy policy, it
means they will not share information with other websites or companies (59%), or that all
mobile/tablet apps only ask for permission to access things on their device that are required
for the app to work (47%).
At least two-thirds of Australians indicated that they were uncomfortable with most types
of information being shared with third parties (as shown below). The exception being their
name, where only 61% of Australians indicated that they were uncomfortable with their
name being shared.













Phone contacts (87%);
Messages (86%);
The unique ID number on their mobile or other device (84%);
Phone number (80%);
Date of birth (73%);
Browsing history (72%);
Who they are friends with on social networking sites (71%);
Location data (71%);
Purchase/transaction history (69%);
Email address (67%);
Name (61%);
Other information raised included their home address, medical information,
financial information, passwords and photos.
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The above suggests that Australians are most uncomfortable sharing information about
others (i.e. the phone contacts and messages), or information directly related to their
personal device (i.e. phone numbers and unique IDs).
In order to protect their data, most Australians indicated that they at least sometimes use
products or services provided by major companies they trust (92%) or select ‘opt out’
options where available (89%), suggesting that they prefer to stick to companies they know
and trust, or those that are open and transparent about their desire to share data.
At least half of Australians also indicated that they:









Deny apps permissions to access information after installing them (79%);
Choose not to use the product or service collecting their data/information (76%);
Adjust privacy settings on social networking websites (69%);
Clear your browsing history (69%);
Delete cookies on internet browsers (66%);
Check mobile/tablet app ‘permissions’ before downloading (65%);
Adjust ad settings on online accounts to reduce targeted ads (57%);
Read Privacy Policies and Terms and Conditions documents (56%); and

Less than half of Australians (40%) use incognito browsers. In contrast, 24% indicated that
they never do this as a means of protecting their data.
5.4 Attitudes about Using Data for Marketing and Personalised Pricing
At least eight in ten Australians found the following uses of their data to be somewhat or
very unacceptable:




Charging people different prices for the same product in the same hour, based on
their past purchasing, online browsing history or payment behaviour (88%);
Collecting data about them without their knowledge to assess their eligibility or
exclude them from a loan or insurance (87%);
Collecting data about their payment behaviour to assess their eligibility or exclude
them from an essential product or service (82%); and

However, only around one in two (52%) felt that monitoring online behaviour to show
relevant advertisements and offers was very or somewhat unacceptable. In contrast, 27%
found this to be very or somewhat acceptable. This suggests that Australians are most
concerned about fairness, and do not want their data to be used in any fashion that could be
construed as unfair to either themselves or others.
With respect to how companies use their data, Australians were most likely to agree that
companies should be open, honest and transparent, and:


Give them options to opt out of certain types of information they can collect, use
and/or share (95%);

Roy Morgan Research

March, 2018

Consumer Understanding of Consent to Data Collection, Usage and Sharing




Page 7

Be open about how they use data to assess my eligibility (92%); and
Only collect information currently needed for providing their product or service
(91%).

Correspondingly, very few agreed that:




It is enough for companies to notify them about how they collect, use and share
data in Privacy Policies or Terms and Conditions (37% agreed, and 44%
disagreed); and
If they trust a company, they don’t mind if it buys information about them from
database companies without asking them (only 9% agreed, and 77% disagreed with
this statement).

5.5 Government’s Role
Finally, with respect to the role of Government, most Australians felt that the Government
should take some active role in helping to protect their data with:



73% indicating that Government should ensure companies give consumers options
to opt out of what data they provide, how it can be used and if it can be shared; and
67% indicated that Government should develop protections to ensure consumes are
not unfairly excluded from essential products or services based on their data and/or
profile.

Less than one in ten believed that Government’s should do nothing, agreeing that:



It is the individual’s responsibility to check how companies are using their data
(10%); or that
It is the company’s right to determine how they use the data (3%).
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6. APPENDIX A: QUESTIONNAIRE
SCREENING AND QUOTA BUILDING
PLEASE IMPUTE GENDER FROM SAMPLE INTO <DUMGEN>

[Single]
<DUMGEN>
1. Male
2. Female
[Ask all] [Single]
Q1. AGE
What is your age?
1. 17 years or under
2. 18-24 years
3. 25-34 years
4. 35-49 years
5. 50-64 years
6. 65 years or older
99. Prefer not to answer
IF SDAGE = 1 OR 99 TERMINATE

[Single]
Q2. What is your postcode?
_____
IF INVALID POSTCODE, END SURVEY
RECODE RESPONSE FROM Q2 INTO DUMVARIABLE <DUMSTATE>

[Single]
<DUMSTATE>
1. Australian Capital Territory
2. Sydney
3. NSW excluding Sydney
4. Melbourne
5. Victoria excluding Melbourne
6. Brisbane
7. Queensland excluding Brisbane
8. Adelaide
9. South Australia excluding Adelaide
10. Northern Territory
11. Hobart
12. Tasmania excluding Hobart
13. Perth
14. Western Australia excluding Perth
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IF RESPONDENT DOES NOT QUALIFY BEYOND SCREENING, SKIP TO SCREENOUT MESSAGE
IF RESPONDENT FALLS INTO A FULL QUOTA, SKIP TO QUOTA FULL MESSAGE
IF RESPONDENT QUALIFIES, CONTINUE

CONSUMER CHARACTERISTICS
[Ask all] [Single]
Q3. What is the highest level of education you have completed?
1. Primary school or lower
2. Secondary school
3. Technical or further education (e.g. Trade, certificate, diploma)
4. Undergraduate university degree (e.g. Bachelor degree, Honours)
5. Post graduate university degree (e.g. Master degree, PhD)
97. Other, please specify _____
[Ask all] [Single]
Q4. Approximately how much income do you usually receive in a year (includes wages
and government payments)
1. Less than $6000
2. $6,000 - $9,999
3. $10,000 - $14,999
4. $15,000 - $19,999
5. $20,000 - $24,999
6. $25,000 - $29,999
7. $30,000 - $34,999
8. $35,000 - $39,999
9. $40,000 - $44,999
10. $45,000 - $49,999
11. $50,000 - $59,999
12. $60,000 - $69,999
13. $70,000 - $79,999
14. $80,000 - $89,999
15. $90,000 - $99,999
16. $100,000 - $109,999
17. $110,000 - $119,999
18. $120,000 - $129,999
19. $130,000 Or More
98. Can’t Say
99. Prefer not to answer
IF Q4=98 OR 99, ASK SDINRR
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[Ask if Q4 = 1-19] [Single]
SDINRR. STANDARD DEMOGRAPHIC QUESTION
Could you please tell me whether your income would be over $50,000 or under
$50,000 per annum?
1. Under $50,000
2. $50,000 Or More
98. Can’t Say
99. Prefer not to answer

[Ask all] [Single]
Q5. Do you, yourself, speak a language other than English at home?
1. Yes
2. No
[Ask all] [Single]
Q6. How well do you speak English?
1. Not at all
2. Not well
3. Well
4. Very well
[Ask all] [Single response per statement] [Grid]
Q7. In the past 12 months, how often did you use…?
NEVER

LESS OFTEN
THAN ONCE
A MONTH

AT LEAST
ONCE A
MONTH

AT LEAST
ONCE A
WEEK

DAILY

a. Facebook
b. Google products and services (including Google
search engine, gmail, Google maps, etc.)
c. Flybuys or Everyday Rewards supermarket loyalty
card
d. Online shopping websites
e. Apps on a mobile phone or tablet
d. Tap and Pay with your phone
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INTERACTION WITH PRIVACY POLICIES AND TERMS AND CONDITIONS
[Ask all] [Single]
Q8. In the past 12 months, how often did you read a Privacy Policy or Terms & Conditions
when signing up for a product or service?
1. Never
2. For only a few products/services I signed up for
3. For some products/services I signed up for
4. For most products/services I signed up for
5. For all products/services I signed up for
IF Q8=1, SKIP TO Q11

[Ask if Q8 = 2-5] [Single]
Q9. In the past 12 months, how often did you ‘accept’ a company’s Privacy Policy
or Terms and Conditions to use a product or service, even though you did not feel
comfortable with the policies?
1. Never
2. For only a few products/services I signed up for
3. For some products/services I signed up for
4. For most products/services I signed up for
5. For all products/services I signed up for
IF Q9=1, SKIP TO Q11

[Ask if Q9 = 2-5] [Multiple] [Randomise statements 1-4]
Q10. Why did you ‘accept’ the Privacy Policy or Terms and Conditions
even though you did not feel comfortable with the policies? (Select all that
apply)
1. It was the only way to access the product or service
2. I trust that the company would not misuse my data
3. Nothing bad has happened to me in the past
4. I believe that the law would prevent the company from misusing
my data
97. Other, please specify _____
KNOWLEDGE OF DATA COLLECTION, USE AND SHARING
[Ask all] [Single response per statement] [Grid] [Randomise statements]
Q11. Choose True, False or Don’t Know for the following statements as best reflects your
opinion.
TRUE

FALSE

DON”T
KNOW

a. Companies today have the ability to follow my activities across many sites on the web.
b. When a company has a privacy policy, it means the site will not share my information
with other websites or companies.
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FALSE

DON”T
KNOW

c. In store shopping loyalty card providers like Flybuys and Everyday Rewards have the
ability to collect and combine information about me from third parties.
d. Some companies exchange information about their customers with third parties for
purposes other than delivering the product or service the customer signed up for.
e. All mobile/tablet apps only ask for permission to access things on my device that are
required for the app to work.

[Ask all] [Multiple] [Randomise statements 1-11]
Q12. What data/information would you be uncomfortable with companies sharing with
third parties for purposes other than delivering the product or service? (Select all that
apply)
1. Name
2. Phone number
3. Email address
4. Date of birth
5. Your messages
6. Browsing history
7. Purchase/transaction history
8. Phone contacts
9. Who you are friends with on social networking sites
10. The unique ID number on your mobile phone or other device
11. Location data
97. Other, please specify _____
[Ask all] [Single response per statement] [Grid] [Randomise statements a-k]
Q13. In order to protect your data/information, how often do you…
ALWAYS

OFTEN

SOMETIMES

RARELY

NEVER

I DON’T
KNOW
HOW

a. Use products or services provided by major
companies you trust
b. Use incognito browsers
c. Read Privacy Policies and Terms &
Conditions documents
d. Choose not to use the product or service
collecting your data/information
e. Adjust privacy setting on social networking
websites
f. Adjust ad settings on your online accounts
(e.g. Google or Facebook) to reduce ads
targeted to you
g. Check mobile/table app ‘permissions’
before downloading the app to see what
you are giving it access to on your device
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NEVER

I DON’T
KNOW
HOW

h. Deny apps permission to access information
from your mobile after installing and
opening the app
i. Delete cookies on internet browsers
j. Clear your browsing history
k. Select ‘opt out’ options where available,
denying companies permission to share
your data with third parties
l. Other, please specify _____

ATTITUDES ABOUT USE OF DATA FOR MARKETING AND PERSONLISED
PRICING
[Ask all] [Single response per statement] [Grid]
Q14. How acceptable or unacceptable do you find it for companies to use your data in the
following ways?
VERY
ACCEPTABLE

SOMEWHAT
ACCEPTABLE

NEUTRAL

SOMEWHAT
UNACCEPTABLE

VERY
UNACCEPTABLE

UNSURE

a. Monitoring your online behaviour
to show you relevant
advertisements and offers
b. Charging people different prices
for the same product in the same
hour, based on their past
purchasing, online browsing
history, or payment behaviour
c. Collecting data about you without
your knowledge to assess your
eligibility or exclude you from a
loan or insurance
d. Collecting data about your
payment behaviour to assess your
eligibility or exclude you from
essential products and services
(e.g. electricity, gas,
telecommunications)

[Ask all] [Single response per statement] [Grid]
Q15. How strongly do you agree or disagree with the following regarding how companies
should handle your data?
STRONGLY
AGREE

AGREE

NEITHER

DISAGREE

STRONGLY
DISAGREE

UNSURE

a. It is enough for companies to notify
me about how they collect, use and
share my data in their Privacy
Policy and Terms and Conditions
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STRONGLY
DISAGREE

UNSURE

b. Companies should give me options
to opt out of certain types of
information they can collect about
me, how it can be used, and/or
what can be shared with others
c. Companies should only collect
information currently needed for
providing their product or service
d. If I trust a company, I don’t mind if
it buys information about me from
database companies without asking
me
e. Companies should be open about
how they use data about me to
assess my eligibility or exclude me
from products or services

[Ask all] [Multiple]
Q16. What role do you think government has in regulating how companies use your data?
(Select all that apply)
1. Nothing, it is the individuals’ responsibility to check how companies are using
their data
2. Nothing, it is the company’s right to determine how they use the data
3. The Government should ensure companies give consumers options to opt out of
what data they provide, how it can be used, and if it can be shared with others.
4. The Government should develop protections to ensure consumers are not
unfairly excluded from essential products or services (e.g. electricity, gas,
telecommunications) based on their data and/or profile
97. Other, please specify _____
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