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Abstract 

This study examines the relationship between market concentration in the data broker industry and 

the potential leakage of customer privacy information. We specifically focus on U.S. firms with 

an online presence and their use of first-party cookies and data trackers for customer data sharing. 

Our research findings indicate that firms in the concentrated market are less likely to share 

customer information with third-party data brokers. Furthermore, higher market concentrations for 

both partners and data brokers are associated with a decreased risk of customer privacy breaches. 

Additionally, the regulatory status of data brokers influences data-sharing practices, with firms 

showing a preference for registered brokers in either California or Vermont, the states that require 

data broker registration. Importantly, our analysis, which incorporates data collected from the dark 

web, highlights a key finding: registered data brokers in highly concentrated market has 

significantly lower risk of customer privacy information leakage. These findings emphasize the 

critical role of market structure and competition in shaping firms' decisions regarding privacy 

policies and practices. 
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Cookie Intermediaries: Does Competition Leads to More Privacy? 

1. Introduction 

Data brokers, business that gather and sell personal details of customers with whom they do 

not have a direct relationship, have gained public attention over the past decade (Neumann, Tucker, 

& Whitfield, 2019; Varnali, 2021). For instance, in 2014, major data brokers, such as Epsilon Data 

Management, were scrutinized for profiling financially distressed individuals on social media and 

sharing such information with prospective lenders (Armour, 2014). In 2018, post Cambridge 

Analytica scandal, Facebook announced its decision to curtail data sharing with data brokers 

(Seetharaman, Wells, & Vranica, 2018). Despite government reports both in the United States 

(FTC, 2014) and globally (UK ICO, 2020; PRIV, 2014) highlighting opaque business practices of 

data brokers, recent lawsuits, such as the Federal Trade Commission (FTC) against Kochava (FTC, 

2022), have unveiled a complex two-tier information sharing network among data brokers and 

their partners, and amongst data brokers themselves (Eckchardt et al., 2019; Choi, Jeon, & Kim, 

2019). 

The subjects of data use, personalization, and privacy have emerged as vital topics of study in 

information systems (Lee, Ahn, & Bang, 2011; Sun et al., 2023). Focusing on the relationships 

among data brokers and partnering organizations, previous literature suggests that market 

competition can influence a firm's data-sharing practices, creating a decision-making process 

between sharing customer information and privacy protection (Casadesus-Masanell & Hervas-

Drane, 2015; Chen, Choe, & Matusuhima, 2020; Fainmesser, Galeotti, & Momot, 2023). Sharing 

information can serve as a strategic response to market pressures, aiming to boost performance 

(Marthews & Tucker, 2019; Soomro, Shah, & Ahmed, 2016; Gal-Or, Gal-Or, & Penmetsa, 2018; 

Kox, Straathof & Zwart, 2017; De Corniere & De Nijs, 2016), while privacy protection can 
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enhance reputation and foster relationships with stakeholders (Casadesus-Masanell & Hervas-

Drane, 2015; Hagiu & Hałaburda, 2014; McWilliams & Siegel, 2011). 

However, the understanding of data broker business practices remains limited, and the existing 

literature on the correlation between competition and privacy protection presents mixed findings. 

As a result, it remains unclear to what extent partner organizations in the data broker context 

strategically opt to share customer information in response to market competition (Goldfarb & 

Tucker, 2011; Adjerid et al., 2016; Buckman, Adjerid & Tucker, 2023).  

More specifically, theoretical studies propose that market concentration might lead to less 

privacy preservation (Ke & Sudhir, 2022; Choe, Cong, & Wang, 2023), while empirical findings 

suggest a potential for better privacy preservation in more concentrated markets (Johnson, Shriver, 

& Goldberg, 2023; Jia, Jin, & Wagman, 2021). Interestingly, the enforcement of the General Data 

Protection Regulation (GDPR) led to increased market concentration among vendors using 

personal data, illustrating the complexities of stringent data regulations (Johnson, Shriver, & 

Goldberg 2023). The GDPR enforcement also had negative short-term effects on data-dependent 

technology ventures, indicating possible unintended impacts on competition and innovation (Jia, 

Jin & Wagman 2021)). These observations underscore the need for more research on the complex 

relationships between market concentration, data sharing, and privacy. 

Another issue in this interface concerns the information-sharing network among data brokers 

themselves. A unique feature of data brokers is that they can obtain more pertinent information by 

sharing and selling information with each other, despite being competitors in the information 

market (Gu, Madio, & Reggiani, 2022). An FTC report (2014) highlights that seven out of nine 

data brokers engaged in data transactions with each other. For example, Acxiom had a partnership 
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with Nielsen. This network shapes the competition dynamics among data brokers and influences 

the partnering organizations’ decisions on which data broker to share information with. 

To better understand the behavior of partnering organizations in this complex network given 

market competition dynamics, this paper attempts to answer the following research questions: (1) 

Do partnering organizations in a less concentrated industry share more customer information with 

data brokers? (2) Do partnering organizations share more information with data brokers who are 

in a less concentrated industry? This study also explores the consequences of information sharing, 

i.e., information security breaches, to provide further insights into the decision-making process of 

information sharing versus privacy protection when facing different levels of market competition 

dynamics. 

Our study encompassed a two-fold analysis of customer privacy information leakage. First, we 

examine a longitudinal panel dataset from 2016 to 2021, which allows us to identify trends and 

examine the effects of past privacy information leakages, market concentration, and regulations 

over time. Subsequently, we conducted a deep-dive cross-sectional analysis using data from the 

dark web collected in 2020. This second analysis focuses on identifying instances of privacy 

information leakage, such as leaked emails, credit card information, and social security numbers. 

By synergizing these two analyses, we were able to construct a comprehensive understanding of 

the customer privacy information leakage landscape over time and its current state in the dark web. 

Our findings indicate several key observations. Firstly, partners that share their customer 

information tend to provide a greater amount of data with data brokers that have significant market 

concentration, resulting in an increased number of data trackers associated with their operations. 

However, this trend is moderated when both partner's and data broker’s market concentrations are 

high. Under such circumstances, partners with high market concentrations exhibit more limited 
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data-sharing practices, even with dominant data brokers. Additionally, we observed that high 

market concentrations, both for partners and data brokers, contribute to decreased customer 

privacy breaches. On the other hand, firms with lower market concentrations face a higher risk of 

customer privacy breaches, particularly when coupled with lower data broker concentration. 

Another significant finding is the substantial influence of a data broker's regulatory status on a 

partner’s data-sharing practices. Our research demonstrates that partners tend to share more data 

with registered data brokers, and this tendency is influenced by the level of market concentration. 

Furthermore, we discover that when both the partner firms and the data broker maintain high 

market concentration, and the data broker is registered, the likelihood of customer privacy leaks 

tends to decrease. These findings underscore the critical role played by the registration status of 

data brokers, in conjunction with their level of market concentration, in mitigating the risk of 

breaches in customer privacy. 

Furthermore, our study, which utilizes data collected from the dark web, demonstrates that 

registered data brokers have a greatly lower amount of customer privacy information being leaked. 

These findings highlight the efficacy of regulations in preventing data breaches. The significant 

market share of registered data brokers reflects their proficiency in handling privacy risks and 

offers a secure avenue for companies to share data.  

In the following sections of our study, we articulate our hypotheses, conduct an empirical 

analysis, and discuss our findings. We conclude by examining the policy implications of our 

research and proposing potential directions for future investigations in this rapidly evolving field. 
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2. Privacy, Market Concentration, Customer Data Sharing 

Data Supply Chain 

Data brokers occupy a pivotal position in the data supply chain, sourcing information from 

first-party data holders like Amazon and Bank of America, who maintain direct relationships with 

end consumers. Such first-party data holders typically operate under privacy policies that permit 

the sharing of personal information with their affiliates, and in some cases, non-affiliates, for the 

purpose of marketing and generating profit. Nevertheless, data brokers operate predominantly in 

the upstream market (Gu, Madio, & Reggiani, 2022; Martin, 2015a). Here, they aggregate data 

from a diverse range of sources, including these first-party data holders, transforming it into 

structured formats to distill valuable insights and actionable information (Braulin & Valleti, 2016).  

Figure 1. Data Supply Chain and Customer Data Sharing 

 
The data collected by data brokers is extensive and diverse, encompassing not only information 

directly shared by customers but also public records about individuals and data sold or licensed by 

first-party data holders (Glasgow, 2018). Data brokers utilize sophisticated techniques to analyze 

and organize this data, enabling them to build comprehensive profiles of individuals. These 

profiles include demographic information, consumer preferences, purchase history, online 

behavior, and other relevant data points. Such detailed profiles enable data brokers to categorize 
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customers and place them into specific "buckets" based on their attributes, allowing for more 

targeted marketing efforts (FTC, 2014; Chandra & Kaiser, 2014; Goldfarb & Tucker, 2011). 

Traditionally, data brokers have employed data trackers (e.g., third-party cookies) through their 

advertisement platform to track users' online activities across different websites and devices. 

However, due to growing privacy concerns, major browser companies like Google, Mozilla, and 

Apple have implemented changes to limit the trackers that data brokers implement. For example, 

Google announced plans to block the usage of third-party cookies by 2023. In response to these 

changes, data brokers have adapted their strategies. Data brokers now leverage certain first-party 

cookies, which were originally designed with the purpose of enhancing user experience and 

providing personalized functionality on websites. 

These cookies are set by the website domain that the user is directly visiting, allowing the 

website to remember user preferences, store login information, and track session data. However, 

certain first-party cookies can be used for cross-site tracking when embedded in third-party 

contexts. For instance, social media log-in boxes or plugins, like those provided by Facebook, can 

be integrated into various websites to enable actions such as commenting or liking content (Ghosh, 

2018). When users interact with these login widgets, first-party cookies are set by the widget's 

domain. Subsequently, these first-party cookies, functioning within a third-party context, can 

enable cross-site tracking. 

This example highlights how first-party data holders (i.e., partners of the data brokers) 

voluntarily share customer information with data brokers. By implementing first-party cookies, 

partners actively contribute to the data supply chain, allowing data brokers to gather valuable 

insights and build comprehensive profiles of their own customers. While using first-party cookies 
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presents opportunities for targeted marketing and enhanced personalization, it also underscores the 

importance of ensuring privacy and implementing appropriate safeguards to protect customer data. 

Accordingly, data brokers and their partners form an essential link in the data supply chain, 

acquiring data from first-party data holders and utilizing it to provide valuable insights and targeted 

marketing opportunities. While this process offers benefits to businesses and marketers, privacy 

risks and breaches underscore the importance of implementing stringent privacy measures, 

adhering to regulations, and ensuring responsible data management practices throughout the data 

supply chain. 

Market Concentration (Partners) and Customer Information Sharing 

We scrutinize how the market structure influences the conduct of data sharing and the 

performance of privacy protection among partners. Market structure and concentration play a role 

in market outcomes (De Loecker, Eeckhout, and Unger 2020). The structure of the market, 

reflecting the level of competition and market concentration, plays an essential role in shaping the 

decisions and strategies related to data sharing among business partners. Our study aims to uncover 

the influence of market structure on data sharing and its significant welfare implications (Prüfer 

and Schottmüller, 2021). 

Market concentration can play a major role in influencing decisions related to data sharing 

among business partners. These partners decide either harnessing the potential of their consumer 

data through partnerships with data brokers, thus enhancing performance and insights, or focusing 

on privacy protection as a means of fostering trust and developing substantial relationships. This 

decision-making process is substantially impacted by the market's competitive landscape 

(Marthews & Tucker, 2019; Soomro, Shah & Ahmed, 2016). 
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The existing body of literature provides insight into the far-reaching implications of market 

concentration and competition on data sharing practices (Jones & Mendelson, 2011; Savary & 

Parker, 1997). For instance, Sarvary and Parker (1997) draw attention to how the factors of 

competition and market concentration shape the tendencies of information sellers to distribute 

reports concerning unpredictable market conditions to other businesses. Essentially, the terms of 

data sharing and the propensity to engage in it are heavily dictated by the level of competition 

among the stakeholders involved. 

Partners in a highly concentrated market are equipped to leverage their bargaining power to 

their advantage (Cook & Emerson, 1978). They are capable of negotiating agreements with data 

brokers that cater to their interests, granting them broader access to datasets. Notably, these 

arrangements also include a focus on heightened privacy protection, an approach to prevent 

customer data leakage. This strategic prioritization of trust and privacy in data sharing corresponds 

with the arguments put forth by Nissenbaum (2010) and Mayer-Schönberger and Cukier (2013) 

regarding the necessity of fostering robust privacy standards in data sharing agreements. By 

investing in and advocating for improved privacy standards, these market leaders can safeguard 

their interests and sustain their dominance. 

Conversely, in markets with lower concentration, entities typically experience a reduction in 

bargaining power (Porter, 1979). This diminished influence often results in sub-optimal privacy 

outcomes in their data sharing decisions (Acquisti, Taylor & Wagman, 2016). Despite the hurdles 

in negotiating terms with data brokers, those entities with less dominance may still elect to share 

data. This strategic move allows partners to gain a competitive advantage and uncover new revenue 

streams (Manyika et al., 2011; Porter and Heppelmann, 2014). By sharing data, these businesses 
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attempt to innovate and gain ground in their market, although they might be doing so at the risk of 

potential privacy breaches or sub-optimal data sharing agreements.  

Data Sharing Conduct 

We explore the significant impact of market concentration on data-sharing practices among 

partners. Through our analysis, we uncover how the decision to share data varies based on different 

levels of market concentration and, consequently, how these choices can lead to divergent privacy 

outcomes, which we will extensively discuss. 

The level of market concentration significantly influences data-sharing practices among 

partners (Marthews & Tucker, 2019). In markets with high concentration, partners often have a 

variety of revenue channels, which encourages a more judicious stance regarding customer data 

sharing with data brokers (Acquisti, Taylor & Wagman, 2016). This caution originates from their 

ownership of vast, invaluable datasets, a product of their extensive user bases (Tirole, 1988; 

Mayer-Schönberger & Cukier, 2013). As a result, they might display a diminished inclination 

towards sharing customer information with data brokers (Schwab et al., 2011). 

Conversely, organizations functioning in less concentrated markets might have limited revenue 

opportunities, which prompts them to view the sharing of customer data with data brokers as an 

alternative source of income (Manyika et al., 2011). Nonetheless, this approach necessitates 

forging alliances with large data brokers, demanding a more in-depth knowledge of their 

operational dynamics (Stahl, 2016; Tene & Polonetsky, 2012). 

Table 1, for instance, gives examples of dominant data brokers, such as Google and Oracle, 

outlining how they disclose and utilize information collected from their partners (i.e., first-party 

data holders). Google, through its product Google AdSense, and Oracle both deploy first-party 

cookies as key elements of their data collection activities. Google AdSense primarily relies on 
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first-party cookies when third-party cookies are inaccessible, enabling it to track and store user 

interactions and preferences on websites where their ads are displayed. Oracle uses first-party 

cookies to gather online information from individuals' activities on partner sites and third parties 

for cross-channel marketing. These strategies help Google and Oracle enhance their clients' first-

party data, creating more comprehensive customer profiles. 

Table 1. First-party Data Collection Activities by Data Brokers2 
Data Broker Purpose Revenue Model 

Google 
AdSense 

§ “Custom Search Ads (including 
AdSense for Search, AdSense for 
Shopping, and Programmable Search 
Engine) also uses a combination of 
first-party and third-party cookies. 
First party cookies are relied upon 
primarily when access to third party 
cookies is restricted, and are required 
to continue ad serving.” 

§ Ad Revenue Multiplier 
“Custom Search Ads is a Google 
product that lets you monetize the 
search results pages of your own 
search experience. If you don't 
already have a search experience on 
your site, consider adding an 
AdSense search engine, which can 
provide both a search experience and 
revenue from search ads.” 

Oracle § “Online information about you 
originates from your activities on 
sites operated by our online partners, 
such as advertising agencies and 
website operators … from third 
parties who may not have a 
relationship with you and who collect 
online information using cookies or 
similar technologies, such as pixels 
tags.” 

§ Cross-channel Marketing 
“Import DMP clients' user attributes 
into the Oracle Data Cloud platform 
and help them to leverage and 
enhance their first-party data for 
cross-channel marketing. 

When partners share customer information, they essentially embark on one of two paths: either 

to generate revenue through what we refer to as the advertisement revenue multiplier model, or to 

deepen their understanding of their customers via the cross-channel marketing model, using 

additional attributes provided by data brokers. 

 
2 Google AdSense’s revenue model can be found at https://support.google.com/adsense/answer/7549925. Oracle’s 
revenue model is deribed at https://www.oracle.com/legal/privacy/advertising-privacy-policy.html#source.  
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Under the advertisement revenue multiplier model, websites providing advertising space can 

enhance their revenue by sharing customer information with marketers. They leverage the rich 

customer profiles provided by data brokers, thereby offering more targeted advertising 

opportunities to marketers. This leads to higher Cost-per-Click (CPC) rates. Alternatively, under 

the cross-channel marketing model, partners upload their customer information to the online 

platform of the data broker. The data broker then matches this data with their existing database, 

providing the partner with further customer insights. This broader perspective allows partners to 

form a more comprehensive understanding of their customers and devise more effective cross-

channel marketing strategies. 

Privacy Protection Outcomes 

Market concentration is a substantial factor that impacts an entity’s outcomes and influences 

its approach towards privacy protection. Firms in highly concentrated markets wield market power, 

empowering them with the resources necessary to invest in robust privacy protection measures 

(Armstrong, 2006). Two different theoretical lenses explain the relationship between privacy 

protection performance and market concentration. 

The Resource-Based View (RBV) underlines the significance of unique capabilities and 

resources, such as data privacy protection, for a firm's performance (Barney, 1991). Firms 

dominating highly concentrated markets might thrive not merely due to their market dominance 

but also because of their distinctive abilities in managing and safeguarding data privacy. These 

capabilities could range from advanced algorithms and proprietary technologies to specialized 

human resources (Hitt, Ireland, & Hoskisson, 2014). 

Simultaneously, the economics of privacy bring to light the intricacies of privacy protection 

and information sharing (Acquisti, Taylor & Wagman, 2016). The revelation is a complex 
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interplay between the economic benefits that come with the disclosure of personal data and the 

significant detriments of inadequate data protection (Campbell, Goldfarb, and Tucker, 2015; Stone 

and Stone, 1990; Feri, Giannetti, and Jentzsch, 2016). Therefore, maintaining a delicate balance 

between privacy protection and information sharing becomes a critical consideration for all parties 

involved. 

This nuanced understanding leads us to a critical intersection - that of market concentration 

and the resource-based view. Both elements play a crucial role in shaping a firm's approach to data 

privacy and its performance enhancement. Partners with more resource can assure customers and 

stakeholders of data safety, given their control over user data (Newbery, 1999). However, this 

concentration of control also raises potential concerns about data monopolization and possible 

privacy violations. 

Yet, even in less concentrated markets, where resources for privacy protection might be 

stretched thin, privacy preservation is still a top priority (Baron, 2001; Nissenbaum, 2010). Despite 

their resource constraints, firms in these markets view privacy protection as an integral part of their 

non-price competitive strategy. By focusing on securing customer data and implementing rigorous 

privacy measures, these firms strive to build customer trust and enhance their competitive stance 

(Morgan & Hunt, 1994; Dinev & Hart, 2006). This universal acknowledgement of privacy 

preservation's importance underscores its significance, regardless of market concentration. 

Our study is situated within this complex dynamic, drawing upon the existing literature to 

explore the intersection of competition and firm performance. Specifically, we investigate how the 

degree of market concentration  affects partners' data collection and sharing practices. Every firm 

must navigate the delicate balance between safeguarding customer privacy and sharing customer 

data, in line with their competitive landscape (Leiponen, 2008). To provide an empirical 
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examination of these dynamics, our primary research question probes the correlation between the 

market structure of cookie intermediaries and violations of customers' privacy (Goldfarb & Tucker, 

2011; Mayer-Schönberger & Cukier, 2013). 

Research Question 1: Within a more concentrated industry, do partners share more customer 

information with data brokers, and does this result in more significant customer information 

leakage? 

Market Concentration (Data Broker) and Customer Information Sharing 

Data brokers operate in a complicated landscape marked by competition and collaboration. 

Despite being competitors, data brokers often engage in collaborative relationships and 

information sharing practices, enriching their data pool, leveraging shared expertise, and 

enhancing their service offerings. This trend of collaboration, as outlined in the 2014 Federal Trade 

Commission (FTC) report, showcases that most data brokers engage in data transactions with one 

another, underlining the coexistence of competition and collaboration (FTC, 2014; Martin, 2015b). 

In this market, the level of concentration significantly impacts data acquisition and sharing 

strategies. High market concentration can lead to power imbalances, potentially promoting anti-

competitive behaviors such as data hoarding or monopolistic pricing (Lamdan, 2022; Puaschunder, 

2021). Conversely, high market concentration can also foster efficiencies. For example, larger data 

brokers, due to their scale and resources, can streamline data exchange processes and lower 

transaction costs, enabling partner firms to manage operational expenses more effectively (Kim & 

Mahoney, 2005; Argyres & Liebeskind, 1999).  

Drawing on Transaction Cost Economics (TCE), data brokers in a less concentrated market 

often strategically align and share customer information within their networks to reduce 

transaction costs and enhance their data assets (Ghosh, 2018; Ranganathan & Brown, 2006). By 
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doing so, they are able to streamline data exchanges and lower management costs, thereby boosting 

their competitive advantage in the marketplace (Kim & Mahoney, 2005; Argyres & Liebeskind, 

1999). The appeal of decreased transaction costs and the chance to tap into the network effect also 

motivate these data-sharing practices among competitors, leading to broader and more insightful 

data pools (Bakos & Brynjolfsson, 1999). 

Contrastingly, in a highly concentrated market, dominant data brokers may be less inclined to 

share their data broadly within their networks. Following the RBV approach, these larger brokers 

may perceive their amassed data as a unique, strategic resource that offers a competitive edge and 

differentiates them in the market (Barney, 1991; Wernerfelt, 1984). As a result, they may tend 

towards retaining their proprietary data rather than risking its dilution through wide dissemination. 

It is important to note that while sharing customer data can lead to cost efficiencies and 

potential benefits, it also comes with the inherent risk of consumer privacy breaches. In both 

scenarios, whether it's in a less concentrated market where data is more widely shared or in a more 

concentrated market where data is viewed as a unique resource, consumer information could 

potentially become dispersed among multiple entities, escalating the risk of privacy leakage 

(Glasgow, 2018). Thus, the level of market concentration in the data broker industry remains a 

critical factor in the discussion of consumer privacy risk. 

Research Question 2: Does data broker market concentration affect partner information sharing 

and customer information leakage? 

Data Brokers and Regulation 

The ascendancy of data brokers in the data economy has triggered significant concerns around 

consumer privacy and data protection. These concerns are primarily attributed to the opacity of 

data broker operations and the potential misuse of consumer data (Marthews & Tucker, 2019; 
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Goldfarb & Tucker, 2011; Adjerid et al., 2016). Consequently, there are increasing calls for more 

stringent regulation of the data broker industry. Additionally, studies suggest that data brokers are 

prone to data breaches, leading to the potential distribution of consumers' personal information on 

the dark web (Ponemon Institute, 2014). This evidence underscores the need for amplified 

regulation to ensure the security of consumer data. 

In an effort to enhance regulatory effectiveness and foster transparency in the data broker 

industry, the Federal Trade Commission (FTC) has recommended enforcing the disclosure of data 

collection practices and granting consumers access to their data (FTC, 2014). More recently, in a 

2021 report to Congress, the FTC has proposed legislation that would broaden its regulatory 

authority concerning privacy and data security. Furthermore, two states, Vermont and California, 

have taken strides to regulate data brokers. Vermont implemented Data Broker Regulations in 

2018 (9 VSA § 2430) requiring data brokers to annually register with the Secretary of State. 

California also compels data brokers to disclose information on their websites. In Vermont, a 'data 

broker' pertains to any business or entity that knowingly collects, sells, or licenses personal 

information of consumers with whom the business has no direct relationship. In California, the 

term is defined as a business that knowingly collects and sells personal information of consumers 

without establishing a direct relationship (Cal. Civ. Code § 1798.99.80). 

Despite these efforts, the lack of enforcement actions and negligible penalties for non-

registration pose challenges to the regulation of data brokers. Under California law, registered data 

brokers are obligated to issue a pre-collection notice before selling or sharing any collected 

personal information. However, registration is often seen as a strategic means for data brokers to 

obtain an exemption from issuing pre-collection notices, thereby increasing the likelihood of 

extensive data sharing activities and potential privacy breaches. 
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Next, we retrieve the list of first-party marketing cookies and the data brokers that controls 

information collected by those cookies from CookieDatabase.org. Each cookie that a user 

encounters on a website can provide information to third-party organizations that are listed in 

CookieDatabase.org. These organizations are commonly referred to as data brokers, who are 

deemed as "data controllers" due to their exclusive control over the information collected from 

users through first-party cookies. The data collected from first-party cookies are often encrypted 

using techniques such as hashing before being sent to the data brokers' servers via secure channels. 

In our study, we define these third-party organizations identified in CookieDatabase.org as data 

brokers (both registered and unregistered). 

We count the number of first-party marketing and analytic tracking cookies that are 

implemented on each firm's website, which is labeled as DS. After reviewing our list, we have 

identified the majority of the advertisement firms, such as Kentico, and e-commerce data analytics 

service providers like Shopify. We have excluded data brokers based on their highest and lowest 

DS, eliminating the top 2.5%, and those with names that consist of commonly used dictionary 

words. As a result of this filtering process, we have obtained a final sample of 75 data brokers.  

Customer Privacy Breaches  

In our study, we investigate the occurrence of customer privacy information leakage (CPL) 

resulting from data-sharing practices. To accurately measure CPL, we utilize data breach reports 

sourced from Audit Analytics, a reputable provider of comprehensive cybersecurity incident 

information. We specifically capture instances of customer privacy information leakage. Audit 

Analytics collects breach reports from multiple reliable sources, including the U.S. Department of 

Health and Human Services, as well as the State Offices of the Attorney General in Washington, 
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Oregon, and California. From our sample of 470 firms, we have identified that 47 of them have 

experienced at least one instance of customer privacy information leakage. 

Market Concentration between Industry and Data Brokers 

In order to measure the level of market concentration in different industries, we utilize Hoberg 

and Philips' (2016) Text-based Network Industry Concentration (TNIC) Data, which provides the 

Herfindahl-Hirschman Index (HHI) for each industry. This measure is a more current and relevant 

measure of industry concentration as it is updated yearly based on the business description 

disclosed in Item 1 of the 10-K filing. The resulting measure of market concentration, labeled 

MC_Firm, ranges from 0 to 1 in the sample, with a median of 0.195. Descriptive statistics are 

presented in Table 3. The TNIC-HHI measure is used to proxy the level of competition faced by 

the firms in the respective industries. 

Table 3. Descriptive Statistics 
Panel A. Variable Description 

Variable Description 
Partner-level 

CPL Counts of customer privacy leakage incidents in a fiscal year period. 
DS Number of data trackers controlled by third-party data brokers. 

MC_Firm Market concentration measured by Hoberg and Philips (2016) 
MC_DB_Average Average level of data broker’s market concentration measured for Github  

Reg Data Broker Registration in California or Vermont (1 if the partner shares with at 
least one registered data brokers, 0 if not) 

NI Logarithmic value of total revenue 
AT Logarithmic value of total Assets 

Intan Logarithmic value of intangible assets 
ROA Return on assets 
ROE Return on Equity 
Neg Negative income (1 if negative income, 0 otherwise) 
Emp Logarithmic value of the number of employees 

Data Broker level 
MC_DB Market concentration measured from Github 

Reg Data Broker Registration in California or Vermont (1 if registered, 0 if not) 
CPL_P Counts of user account information leakage in the dark web 
CPL_C Counts of credit card information leakage in the dark web 
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CPL_S Counts of social security number leakage in the dark web 
Visit Monthly average visits to site including desktop and mobile web measured by 

SemRush 
Past_Breach Past cybersecurity breach history before 2021 

EU Data Broker headquartered in EU member nations (1 if EU member, 0 otherwise) 
Rev Estimated revenue range for both private and public firms estimated by 

Crunchbase 
Age Data broker firm age 

Panel B. Descriptive Statistics  

Variable Count Mean Sd/ 
Mean 

Min 1st  
Quartile 

Median 3rd  
Quartile 

Max 

CPL 2,206 0.028 0.179 0.000 0.000 0.000 0.000 2.000 
DS 2,206 0.130 0.609 0.000 0.000 0.000 0.000 8.000 

MC_Firm 2,206 0.331 0.291 0.020 0.110 0.223 0.466 1.000 
MC_DB_Avg 2,206 0.005 0.049 0.000 0.000 0.000 0.000 1.000 

Reg 2,206 0.086 0.281 0.000 0.000 0.000 0.000 1.000 
NI 2,206 4.265 2.126 -5.521 2.826 4.354 5.690 10.29 
AT 2,206 7.082 2.198 0.646 5.531 7.255 8.689 13.70 

Intan 2,206 5.024 2.919 -6.215 3.032 5.320 7.271 12.64 
ROA 2,206 -0.051 0.406 -12.853 -0.045 0.025 0.071 1.121 
ROE 2,206 -0.080 0.532 -11.007 -0.043 0.021 0.053 7.517 
Neg 2,206 0.376 0.485 0.000 0.000 0.000 1.000 1.000 
Emp 2,206 13.92 37.80 0.000 0.416 2.903 11.005 543.0 

CPL_P (Thousands) 57 2.450 14.158 0.000 0.000 0.000 0.000 105.0 
CPL_C 57 226.5 1,479 0.000 0.000 0.000 0.000 1,109 
CPL_S 57 10.52 62.44 0.000 0.000 0.000 0.000 454.0 

Visit (Millions) 57 0.137 505.6 0.000 0.093 0.920 37.69 3,313 
MD_DB 57 0.183 0.285 0.000 0.004 0.027 0.248 1.000 

Past_Breach 57 0.157 0.367 0.000 0.000 0.000 0.000 1.000 
EU 57 0.210 0.411 0.000 0.000 0.000 0.000 1.000 
Reg 57 0.140 0.350 0.000 0.000 0.000 0.000 1.000 
Rev 57 2.596 1.962 0.000 1.000 2.000 4.000 7.000 
age 57 13.701 6.298 4.000 10.00 13.00 16.00 46.00 

Note: For our analysis on the darkweb, we focus on 57 data brokers that have financial information provided by 
Crunchbase. 

To estimate the market concentration level of data brokers, we suggest the measure of market 

share of each data broker, which is referred to as MC_DB. We count the number of code 

repositories on Github that mentions the name of the data brokers to calculate this measure. Github 

is a leading platform where developers and companies create, develop and maintain software. We 
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use the Search API provided by Github to identify the number of topics that mention the name of 

the data broker in both public and private repositories. MC_DB measures the relative market share 

of data brokers, where a higher value of MC_DB indicates a larger market share of data brokers in 

the data broker industry. The study found that MC_DB varies between 0 to 1 in their sample, with 

a median of 0.027. Furthermore, we construct MC_DB_Avg as the firm-level average of MC_DB 

specifically for those data brokers with whom they share data. 

In addition to our main effect variables, we consider firm-specific variables, such as the 

logarithm amount of net income (NI) and total assets (AT), performance measures such as Return 

on Assets (ROA) and Return on Equity (ROE), negative income (Neg), and the age of the firm 

(Age). In alignment with the methodologies used in preceding studies examining the impact of 

firm-level characteristics on cybersecurity policy (Gordon et al., 2010) and the consequences of 

cybersecurity (Wang et al., 2013), we have chosen to control the firm-specific effects in our 

research.  

Panel B of Table 3 provides the descriptive statistics of our study. The CPL is generally low, 

albeit with a few notable exceptions where it reaches up to a value of 2. DS is also typically limited, 

though there is a substantial range in the data, peaking at a value of 8. MC_Firm hovers around 

one-third, indicating a moderate level of market concentration across the firms in the study. 

However, some firms have reached a maximum value of 1, pointing towards a higher market 

concentration in certain instances. MC_DB_Avg is markedly low, suggesting a lack of dominant 

power among data brokers in the market. Reg, representing the registration status of data brokers, 

unveils that only a small percentage of data brokers are registered, with a mean value close to 

0.086. This implies that the majority of data brokers, with whom firms share customer data in our 

study, operate without formal registration. 



 
 

23 
 

Dark Web Analysis 

As part of our investigation, we perform a cross-sectional analysis to explore and quantify the 

degree of customer privacy information leakage within the dark web. Our focus is on uncovering 

Personally Identifiable Information (PII) associated with each data broker operating in this covert 

online space. For this study, we utilized an extensive dataset of 297,935 darknet market posts 

collected from 714 distinct websites. This data was sourced from DarkOwl, a leading dark web 

monitoring service provider, over a span of six months, from February 1 to July 31, 2020. 

We processed the posts, filtering out those identified to contain PII or malicious keywords. 

Utilizing textual analysis, we homed in on posts that mentioned the data broker's name and 

contained specific user information, such as email IDs and passwords. For example, posts that 

listed a data broker's name alongside leaked email addresses and respective passwords were 

singled out. Each unique email-password pairing was documented as an individual instance of 

consumer privacy leakage, denoted as CPL_P. In addition, we differentiated and quantified 

instances of credit card information leakage (CPL_C) and social security number leakage (CPL_S), 

creating a comprehensive view of customer privacy information leaked on the dark web. 

We incorporate several control variables into our model. Visit denotes the average number of 

monthly visits to a data broker's website, providing a measure of the broker's visibility or 

popularity provided by SEMrush. Past_Breach is a binary variable indicating whether the broker 

has experienced any cybersecurity breaches before 2021, thereby reflecting the broker's historical 

security performanceEstimated revenue (Rev) and Age, signifies the financial capacity of a firm, 

which could impact its investment in cybersecurity infrastructure and consequently the possibility 

of data breaches. 
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The descriptive statistics provided in Panel B of Table 3 show that, on average, there have been 

2.45 thousand instances of personal identifier leakage, 226.5 cases of credit card information 

leakage, and 10.52 instances of social security number leakage, even though the majority of firms 

show no leakage. The average website traffic stands at 137 thousand visits per month, but this 

number ranges dramatically up to 3.3 billion visits. The firms in the dataset, on average, have a 

low market dominance, with a prior history of cybersecurity breaches in about 15.7% of the cases. 

The firms have an average estimated revenue level of approximately 2.6, and they have been 

operating for around 13.7 years on average. 

 

3. Analysis and Results 

The Effect of Market Concentration on Data Sharing and Customer Privacy Information 

Leakage 

The first research question aims to determine whether partners in less concentrated industries 

share more information with data brokers than those in more concentrated industries. Our second 

research question is related to the first and investigates whether firms in less concentrated markets 

are more likely to experience privacy breaches when they share data through first-party cookies. 

We employ a two-stage least squares (2SLS) framework with a control function approach to 

address endogeneity and omitted variable bias. In the first stage (2SLS-1), the estimation centers 

around capturing the relationship between the endogenous variable, DS (number of data trackers 

controlled by third-party data brokers), and the exogenous variables, including market 

concentration (MC_Firm and MC_DB_Avg) for each firm i in year t. Notably, the inclusion of the 

interaction term (MC_Firm×MC_DB_Avg) allows for the examination of the joint impact of 

market concentration on DS.  



 
 

25 
 

In the second stage (2SLS-2), the analysis shifts to investigating the impact of DS, 

instrumented in the first stage, on the dependent variable CPL (counts of annual customer privacy 

leakage incidents). Particular attention is given to the coefficient of the interaction term, 

MC_Firm×MC_DB_Avg. By including it in the second stage equation, the model ensures the 

comprehensive examination of the joint influence of market concentration on CPL.  
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The first column in Table 4 presents the results of the first-stage model as an OLS regression 

alone, while the second column corresponds to the results obtained using an entropy-balanced 

sample. The results demonstrate a positive and statistically significant relationship between data 

broker’s market concentration (MC_DB_Avg) and the number of data trackers controlled by third-

party data brokers (DS) among firms engaged in data sharing with data brokers. This indicates that 

partners tend to share more information with data brokers that operate in more concentrated 

markets. In other words, partners are more likely to engage in data sharing with giant data brokers, 

resulting in a higher number of data trackers associated with their activities. 

Table 4. Market Concentration and Data Sharing 
Dependent Variable (1) DS (2) DS (3) DS (4) DS 

MC_Firm -0.010 0.026 -0.018 0.006 
 (-0.41) (0.20) (-1.22) (0.18) 

MC_DB_Avg 15.622*** 11.219*** 12.465*** 10.157*** 
 (8.77) (15.24) (6.64) (18.61) 

MC_Firm ´ MC_DB_Avg -9.838*** -3.623*** -8.004*** -3.777*** 

 (-7.27) (-4.54) (-5.12) -5.09 

Reg   1.017*** -0.980*** 
   (10.06) (14.70) 
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Dependent Variable (1) DS (2) DS (3) DS (4) DS 
MC_Firm ´ MC_DB_Avg ´ Reg   0.084 0.167 

   (0.79) (1.01) 
NI -0.010 -0.033 -0.802 -2.899 
 (-2.14) (-1.05) (-2.13) (-1.21) 

AT -0.028 0.042 -1.963 3.351* 
 (-0.80) (1.26) (-1.14) (1.79) 

Intan 0.017 -0.015 0.880 -0.320 
 (1.49) (-0.50) (1.10) (-0.27) 

ROA -0.004 -0.072 -0.503 -4.961 
 (-0.42) (-0.42) (-0.69) (-0.40) 

ROE -0.006 0.044 -0.108 4.681 
 (-1.20) (0.85) (-0.50) (1.26) 

Neg -0.008 -0.013 -1.789 -0.125 
 (-0.71) (-0.18) (-1.06) (-0.02) 

Emp 0.001 0.000 0.042 0.002 
 (0.371) (0.25) (0.89) (0.05) 

Constant 0.227 0.467* 0.131 0.018 
 (0.85) (1.83) (0.82) (0.13) 

Fixed Effects     
Firm Yes No Yes No 
Year Yes Yes Yes Yes 

Industry Yes Yes Yes Yes 
Observations 2,206 2,206 2,206 2,206 

R-squared 0.700 0.751 0.908 0.900 
Note:  ***, ** and * indicate statistical significance at the 1%, 5%, and 10% level, respectively. t-statistics are reported 
in parentheses. 

Furthermore, the negative coefficient of the interaction term (MC_Firm × MC_DB_Avg) 

reveals a significant moderating effect of market concentration (MC_Firm) on the relationship 

between MC_DB_Avg and DS. Specifically, when both market concentration and data broker 

concentration are high, the joint impact suggests that partners with high market concentration level 

share less data with third-party data brokers. This implies that in markets with high concentration 

levels, partners may be more reluctant about sharing their data with data brokers, even if the data 
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brokers themselves have high market concentration. These results shed light on the complex 

dynamics between market concentration, data sharing, and the control of data trackers by third-

party data brokers among firms. 

Panel A in Table 5 presents the results of our first-stage regression, mirroring the findings 

presented in Table 5, with data sharing (DS) serving as the dependent variable. In contrast, Panel 

B delineates the findings from our second-stage regression, wherein the dependent variable is 

customer privacy leakage (CPL). Here, we observe a significant negative coefficient for the 

interaction term (MC_Firm ´ MC_DB_Avg), implying a reduction in customer privacy leakage 

when both the firm and the data brokers possess high market concentrations. Although the DS 

variable does not exhibit significance, it is noteworthy that MC_DB_Avg exceeds zero solely when 

the firm engages in data sharing with data brokers. 

Table 5. Market Concentration, Data Sharing, and Customer Privacy Information Leakage 
Panel A. First-stage regression 

Dependent Variable (1) DS (2) DS 
MC_Firm -0.000 -0.001 

 (-0.00) (-0.20) 
MC_DB 12.217*** 10.314*** 

 (13.82) (16.76) 

MC_Firm ´ MC_DB -4.307*** -4.254*** 

 (-4.62) (-5.32) 

Reg  0.983*** 

  (15.65) 

MC_Firm ´ MC_DB ´ Reg  0.169 

  (0.99) 

Constant 0.227 -0.010 
 (0.85) (-0.45) 

Fixed Effects (Firm / Year / Indsutry) Yes Yes 
Observations 2,206 2,206 
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Panel B. Second-stage regression 
Dependent Variable (1) CPL (2) CPL 

DS 0.000 0.005 
 (0.08) (0.94) 

MC_Firm ´ MC_DB_Avg -0.067*** -0.070 
 (-2.63) (-0.82) 

MC_Firm ´ MC_DB_Avg ´ Reg  -0.402*** 
  (-3.44) 
NI -0.338 -0.339 
 (-0.83) (-0.83) 
AT 0.262 0.253 
 (0.76) (0.74) 
Intan 0.292 0.294 
 (1.32) (1.33) 
ROA -0.073 -0.059 
 (-0.15) (-0.12) 
ROE 0.159 0.151 
 (0.53) (0.50) 
Neg 0.686 0.699 
 (0.84) (0.85) 
Emp 0.074*** 0.074*** 

 (2.63) (2.64) 
Fixed Effects (Firm / Year / Indsutry) Yes Yes 

Constant -0.003 -0.002 
 (-0.21) (-0.15) 

Observations 2,206 2,206 
Adj R-squared 0.032 0.032 

Note:  ***, ** and * indicate statistical significance at the 1%, 5%, and 10% level, respectively. t-statistics are reported 
in parentheses. 

To delve deeper into the interaction effects between the market concentrations of data brokers 

and partners on customer privacy information leakage (CPL), we proceed with a mean comparison 

analysis. Table 6 presents the results of the marginal analysis conducted to examine the variations 

in the mean customer privacy information leakage (CPL) based on different levels of market 
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concentration. In this analysis, market concentration measures MC_DB_Avg and MC_Firm are 

categorized into high and low groups, considering values higher than the mean. 

Table 6. Margin Analysis on Data Sharing and Customer Privacy Information Leakage 
Dependent Variable (DS) (N = 2,206) (1) Margin (2) Std. Err 

MC_Firm    
Low  0.068** 0.032 
  (2.12)  
High  0.005 0.043 
  (0.12)  

MC_DB_Avg    
Low  0.044 0.030 
  (1.49)  
High  0.029 0.444 
  (0.77)  
MC_Firm MC_DB_Avg   
Low Low 0.070** 0.034 
  (2.12)  
High Low 0.003 0.045 
  (0.08)  
Low High 0.020 0.043 
  (0.46)  
High High 0.043 0.062 
  (0.70)  

Note:  ***, ** and * indicate statistical significance at the 1%, 5%, and 10% level, respectively. t-statistics are reported 
in parentheses. 

The null hypothesis in the marginal analysis is that the customer privacy information leakage 

(CPL) measure is not equal to zero, which represents a higher amount of leakage. By conducting 

the analysis, we aim to examine whether there are significant differences in the mean CPL across 

different levels of market concentration. The results reveal that firms with lower market 

concentration (MC_Firm) exhibit a significantly higher mean CPL compared to zero. This suggests 
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a substantial presence of customer privacy information leakage in firms characterized by lower 

market concentration. 

Furthermore, our investigation of the interaction between lower market concentration 

(MC_Firm) and lower data broker concentration (MC_DB_Avg) provides additional insights. 

Among firms that demonstrate both lower market concentration and lower data broker 

concentration, the mean CPL is significantly higher compared to zero. This specific subgroup of 

firms shows a notable occurrence of customer privacy information leakage. 

These findings underscore the significance of lower market concentration, particularly when 

combined with lower data broker concentration, in contributing to a higher likelihood of customer 

privacy breaches. Firms operating with a lower market concentration and limited engagement with 

data brokers are more prone to experiencing customer privacy information leakage.  

Data Broker Registration and Customer Privacy Information Leakage 

In this section, we probe the role of market concentration - both at the firm level and among 

data brokers - along with the regulatory environment, and their impact on the quantity of customer 

data shared (DS) and ensuing leakage of customer privacy (CPL). We again adopt a two-stage least 

squares (2SLS) regression model to address potential endogeneity issues. 

In our first-stage model (2SLS-1), we incorporate the data broker registration status (Reg) 

variable. To explore potential interactions between these variables, we introduce corresponding 

interaction terms, thereby enabling us to scrutinize how the effects of market concentration might 

differ depending on data broker registration status, and vice versa. In the second-stage model 

(2SLS-2), customer privacy leakage (CPL) is characterized as a function of the predicted data 

sharing (DS) obtained from the first stage, as well as the interaction terms that reflect the market 

concentration levels of data brokers, partners, and the data broker registration status. 
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Table 4, specifically columns 3 and 4, delve into the determinants that shape a firm's decision 

to engage in data-sharing practices, with an emphasis on the impact of data brokers' registration 

status and their level of market concentration. Column 3 presents the results derived from the 

standard model, while Column 4 illustrates the findings from an entropy-balanced sample. 

The variable of interest is the Reg coefficient, which represents data brokers' registration status. 

A positive and statistically significant coefficient in both columns (3) and (4) suggests that, all else 

being equal, firms are more likely to share customer information with registered data brokers as 

compared to unregistered ones. This result holds even after entropy balancing in column (4), 

reinforcing the robustness of this finding. 

Importantly, the coefficients for the interaction terms MC_Firm ´ MC_DB_Avg ´ Reg are not 

statistically significant in both columns (3) and (4). This indicates that the registration status of 

data brokers doesn't significantly alter the relationship between market concentration (both of the 

firm and of data brokers) and data sharing. In other words, firms prefer to share data with registered 

data brokers, irrespective of the market concentration levels of either the firm itself or the data 

brokers. 

This result could be potentially explained by registered data brokers being perceived as more 

trustworthy or accountable. The registration requirement implies adherence to certain standards 

and regulations, which could enhance their appeal to firms, particularly when dealing with 
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sensitive customer information. This finding aligns with our understanding of firms prioritizing 

customer privacy and potentially avoiding partnership with less transparent, unregistered data 

brokers. 

The first-stage regression results in Table 5 are aligned with our previous findings shown in 

columns 3 and 4 of Table 4, which implies consistency in our data analysis process. Turning our 

focus to the second-stage regression results in the second column of Panel B, the three-way 

interaction term (MC_Firm × MC_DB_Avg × Reg) is negative and statistically significant value (-

0.402). This suggests that when both the firm and the data broker have high market concentration 

and the data broker is registered, customer privacy leakage tends to decrease. This indicates that 

the registration status of data brokers, combined with market concentration levels, can play a 

critical role in mitigating customer privacy leakage. 

In sum, our findings suggest that in more concentrated markets, firms tend to share more data 

with dominant data brokers, thereby increasing the number of data trackers associated with their 

operations. Interestingly, this trend is moderated when both market and data broker concentrations 

are high. Under such conditions, firms with high market concentrations become more conservative 

in their data-sharing practices, even with dominant data brokers. We also find that high market 

concentrations, for both firms and data brokers, result in a decrease in customer privacy breaches. 

Conversely, firms with lower market concentrations face an elevated risk of customer privacy 

breaches, especially when paired with lower data broker concentration.  

Another notable insight is the significant influence of a data broker's regulatory status on firms' 

data-sharing practices. We found that firms share more data with registered data brokers, and this 

tendency is modulated by the level of market concentration. We also discover that when both the 

company and the data broker maintain high market concentration, and the data broker is registered, 
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the likelihood of customer privacy leaks tends to decrease. This finding emphasizes that the 

registration status of data brokers, combined with their level of market concentration, plays a 

crucial role in mitigating the risk of breaches in customer privacy. 

Data Broker Information Leakage on the Dark Web 

Table 7 presents the results of customer privacy information leakage on the dark web. This is 

gauged through different measures: P (CPL_P), P_C (Sum of CPL_P and CPL_C), and P_C_S 

(Sum of CPL_P, CPL_C, and CPL_S). Columns 1-3 display the results without considering the 

regulatory effects, while Columns 4-6 incorporate the impact of GDPR and state-level data broker 

registration in the United States (specifically, in Vermont and California). 

Table 7. Customer Privacy Information Leakage in the Dark Web 
Dependent Variable (CPL) (1) P  (2) P_C (3) P_C_S (4) P (5) P_C (6) P_C_S 

MC_DB 0.062 0.062 0.062 0.003 0.003 0.003 
 (0.47) (0.47) (0.47) (0.07) (0.07) (0.07) 

Past_Breach 0.844*** 0.845*** 0.845*** -0.041 -0.040 -0.040 

 (4.83) (4.83) (4.83) (-0.45) (-0.44) (-0.44) 

EU 0.119* 0.119* 0.119* -0.070** -0.070** -0.070** 
 (1.86) (1.86) (1.86) (-2.42) (-2.42) (-2.42) 

Reg 0.106 0.106 0.106 -0.020 -0.020 -0.020 
 (1.50) (1.50) (1.50) (-0.49) (-0.49) (-0.49) 

MC_DB ´ Past_Breach -1.029*** -1.029*** -1.029*** 0.179 0.178 0.178 
 (-3.43) (-3.43) (-3.43) (1.23) (1.23) (1.23) 

MC_DB ´ Past_Breach 
´ EU 

   6.057*** 6.055*** 6.055*** 
   (15.33) (15.33) (15.33) 

MC_DB ´ Past_Breach 
´ Reg 

   3.953*** 3.954*** 3.954*** 
   (3.03) (3.03) (3.03) 

Rev 0.011 0.011 0.011 -0.005 -0.005 -0.005 
 (0.78) (0.78) (0.78) (-0.94) (-0.94) (-0.94) 

Age -0.006 -0.006 -0.006 -0.007 -0.007 -0.007 
 (-1.25) (-1.25) (-1.25) (-3.52) (-3.52) (-3.53) 

Constant 0.008 0.008 0.008 0.105*** 0.105*** 0.105*** 
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Dependent Variable (CPL) (1) P  (2) P_C (3) P_C_S (4) P (5) P_C (6) P_C_S 
 (0.12) (0.12) (0.12) (3.49) (3.49) (3.49) 

Observations 57 57 57 57 57 57 

R-squared 0.332 0.332 0.333 0.887 0.887 0.887 
Note:  ***, ** and * indicate statistical significance at the 1%, 5%, and 10% level, respectively. t-statistics are 
reported in parentheses. 

In columns 1 to 3, it is clear that companies with a history of data breaches typically experience 

an increase in customer privacy leakages (CPL) on the dark web. Significantly though, our data 

also shows that firms commanding larger market concentration experience a decrease in CPL, even 

in the context of past breaches, which is represented as a negative and significant coefficient of 

the interaction term (MC_DB ´ Past_Breach). This aligns with our previous analysis, suggesting 

that greater market dominance may potentially buffer companies against the negative impacts of 

cybersecurity incidents, thus mitigating the extent of customer information leakage in the dark 

web. 

In order to consider regulatory impacts, we incorporated an additional variable, EU, which 

indicates whether a data broker is headquartered in the European Union. Being based in the EU 

brings these companies under the scope of Article 3(1) of GDPR. According to this rule, the 

regulation applies to the processing of personal data in the context of the activities of an 

establishment of a controller or a processor in the Union, irrespective of whether the processing 

takes place within the Union or not (EU GDPR, 2018). As a result, data brokers headquartered in 

the EU must adhere to this comprehensive regulation, signifying a more stringent regulatory 

framework for data handling and privacy protection (although GDPR reaches global firms as well, 

the preoccupation with GDPR may be more significant for European firms).  

From our result in columns 4 to 6, Reg has a positive but statistically insignificant coefficient, 

suggesting that it does not have a significant impact on customer privacy leakage measures. 

Similarly, the inclusion of EU does not yield statistically significant results. However, when 
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examining the interaction of market concentration, past breaches, and REG (and also EU), the 

coefficient is highly statistically significant and positive. This suggests that where data brokers, 

especially those not officially registered as data brokers, are likely to see more significant customer 

privacy leaks, based on dark web data. Essentially, it shows that higher market concentration 

combined with a past history of breaches, without the protective effect of broker registration, 

correlates strongly with an increase in customer privacy information leakage on the dark web. 

 

4. Conclusion 

In our interconnected world, the value of data is undeniable as businesses rely on it to fuel 

targeted advertising and drive revenue. However, this exchange of data raises concerns about 

privacy breaches and the delicate balance between financial growth and customer privacy. Our 

study delves into this issue, focusing on how market competition influences data-sharing practices 

among first-party data holders and the associated risk of consumer privacy breaches. 

Our research reveals several key findings. Partners tend to share more data with data brokers 

in more concentrated markets, leading to an increase in data trackers linked to their operations. 

Interestingly, when both the market and data broker concentrations are high, even partners with 

significant market power become more cautious in their data-sharing practices with data brokers 

in more concentrated markets. This highlights a balancing effect between market concentration 

and data sharing behavior. Additionally, higher market concentrations, both for firms and data 

brokers, correlate with a decrease in customer privacy breaches. Conversely, firms with lower 

market concentrations face a higher risk of customer privacy breaches, particularly when combined 

with lower data broker concentration. 
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Another significant finding is the influence of a data broker's regulatory status on firms' data-

sharing practices. We observe that firms are more inclined to share data with registered data 

brokers, and this inclination is influenced by the level of market concentration. Furthermore, when 

both the company and the data broker maintain high market concentration, and the data broker is 

registered, the likelihood of customer privacy leaks tends to decrease. This underscores the 

importance of data broker registration and their market concentration in mitigating the risk of 

customer privacy breaches. 

Moreover, our analysis, based on data obtained from the dark web, indicates that registered 

data brokers have significantly lower amount of customer privacy information leakage. These 

findings underscore the effectiveness of regulations in preventing data leaks. The substantial 

market share of registered data brokers reflects their expertise in managing privacy risks and 

provides a secure platform for data sharing among companies. These results emphasize the critical 

need for robust data-sharing policies and stringent regulations in today's digital landscape, where 

the dark web poses a substantial threat to the exposure of sensitive customer information. 

However, our study does have several limitations. Our conclusions are drawn from data 

obtained from various sources such as online code repositories, breach reports, and a dark web 

monitoring firm and limitations as to these data sources might not fully reflect dynamics across 

the data supply chain. While these data sources shaped our analysis, we have ensured the 

robustness and consistency of our findings, making them relevant and applicable. 

In essence, our study provides valuable insights into the intricate relationship between market 

competition, data sharing practices, and consumer privacy breaches. These findings highlight the 

necessity for industry-specific strategies in managing privacy risks and underscore the importance 
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of considering market structure and competition when assessing the privacy risks associated with 

data sharing.  
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