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1 Overview 

This Confidentiality Guideline (the Guideline) sets out the process parties should follow when 
submitting confidential information to communications inquiries commenced by the ACCC. The 
Guideline describes the ACCC’s legal obligations with respect to confidential information, the purpose 
of the Guideline, the types of information that may be submitted, the process for submitting 
confidential information and how the ACCC will treat confidential information provided in submissions. 

1.1 The ACCC’s legal obligations  

The ACCC is committed to treating confidential information responsibly and in accordance with the 
law. Information that is given in confidence to the ACCC and that relates to a core statutory provision 
is ‘protected information’ under section 155AAA of the Competition and Consumer Act 2010 (CCA). 
The provisions under part XIB and XIC are considered core statutory provisions. In some 
circumstances, the ACCC may be required to disclose confidential information in accordance with 
section 155AAA of the CCA or by law. 

The ACCC and the Australian Energy Regulator (AER) have developed the ACCC-AER information 
policy: the collection, use and disclosure of information (ACCC Information Policy) which sets out the 
general policy of the ACCC and the AER on the collection, use and disclosure of information. A copy 
of the policy can be downloaded here. The policy should be read in conjunction with this Guideline.  

1.2 Scope and coverage of the Guideline 

This Guideline sets out the ACCC’s expectations of parties in submitting confidential information to 
public inquiries commenced under Part XIB (Telecommunications anti-competitive conduct and 
record keeping rules) and Part XIC (Telecommunications Access Regime) of the CCA and other 
related telecommunications inquiries. The ACCC will confirm at the commencement of an inquiry 
whether it expects parties to follow this Guideline in preparing their submissions. 

The Guideline is not intended to provide guidance on the submission of confidential information 
provided to the ACCC in response to compulsory information gathering activities, such as the Record 
Keeping Rules or a notice issued by the ACCC under section 155 of the CCA.  

1.3 Purpose of the Guideline 

In September 2013, the ACCC wrote to a number of parties who had provided submissions to the 
ACCC’s Fixed Services Review to outline how parties should manage the exchange of confidential 
information.

1
 The letter proposed to provide further guidance on the ACCC’s general position on the 

submission of confidential information in due course. The ACCC’s development this Guideline 
provides this further guidance, having taken into consideration previous industry practice in the 
exchange of confidential material. 

In making submissions to communications inquiries, the ACCC encourages parties to include any 
necessary confidential information to explain and justify their positions. The availability of such 
information will assist the ACCC in making regulatory decisions that are robust and based on good 
evidence.  

At the same time, the ACCC is committed to ensuring that there is an appropriate balance between  

 protecting parties’ genuinely confidential information and  

                                                      
1
  A copy of this letter can be located on the ACCC’s website. 

http://www.accc.gov.au/publications/accc-aer-information-policy-collection-and-disclosure-of-information
http://www.accc.gov.au/regulated-infrastructure/communications/fixed-line-services/fixed-line-services-declaration-inquiry-2013/consultation-on-discussion-paper#approach-to-confidentiality
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 promoting confidence in the robustness of the ACCC’s regulatory processes by providing 
sufficient transparency over the basis for the ACCC’s decisions. 

To facilitate an open and transparent debate, the ACCC considers that, except in exceptional 
circumstances, other interested parties should be given an opportunity to consider, review and 
comment on confidential material submitted to the ACCC in the course of public inquiries.  

The ACCC understands that due to the commercially sensitive nature of some information, there may 
be instances in which parties will be unwilling to disclose information to other interested parties, 
particularly their competitors; however these are expected to be limited. 

The purpose of this Guideline is to ensure that all stakeholders have sufficient information to enable 
them to understand, assess and comment on the substance of all issues affecting the confidentiality 
of their information. The ACCC considers that this Guideline will assist it to deliver better regulatory 
decisions by ensuring relevant information is made available during inquiries.  

1.4 Key elements of this Guideline 

The three key elements of the Guideline are summarised below. 

1.4.1 Confidential information should be clearly identified 

The ACCC considers it is unlikely that a submission provided by a party would be genuinely 
confidential in its entirety. Parties are able to supply confidential information by either (i) submitting a 
‘confidential version’ (with confidential information clearly highlighted) or (ii) providing a document that 
lists all confidential information and where this information appears in the public submission. 

Parties submitting confidential information should also provide a public version of their submission for 
publication on the ACCC’s website. In the public version the confidential information should be 
redacted (that is, removed) and the place where information has been removed should be surrounded 
by brackets identifying the redaction as confidential (or [c-i-c]). More information on how to do this can 
be found in section 3.1. 

This process will ensure confidential information is clearly identified, minimise the risk of accidental 
disclosure by another party, enable the publication by the ACCC of public versions of submissions on 
its website, and facilitate the disclosure of confidential information with appropriate protections.  

1.4.2 Confidentiality claims should be justified 

Parties should justify why information is considered confidential in nature. To assist parties to do this, 
the ACCC has developed a confidentiality template for parties to provide with their submissions (see 
attachment A of this Guideline). The template enables parties to detail why disclosure of certain 
information could cause commercial harm.  

Providing supporting information to justify confidentiality claims will provide greater transparency 
around the basis for confidentiality claims and act as an incentive for all stakeholders to only make 
genuine claims.  

1.4.3 Confidential information should be shared with other interested 
parties with appropriate protections 

The ACCC encourages submitters of confidential information to establish confidentiality 
arrangements which allow certain other parties to view their confidential information. These include 
parties with a genuine interest in the outcome of the inquiry (such as access seekers, access 
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providers, consumer groups and parties whose interests are affected by the ACCC’s decisions). It 
may also include consultants and legal advisors engaged by these parties. 

By providing these interested parties access to confidential information, the ACCC can be confident 
that the information is appropriately tested and that the decision making process is robust. The ACCC 
considers this will strike an appropriate balance between the public interest in disclosure of the 
information and parties’ legitimate commercial interests. 

The ACCC has developed a confidentiality undertaking template (see attachment B) to assist parties 
to make arrangements to share confidential information with other parties. Parties are free to agree 
on a different form of confidentiality undertaking that facilitates the disclosure of confidential material 
with appropriate protections.  

1.5 More information 

If you would like further information on the ACCC’s approach to confidentiality in respect of 
communications inquiries or would like to provide feedback on this Guideline, please email the ACCC 
at telco.confidentiality@accc.gov.au. 

The ACCC will review this Guideline from time to time and, if appropriate, make adjustments in order 
to maintain an appropriate balance between protecting information and promoting the open, robust 
nature of its inquiries. 

mailto:telco.confidentiality@accc.gov.au
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2 What are the different types of information? 

The ACCC considers that information submitted in response to its inquiries will fall within three broad 
categories. Each of these categories will involve different levels of disclosure. 

2.1 Public information 

Unless there are good reasons for information to be kept confidential, the ACCC considers 
information should be considered public and disclosed to other parties. Information in the public 
domain cannot be considered confidential.  

Submissions will generally be considered as public documents, unless advised otherwise by the 
submitter. Public submissions will be published on the ACCC’s website to encourage open and 
transparent debate and promote a robust process in which all stakeholders can engage with the 
ACCC and other parties on the issues for the relevant inquiry.  

2.2 Confidential information  

The ACCC recognises that the nature of its inquiries means that a party may wish to submit 
commercially sensitive information to support its submission provided that information is treated as 
confidential. Such information should be clearly highlighted in the submission as yellow [c-i-c] (see 
chapter 3 for examples).  

The ACCC encourages providers of confidential information to establish confidentiality arrangements 
which allow other parties to view their confidential information. The confidential information should be 
made available, with appropriate protections (such as a suitable confidentiality undertaking), to other 
parties for the purpose of making submissions to the relevant ACCC inquiry. More information on 
establishing confidentiality arrangements can be found in section 3.4 below. 

If the ACCC does not consider information that has been marked as yellow [c-i-c] to be commercially 
sensitive, it may request the submitter to reconsider the classification of the information. If the ACCC 
is not satisfied with the party’s reasons for refusing to disclose the information on appropriate terms, 
the ACCC may consider placing less weight on such information because it will be unable to fully test 
the validity and significance of the information.  

2.3 Confidential information of particular sensitivity  

There may be limited circumstances in which a party submits to the ACCC commercial information of 
particular sensitivity which it does not wish to be made available to any other parties, even under 
confidentiality arrangements.  

The ACCC considers that non-disclosure to other parties is only appropriate if the disclosure of the 
information could cause the provider of the confidential information significant commercial harm, and 
in such circumstances where a confidentiality undertaking could not be drafted in a way that would 
adequately protect the submitting party from this harm. This information should be clearly and 
separately identified in submissions by marking it as red [c-i-c] (see chapter 3.1 for examples). 

Examples of information which could cause ‘significant commercial harm’ could include: 

 information pertaining to a party’s intellectual property 
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 certain disaggregated market information which could provide competitors with a competitive 
advantage  

 personal information or 

 highly sensitive information in commercial agreements with other parties. 

If the ACCC does not consider information that has been marked as red [c-i-c] to meet the 
requirement for being of particular sensitivity (that is, its disclosure could cause the provider of the 
confidential information significant commercial harm), the ACCC may request the party to reconsider 
the classification of the information. If the ACCC remains unsatisfied with the party’s reasons for 
refusing to disclose the information on appropriate terms, the ACCC may consider placing less weight 
on such information, since other parties will not have the opportunity to comment on its validity and 
significance.  

It is also important to recognise that in certain circumstances, in order to accord an affected party 
procedural fairness (that is, to know the substance of the matters on which a decision that will affect it 
is based), the ACCC may be required to disclose the substance of highly sensitive information to that 
party. The ACCC will, in such circumstances, endeavour to contact the submitting party prior to any 
required disclosure. 
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3 How to provide confidential information with your 
submission 

If you intend to submit confidential information to an ACCC inquiry, you should follow the steps 
outlined below: 

3.1 Prepare a public version of your submission  

The ACCC requests that you provide a public version of your submission with the confidential 
material redacted and clearly marked as having been removed from the public version. You should 
also mark whether you have claimed this confidential information as yellow [c-i-c] or red [c-i-c]. The 
public submission will be posted on the ACCC’s website. 

An example of how the public version submission would be marked is as follows. 

 

If you do not provide a public version of your submission, you will receive a written request to provide 
a version appropriate for publication.  

3.2 Provide the confidential information redacted from the 
public submission 

The ACCC has found that parties typically find the most efficient way to provide confidential 
information to ACCC inquiries is to submit a ‘confidential version’ of their submission that shows the 
(un-redacted) confidential information when they submit the public version of their submission. The 
confidential information in the confidential version of a submission should be clearly marked and 
show whether the confidential information is yellow [c-i-c] or red [c-i-c]. 

An example of how the confidential version of your submission would be marked is as follows. 

 

If your confidential version does not clearly highlight confidential information, you will receive a written 
request to re-submit your submission in the appropriate manner.  

Alternatively, parties may wish to provide a separate, referenced list of the confidential information 
that has been redacted from the public submission. The ACCC requests that any list clearly shows 
exactly what information has been redacted, where it has been redacted from the public version of 
the submission, and whether the information is yellow [c-i-c] or red [c-i-c]. For example: 

Example Telecommunications Pty Ltd has [c-i-c] 10,134 [c-i-c] relevant services in 
operation, on which it earns [c-i-c] $2 million [c-i-c] per annum. 

Example Telecommunications Pty Ltd has [c-i-c] [c-i-c] relevant services in 
operation, on which it earns [c-i-c] [c-i-c] per annum. 
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The ACCC may consider placing less weight on your submission if you do not submit in the 
appropriate format and this prevents appropriate disclosure and/or appropriate confidentiality 
arrangements. Where this is the case, other parties will not have the appropriate opportunity to 
comment on the validity and significance of the information submitted. 

3.3 Justify the confidential information 

Parties should provide reasons in support of all confidentiality claims. The ACCC has prepared a 
Confidentiality Template (see attachment A of this Guideline) that should be provided with any 
submission which contains confidential information. The template includes two tables – one for 
confidential information you have highlighted as yellow [c-i-c] and one for confidential information you 
have marked as red [c-i-c]. 

The template requires you to: 

 provide a contact person whom other interested parties can contact to request access to the 
confidential material. The ACCC will place a list of all contact persons on its website 

 list the page numbers (in the confidential version of your submission) that contain confidential 
references 

 describe the confidential information (typically by copying the confidential information from the 
original submission) 

 provide a brief explanation of why the information is commercially sensitive  

 specify reasons why release of this information could cause you detriment. 

In the case of information highlighted as red [c-i-c], you are also required to specify why this 
information, if released to other interested parties, would cause you significant commercial harm. 

3.4 Establish confidentiality arrangements 

Once the public version of your submission is published on the ACCC’s website, you may receive 
requests from other stakeholders seeking your confidential information. The ACCC encourages 
parties to accept appropriately given confidentiality undertakings to allow for the sharing of 
confidential information. This will ensure an open and transparent inquiry process.  

Making confidentiality undertakings governing the disclosure of confidential information is established 
practice for ACCC communications inquiries. It promotes an open, transparent process by allowing 
other interested parties to comment on submissions while providing appropriate protections for 
parties submitting commercially sensitive information. 

An interested party will give an undertaking to the party that has submitted confidential information. 
Generally, the undertaking will contain the following features: 

 a clear definition of precisely what confidential information will be disclosed 

Page   Information redacted 

6   10,134 

6   $2 million 
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 an undertaking by the party giving the undertaking not to disclose the confidential information 
received to any other parties and to take measures to safeguard the information  

 an undertaking by the party giving the undertaking to only use the information for the purposes of 
the relevant inquiry and to destroy the information at the conclusion of the inquiry. 

If there are good reasons for not disclosing your confidential information to certain parties (that is, its 
disclosure to certain parties could cause commercial harm), the ACCC strongly encourages you to 
consider disclosing the information with stronger protections against commercial harm. For example, 
distribution can, where appropriate, be limited to the advisors or consultants of these parties. The 
ACCC considers that such disclosure is preferable to refusing to disclose the information to these 
parties at all. 

The ACCC has provided a suggested confidentiality undertaking at attachment B to this Guideline 
which parties may wish to use. Alternatively parties may agree on a different form of undertaking. 

3.5 Inform the ACCC of finalised confidentiality undertakings 

The ACCC requests that parties submit a copy of any finalised confidentiality undertakings. 
Completed undertakings should be emailed to the relevant email address for the inquiry to which you 
are submitting. Any queries or concerns relating to the appropriate disclosure of confidential 
information or in regard to confidentiality undertakings should be sent to the same address. 

The ACCC will work to ensure its processes are robust and transparent to all relevant parties. 
Wherever possible, the ACCC expects that parties will attempt to reach agreement and resolve any 
issues. However, if parties are unable to resolve these issues, they should inform the ACCC, outlining 
the issue and the resolution attempts, via email at telco.confidentiality@accc.gov.au or through the 
relevant inquiries mailbox.  

mailto:telco.confidentiality@accc.gov.au
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4 How the ACCC will manage confidential information 

The ACCC has developed a two-step process in managing confidential information received in the 
course of an inquiry.  

The ACCC will protect confidential information submitted by parties, where confidentiality is justified, 
by redacting from its public documents any confidential information used in reaching its decisions. 
The ACCC will facilitate the disclosure of parties’ confidential information by providing a copy of the 
confidential information included in the ACCC’s confidential documents to the submitter of the 
information, for disclosure to other parties. 

4.1 The ACCC will publish a public version of its report 

The ACCC will release a public version of its decisions and papers, with confidential information 
redacted. All redactions will be clearly highlighted, with page number references to the documents 
from which the confidential information was sourced so as to promote transparency in the decision 
making process. 

4.2 The ACCC will provide a copy of any confidential 
information used to the submitting parties 

The ACCC will compile a separate document for each party whose confidential information is used in 
an ACCC report (or in any related material). This document will list the confidential information 
provided by the particular party that the ACCC has used, including the page number where the 
information can be found in the source document and whether the information used was marked as 
yellow [c-i-c] or red [c-i-c].  

As soon as practical after the release of its public decision or papers, the ACCC will send each party 
(whose confidential information has been used) a copy of the document listing the relevant 
confidential information. This will enable these parties to pass this information quickly and efficiently 
to other parties with whom an appropriate confidentiality undertaking has been finalised.  

The ACCC would expect that interested parties with a finalised undertaking would be provided with a 
copy of the yellow [c-i-c] information upon request. 

In the event the ACCC receives requests from interested parties seeking access to this confidential 
information, the ACCC will direct requests to the party that submitted the information. 
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A Attachment A – Confidentiality Template 
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Information that you have highlighted as YELLOW [c-i-c] 

Contact person (including name, position and email address): 

Title and 
page no. of 
document 
(public 
version) 

Description of the confidential 
information 

Why the confidential 
information is commercially 
sensitive 

Specify reasons explaining how and why detriment would be 
caused from disclosing the confidential information.  
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Information that you have highlighted as RED [c-i-c] 

Title and 
page no. of 
document 
(public 
version) 

Description of the confidential 
information 

Why the confidential 
information is commercially 
sensitive 

Specify reasons explaining how and why detriment would be 
caused from disclosing the confidential information.  

Please further specify why this information is of particular 
sensitivity and how it could cause you significant commercial 
harm if disclosed to third parties. 
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B Attachment B – Suggested Confidentiality 
Undertaking 

The ACCC has provided a suggested confidentiality undertaking in the document below. 

Confidentiality 
Undertaking Template
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