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Introduction 

1. AAPT Limited (AAPT) welcomes the opportunity to comment on the Australian 

Competition and Consumer Commission (ACCC) Migration Plan Required 

Measures Discussion Paper, dated November 2012 (Discussion Paper). 

2. AAPT understands the ACCC is seeking feedback from interested parties on the 

draft Required Measures 2, 3, 4 and 6, but the Discussion Paper is primarily 

focused on Required Measure 6 (i.e. the NBN Information Security Plan). 

According to the ACCC, this is because Telstra has already consulted with 

wholesale customers on draft Required Measures 2, 3 and 4, but not Required 

Measure 6.   

3. It has been AAPT‟s experience that engagement of wholesale customers by 

Telstra in its consultation of the draft Required Measure documents has been 

limited. Accordingly, the ACCC should not assume that Telstra has thoroughly 

considered or addressed the concerns of wholesale customers in the draft 

Required Measures and supporting documents submitted by Telstra to the 

ACCC.  

4. AAPT has provided comments in relation to Required Measures 2, 4 and 6.  

AAPT does not have any comments in relation to required measures 3.  

Executive summary 

5. Required Measure 2 – Process for Managed Disconnections – AAPT 

considers that the draft Required Measure 2 does not currently comply with the 

requirements of the migration plan principles and migration plan because: 

(a) more detail is required about the process for  managing the 

disconnection of Premises following the “Disconnection Date” 

(Managed Disconnection process) before the ACCC can be satisfied 

that the process is consistent with sections 8 and 21 of the  migration 
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plan principles
1
 (MPP), as is required under section 9(2) of the MPP; 

and 

(b) although AAPT does not expect to have complete autonomy for 

disconnections decisions regarding “no-order disconnection premises”, 

AAPT (as would other wholesale customers) still requires flexibility to 

control the timing of disconnections under the Managed Disconnection 

process in certain circumstances (refer to paragraph 10 for further 

detail), as is contemplated in sections 8, 19 and 21 of the  MPP. 

6. Required Measure 4 – Process to supply new special services in 

permanently disconnected premises – AAPT considers that some further detail 

and clarifications is required about how Telstra will provide a special service in 

permanently disconnected premises before a view can be reached as to whether 

the draft Required Measure 4 complies with the requirements of the migration 

plan and MPP. 

7. Required measure 6 – NBN Information Security Plan – AAPT considers that 

the draft Required Measure 6 does not currently comply with the requirements of 

MPP and migration plan for the reasons set out in the responses  to the ACCC 

questions about the NBN Information Security Plan below. 

Required measure 2 – Process for Managed Disconnections 

8. Insufficient detail about Managed Disconnection process – non-compliance 

with sections 8, 9(2) and 21 of  the MPP – Telstra has stated that as part of the 

Managed Disconnection process, it will raise self-generated orders using 

substantially the same systems and technical processes as when it undertakes 

individual disconnections under the “business as usual” disconnection 

arrangements. AAPT considers that there is insufficient detail about the 

                                                 
1
 Telecommunications (Migration Plan Principles) Determination 2011 
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Managed Disconnection process and that clarification and further detail on a 

number of issues are required, including: 

(a) How will Telstra be raising the self-generated orders? Will this be done 

using LOLO? 

(b)  How will AAPT and other wholesale customers be able to identify 

whether a cancellation is the result of a self-generated order raised by 

Telstra under the “Managed Disconnection” process? 

(c) AAPT requires prior notice of each self-generated orders raised by 

Telstra as such disconnections are likely to trigger alarms in AAPT‟s 

network that will be treated as faults by AAPT. Is there a process to 

provide such advance notice as is required under section 9(5)(e) of the 

MPP?  

(d) Given a Disconnection Window can be as short as 10 business days, any 

prior notice about each self-generated orders must be sufficiently timely 

to ensure that disruptions to supply are minimised and AAPT and its 

customers are not unfairly disadvantaged (which would otherwise be in 

breach of sections 8 and 21 of the MPP). 

9. AAPT notes that Telstra will be recording information into a “NBN Transition 

Tool database” to facilitate Managed Disconnections. AAPT considers giving 

wholesale customer access to this tool can facilitate provision of notice by giving 

them visibility of the Copper Services that remain active at Premises in the final 

Fibre Footprint, as understood by Telstra. This will help to ensure that Telstra 

complies with its equivalence obligations under sections 8 and 21 of the MPP. 

10. Insufficient control of disconnection timing and process and equivalence – 

non-compliance with sections 8, 19 and 21 of the MPP – AAPT understands 

that due to the self-generated nature of the cancellation orders made by Telstra 

under the Managed Disconnection process, it will not involve customer 
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nomination of a Customer Requested Date for disconnection. Nevertheless, 

AAPT considers there may be circumstances where AAPT will require some 

flexibility and control of disconnections undertaken by Telstra under the 

Managed Disconnection process. 

(a) For example, AAPT may require the ability to manage the disconnection 

of services at premises where critical services (such as critical medical 

services) are being provided.  

(b) In addition, AAPT may need flexibility where Telstra intends to 

undertake, for efficiency reasons, Managed Disconnections across a 

number of Rollout Regions at the same time (Rollout Region Group).
2
 

For example, an AAPT customer may have a primary site and 

redundancy site which is located at different regions within a chosen 

Rollout Region Group. From AAPT‟s perspective, it is crucial that it 

have the ability to manage disconnections to ensure that the primary site 

and redundancy site will not be disconnected at the same time, so that 

disruptions to its customer are minimised. 

(c) Telstra states the Managed Disconnection of ordinary services will occur 

based on categories of Premises that will be prioritised and disconnected 

simultaneously across all Rollout Regions that are subject to Managed 

Disconnection.  Such decisions will be made and implemented on an 

equivalent basis for Retail and Wholesale Copper Services within each 

category of Premises on the Final Disconnection Lists for those Rollout 

Regions. How Telstra ensure equivalence? AAPT considers that the only 

way to ensure equivalence in the prioritisation of the disconnection of 

Premises under the Managed Disconnection process is to incorporate a 

mechanism which allows some disconnections (e.g. critical services 

premises) to be appropriately managed by wholesale customers. 

                                                 
2
 Refer to 6.2, p. 11 of Required Measure 2. 
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11. AAPT notes that there is no clear process under which wholesale customers can 

object to a planned disconnection under the Managed Disconnection process in a 

timely manner, particularly where some flexibility is required in certain 

circumstances (such as those described above). As currently drafted, the 

Managed Disconnection process only allows for a customer at an Added 

Premises to object to the Disconnection Date for the Rollout Region in writing 

through Telstra‟s standard Retail or Wholesale customer service channels.  The 

Managed Disconnection process does not set out in sufficient detail how AAPT 

might notify Telstra that it objects to a Disconnection Date under the Managed 

Disconnection process. Without an effective method for making timely 

objections to, and resolving disputes about, the disconnections planned under the 

Managed Disconnection process, it is unlikely that the draft Required Measure 2 

will comply with sections 8 and 21 of the MPP.  

12. One way to allow wholesale customers to notify an objection in a timely manner 

would be to allow AAPT to flag a problematic disconnection date by proposing 

an alternative disconnection date in LOLO. Depending on the circumstances, 

this may be subject to the condition that the alternative date still falls within the 

applicable Disconnection Window. 

Required Measure 4 – Process to supply new special services in 

permanently disconnected premises 

13. AAPT notes that there are some detail lacking around the process for how 

Telstra will provide a new special service in in permanently disconnected 

premises (Required Measure 4). AAPT considers that the following issues 

should be addressed in the draft Required Measure 4 before the ACCC can 

properly assess whether it complies with the migration plan and MPP: 

(a) How will AAPT determine if it is able to order a special service at a 

particular premises? Will existing SQ tools be updated? Or can AAPT 

just assume it can raise the order via “business as usual” processes? 



  
 

  

  Page 7 

(b) According to Telstra, the draft Required Measure 4 builds on existing 

processes that are used in the supply of the relevant services with some 

modifications in relation to assessing orders. Will service levels for 

provision of the special service remain the same or will they be 

modified? If the latter, how will they change? 

(c) What is the timeframe for a Telstra personnel (director or higher) to 

approve supply of special service at permanently disconnected premises 

as contemplated in step 1.4, page 13 of the draft Required Measure 4? 

Questions regarding required measure 6 – NBN Information Security 

Plan 

1. Does the draft NBN ISP comply with the requirements of the migration plan 

principles and migration plan? If not, in what way does it not comply? 

In AAPT‟s view, the draft Required Measure 6 does not currently comply with 

the requirements of MPP and migration plan for the reasons set out in the 

responses to the ACCC questions about the NBN Information Security Plan 

below. 

2. Is the scope of the information captured by the draft NBN ISP consistent with 

the scope of the definition of NBN migration information provided under section 

29 of the Determination? 

It is AAPT‟s view that the draft NBN ISP inappropriately reduces the scope of 

the information captured by the measures which are intended to prevent Telstra 

from gaining a commercial advantage over wholesale customers (Protective 

Measures). The effect of Schedule 1 of the draft NBN ISP is to give Telstra 

further exclusions in addition to the exclusions already set out in clause 24.1 of 

the Migration Plan. The purpose Schedule 1 of the NBN ISP is to describe in a 

non-exhaustive manner what might be considered to be information requiring 

protection as contemplated and defined in section 29(1) of the MPP, not to set a 
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hard limit on what can fall within that definition.  While the scope of the 

information captured by the Protective Measures can be changed under clause 

5.3 of the NBN ISP, this is completely at Telstra‟s discretion. ACCC approval is 

only triggered once Telstra decides whether to reduce or expand the scope of 

information captured by the Protective Measures.   

AAPT considers that if Telstra receives information that could be considered to 

fall within the definition in section 29(1) of the MPP, then the Protective 

Measures ought to apply to that information by default. If Telstra wants to rely 

on additional exclusions, then these should be subject to ACCC approval. It is 

appropriate for the onus to be placed on Telstra since it has access to the 

information and will be in best position to determine whether or not it ought to 

be excluded from the Protective Measures.   

3. What competitive harm might a wholesale customer suffer should the NBN ISP 

not cover the information provided by NBN Co to Telstra under the Definitive 

Agreements for the purposes of:   

 –  backhaul arrangements   

 –  reservations of exchange space  

 –  dark fibre links  

 –  rack spaces  

 –  and other information provided by NBN Co for the purpose of ordering or 

forecasting demand for infrastructure to be used by NBN Co in supplying 

NBN fibre services? 

AAPT agrees with the ACCC that  the above categories of  information is of 

commercial value, and in the context of migration to the NBN, is likely to give 

Telstra unfair advantage (for example, by allowing it to undertake more targeted 

marketing of services).  

In addition, such information could give Telstra inappropriate insight into the 

number and type of wholesale customer services that have or have not churned 
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to the NBN. This could impact on backhaul arrangements that a wholesale 

customer might have with Telstra. For instance, it could provide Telstra with an 

unfair advantage when competing with other providers to supply backhaul 

services to wholesale customers. 

4. Does the overarching commitment in clause 5.1(d) of the draft NBN ISP provide 

sufficient reassurance that the objectives of the NBN ISP can be met? If not, 

what further clarification or commitment is needed to ensure that this is the 

case? 

No. The current drafting assumes that the objectives are met so long as the 

processes set out are followed. There may be circumstances where Telstra can 

still inappropriately gain a commercial advantage despite following all the 

processes set out in the NBN ISP. AAPT considers the overarching commitment 

should be express as a commitment to meet the objective set out in clause 

2(a)(ii) of the draft NBN ISP. 

As there is an inherent information asymmetry suffered by wholesale customers, 

it will be very difficult for  them to detect any deficiencies in the Protective 

Measure implemented by Telstra. Accordingly, there should be commitments in 

the NBN Co ISP that Telstra will monitor compliance and engage an 

independent auditor to regularly assess the efficacy of the Protective Measures. 

In addition to reporting any issues or instances of non-compliance to the ACCC, 

Telstra should be required to include in its reporting any information on how it 

addressed or proposes to address the non-compliance.  

5. Do the process and measures provided under clause 9 of the draft NBN ISP 

comply with the requirements of the migration plan and the migration plan 

principles? 

Clause 9.1 should be amended as follows: 

9.1 Use by and disclosure to authorised Personnel  
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(a) Telstra will not permit access to Telstra information systems 

containing NBN Co Migration Information, and use of NBN Co 

Migration Information, other than to: 

(i) Authorised Personnel; and 

(ii) on a ‘need to know’ basis,. 

by implementing and complying with the User Access Control 

Requirements in  respect of those systems that contain NBN Co 

Migration Information, as set out in Schedule 3. 

AAPT notes that the definition of Authorised Personnel is extremely wide. 

While access to the relevant information by Authorised Personnel is intended to 

be limited to on a „need to know‟ basis, there is insufficient level of detail as to 

what this means. At the very least, AAPT considers: 

 any Telstra Personnel that provides marketing services to both Telstra 

Retail Business and Wholesale Units should not have access to the NBN 

Co Migration information unless wholesale customers are also given 

equal access to the same information on an equivalent basis; and 

 it should be made explicitly clear that the protective measure under 

clause 6(e) of the draft NBN Co ISP, which prevents unfair use of NBN 

Co Migration information, prevails to prevent any other uses permitted 

on a need to know basis if such use is ultimately unfair. 

6. Having regard to the need for some flexibility to facilitate the NBN rollout, 

could clause 9.1(c) more clearly define when Telstra personnel may use NBN 

Co migration information? 

Refer to response to question 5. AAPT is not opposed to defining more clearly 

what are permitted uses, provided a permitted use becomes prohibited use if it 
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later becomes apparent that such use is unfair and would be in breach of 

sections 8 and 21 of the MPP (e.g. equivalence obligations). 

7. Is the exception for ‘Lead-in-Conduit Access Service’ information consistent 

with the requirements of the migration plan and migration plan principles?   

AAPT considers that it inappropriate for Personnel in a Telstra Retail Business 

Unit to have any access to NBN Co Migration information and believes clause 

10(f) of the NBN Co ISP should be deleted. If access is provided, then such 

access should also be provided to wholesale customers on an equivalent basis. 

8. Is the level of detail on the information handling arrangements for non-systems 

based NBN Co migration information consistent with the requirements of the 

migration plan principles and migration plan?   

No. Telstra should as a minimum warrant that it has robust information handling 

arrangements in place for non-systems based NBN Co migration information to 

ensure it can comply with the requirements of the migration plan principles and 

migration plan. 

9. Do the new processes developed to facilitate managed disconnection comply 

with the requirements of the migration plan and the migration plan principles? 

Refer to AAPT‟s submission above at paragraphs 8 – 12. 

10. Do the new process developed to facilitate the building of copper paths to 

supply special services and special service inputs comply with the requirements 

of the migration plan and the migration plan principles? 

Refer to AAPT‟s submission above at paragraph 13. 


