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Telstra's resubmitted draft required measure 6 

 

 

Telstra’s proposed variations to the migration plan  

 

Thank you for the opportunity to comment on Telstra's re-submitted draft required measure 6 

- the NBN Information Security Plan, dated April 2013 (NBN ISP) and the ACCC related 

discussion paper dated May 2013 (Discussion Paper). 

Introduction 

1. Although AAPT welcomes the new positive commitments contained in the resubmitted 

NBN ISP, AAPT does not consider that it goes far enough to ensure that the objectives 

set out Schedule 6 of the Migration Plan will be met. In particular, AAPT does not 

consider that the resubmitted NBN ISP will sufficiently prevent Telstra from using or 

disclosing NBN Co Migration Information to gain or exploit an unfair commercial 

advantage over Telstra’s Wholesale Customers. 

2. AAPT sets out its reasons for this view in its responses to the ACCC questions raised in 

the Discussion Paper. 

 AAPT response to ACCC Questions 

Q 1  Do the commitments restricting the use of confidential information in clause 11 of the 

resubmitted draft NBN ISP adequately address concerns that Telstra may gain an 

unfair competitive advantage in relation to the transit network information disclosed by 

NBN Co to Telstra under the Definitive Agreements? 

AAPT welcomes the commitment by Telstra to prohibit certain Telstra personnel from 

using confidential information disclosed under the Definitive Agreements (which is a 

wider set of information than the NBN Co Migration Information) for the purpose of 

cherry-picking which exchange buildings to interconnect to NBN POIs.  
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However, given the limited set of circumstances to which this commitment will apply, 

AAPT does not consider it is an appropriate “trade-off” for keeping Schedule 1 (which 

inappropriately excludes certain categories of information from the definition of NBN Co 

Migration Information). 

AAPT agrees with the ACCC that there should be one set of security measures for all 

NBN Co Migration Information. AAPT considers that it is more appropriate to use the 

definition of “NBN Co Migration Information” as is defined in the clause 24.1 of the 

Migration Plan. 

Q 2  Does the overarching commitment under clause 5(d) of the resubmitted draft NBN ISP 

appropriately and effectively protect NBN Co Protected Information not specified in 

Schedule 1 of the NBN ISP? 

As AAPT previously submitted: 

 The resubmitted NBN ISP inappropriately reduces the scope of the information 

captured by the measures which are intended to prevent Telstra from gaining a 

commercial advantage over wholesale customers (Protective Measures) by 

including further exclusions in addition to the exclusions already set out in clause 

24.1 of the Migration Plan.  

 While there is ability for the scope of the information captured by the Protective 

Measures to be expanded under the new clause 5.1(d) of the resubmitted NBN 

ISP, that expansion is reliant on Telstra’s identification, which in turn is reliant on 

Telstra’s interpretation, of which information should be subject to the Protective 

Measures. Given the potential conflict, such discretion should not be allowed. 

 The definition of NBN Co Migration Information should be left as broad as possible. 

If Telstra wants to rely on additional exclusions, then these should be subject to 

ACCC approval on a case by case basis. 

Q 3 Is the ‘need to know’ principle in the resubmitted draft NBN ISP consistent with 

paragraph 3.1 of Schedule 6 to the migration plan? 

AAPT considers that use of the term “need to know” as defined in clause 9.1(d) of the 

resubmitted NBN ISP is inappropriate. Reference should be made back to Schedule 6 

of the Migration Plan for what this term should actually mean.  
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For example, the inclusion of the qualifying word “strictly” in paragraph 3.1 of Schedule 

6 to the Migration Plan suggests that a higher level of restriction should be applied 

when using or disclosing NBN Co Migration Information than is currently specified in 

clause 9.1(d) of the resubmitted NBN ISP. 

Q 4 Will the physical security measures in the resubmitted draft NBN ISP be appropriate 

and effective in protecting against unauthorised access of NBN Co Migration 

Information? 

AAPT does not have any specific comments in relation to this question. 

Until the issues identified by AAPT above and in its previous submission dated 4 

December 2012 have been addressed, AAPT does not consider that resubmitted draft 

NBN ISP will comply with the Migration Plan Principles. 

 


