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List of acronyms and other terms

Added Premises has the meaning given in claus¢a)®Pthe
migration plan

Affected Premises has the meaning given in cla6s&d) of the
migration plan

ACCAN Australian Communications Consumer Action
Network

ACCC Australian Competition and Consumer Corsiois

August 2011 Discussion Paper ACCC’s Assessment of Telstra’s Structural

Separation Undertaking and draft Migration Plan
Discussion Paper, August 2011

Definitive Agreements Each of:
(a) the Implementation and Interpretation Deed
dated 23 June 2011 and made between Telstra and
NBN Co;
(b) the Subscriber Agreement dated 23 June 2011
and made between Telstra and NBN Co;
(c) the Infrastructure Services Agreement dated 23
June 2011 and made between Telstra and NBN Co;
(d) the Access Deed dated 23 June 2011 and made
between Telstra and NBN Co; and
(e) any other documents agreed by NBN Co and
Telstra to be Definitive Agreements

Direct Special Service Those carriage serviceswgn the ‘Access
Service' column of Table 1 and 2 in Schedule 4 of
the migration plan, including:
(a) any Product Bundles specified in Schedule 4 that ar
provided over the corresponding category of Access
Service; and

(b) any Product Bundles subsequently provided over
such Access Services

Disconnection date (a) In respect of a Rollout Regihe date specified
as the disconnection date for that Rollout Region i
the Disconnection Schedule

(b) In respect of all Copper Services in the Fibre
Footprint within a Rollout Region that are not
Special Services or Added Premises, the date
published by Telstra as the disconnection date for
that Rollout Region in the Disconnection Schedule;



Disconnection Schedule

Disconnection Protocols

(the) Determination

Final Decision Paper

HFC

In train order premises

ITA
LIC
LOLO
LSS

No-order disconnection premises

NBN
NBN Co

NBN Co Migration Information

NBN ISP

November Discussion Paper

(c) In respect of Added Premises, the date
determined as the disconnection date in accordance
with clause 15.2 of the migration plan;

(d) In respect of a Direct Special Service or Sgleci
Service Input, the disconnection date for the
applicable SS Class determined in accordance with
clause 21.1 of the migration plan; and

(e) In respect of a Contracted Special Service, the
date determined as the disconnection date under
clause 21.12 of the migration plan

The schedule of Disconne®mies referred to in
clause 7.1(a) of the migration plan as published by
Telstra from time to time

Schedut# the Subscriber Agreement;

Telecommunications (Migration Plan Principles)
Determination 2011

ACCC’s Assessment of Telstra’s Structural
Separation Undertaking and draft Migration Plan
Final Decision Paper, February 2012

Hybrid Fibre-Coaxial

Has the meaning givenansg 15.1(b) of the
Migration Plan

Independent Telecommunications Adjudicator
Lead-in-conduit

LinxOnline Ordering

Line Sharing Service

Has the mgagiven in clause 9(5) of the
Determination

National Broadband Network
NBN Co Limited

Has the meaning givarclause 24.1 of the
migration plan

NBN Information Security Plan

ACC®Required Measures Discussion Paper,
November 2012



NPAMS
NTT
PIM

PSTN
RES

Ready for Service Date

Special Services

Special Services Input

Subscriber Agreement

SSuU
STS
Telstra

TUSMA

TUSMA Agreement

ULLS
WBA
WLR

A Telstra network and service system
NBN Transition Tool (Telstra system)

NBN Co’s Public Information on Migration
campaign

Public Switched Telephone Network
Ready for service

(a) In relation to an Ihidalease Rollout Region or
Acquired Rollout Region, the date notified by NBN
Co as the Disconnection Commencement Date for
that Rollout Region; and
(b) In relation to any other Rollout Region, théada
advised by NBN Co in a notice published on its
website that Fibre Services will be able to comneenc
to be supplied in the Rollout Region

Direct Special Services and CotatlaSpecial
Services (clause 21.12 of the migration plan)

ULLS or LSS certified by &désale Customer as
being used to provide carriage services which are
Service Equivalent to Direct Special Services.

The Definitive Agreementobatied between
Telstra and NBN Co on 23 June 2011, entitled
‘Subscriber Agreement’

Structural Separation Undertaking
Standard Telephone Service
Telstra Corporation Limited

Telecommunications Universal Service Management
Agency

The Telecommunications Universal Service
Management Agency (TUSMA) Agreement
concluded on 23 June 2011 between Telstra and the
Commonwealth

Unconditioned Local Loop Service
Wholesale Broadband Agreement

Wholesale Line Rental
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1 Introduction

On 27 February 2012, the Australian Competition @odsumer Commission

(ACCC) accepted Telstra’s structural separatioreaiatting (SSU) and approved the
draft migration plan. The SSU came into force dvid@ch 2012 and the migration
plan on 7 March 2012. Further detail on the ACC&3sessment of Telstra’s SSU and
migration plan can be found in the ACCC’s Februz0¢2 Final Decision paper —
Assessment of Telstra’s Structural Separation Uakerg and draft Migration Plan,
and in its August 2011 discussion paper . Both agee available at
http://www.accc.gov.au/content/index.phtml/item@DB999

1.1 Migration plan required measures

Clause 5 of the migration plan provides that Talstiay develop certain
disconnection measures or processes after thetioigg@an commences and submit
them to the ACCC for approvallhese measures are referred to as ‘required
measures’ and comprise specific disconnection gesseneeded to facilitate
migration to the National Broadband Network (NBM@aa plan setting out how
Telstra will ensure that information sourced froBMCo under the Definitive
Agreements is secured from retail business unfierd are six required measures:

(1) Pull through processes, which Telstra hasdddggparately as:

a. process for obtaining consents and releases\itmolesale customers for
NBN Co to use pull through during the connectioogess

b. process for notifying wholesale customers thgitthrough exception events
have occurred.

(2) Process for managed disconnection of coppeices (which are not special
services) on the disconnection date.

(3) Process for managed disconnection of hybhicefcoaxial (HFC) services.

(4) Process for Telstra to build copper pathsaingses which had previously been
permanently disconnected, in order to supply speelaices and special service
inputs to that premises.

(5) Processes which will be used to manage antemmgnt disconnection of copper
services of each special service class.

(6) The NBN information security plan.

The migration plan sets out the process that Eelstrst follow when developing and
lodging draft required measures for ACCC approVhls process requires the

! Migration plan, clause 5.1(c).

2 Migration plan, sch. 7.



development of a high level road map and individuaitk plans for each measure.
These documents are available on the Telstra Walelegbsité.

1.2 Decision making framework for required
measures

The ACCC must approve a draft required measutegsfdatisfied that it complies
with the Telecommunications (Migration Plan Principles) Dreténation 2011(the
Determination)? Otherwise the ACCC must refuse to approve the degfiired
measure and direct Telstra to resubmit the drgftired measure amended to take
into account the concerns raised by the ACCC.

In deciding whether to direct Telstra to resubnulraft required measure, the ACCC
must have regard to:

(i) the costs to Telstra that would flow from the amehdraft required
measure;

(i) the effectiveness of the amended draft requiredsoreaand

(iii) the relative costs and benefits of amending thé dequired measurk.

The migration plan provides further detail as tattertain measures must include in
order to constitute the required measure.

The ACCC has 60 business days from the date otloégt to approve a required
measure, or otherwise direct Telstra to resubm#raanded draft. Telstra has 40
business days from receipt of such a directiors$oilbmit a draft required measure
that addresses the concerns raised by the ACCGeTgrecesses apply recursivély.
Once approved, a required measure forms part ahtheation plar?.

If, through operational experience or otherwiseapproved required measure is
found to not comply with the general principleghe Determination, then the ACCC
may issue a direction to Telstra to rectify theuiegd measure to ensure that it is
compliant?

1.2.1 The Determination

The objectives and scope of the migration plardafaed in the Determination
which includes three different types of migratidarpprinciples:

http:/ivww.telstrawholesale.com.au/nbn/migration-plan/mtem.

Available on the Department of Broadband, Comications and Digital Economy’s website at
www.dbcde.gov.au

Migration plan, clause 5.4(d).

Migration plan, clause 28.2(b).

Migration plan, clause 5.4(e).

Migration plan, clause 5.4(g).

Migration plan, clause 26(a).
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* General principles, which describe the overarclpingciples that must be
met by the migration plan. These include equivatesnad continuity of
service objectives.

»  Specific principles, which provide further spedifyoregarding how some of
the general principles are to be given effect enrttigration plan.

* Procedural principles, which set out the procedpravisions that must be
included in the migration plaf.

1.3 Consultation

On 22 November 2012, the ACCC released a discugsipar on Telstra’s draft
required measures 2, 3, 4 and 6. Submissions ctosdd December 2012.

The ACCC received nine submissions in relatiorheodiscussion paper, including a
supplementary submission from Telstra. These sigioms are published on the
ACCC'’s website.

The ACCC has had regard to all relevant submissiof@ming its views on whether
to approve the draft required measures.

1.3.1 Responses from end-users and consumer groups

The ACCC received three submissions from individerad-users and a submission
from the Australian Communications Consumer Actis@twork (ACCAN).

ACCAN'’s submission noted that while industry is tyglsiced to provide views on
specific processes, “consumers must be at theecefithe ACCC'’s considerations on
matters related to the migration of servicB&CCAN submits that in considering the
draft required measures, the ACCC should seeke@terarrangements that “optimise
the migration process for consumers. This wouldnmasaseamless a transition of
services as possible and minimised service dowe timconsumers:?

The ACCC agrees that it is important to ensure ¢hdtusers experience minimal
service disruption during the migration processe Dretermination requires the
migration plan to provide for the disconnectiorsefvices in a way that minimises
disruption to the supply of these services, toektent that it is in Telstra’s contrdl.
The Determination also requires the migration ptagive wholesale customers the
autonomy to minimise the disruption to their ené+ssservices, to the greatest extent
practicablée® For the purposes of giving wholesale customersrauhy, minimising

The Determination,subsection 6(1).

1 ACCAN submission, p. 1.

12 |pid, p.1.

The Determination, subsection 8(1)(b).
% Ibid, ss 8(1)(c).



service disruption and ensuring equivalence, thigration plan must require Telstra
to have in place reasonable business practicegeta disconnectiofs.

Submissions from end-users note the importancleeoNBN rollout in addressing
issues with existing infrastructure, including aax& high speed internet and
freedom to choose retail service providéi®ne submission also noted that the draft
required measures do not include any informatioermatusers’ ability to decide
whether to transfer their services to the NBN.

15 Ipid, ss. 8(2), 8(3).
16 Corey and Fiona Broadway-Bennett submission, Béee 2012 and Anthony Simpson submission,
December 2012.

' David King submission, December 2012.



2 Summary of the ACCC'’s decision

The ACCC is not satisfied that draft required meas@, 3, 4 and 6 comply with the
Determination and therefore has decided not toa@pthem.

The ACCC directs Telstra to resubmit, within 40ibhass days from the date of the
ACCC'’s direction, the draft required measures armadrtd take into account the
concerns outlined in this decision paper. Theseems are summarised in sections
2.1 — 2.4 below.

Chapters 3 to 6 of this decision paper detail tkECA’s reasoning on each required
measure. Each chapter sets out:

e The context for the required measure

* The relevant regulatory requirements under the iietation and the
migration plan

« The relevant clauses of the draft required measure

* Submissions from wholesale customers and NBN Cuiged to the ACCC in
response to its November discussion paper

« ACCC views on the draft required measure

* The ACCC'’s consideration of the factors under @a2®.2(b) of the migration
plan (summarised at section 1.2 above).

Attachment A contains illustrative examples of hbglstra may address the ACCC’s
concerns when amending the draft required measures.

2.1 Required measure 2

The draft required measure includes arrangementidadisconnection of no-order
disconnection premises that are inconsistent widngements set out in the
Definitive Agreements.

The draft required measure does not include sefitadetail to enable the ACCC to
be satisfied that wholesale customers will receiyeivalent notification of the final
disconnection list as Telstra’s retail businesssuwill receive.

The draft required measure does not commit Telstfacilitate wholesale customer
management of the migration of their end-userswag that minimises the period of
any service outage. This is because the draft redjmneasure does not include
sufficient commitments to notify wholesale customef premises that still have
active copper services in the lead up to the disection date for that rollout region.

The draft required measure does not provide seffiailetail to enable the ACCC to
be satisfied that the process for disconnectingh@es during the primary
disconnection window will be implemented in an eglent manner.



The draft required measure does not provide sefiicassurance that wholesale
services will not be placed on the final disconiwectist in error. This reflects that:

(a) at least some wholesale services will compriseiapservices or special
service inputs that have not reached their disocdioredate, and these
wholesale services should not be on the final diseotion list; and,

(b) the draft required measure does not provide a tha@solution process for
wholesale customers to object to the inclusionrefrpses in the final
disconnection list that have been included in error

2.2 Required measure 3

The draft required measure includes arrangementidadisconnection of no-order
disconnection premises that are inconsistent widngements set out in the
Definitive Agreements.

2.3 Required measure 4

The draft required measure does not include a comenit that a copper path that is
built at a premises which had previously been paantdy disconnected cannot be
used to supply any copper service, other thanxtbept special service and is
therefore inconsistent with the Definitive Agreertgen

The draft required measure does not include sefitadetail to enable the ACCC to
be satisfied that the timeframe for Telstra pergbtmapprove the supply of a special
service at a premise that had previously been pently disconnected will be
equivalent as between wholesale customers anddsls¢tail business units.

2.4 Required measure 6

The draft required measure does not adequatelgssidoncerns that Telstra may use
NBN Co Migration Information to obtain an unfairrmmercial advantage. This is
because:

* The scope of the information protected is not cgiesit with the definition of
NBN Co Migration Information in the migration plamd migration plan
principles.

» Telstra personnel, in particular retail staff, niaye the capacity to use and
disclose NBN Co Migration Information even thougley do not ‘need to
know’ NBN Co Migration Information, as defined inet migration plan.

e Telstra personnel may be able to use and discl@&¢ Glo Migration
Information that is not stored in relevant systemgered by the draft required
measure.

The draft required measure provides inappropriagehanisms for any future
amendment or variation to the required measure.



3 Process for Managed Disconnection of
Copper Services (required measure 2)

Telstra is obliged to disconnect all premises withifibre rollout region 18 months
after NBN Co announces a ready for service datéhitrregion (i.e. by the
disconnection datef.There are exceptions to this, such as for prentisgsacquire
special services. It is intended that most premigkbde disconnected pursuant to a
disconnection order placed with Telstra by eitheirtown retail customer or by a
wholesale customer on behalf of their end-useisti@lill use the business as usual
disconnection processes outlined in Schedule heofrtigration plan to disconnect
these premises by the date committed to at thethmeisconnection order is placed.

At the time Telstra lodged the migration plan wtile ACCC, it had not yet agreed
with NBN Co the process it would follow for the ‘meged disconnection’ of
premises for which disconnection orders had noh beeeived by the disconnection
date (no-order disconnection premisés)nder the migration plan, Telstra has 10
business days (the primary disconnection windoweér dhe disconnection date to
disconnect all no-order disconnection premiSéfowever, there are extended
timeframes for certain premises:

* ‘in-train order premises’ — premises for which NBN has received an order
for fibre services, but for which the supply of sleaservices will not
commence until after the disconnection date

» ‘added premises’ — premises that NBN Co has aduléuktfibre footprint
after the ready for service date, but 6 monthsreetfwe disconnection date

» ‘affected premises’ — premises to which Telstriegglly prohibited from
ceasing provision of service and disconnecting.

The purpose of required measure 2 is to set outaieprocesses by which Telstra
will give effect to its obligation to manage theadbdnnection of copper services at no-
order disconnection premises after the disconnectae?

Importance of service provider engagement with endsers

The ACCC recognises that certain end-user custqraech as those with priority
assistance or medical alert services, may be aglyaffected by managed
disconnection. However, the ACCC considers thesenpial adverse consequences

Migration plan, clause 7.2(a)(ii).

Migration plan, clause 14.1(a).

Migration plan, clause 14.1(b).

A Page 135-137 of Chapter 13 of the ACCE&&sessment of Telstra’s Structural Separation
Undertaking and draft Migration Plan — Discussioaper outlines aspects of the Disconnection
Protocols relevant to these arrangements in fudbail.

The Determination, s.9(4); Migration plan, cladge2.
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may be mitigated by service providers taking stepmnsure that these vulnerable
end-users are migrated to the NBN prior to theafisection date.

The ACCC considers that direct service provideragegnent with end-users will be
of utmost importance to ensure awareness of TEstreconnection obligations after
the disconnection date.

Direct service provider engagement will be completaed by a number of
communications that NBN Co will be making in retetito disconnection as part of
its public information on migration (PIM) campaign.

The Telecommunications Universal Service Managergenhcy (TUSMA) will also
provide assistance for Telstra to advise voice enly-users of the need to migrate to
the NBN. The ACCC is aware that similar arrangemaemay be concluded with other
service providerg The fact that these arrangements have been plade by the
Australian Government support the ACCC'’s positioat direct contact with end-
users from their service provider is a fundamestigb in ensuring that where
possible, end-users migrate services to the NBOI poithe disconnection date.

3.1 Regulatory requirements

Attachment A of the November discussion paper ifleatthe main requirements of
the migration plan and the sections of the Deteation relevant to the ACCC’s
decision on whether to approve Telstra’s draft iegumeasure 2.

Subsection 9(5) of the Determination provides thatprocesses for ‘no-order
disconnection premises’ must:

(a) specify which services will be disconnected anddiheumstances in which
they will be disconnected

(b) require Telstra to seek advice from NBN Co abouetiver NBN Co has
received an order for connection at the premises

(c) provide for the treatment of services suppliedratpses in respect of which
NBN Co has notified Telstra that an order for NBMwsces has been received
but connection has not been completed by the dmeation date (i.e. in-train
order premises)

(d) specify the period during which services will beatinnected after the
disconnection date

(e) require Telstra to notify affected wholesale customprior to disconnecting
the no-order disconnection premises.

Subsection 9(6) of the Determination specifies traraes within which no-order
disconnection premises must be disconnected afkedisconnection date.

2 hitp://www.tusma.gov.au/registers
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Subsection 9(6B) of the Determination requires thatmigration plan must specify
types of no-order disconnection premises and tiameés for their disconnection that
are consistent with the Definitive Agreements.

Schedule 3 of the migration plan provides a lishigh level steps that Telstra
considered would underpin the managed disconneptiocesses at the time the
migration plan was lodged. The ACCC approved tloesemitments as compliant
with the Determination.

Subsection 9(2) of the Determination requires thatmanaged disconnection
processes must be set out in sufficient detaihtdoke the ACCC to be satisfied that
the processes are in accordance with the genenaigdes in sections 8 and 21 of the
Determination.

Section 8 of the Determination requires that tleegsses must provide for the
disconnection of fixed-line carriage services way that:

« ensures the efficient and timely disconnection @fifra’s wholesale and retail
services

* minimises disruption to end-user services

» gives wholesale customers autonomy in relatioméatiiming of disconnection
of end-users

e provides for disconnection in an equivalent marbegween Telstra and its
wholesale customefs.

Subsection 8(3) of Determination requires that ffalsave in place reasonable
business practices and policies to facilitatehtodxtent that it is reasonably in
Telstra’s control to do so, the management by wsabkecustomers of the migration
of their end-users in a way that minimises thequkdf any service outage.

Section 21 of the Determination provides that thgration plan must provide for the
equivalent treatment of wholesale customers arail fmisiness units in the
implementation of processes for disconnecting ageriservices from a separating
network at premises in each fibre rollout region.

3.2 Relevant clauses of draft required measure 2

Clause 2 of the draft required measure providesvarview of Telstra’s
commitments at each stage of the managed discaoongrbcess which can be
briefly summarised as:

» At the disconnection date, Telstra will prepar®eemises address list’, which
sets out the premises in a rollout region that fetee copper services.

2 Explanatory Statement to the Determination, p.4.
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» Telstra will prepare a ‘Final Disconnection Lisy bemoving in-train order,
added or affected premises as well as those tbaitveespecial services from
the premises address list as these premises willendisconnected within the
‘primary disconnection window’ (the 10 businesssiéllowing the
disconnection date).

» At this point, Telstra will self generate ordergdisconnect the premises on
the final disconnection list. Telstra will notifyhelesale customers, via the
Telstra wholesale customer portal, of any wholesalgices supplied at
premises to be disconnected during the primaryodisection window.

* For up to 20 business days after the disconnedib® Telstra will maintain a
soft dial tone to those premises that had receavetdndard telephone service
(STS) or wholesale line rental (WLR) service.

* By 90 business days after the disconnection datisira will have
disconnected all premises that NBN Co had notifiel$tra were the subject
of an in train order for an NBN based fibre senfite

» All premises that NBN Co has notified Telstra héeen added to the rollout
region after the ready for service date, but 6 meptior to the disconnection
date, will be disconnected at the earlier of the @hany contractual notice
period or 18 months after the date on which Telstreotified”

» All premises that Telstra is legally prohibitedrfralisconnecting or ceasing
the supply of copper services to will be disconeeéd business days after the
relevant legal prohibition ceases to have effect.

Under clause 6 of draft required measure 2, Tetstramits to undertake a ‘single
integrated process’ for sequencing the managedmisction of retail and wholesale
carriage services. Telstra will meet this commithigngrouping services with similar
characteristics into the individual disconnectioategories’ as well as by considering
specific factors that may be conducive to compietiisconnection of a rollout region
within the primary disconnection window. These dastinclude previous experience,
the number and type of copper services in questi@ntasks involved in and time
typically taken to disconnect premises and the tiemeaining in the primary
disconnection window as well as “other relevantdes’. *® Where multiple rollout
regions share or have a similar disconnection dadstra will seek to align the order
in which premises are disconnected across rolkgibns.

Telstra commits to produce a daily error reportlarse disconnection orders not
completed due to a systems error and to resubpsetbrders into the quetfelelstra
also commits to cease billing on the date a seigicésconnected.

Draft required measure 2, cl. 7.2.
Draft required measure 2, cl. 7.3.
Draft required measure 2, cl. 7.4.
Draft required measure 2, cl. 6.1.
Draft required measure 2, cl. 6.3.
Draft required measure 2, cl. 6.4.
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3.3 Submissions received

The November discussion paper invited interestetiggao comment on whether
they consider that Telstra’s draft required mea2uemplies with the migration plan
and the Determination. AAPT and Optus provided Sabions.

Optus submits that draft required measure 2 icowtpliant with the equivalence
requirements of section 21 of the Determinatifo@ptus considers that this is because
Telstra is not required to provide “sufficient adea notification and detail to
wholesale customers on any services that are dwafeellation under this [managed
disconnection] proces$?To address this, Optus suggests that the draftrest
measure should be amended to require Telstra tadgravholesale customers with:

« An ‘initial disconnection report’ 10 business dajter the ready for service
date listing all ordinary copper services that fralprovides to the wholesale
customer in a rollout region.

* A ‘draft final disconnection report’ 10 businesg/gldefore the disconnection
date. Optus submits that this will enable it todan “equal opportunity to
arrange for the implementation of soft dial tonelitk. based standard
telephone services”.

* A ‘final disconnection report’ in the manner speaif under clauses 3 and 4 of
draft required measure 2, but within one businegsadter the disconnection
date®

AAPT submits, for the ACCC to be satisfied thatfdraquired measure 2 complies
with sections 8 and 21 of the Determination, it trastain further detail on how
Telstra will self-generate orders for disconnecim whether wholesale customers
will be able to identify whether cancellation igtresult of self-generated ordéts.

AAPT submits that it will require prior notice odeh self-generated order as such
disconnections are likely to trigger alarms in AA®metwork in a similar way to
service faults and that any prior notice aboutgetierated orders must be
sufficiently timely to ensure that disruptions tgpply are minimise&:

AAPT proposes that one method for providing thisagois to give wholesale
customers access to the NBN Transition Tool (NTatadase as this would “give
wholesale customers visibility of the copper segsithat remain active at
premises...and help ensure that Telstra complitrsitgiequivalence obligationg®”

Optus submission, December 2012, p.9.

%2 1pid, p.9.

% Ibid, p.9.

3 AAPT submission, December 2012, pp.3-4.
% Ipid, p.4.

% 1pid, p.4.
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AAPT submits that certain end-user customers, agdhose with primary and
redundancy sites as well as those with criticalic®dervices, may be adversely
affected by managed disconnectfé@n this basis, AAPT submits that draft required
measure 2 should afford wholesale customers wgfteater degree of control over the
timing of such disconnections, including the capait object to disconnection in a
timely manner. AAPT suggests that allowing a whalesustomer to propose an
alternative disconnection date in LOLO may satitfyconcerns in this regard.

3.4 ACCC views

As noted above at 2.1, the ACCC does not condidgrTielstra’s draft required
measure 2 complies with the regulatory requiremigngsnumber of respects.

The following sections detail the ACCC's concernd aesponds to wholesale
customer concerns with draft required measure 2.

34.1 Affected premises arrangements inconsistent w ith the
Definitive Agreements

Subsection 9(6B) of the Determination requires thatmigration plan specify types
of no-order disconnection premises and timefraraetheir disconnection that are
consistent with the Definitive Agreements.

Clause 5.1(b)(ii) of the migration plan requireattiielstra must ensure that the
required measures are consistent with and domdtdr restrict any obligation owed
by Telstra to NBN Co under a Definitive Agreement.

Clause 6.5 of the Disconnection Protocols —a Sdedduthe Subscriber Agreement,
a definitive agreement between Telstra and NBN Coewvides that Telstra may
continue to supply certain copper-based servides #ife disconnection date to
premises to which Telstra is prevented by law from:

e ceasing the provision of those services to a presrasd
« disconnecting the premis&s.

The premises to which Telstra is allowed to corgiptoviding copper based services
are referred to as ‘affected premises’. Telst@niy permitted to continue to provide
copper based services to affected premises uhtisthess days after Telstra is no
longer prevented by law from ceasing the provigibthose services and
disconnecting the premises.

Clauses 3(d) and 7.4 of draft required measurenfagoTelstra’s commitments
concerning the nature and timing of disconnectmraffected premises.

3" Ibid, p.5.
% Ipid, p.6.
39 The commitment is also reflected in clause 15.8{ahe migration plan.
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Clause 3(d) of draft required measure 2 providasdffected premises will be
removed from the premises address list (which tremomes the final disconnection
list) to the extent that Telstra is prevented hy feom ceasing the provision of copper
services to the premises or disconnecting the &sni

The wording in draft required measure 2 is incdesiswith the wording relating to
“Affected Premises” under clause 6.5 of the Dis@mtion Protocols. As a result, the
ACCC considers that the draft required measure doesomply with subsection
9(6B) of the Determination. The draft required nugags also inconsistent with
clause 15.3(a) of the migration plan.

To address this inconsistency, the ACCC consid®isdraft required measure 2
should be amended to ensure that the arrangenoentsahaged disconnection of
copper services at affected premises are consistdnarrangements for no-order
disconnection premises set out in the Disconne®matocols.

Consideration of the factors under clause 28.2(b)f ¢he migration plan

The ACCC considers that as Telstra has already c¢ttethiboth contractually and in
the migration plan, to disconnect this class ofipses, any additional costs to Telstra
that may be incurred as a result of amending ta& d¥quired measure are unlikely to
be significant.

3.4.2 Equivalent treatment of Telstra retail busine  ss units and
wholesale customers

Subsection 9(2) of the Determination requires thatmanaged disconnection
processes must be “set out in sufficient detadrtable the ACCC to be satisfied that
the processes are in accordance with the genenaigdes in sections 8 and 21 of the
Determination.*

Section 21 of the Determination provides that ‘ithigration plan must provide for
the equivalent treatment of wholesale customergatad business units in the
implementation of processes for disconnecting ageriservices from a separating
network at premises in each fibre rollout regiénh.”

In its submission, Optus stated that:

There is also a risk that Telstra Retail will haalier and more accurate access to Managed
Disconnection data than wholesale customers. eissential for service equivalence that all
wholesale customers of Telstra have an equalabiliaccurately identify each of the affected
services based on the current Telstra copper agldretstra Retail Business Unit[s] will have
ready access to this information in the lead ujopgprior to the Disconnection Dafte.

0 The Determination, s. 9(2).
*1 The Determination, s. 21.
42 Optus submission, December 2012, p.9.
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Notification of the final disconnection list

The ACCC considers that draft required measurefiges limited assurance that
equivalent notifications will be provided to Tebstetail business units and wholesale
customers. For example, in clause 4 of the draftired measure, Telstra includes a
commitment to notify wholesale customers “as sapracticable after the
Disconnection Date for each Rollout Region” of avhylesale services provided at
premises that are to be disconnected during tmegpyi disconnection window.

However, the draft required measure is silent oarwhelstra retail business units
will be notified of the premises that are on thefidisconnection list. It is therefore
unclear what position Telstra retail may be intfmrm Telstra retail customers of the
impending disconnection.

The ACCC considers that in order to comply with ¢lg@iivalence obligations in
subsection 9(2) of the Determination, Telstra stiantlude a commitment to provide
wholesale customers with the final disconnectishrio later than similar
notifications are provided to Telstra retail busse@nits.

The managed disconnection process

AAPT has also raised concerns about whether thed tddetail in the draft required
measure concerning the self-generated disconneatd®ar process is sufficient to
satisfy the requirements of subsection 9(2) ofdkeerminatiort?

Telstra summarises its proposed managed discoongqmibcess in clause 2.2 of draft
required measure 2. In particular, clause 2.2 aftdequired measure 2 states that:

[W]hen undertaking Managed Disconnections, Telsftlause substantially the same systems
and technical processes as when it undertakesdidivdisconnections under the ‘business as
usual’ disconnection arrangements.

The main difference will be that instead of discection being triggered by a cancellation
order received from a Wholesale Customer or R&adtomer, Telstra will itself trigger bulk
disconnection of Premises on the Final Disconnadtist during the Primary Disconnection
Window. This will be done by Telstra Operations Gyself-generating cancellation orders
for any Copper Services to be disconnected in dhese of Managed Disconnection during
the Primary Disconnection Windott.

With regards to equivalence, clause 6.1 states that

Consistent with the equivalence requirements ofPtlaa, there will be a single integrated
process to determine, implement and undertakeefpeencing of the disconnection of Retail
Copper Services and Wholesale Services suppliBdestises on the Final Disconnection
List... Retail and Wholesale Services suppliedratitses with similar characteristics will be
included in the same category...[a]ny change imerging of disconnection will be by

43 AAPT submission, December 2012, p.3
* Draft required measure 2, cl. 2.2.
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category of premises and apply on an equivalens bafRetail and Wholesale Copper
Services in that category of Premiées.

The ACCC is generally satisfied that the arrangemfar self generating
disconnection orders do not appear to allow Tetstidiscriminate between wholesale
and retail services in determining the premisdsetsubject to managed
disconnection.

However, the ACCC notes that clause 6.1(e) of deaftired measure 2 allows
Telstra to consider “other relevant factors” inetatining the sequencing of the
disconnection of categories of managed disconnegtiemises. The open-endedness
of this phrase may allow Telstra to consider whethservice is a wholesale service
or a retail service in deciding upon the categdrgremises to be disconnected. Given
this, the ACCC is not satisfied that the requirezhsure complies with subsection
9(2) of the Determination in that it lacks sufficiedetail to enable the ACCC to be
satisfied that the processes will be implementeghiequivalent manner.

The ACCC considers that Telstra can address timeera by amending the draft
required measure to clarify that Telstra cannoser whether a service is a retail or
a wholesale service as a factor in its decisiothersequencing of the disconnection
of categories of premises that are subject to nethdggconnection.

Consideration of the factors under clause 28.2(b)f ¢he migration plan

The ACCC considers that amending the draft requmedsure to include a
commitment to provide notifications to Telstra rebaisiness units and wholesale
customers at the same time is unlikely to resudtdditional costs to Telstra, as this
amendment relates only to the timing of notificaiprather than the content or form
of the notifications themselves. The ACCC considleas any costs in fact associated
with amending the draft required measure will ben@ighed by the benefit of such
amendments to competition and consumers.

3.4.3 Steps in the managed disconnection process pr  ior to the
disconnection date

Subsection 8(3) of the Determination requires Trestra’s policies and business
practices relating to disconnection from a sepagatietwork must provide for Telstra
to facilitate, to the extent that it is reasonahlyelstra’s control to do so, the
management by wholesale customers of the migrafitimeir customers in a way that
minimises:

(a) the period of any service outage; and
(b) the time taken to complete local number portabpitycesses and any
ancillary procedures.

* Draft required measure 2, cl.6.1.
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Optus and AAPT consider that draft required mea2usanadequate with respect to
the degree to which it allows wholesale customeradke decisions over the timing
of disconnection. They have suggested that Tdistsaa greater capacity to facilitate
wholesale customer management of the migratioheaf end-users in a way that
minimises the period of any service outage.

Notifications to be provided in the lead up to thelisconnection date

In its submission, Optus suggested that, in thé-lgato the disconnection date,
Telstra should be required to provide wholesaléorners with reports identifying
those premises in a rollout region that are ydtetaisconnected. Optus submits that
this will ensure that wholesale customers are tbfeake arrangements to assist their
own end-users at premises that may be subject hagea disconnectidf.

Telstra’s supporting submission states that:

In order to facilitate the reviews by Wholesale ©users of their remaining copper services
ahead of the Disconnection Date, Telstra will pdeva list to each Wholesale Customer, no less
than three months prior to the Disconnection Daft¢he Premises with Copper Services
remaining to be disconnected. This is consistettt thie notification that Telstra intends to give
to Retail customers at no less than three monibs forthe Disconnection Dafé.

The draft required measure does not contain swcimenitment.

The ACCC considers that in order to comply withsadtion 8(3) of the
Determination, Telstra should include a commitmemequired measure 2 to notify
wholesale customers of premises with copper sesvloee months prior to the
disconnection date.

While Optus’ proposes that Telstra should provited notifications to wholesale
customers prior to the disconnection date, the ACG&iders that three months is
sufficient notice to ensure that wholesale custenaee able to minimise the period of
any service outage and to undertake local numhalmbty processes and other
ancillary procedures.

Consideration of the factors under clause 28.2(b)f the migration plan

The ACCC considers amending draft required mea&tmenclude a three month
notification commitment could result in additiortalsts to Telstra. However, as
Telstra has already committed to provide thesdioations, any additional cost is
unlikely to be substantial. Further, the ACCC cdess that any additional cost would
be outweighed by the benefits that may flow fromager wholesale customer
awareness of those premises that may be subjewtaged disconnection, including
an improved capacity to make arrangements forri@oth migration of their end-
users.

46 Optus submission, December 2012, p.3.
4" Telstra supporting submission, October 2012, p.3.
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Wholesale customer access to Telstra’s NBN Transitn Tool (NTT)

Optus and AAPT both made specific suggestions aswoTelstra could remedy their
concerns in relation to the lack of notificatiomsyded to wholesale customers prior
to the disconnection datéIn particular, AAPT suggested that this objectivay be
better served by amending the required measuréote wholesale customers to
access Telstra’s NTT or to enable a wholesale mestdo object to specific
disconnectioné’

The ACCC took these suggestions into consideratiois assessment of draft
required measure 2.

However, the ACCC does not consider it would beayppate to provide wholesale
customers with access to Telstra’s NTT. Rathermihat the processes need to be
implemented by Telstra, the ACCC's view is thavwaihg Telstra to propose the
most appropriate measure to minimise the periahgfservice outage is preferable.

3.44 Dispute resolution

Subsection 33(1) of the Determination requiresntigration plan to provide for
adequate dispute resolution processes and meclsafusmotential migration plan
disputes between Telstra and its wholesale cuskomer

AAPT’s submission raised concerns that “there iglear process under which
wholesale customers can object to a planned diswtiom under the managed
disconnection process in a timely manner, partibulahere flexibility is required >
AAPT submits that one way to allow wholesale cusmsrio notify an objection in a
timely manner would be to allow them to proposeak@rnative disconnection date in
LOLO.*

Draft required measure 2 does not include a pracessable wholesale customers to
object to the disconnection of their end-users utite managed disconnection
process.

The dispute resolution process in the migratiom pléows wholesale customers to
refer any migration plan dispute to the Independa&icommunications Adjudicator
(ITA) process for resolutiorf.However, this process may take up to five weeks.
While the ITA will be a useful body to investigary systemic issues between
Telstra and wholesale customers, such as thedaiburemove special services from
the final disconnection list, it will not be satistory for disputes relating to the final
disconnection list provided to wholesale custométkin the disconnection window.

Optus submission, December 2012, p.10.
49 AAPT submission, December 2012, p.4.
0 AAPT submission, p.6.

* Ipid, p.6.

Migration plan, clause 31(a).
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The ACCC considers that in order to comply withsadtion 33(1) of the
Determination, required measure 2 should inclugeoaess where wholesale
customers are able to object to premises thatdbegider have been included in the
final disconnection list in error. The ACCC nothattany such facility must be
subject to strict timeframes in order that Telstreapacity to disconnect no-order
premises within the 10 business day ‘primary diseation window’ is not unduly
limited. As such the ACCC considers that wholesalstomers’ capacity to ‘object’
to a premises on the final disconnection list stiawdt inhibit Telstra’s capacity to
undertake managed disconnection in a timely aridi&fit manner?

Consideration of the factors under clause 28.2(b)f ¢he migration plan

While Telstra will need to resource a process suenwholesale customer concerns
are addressed, the cost will be within Telstraistiad as the ACCC is not directing
Telstra to implement a specific process. The ACGGsalers that any costs that
Telstra may incur from implementing a solution via#t outweighed by the benefit of
greater certainty as to the premises that willldgext to managed disconnection.

3.4.5 Need for wholesale customers to control thet  iming of certain
disconnections

In its submission, AAPT noted that it will requitexibility to control the timing of
disconnections under the managed disconnectioregsan certain circumstances, in
particular for vulnerable end-users or custometh wiultiple sites across different
rollout regions (with the same or close to the sdmeonnection date).

The ACCC shares AAPT’s concerns about the poténsalious consequences of
disconnecting vulnerable end-users, such as thbseae@ceive medical alert services,
where they do not yet have comparable fibre sesvitke ACCC has noted its
concerns in relation to service continuity for noadlialert and priority assistance
customers in its discussion paper on Telstra’s degfuired measure on pull through
processes’

As outlined above, the Australian Government hasrpplace communications
activities to be undertaken by NBN Co and TUSMAe3# activities will be
particularly important for priority assistance, rmead alert and voice only customers.

The ACCC understands that providing wholesale easte with flexibility as to the
time of disconnection for medical alert and pripassistance customers could be one
means to ameliorate these concerns. However, th@GA@ust balance these
concerns with the fact that services must be megr&d the NBN in a timely and
efficient manner.

%3 The Determination, section 8(1)(a).
 ACCC discussion paper — Telstra’s draft requirexhsure 1 (pull through related processes),
December 2012, pp.12-13.
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The ACCC considers that these matters may be réedrxy Telstra and wholesale
customers taking steps to ensure that end-usengwdrity assistance and medical
alert services are migrated to the NBN prior todlseonnection date.

It will be important for industry to engage on thevelopment of mechanisms to
address these issues. Each service provider vall tework with their end-users and
NBN Co to ensure the smooth migration of vulneradid-users. For example, the
ACCC understands that NBN Co is proposing to inglagrovision in its wholesale
broadband agreement which will require service lens to use ‘reasonable
endeavours’ to provide NBN Co with information ¢ texistence of any priority
assistance or medical alert services at a premaiséghalf of which they are lodging
a order for NBN services.
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4 Managed Disconnection of HFC Services
(required measure 3)

Subsection 10(4B) of the Determination requires ti@ migration plan specify types
of no-order disconnection premises and timefraraetheir disconnection that are
consistent with the Definitive Agreements.

Required measure 3 does not affect wholesale cessofNo wholesale customers
made a submission in relation to this required meas

4.1 ACCC views

41.1 Affected premises arrangements inconsistent w ith the
Definitive Agreements

As clauses 3(c) and 5.4 of draft required measw@n8erning arrangements for the
disconnection of no-order premises that receive H€&@ices are substantially similar
to clauses 3(d) and 7.4 of draft required measutiee2ACCC’s concerns in relation
to the affected premises exception outlined inl3adbove, apply equally to clauses
3(c) and 5.4 of draft required measure 3.

The ACCC considers that the draft required meagaes not comply with subsection
10(4B) of the Determination.

To address this concern, the ACCC considers tladt irquired measure 3 should be
amended to ensure that the arrangements for maniégphnection of HFC services
at affected premises are consistent with arrangerienno-order disconnection
premises set out in the Disconnection Protocols.

Consideration of the factors under clause 28.2(b)f ¢he migration plan

The ACCC considers that as Telstra has committeith, dontractually and in the
migration plan, to making its assessment in thig,\@ay additional costs to Telstra
that may be incurred as a result of amending ta& d¥quired measure are unlikely to
be significant.
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5 Building copper paths to supply special
services and special service inputs
(required measure 4)

End-users, or their retail service provider, wéhgrally submit an order to disconnect
any relevant copper service(s) at the time thegroatd NBN service or shortly after
the NBN service is provisioned. After a disconnactbrder is received, Telstra will
follow the process contained in Schedules 1 anttReomigration plan when
disconnecting the copper service(s).

After the service is disconnected, the relevanpeopath will be marked as 'V’ in
NPAMS, the system that Telstra uses to identifytiviea copper path is available
for provisioning a new or modified copper servithis V' status ensures that:
» the copper path cannot be associated in any Talgstam or database with
any DSLAM or carriage service
* provisioning of any copper service over the copggeeh is not possible
» the copper path cannot be available to Telstranédolke Telstra to (or permit
third parties to) deliver any communications tdrom the premises.

After a copper path is marked as ‘V’' in NPAMs, thannot be modified without the
authorisation of appropriate Telstra personnel s€rmmmitments are reflected in
clause 4 of the Disconnection Protocols.

There are some services—special services—thanatlhave an NBN-based
alternative at the time Telstra is obligated toseethe supply of copper-based services
in a rollout region. Telstra is obliged to rebutildpper paths to supply these special
services and any underlying Unconditioned Localp.&ervice (ULLS) input over
which they will be provisioned until NBN Co release disconnection date for that
special service typé’

At the time Telstra lodged its draft migration plaith the ACCC, it had not
established the process that it would follow whaitding copper paths to supply
special services and special service inputs. Degfiired measure 4 outlines the
processes that Telstra intends to follow when lngj@¢opper paths at premises which
had previously been permanently disconnected,derdo supply special services and
special service inputs to that premises.

» Migration plan, sch. 5, s.1(a)(i).

%6 Migration plan, p. 30 (Explanatory Note: Discontien of Direct Special Services). A list of the
special services is contained in Schedule 4 ofrtlggation plan and includes Integrated Digital
Services Network (ISDN) services.

57 Migration plan, cl. 21.2.
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5.1 Regulatory requirements

Attachment A of the November discussion paper ifleatthe main requirements of
the migration plan and the sections of the Deteation relevant to the ACCC’s
decision on whether to approve Telstra’s draft iegumeasure 4.

Subsection 9(2) of the Determination requires thatprocesses in the migration plan
must be set out in sufficient detail to enableAIECC to be satisfied that the
processes are in accordance with the general plascat sections 8 and section 21.

The general principle in section 8 of the Deterriorarequires the migration plan to
have processes that minimise disruption to thelgwgiprarriage services.

Section 21 of the Determination requires that thgramion plan must provide for the
equivalent treatment of wholesale customers arail t&isiness units in the
implementation of the processes for disconnectorgraunication services.

Subsection 15(2) of the Determination requires Wiare the migration plan
specifies circumstances in which Telstra can reatgifixed-line carriage services,
the migration plan must provide for the equivaleaatment of wholesale carriage
services to Telstra retail carriage services inri@ementation of any reactivation
processes over a separating network.

5.2 Relevant clauses of draft required measure 4

Part 3 of draft required measure 4 outlines thegss for building copper paths. In
particular, clause 3.1 states that required meakbrglds on existing processes with
the following modifications:

a) Each order for a direct special service or spesgalice input will be assessed
as part of the initial order acceptance procesketermine if it is an order
which falls under the scope of the required measure

b) Each relevant order will then be assessed to deterwhether it requires a
copper path to be rebuilt that has previously misconnected.

c) Telstra will undertake a modified provisioning pess to build the copper path
by varying the status of the copper path in NPAMS8, an the case of an order
for a special service input, to perform reconnecobjumpers.

Schedule 1 of draft required measure 4 outlines ffoocesses for building copper
paths. There are some differences between thegsesdor ordering and
provisioning different types of special servicestasy are ordered through different
Telstra systems.

Clause 3.2 of draft required measure 4 clarifies$ Trelstra will not supply LSS as a
special service input. This is because Telstraeaggnted from providing a PSTN
service by clause 17 of the migration plan. Cle&i2ealso outlines that if Telstra
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receives an order from a wholesale customer tolgW&5 as a special service input
it will reject the order and suggest that the whkale customer order the ULLS
instead. Telstra will provide wholesale LSS custmweth information regarding the
ordering process for special service inputs withme month of the ACCC accepting
draft required measure®3.

5.3 Submissions received

The November discussion paper invited interestetiggao comment on whether
they consider that Telstra’s draft required meadurtemplies with the migration plan
and the Determination. AAPT and Optus provided Sabions.

Optus submits that required measure 4 should iecdudear commitment to maintain
or build a copper path for the purposes of supplgmew direct special service or
special service input during the supply periodmslacable special service classes, as
reflected under clause 21.2(a) of the migratiom pla addition, Optus submits that
required measure 4 should include a commitmentaimtain and build these copper
paths in an equivalent manner between retail basioaits and wholesale
customers?

AAPT submits that a number of issues should beessed in draft required measure
4 before the ACCC can properly assess whethempties with the migration plan
and the Determination. In particular:

* How wholesale customers will determine if they aloée to order a special
service at a particular premise, including whethasting service qualification
tools should be updated.

* Whether existing service levels will continue.

« The timeframe for Telstra personnel to approvestifgply of a special service
at a permanently disconnected prenfise.

54 ACCC views

As noted above at 2.3, the ACCC does not condidrTielstra’s draft required
measure 4 complies with the regulatory requiremengsnumber of respects.

The following sections details the ACCC’s conceand responds to wholesale
customer concerns with draft required measure 4.

8 Draft required measure 4, p.9.
%9 Optus submission, December 2012, p.11.
0 AAPT submission, December 2012, p.6.
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54.1 Ensuring that the copper path rebuild must no  t be associated
with other (non-special) services

The Disconnection Protocols require Telstra to emghat from the date that a
premises is disconnected, that premises remainemtiected’ The Disconnection
Protocols also specify that a copper path will diydisconnected where it satisfies
specific criteria (outlined above). The ACCC comsglthat changing the ‘V’ status of
a copper path in NPAMs may open up a potential aweo supply services over the
copper path that are not special services.

Draft required measure 4 does not include a ckaéerment that the changed status in
NPAMs cannot be used to supply any copper sereiter than the exempt special
service(s).

The ACCC considers that without this certainty fdrequired measure 4 is
inconsistent with the Disconnection Protocols. Ashs draft required measure 4 does
not comply with clause 5.1(b)(ii) of the migratiptan and clause 9(9) of the
Determination, which require Telstra to ensure teqtiired measures are consistent
with any obligation owed by Telstra to NBN Co unddbefinitive Agreement. The
ACCC considers that Telstra should document, inired measure 4, that the V'’
status of a copper path will only be changed ireotd supply special services or
special service inputs.

Consideration of the factors under clause 28.2(b)f ¢he migration plan

The ACCC considers that amending the draft requmedsure to provide assurance
that a rebuilt copper path at a permanently diseotatd premise will only be used to
supply special services or special service inpuitswat result in any additional costs
to Telstra, as Telstra has already made a committoalo so pursuant to clauses 3

and 4 of the Disconnection Protocols.

5.4.2 Approving the supply of a special service at permanently
disconnected premises on an equivalent basis

As outlined above, section 21 of the Determinat@guires the migration plan to
provide for the equivalent treatment of wholesalstomers and retail business units.
Subsection 9(2) of the Determination requires Trestra’s processes must be set out
in sufficient detail to enable the ACCC to be dadsthat the processes are in
accordance with the general principles at sectoasd 21.

Subsection 15(2) of the Determination requires tinatmigration plan must provide
for the equivalent treatment of wholesale carrisg®ices to Telstra retail carriage
services in implementing any reactivation processes a separating network.

®1 Disconnection Protocols, clause 3.1(d).
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In its submission, Optus states that “a positiviegabion to maintain or build a copper
path for the purposes of supplying a new Directcgp&ervice or Special Service
Input...should be made and applied equally to Telstail and wholesale customers
alike.™?

Draft required measure 4 is silent on the time ithatll take Telstra personnel to
approve the supply of a special service at a peemtndisconnected premise for
both retail and wholesale end-users.

For this reason, the ACCC is not satisfied thatiregl measure 4 complies with
sections 15(2), 9 and 21 of the Determination. ABEC considers that further detail
on the approval timeframe should be included inrégeiired measure and a
commitment that Telstra will approve the supplypécial services at permanently
disconnected premises for Telstra retail and wiatdesustomers on an equivalent
basis.

Optus also submits that required measure 4 shepltate Telstra’s commitment in
clause 21.2(a) of the migration plan to use albosable endeavours to build a copper
path at the premises in order to enable the sugfilye ordered direct special service
or special service inp(t.

As the required measures form part of the migrapian once they are approvid,
the ACCC considers that it is unnecessary for Taelst replicate this commitment in
required measure 4.

Consideration of the factors under clause 28.2(b)f ¢he migration plan

The ACCC considers that the inclusion of additian&drmation on the applicable
timeframe for the approval of the supply of spesglvices and a commitment to
supply special services in an equivalent manner maswit in additional costs to
Telstra. However, the ACCC considers that thesescodl likely be outweighed by
the potential benefits of clearer provisioning tiraenes and a commitment to
ensuring equivalence.

5.4.3 Wholesale customers’ ability to determine if they are able to
order a special service at a particular premise

While Telstra has not set out a preferred proocase/fiolesale customers to order a
special service, it has indicated that orders @ambde through a number of
channels—online, facsimile, telephone, email oeotbrms of communication.

The ACCC expects Telstra to provide further detaile/holesale customers on the
most appropriate facsimile number, telephone nurabdremail address for ordering

62 Optus submission, December 2012, p. 11.
% |pid, p.11.
o4 Migration plan, cl. 5.4.(g).
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special services. However, the ACCC does not censitht Telstra needs to amend
draft required measure 4 to include this infornatio

544 Detail on existing service levels

The ACCC recognises that it is important for whalessustomers to have certainty in
relation to the service levels that Telstra willregquired to meet in provisioning and
activating special services. However, the migraptam only deals with the
connection and supply of services in limited cirst@mces and does not include any
requirements regarding service levels.

In addition, required measure 4 relates to thereisgrocesses regarding the
connection of copper paths in order to supply spesgrvices and special service
inputs.

While the migration plan does not deal with theuiegd service levels for special
services, the ACCC considers that service levdlscamtinue to be determined in
accordance with wholesale customers’ contracts Wallstra.
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6 NBN Information Security Plan (required
measure 6)

The Explanatory Statement to the Determinatiorestttat:

In order to meet its commitments under the migragian, from time to time Telstra may be
provided with information by NBN Co and by Telssatholesale customers in relation to the
supply of fibre services or the disconnection at/ees from premises in a fibre rollout
region. Section 29 requires the migration planetoosit effective measures so that Telstra
cannot use such information to gain an unfair consrabadvantage over its wholesale
customers.

When the ACCC accepted Telstra’s migration plannderstood that Telstra was not
yet in a position to specify the precise measurasit would use to protect NBN Co
Migration Information® As a result, Telstra chose to develop these measis a
required measur@.However, as the ACCC and Telstra considered Heat t
arrangements would likely be significant to thetpation and promotion of
competition over the NBN, Schedule 6 of Telstraignation plan includes a list of
principles that govern the development of this neggmeasure. The ACCC has
approved these principles as being compliant viiéhRQetermination.

In the draft NBN ISP, Telstra has committed to pcbtertain categories of
information provided to it by NBN Co that relate img to the connection and
disconnection of premises. The draft NBN ISP adaggstems-based approach to
protecting this information. The systems-based @ggr generally limits access and
use of the information to those ‘authorised perstirmho have a ‘need to know’ the
information. The draft NBN ISP also includes anravehing commitment to protect
information that is provided by NBN Co to a partaaugroup (the NBN Interface
Group) within Telstra as well as compliance andrépg commitments.

The ACCC’s November discussion paper invited irgEe parties to comment on the
following issues:

* Whether the scope of the information protected uttteedraft NBN ISP is
compliant with the regulatory requirements — intigafar the suitability of an
exclusion for non-premises related information.

* Whether the proposed processes and measures gayéraiuse and
disclosure of NBN Co Migration Information are effiee — with a focus on
an exception for retail business unit staff allogvthem to use information
concerning the status of the lead-in-conduit (LIC).

* Whether previous concerns of wholesale customaised during the
migration plan consultation process had been efiegtdealt with — focusing

% The scope of NBN Co Migration Information is defd in cl. 24.1 of the migration plan.
66 Migration plan, clause 24.3.
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on the suitability of arrangements for the physs=durity of NBN Co
migration information.

Submissions received

Herbert Geer (on behalf of iiNet Group), AAPT, Opfand NBN Co made
submissions on the NBN ISP issues raised in theedrer discussion paper. NBN
Co also provided a public submission identifyingvitbe NBN ISP could potentially
be varied. Telstra also made a supplementary sshonis

6.1 ACCC approach to assessment of the draft NBN
ISP

Under the Definitive Agreements, NBN Co will proeidelstra with information for
the purpose of commencement of supply of fibreisesvor the disconnection of
fixed-line carriage services during the NBN rollolihe principal objective of the
NBN ISP is to ensure that Telstra cannot obtainrgair commercial advantage from
this information®’ In order for the ACCC to approve the NBN ISP, iishbe satisfied
that measures and processes for the protectioBbf Glo Migration Information are
appropriate and effective to fulfil this objectiv&s noted in the November discussion
paper, while the migration plan provides importdetail as to what the NBN ISP
must include, the ACCC must ultimately be satistieat the NBN ISP complies with
section 29 of the Determination in order to apprioye

6.1.1 Telstra concerns regarding the ACCC’s approa  ch to assessment
of the draft NBN ISP

Telstra’s supplementary submission to the Noverdizmussion paper raised
concerns about the ACCC'’s approach to assessingBhelSP.

Telstra indicated that the ACCC is bound to conside draft NBN ISP solely against
the migration plan requirements stating that “ttegjidred Measure approval process
is not intended to provide a basis for ‘re-openipigvisions in the migration plan that
have already been approved by the ACCC as consisignthe MPPs® In the
ACCC's Final Decision paper, the ACCC acknowledtied the “principles
governing the development of Telstra’s informats&curity arrangements are
outlined in Schedule 6 of the draft PlafiFowever, by their nature, these principles
did not constitute an exhaustive implementatiothefrequirements of section 29 of
the Determinatior As Telstra notes, paragraph 1(b) of Scheduletéstaat “the

The Determination, section 29.

ACCC'’s November discussion paper.

Telstra supplementary submission, December 2022,
Final Decision paper, p.103.

Final Decision paper, p.105.
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NBN ISP will set out the processes and procedurée implemented by Telstra
which are based on, and give effect to, the priasiget out in this Schedule 6.

The ACCC considers that, to the degree that cedetiails of the NBN ISP are new,
or represent more granular elements than thosedae@wnder Schedule 6, the ACCC
will not be re-opening its decision to approve thigration plan, rather it will be
assessing whether the new aspects or the morelgraements comply with the
Determination. This approach is consistent withgbeer provided to the ACCC to
assess required measufes.

Telstra also raised a concern about the ACCC’sifite to consider issues raised by
wholesale customers during the migration plan clbaison process in assessing the
draft NBN ISP. The ACCC agrees that, to the degraethese concerns have been
effectively addressed in the draft NBN ISP or @altside of the scope of the NBN
ISP, there is no need to consider them further. él@r those issues do assist the
ACCC in assessing the draft NBN ISP to the dedratthey have not been
addressed. This position is consistent with the £&C=inal Decision to approve the
migration plan’*

6.1.2 ACCC assessment of the draft NBN ISP against  the regulatory
requirements

As noted above at 2.4, the ACCC does not condidgrTielstra’s draft required
measure 6 complies with the regulatory requiremigngsnumber of respects.

The following sections details the ACCC’s conceand responds to wholesale
customer concerns with draft required measure 6.

6.2 Scope of the information protected underthe NB N
ISP

Subsection 29(1) of the Determination and claus#& 8#the migration plan are the
main regulatory requirements relevant to definimg $cope of the information to be
protected under the NBN ISP. These are set outllioh pages 7 and 8 of the
November discussion paper.

Clause 5.1, 5.2 and Schedule 1 are the principahdtments in the draft NBN ISP
defining the scope of NBN Co Migration Informatitor the purposes of the required
measure. These are discussed at pages 9 to 14 Nbtrember discussion paper.

2 Telstra supplementary submission, December 205Jporiginal emphasis].
3 Migration plan, cl. 5.4(d)(i).
" Final Decision paper, p.105.
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The November discussion paper sought comment fnbenasted parties on:

* Whether the scope of the information protected uttteedraft NBN ISP is
consistent with section 29 of the Determination.

* What competitive harm might be occasioned by exahssto the scope of
NBN Co Migration Information in the draft NBN ISPir-particular the
exclusion, under paragraph 1(d)(iii) of Scheduleflinformation concerning
backhaul arrangements, reservations of exchange sgark fibre links, rack
spaces and other information provided for the psepaf forecasting NBN Co
infrastructure demand from the scope of NBN Co atign information.

* Whether Telstra’s proposed overarching commitmeneu clause 5(d) of the
draft NBN ISP provides sufficient reassurance thatobjectives of the NBN
ISP will be met?

6.2.1 Submissions received

Optus, AAPT, Herbert Geer and NBN Co all indicatteat they consider that the
scope of the information protected under the NBR iKSinconsistent with the scope
of information defined under section 29 of the Deti@ation’®

AAPT and NBN Co raised concerns with the categ@sell approach adopted by
Telstra. AAPT stated that “the purpose of schedub¢the NBN ISP is to describe in
a non-exhaustive manner what might be consideréeé toformation requiring
protection as contemplated and defined in subse2@gl1) of the migration plan
principles, not to set a hard limit on what canm féthin that definition.”” NBN Co
agreed, adding that the effect of Telstra’s apgdraado “restrict the operation of the
applicable provisions in the migration plan by limg their application to only those
categories of information in Schedule’}.”

All submissions indicated that the exclusions unpdgagraph 1(d)(iii) of Schedule 1
are too broad, and hence inappropriately exclufberration that should be protected
by subsection 29(1) of the Determination. Optugmtgthat once analysed in detail,
information concerning NBN Co backhaul arrangemants$ reservations of exchange
space etc may assist Telstra to identify an ar@aNBN Co is rolling out to ahead of
NBN Co issuing a definitive rollout plan or ready Eervice dat€ AAPT submits

that this information may provide Telstra with amfair commercial advantage in
relation to forecasting demand for backhaul ses/meer the NBN? AAPT and NBN

> ACCC November discussion paper, pp.9-11.

6 Optus submission, December 2012, p.6; AAPT sufionis December 2012, p.7; Herbert Geer
submission, December 2012, p.4; NBN Co submisfl@ecember 2012, p.2.

" AAPT submission, December 2012, pp.7-8.

8 NBN Co submission, December 2012, p. 2.

& Optus submission, December 2012, p.7.

8 AAPT submission, December 2012, p.8.
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Co noted that not all the exclusions in the drdBINNISP were referable to exclusions
provided for in clause 24.1 of the migration ptan.

All wholesale customers consider that the overaiglsommitment under draft clause
5(d) is not fit for purpose. NBN Co submits thas thay in which the overarching
commitment is drafted “leaves open the possibihgt Telstra could gain an unfair
commercial advantage from the use of informatiavigled by NBN Co under the
Definitive Agreements but still comply with the NBISP.”®? Optus submits that “the
overarching commitment does not ensure the obeswf the NBN ISP are met
because the ISP only restricts the Telstra reteiness unit and not other business
units.”®

6.2.2 Telstra’s supplementary submission

In its supplementary submission, Telstra souglatddfy its intentions with respect to
the approach it has taken to defining NBN Co Migirainformation under the draft
NBN ISP. In summary, Telstra submits that the “NEB¥ does not change the
definition or agreed scope of Telstra’s obligatidmst merely sets out how Telstra
intends to apply those commitments through itsesgstand policies®® The specific
points that Telstra makes in support of this positire that:

* The scope of NBN Co Migration Information is cordthto information that
might enable Telstra to identify premises that weemg connected or
disconnected. Telstra submits that the ACCC woeledrito point to a
‘material change’ in circumstances that has cattsednigration plan to no
longer comply with subsection 29(1) of the Deteraiion in order to extend
the scope of information beyond that directly retbto connection or
disconnection of premisés.

* NBN Co will be making a large amount of commergiaiseful information
available to all Access Seekers in the lead upeéanhnouncement of a ready
for service date for a rollout region. Any amendimequiring Telstra to
continue to protect NBN Co Migration Informatiorieafthat information is
published by NBN Co would be inconsistent with thigration plan.

* The high level of abstraction of NBN Co transit angthange information as
well as the fact that NBN Co will provide this imfoation to Telstra “several
years in advance of any RFS date for an indiviRalout region®® makes it
unsuitable for retail activities.

AAPT submission, December 2012, p.7; NBN Co suslsion, December 2012, p.2.
NBN Co submission, December 2012, pp. 2-3.

Optus submission, December 2012, p.7.

Telstra supplementary submission, December 20.62,

Telstra supplementary submission, December 20.62,

Telstra supplementary submission, December 2072,
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e The overarching commitment is not intended to do'tieavy lifting’ of
capturing all NBN Co Migration Information but rathto operate as a
“residual” protection to apply “even where thatarmhation has not yet been
identified and included as a category of NBN Co idtgpn Information.?

« Further restrictions on Telstra’s capacity to usaacess NBN Co Migration
Information would “likely impose substantial codelay and disruption®

6.2.3 ACCC views

The ACCC considers that, in order to provide assgdhat Telstra cannot use or
disclose NBN Co Migration Information to gain arfaincommercial advantage over
its wholesale customers, the NBN ISP must provftertve safeguards against
Telstra using or disclosing NBN Co Migration Infaxtion to further its own
downstream operations.

In this regard, the ACCC considers that all infotiorathat is captured by the
definition of NBN Co Migration Information in claga24.1 of the migration plan
should be secured in accordance with the termiseoNBN ISP. In particular, the
ACCC considers that all information exchanged blgffa and NBN Co under the
Definitive Agreements concerning NBN Co’s acces$dtstra infrastructure to install
the NBN fibre network is NBN Co Migration Informati, and hence the security of
that information must be addressed in Telstra’sratign plan via this required
measure.

This reflects that in order to commence the supplybre services, NBN Co will
need to access a variety of Telstra infrastrudtueder to build its fibre network
from the relevant NBN point of interconnection thgh to the end-user premise.
Hence, information relating to NBN Co’s accesshis tnfrastructure generally—and
not just, for example, lead-in conduits (LICs)ta premise—will relate to the
connection of the premises and the commencemeheaupply fibre services over
the NBN fibre network.

The ACCC considers this view is consistent withgbepe of the requirement as
reflected in the terms of the Determination andratign plan, and is reinforced by
the recent adoption of a ‘build drop model’ for thBN. Under this model it will
typically be the case that the activation of NBbldi services will follow some time
after and will not be coincidental with the instdilbn of any particular subset of NBN
infrastructure. Therefore, confining the scopehef information to be protected to
that which relates to “connection” and the “commeament of supply of fibre
services” would constitute and inappropriate namgvof the scope of NBN Co
Migration Information.

8 Ibid, p.8.
8 Ibid.
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Further, the ACCC considers that the full rang&iBN Co Migration Information is
of potential commercial value, and hence shoulgrbgcted. It is difficult to
exhaustively identify at this time all the wayswhich this information could be used
to obtain an unfair commercial advantage. Howedetails around NBN Co’s duct
access, backhaul arrangements and reservationsludrgge space within the fibre
footprint would allow Telstra an additional perspee from which to determine the
likely commencement date of NBN fibre services, podsible capacity constraints
that might arise over time, within particular areas

Hence, if not protected, this information wouldeliik provide Telstra with an unfair
commercial advantage over its wholesale customeiarecasting when the NBN
would become available in particular areas andratbpects of service supply over
the NBN.

When viewed against this standard, there are tioielecies in the draft NBN ISP.

Firstly, as noted by AAPT and NBN Co, the draft NEW expressly excludes
certain categories of information from the scop&BN Co Migration Informatiori?
These exclusions are additional to the exclusioogiged under clause 24.1 of the
migration plan. In this regard, the ACCC considbet the draft NBN ISP should be
amended to be consistent with the terms of cladsk & the migration plan.

Secondly, the draft NBN ISP only specifies detail@ehsures which are to apply to
those categories of NBN Co Migration Informatioattire listed in Schedule 1. This
is in circumstances where the ‘overarching commitirnender draft clause 5.1(d) of
the NBN ISP acknowledges the potential for addalarategories of information to
comprise NBN Co Migration Information.

In this regard, the ACCC considers that it is irappiate for the NBN ISP to include
two channels for protecting NBN Co Migration Infation. The ACCC considers
that the NBN ISP should operate consistently acatissategories of NBN Co
Migration Information. This would avoid the shonemg of the category based
approach by protecting any new ‘categories’ ofinfation simply on the basis that
the information can be characterised as informatiavided for the purpose of
disconnection or commencement of supply of fibrgises. The ACCC considers
that the existing categories of information undeine&iule 1 of the draft required
measure could be retained as descriptors of thestgpinformation that fall within
scope and still be consistent with paragraph 2jm{iSchedule 6 of the migration
plan.

Finally, in its supporting submission to the NBNPISTelstra has indicated that its
intention is to only use publicly available infortiman to further its retail activities on

8 AAPT submission, December 2012, p.7; NBN Co susinh, December 2012, p.2.
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the NBN The ACCC considers that this statement refle@gptimary objective of
the regulatory requirements, namely that Telstramoigain an unfair commercial
advantage from NBN Co Migration Information. Thelirsion of a specific
commitment to this effect in the NBN ISP would agkl many of the ACCC’s
concerns relating to Telstra’s category based ambrto defining NBN Co Migration
Information and could form the basis of an effegtowerarching commitment.

Consideration of the factors under clause 28.2(b)f ¢he migration plan

The ACCC notes that Telstra has stated in its supphtary submission that further
restrictions on Telstra’s capacity to use or actBBE Co Migration Information
would likely impose substantial cost, delay andupsion.

However, in terms of potential costs to Telstranafuding additional information
within the NBN ISP, the ACCC considers that thesgt€ would potentially comprise
the additional cost of identifying and dealing wath such information, as well as
possible additional operating expense in not haataess to the information for
downstream operational purposes.

In this case, the ACCC considers that the additioosts to Telstra will not be
excessive. It can be noted that the informatidn ise provided through a specific
operational interface that is discrete to other mamications between Telstra and
NBN Co, and this greatly simplifies the task ofntlfying relevant information.
Further, Telstra has stated that it does not intendilise this information in its own
downstream operations as a practical measure tomeenempliance.

6.3 Whether processes and measures for use and
disclosure of NBN Co Migration Information are
effective

Subsection 29(1) of the Determination and Paragrapmnd 3 of Schedule 6 of the
migration plan are the main regulatory requiremeelisvant to the nature and scope
of the processes and measures that Telstra mushitdoin the NBN ISP. Clauses 9
and 10 and Schedules 3 and 4 of the draft NBN I8Rh& principal commitments in
the draft NBN ISP concerning the processes and umesshat Telstra has made to
protect NBN Co Migration Information. These requaents and proposed
commitments are discussed on pages 12 and 13 dialxember discussion paper.

0 Telstra’s supporting submission, October 2012, p.
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The November discussion paper highlighted someifspeoncerns that the ACCC
has with the approach Telstra has taken in the N3N ISP to satisfy these
requirements. In particular, the November discusp@per sought comment on:

* Whether the scope of the ‘need to know principleder clause 9 of the draft
NBN ISP complies with the regulatory requirements particular whether
any further clarity as to the uses and disclosaf@BN Co Migration
Information may be needed to ensure that the regylaequirements are met.

« Whether the exception under clause 10(f) of thé& BN ISP that allows
retail business unit staff to access lead-in-canddC) access service
information is a justifiable exception to the geaaleestrictions on retail
business unit staff access under draft clause Hi(ine NBN ISP.

6.3.1 The ‘need to know’ principle under draft clau  se 9

Paragraph 3.1 of Schedule 6 of the migration pdguires that NBN Co Migration
Information must only be disclosed to, and madelavie for use or disclosure by
‘authorised personnel’ on a strictly ‘need to kndoasis. The ‘need to know’
principle is defined by reference to whether aipaldr Telstra personnel require the
information for the purpose of “performing an agnemt with NBN Co” and either
“facilitating connection of premises and commencenod supply” or “disconnecting
carriage services™.

As noted above, Telstra has adopted a systems bppeohch with draft clause 9.1(c)
outlining the need to know principle for the purp@$ defining those personnel who
may access systems that house NBN Co Migrationrrdton. Clause 9.1(c)
includes a number of qualifications that are n@tcHcally identified by the

migration plan. For example, Telstra Personnel aess NBN Co Migration
Information if it is “reasonably necessary in oré@rthose Personnel...to perform
their duties effectively®

Submissions received

NBN Co and Herbert Geer submit that the ‘need wKrprinciple in the draft NBN
ISP has a wider scope than under the migration’pldBN Co states that clause
9.1(c) of the draft NBN ISP should be amended todresistent with clause 3.1(b) of
Schedule 6 of the migration pl&h.

AAPT submits that Clause 9.1(a) of the draft NBF i$hould be amended to
incorporate the ‘use of’ Migration Information andt just ‘access to’ that
information. AAPT suggests that the informationtpobion measures should not be

o Migration plan, Sch. 6. para 3.1(b).
92 Draft required measure 6, cl. 9.1(c).
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pegged to compliance with the ‘User Access CorRexjuirements’ and that the
current definition of ‘Authorised Personnel’ und@ehedule 4 is too broddl.

Optus submits that the ‘need to know’ principle @ndause 9.1(c) of the draft NBN
ISP is compliant with the migration principles. Hewer, Optus considers that the
effectiveness of the information protection proessand measures is ultimately
undermined by Telstra’s organisational structure thie presence of staff who do not
work solely on NBN activities. Optus submits thae principal concern in this regard
will be Network Services Unit/Operations Personmkeb may be doing NBN related
activities that will directly or indirectly benefietail staff?*

To address this concern, Optus suggests that delstuld share information with
other service providers because it would be impralctor Telstra to fully separate its
workforce?’

Optus also submits that clause 9.1(c) should irchrdexhaustive list of the type of
duties under the specific terms of the Definitivgréements where access to
migration information is required. Further, Telsstaould report periodically to the
ACCC on who has been granted access to informatidrfor what reasofi.

Telstra’s supporting submission

Telstra submits that the use of the phrase “reddpmecessary in order for those
Personnel or groups to perform their duties efietyi’ does not weaken the
application of the ‘need to know’ principle as foem of words “closely reflects
language [used)] in defining” the principte.

Telstra also submits that it has sought “to idgntiith considerable precision the
groups and sub-groups within Telstra that accdesapt systems.” Telstra adds that
it would “not be reasonably practicable for Telstoalefine or record every reason for
which Telstra Operations employees access thosensyon any given day”

Telstra considers that its system based approastipigorted by “robust and objective
compliance measures” including, with certain exioes, an ‘absolute’ restriction on
retail business unit staff access to NBN Co Migmatinformation and staff training
on their requisite obligatior§'

NBN Co submission, December 2012, p.4; HerbegrGabmission, December 2012, pp.5-6.
NBN Co submission, December 2012, p. 4.

% AAPT submission, December 2012, pp.9-10.

Optus submission, December 2012, p.7.

Ibid, pp.4-5.

% Ibid, p.8.

Telstra supplementary submission, December 20.92,

100 Ibid, p.9.

191 |bid, pp.9-10.
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ACCC views

The ACCC considers that clause 9 of the draft NBR Hoes not implement the need
to know principle in a manner consistent with tegulatory requirements. The
introduction of qualifying phrases into the orididaafting under paragraph 3.1(b) of
Schedule 6 of the migration plan constitutes arcoeptable watering down of a
principle crucial to the effectiveness of a systdrased information security regime.
The inclusion of permitted uses under clauses Hil{o (iv) of the draft NBN ISP
also appears to water down the effect of this gulac

The ACCC considers that the ‘need to know’ prireijpl the draft NBN ISP must
reproduce the wording of paragraph 3.1(b) of Sclee@wf the migration plan. This
will ensure that the systems based approach tonraftion security will be
underpinned by a clear and certain requirementg@onnel or groups can only
access information systems that house NBN Co Mardhformation when they
have established a clear ‘need to know’ that infrom.

The ACCC acknowledges the concerns of Optus wipeet to the limitations of
pegging the permitted uses of NBN Co Migration fiation to artificial business
unit functions that may not represent the solesaskried out by those persontfél.
However, the ACCC does not consider that the swiitd this is to require Telstra to
share all NBN Co Migration Information with its wlesale customers. Rather the
ACCC considers that the preferable approach igh®information to be
appropriately quarantined within Telstra.

This is because information reasonably necessaygport downstream activities
will be contained in the discrete communicatioret BN Co will undertake on a
non-discriminatory basis directly to all its whadés customers, and it is unlikely that
all service providers would be in a position todigaand accurately interpret the
NBN Co Migration Information were those data torbleased more generally.

That said, the ACCC does consider that furtheitglahould be provided in relation
to the activities for which authorised personneyrimeed to know’ NBN Co
Migration Information. This may be achieved by iemplenting a proposal similar to
that suggested by Optus whereby all the activibesvhich each of the authorised
personnel listed in Schedule 4 of the draft NBN 84/ ‘need to know’ NBN Co
Migration Information are clearly defined. The AC@Gnsiders that this would be
best produced in a non-exhaustive but binding éashwith any future as yet
unidentified uses to be approved by the ACCC.

Consideration of the factors under clause 28.2(b)f the migration plan

The ACCC considers that as Telstra has committéis migration plan that NBN Co
migration information will only be disclosed to,cahe made available within

102 Optus submission, December 2012, pp.4-5

40



Telstra’s information and data systems for useisgldsure by, authorised personnel
and strictly on a need to know basis, any additionsts to Telstra that may be
incurred as a result of amending the draft requinedsures are unlikely to be
significant.

The ACCC also considers that the benefits to coitnpethat such an amendment
will promote, outweigh any costs to Telstra of aghag its information security
arrangements.

6.3.2 The effectiveness of the retail business unit restrictions

Paragraph 3.3 of Schedule 6 of the migration pdguires that the NBN ISP specify
that NBN Co Migration Information will not be madegailable to personnel in retail
business units except with the consent of NBN Cim @ccordance with any purpose
specified in the NBN ISP and approved by the ACTI& singling out of personnel
in Telstra’s retail business units in this way eetk the heightened propensity for
disclosure to those Personnel to result in comrakacivantage to Telstra.

Draft clause 10 of the NBN ISP contains Telstrasmmitment to ensure that
personnel of a retail business unit are not autlkdrto access NBN Co Migration
Information. Draft clause 10(f) includes two exgeps to this commitment for:

» Information concerning the handover of LICs (pra@ddinder the LIC Access
Service Module of the Infrastructure Services Agreat);* and

e Information in connection with the exercise by NBN of any right of first
refusal to act as a supplier of fibre servités.

The November discussion paper sought comment fnbeneisted parties specifically
in relation to whether allowing retail staff accés4.IC information (i.e. clause
10(f)(i) of the draft NBN ISP) is consistent withet Determination?®

Submissions received

Herbert Geer and AAPT submit that the exceptiorLt@ access service information
is inconsistent with the Determination on the gaaithat the equivalent information
will not be provided to wholesale customé¥fs.

Optus reiterated its general concern that the mébion security restrictions for Retail
business unit staff may be undermined by the natifelstra’s organisational
commitments provided under clause 8 of the $5. particular, Optus is concerned
about the potential for Telstra Operations pershnwigo are a group that is pre-

103
104
105
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Draft required measure 6, cl.10(f)(i).

Draft required measure 6, cl.10(f)(ii).

ACCC November discussion paper, p.13.

Herbert Geer submission, December 2012, p.8; Adltimission, December 2012, p.11.
Optus submission, December 2012, p.4.
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authorised to access categories of NBN Co Migrdtdormation, to use this
information to undertake tasks that may benefiit®usiness unit staff® Optus
suggested that this issue would be resolved byinagurelstra to share NBN Co
Migration Information with all Telstra wholesalestamers'®

Optus also noted that there are no clear enforceamehreporting requirements to
prevent the misuse of this information for the rapproved purposes listed in the
exception under clause 10(f) of the draft NBN ISP.

Telstra’s supporting submission

Telstra reiterated its original supporting subnuasstatement that information about
the handover status of a LIC is integral to quicl affective customer fault
rectification and will help improve the migratiorperience for customers. Telstra
submits that this exception is consistent withgbeeral principle in subsection 8(b)
of the Determination which requires that disconmmecshould, to the maximum
extent in Telstra’s control, minimise disruptionth@ supply of fixed-line carriage
services.

In the November discussion paper, the ACCC indit#tat retail business unit staff
access to LIC information is not justifiable on ttuser service grounds because the
end-user will be in a position to know whether themises is NBN connected or
not. In response, Telstra submits that there kedylito be “numerous cases where this
may not be possible. Not least because it assuméthie customer contacting Telstra
in relation to a fault is also aware of the aci@gtrecently undertaken by NBN CG

ACCC views

The main intention of the NBN ISP is to ensure trat NBN Co Migration
Information is not used or disclosed by Telstrgam or exploit an unfair advantage
over its wholesale customers. Therefore, the pt&tns on retail staff access and use
of NBN Co Migration Information should be absolutdess sufficient justification
can be made for an exception. This position iswaptunder paragraph 3.3 of
Schedule 6 of the migration plan.

The ACCC does not approve the exceptions undeselaQ(f)(i) that allow retail
business unit staff to access LIC information oMNBo Migration Information.

The ACCC does not consider that the operationalistomer service benefits that
Telstra asserts will flow from including this extiem will outweigh the potential
competitive detriment. The ACCC acknowledges thestra has included
behavioural commitments that restrict the usesrtatl staff can make of this

18 1pid, p.4.
199 1pid, p.4.
10 Telstra supplementary submission, December 2018,
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information. However, the ACCC considers that, galte speaking, behavioural
measures of this nature provide relatively weakstramts, given the dispersed nature
of the relevant workforce and difficulty in detetwispecific breaches of behavioural
rules. The effectiveness of behavioural measurkstiser limited by the potential for
conflict between the immediate business objectdfgeersonnel within retail business
units—to sell more retail services—and the comjoetiobjectives of the NBN ISP.

The ACCC also considers that any loss to custoere@ice or operational efficiency
that may result from the removal of this exceptol be minimised by the fact that
Telstra’s retail business units (and wholesaleausts) will receive reports of
service faults that are directly caused by thealtedton of the NBN lead in cable, the
specifics of which are being considered as paRaifuired Measure 1

Further, NBN Co will be undertaking a number ofadled communications with
residents in the lead up to and at the completfaheinstallation of the NBN
infrastructure at the premise pursuant to its mubfiormation campaign on migration
and in providing notices to residents pursuanh&Tfelecommunications Act, and
this is likely to substantially reduce the instasmoewhich end-users will not know
whether the NBN has been connected to their premise

Clause 10(f)(ii) of the draft NBN ISP provides thetail staff can access NBN
Migration Information that is given to Telstra inrmection with the exercise by NBN
Co of a right of first refusal. Telstra has not maait a sufficient justification for
retail staff to have access to this information.s@ish, the ACCC does not approve
the exception in clause 10(f)(ii) of the draft NBSP.

6.4 Other concerns with the draft NBN ISP

In accordance with its Final Decision to approwe tigration plan, the ACCC noted
that it would consider whether wholesale custonoeicerns raised during the
migration plan consultation process had been, whecessary for compliance with
section 29 of the Determination, adequately adékessthe draft NBN ISP. The only
issue that the ACCC considered warranted furtientan in this regard was the
security measures for the handling of non systemssdNBN Co Migration
Information.

Other matters considered under this part of thepiaglude whether the NBN ISP
should apply to wholly owned subsidiaries of Taelstnd what the process should be
for future variations to the NBN ISP.

11 “Migration plan required measures relating to plé through connection process”; ACCC

Discussion paper, December 2012, p.15.
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6.4.1 Effective physical security measures

To be effective, the NBN ISP must include processebmeasures that protect NBN
Co Migration Information in any form. The ACCC umgiends Telstra’s rationale for
taking a systems based approach to protection & 8B Migration Information.
However, Telstra’s proposed systems-based measeeesto be supported by robust
measures to ensure that physical or non-systenes INBN Co Migration

Information is effectively protected in accordamgéh the objectives of subsection
29(1) of the Determination.

Telstra’s draft clause 9.1(b) includes a commitntbat physical copies of NBN Co
Migration Information will only be provided to awthised personnel on a ‘need to
know’ basis. However the draft NBN ISP does notrgo specific detail on how
Telstra will ensure that this commitment would belised. The relevant
commitments are discussed at page 14 of the Novedidmission paper.

The November discussion paper invited interestetigsao comment on whether the
level of detail was sufficient to satisfy the regolry requirements.

Submissions received

Optus submits that Telstra commitments under cl@usg) are inadequate and that
more robust measures that identify how physicalesopf NBN Co Migration
Information will be kept or accessed are requiréd.

Herbert Geer and AAPT submit that there is a |dadketail as to how Telstra will
meet its clause 9.1(b) commitmenfts.

NBN Co submits that the NBN ISP “should provide ¢ornthat NBN Co Migration
Information that is not held within an IT systemlwiot (where able to be disclosed
other than through a system) be disclosed in a grahat is inconsistent with the
objectives of the ISP'*

Telstra’s supplementary submission

Telstra submits that NBN Co Migration Informatioflenly be exchanged in
physical form in exceptional circumstances and thatsecurity risks relating to this
information may be effectively dealt with throughafé training and internal policies.
Telstra adds that there are protections governitygipal security in clauses 9, 10 and
11 and that these measures are “appropriate asdn&ale, considering the low level
of associated risk:*®

112
113
114
115

Optus submission, December 2012, p.8.

Herbert Geer submission, December 2012, p.5; Adltimission, December 2012, p.11.
NBN Co submission, December 2012, p.3.

Telstra supplementary submission, December 2012, p
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ACCC views

The ACCC considers that NBN Co Migration Informatihould be protected in a
manner that ensures that Telstra cannot gain airwadmmercial advantage
regardless of the form that the physical form thatinformation takes. This is
consistent with the definition of NBN Co Migratidmformation set out in clause 24.1
of the migration plan.

The ACCC considers that the commitments relatingpégohysical security of NBN
Co Migration Information must be strengthened idenrfor the NBN ISP to be
compliant with section 29 of the Determination.

While the ACCC endorses the underlying principlédedied in clause 9.1(b) of the
NBN ISP, the draft NBN ISP does not specify howgbg and non-systems based
information will be protected in practice. Conseaflye the ACCC considers that
further detail is required on how Telstra will efferely protect non-systems based
NBN Co Migration Information.

Consideration of the factors under clause 28.2(b)f the migration plan

The ACCC considers that the potential costs totfieetsf strengthening the
commitments relating to the physical security ofNNBo Migration Information
could potentially comprise any additional costraplementing restrictions on
employees printing or otherwise copying NBN Co Migon Information from
Telstra’s systems.

The ACCC considers that any additional costs tetf@lare unlikely to be substantial,
particularly as Telstra has stated that NBN Co Istign Information will only be
exchanged in a physical format in exceptional e¢itstances. In addition, the ACCC
considers that any costs associated with amentdangraft required measure will be
outweighed by the competitive benefits of ensuring-systems based NBN Co
Migration Information is effectively protected.

6.4.2 Process for future variations to the NBN ISP

Section 577BF of th&elecommunications Act 198utlines a specific process for the
variation of the migration plan, including the coetiof public consultation on the
proposed amendments. As noted above, once apprineeNBN ISP will form part

of the migration plan.

Clause 3.3 of the draft NBN ISP states that anyraiment or variation of the NBN
ISP “does not constitute a request by Telstra feargation of the migration plan, as
contemplated by section 577BF of the Act.”
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Submissions received

NBN Co submits that clause 3.3 is not appropriatethat (any) “future variations of
the NBN ISP should be treated as a variation tortlygation plan under section
577BF of theCompetition and Consumer Safeguards (&) and that unless it is
deemed to be a minor variation, the ACCC would rteezbnsult on any future
variations to the (NBN) ISP-*

ACCC views

The ACCC notes that as the NBN ISP will form pdiTelstra’s migration plan the
statutory processes for variation that are spa@igdinder section 577BF of the
Telecommunications Act is applicable.

In the ACCC'’s view, the statutory processes forateon provide a useful
counterpoint in assessing Telstra’s proposed ‘changchanisms’ under clauses 5.3,
8.2, 9.3 and 11 of the draft NBN ISP.

Under the existing statutory processes, all vanetiwould require proper regulatory
scrutiny before they could come into effect andess the variation is minor in
nature, would generally be subject to comment kgrasted parties.

In comparison, most of the ‘change mechanismdiéndraft NBN ISP do not provide
the same degree of assurance that they will besuty appropriate regulatory
scrutiny or industry consultation.

For instance, under the change mechanism proposgduse 5.3 of the draft NBN
ISP, protections around a class of NBN Co Migratidormation could fall away
immediately from the date that Telstra gives notitthe change to the ACCC
(although these could potentially be reinstateer)at

In addition, under clause 5.3 and 9.3 of the d¥&N ISP, the ACCC has a limited
period in which to consider a notified change ahpbct to its implementation, being
20 business days and 15 business days respec#vebnstrained consideration
period can alter the incentive of a regulated fioncooperate and make it
impracticable for others to assist. Here, the tygfesriations that could be proposed
would potentially raise complex issues, and the 8G@uld likely require the

support and assistance of Telstra, and potenti#igr interested parties, to undertake
a proper assessment of them.

Many of the changes that could be brought intoc¢fi@der clauses 5.3 and 9.3 of the
draft NBN ISP could potentially have fundamentai®®quences for whether the
NBN ISP would remain appropriate and effective. €amuently, the ACCC does not

Y8 NBN Co submission, December 2012, p.4.
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consider that those change mechanisms could betadceithin a NBN ISP, and any
potential changes would be better dealt with unidestatutory processes.

The change mechanism contained in clause 11 isantatin as to whether the change
to the communications and training package cowd &dfect prior to receiving

ACCC consideration. In the ACCC'’s view, this changechanism should be deleted
— and any changes dealt with under the statutmggss — or revised to expressly
provide that the changes would not come into effieti such time as the ACCC has
agreed to the changes.

Consideration of the factors under clause 28.2(b)f ¢he migration plan

The ACCC considers that amending the NBN ISP torenthat future variations will
be dealt with under the statutory process, ornatlcome into effect until such time
as the ACCC has approved the variations, will estitt in any additional cost to
Telstra.

6.4.3 Application to subsidiaries of Telstra

The effectiveness of the information security ageanents may be undermined by
any gap in the protections for specific areas d$ff&s corporate structure.

The November discussion paper noted that the NiBIt ISP does not identify what
information security arrangements will apply tofséaengaged to work for
subsidiaries.

Submissions received

Herbert Geer also submits that the draft NBN ISRotscompliant with section 29 of
the Determination because it does not include anaibmment that the measures will
apply to Telstra’s wholly owned subsidiariés.

Telstra’s supplementary submission

Telstra did not comment on this issue in its sumgletary submission.

ACCC views

The ACCC considers that the staff of any subsidwdrVelstra must be subject to the
same or a comparable regime of information secastyelstra personnel to ensure
that the objectives of the NBN ISP can be realigedommitment to this effect
should be included in the required measure.

7 Herbert Geer's submission, December 2012, p.3
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Attachment A — lllustrative guidance to take into
account the ACCC concerns

Required measure 2

Draft required measure 2 could be amended to etisatr¢he arrangements for
managed disconnection of copper services at “Adfi:€remises” are consistent with
arrangements for no-order disconnection premisesusen the Subscriber
Agreement. In particular, draft required measushi@uld be amended to provide that
if Telstra is prevented by law from DisconnectinBramises, Telstra will only
continue to supply Copper Services to the Affe@egimises to the extent that Telstra
is prevented by law from:

(i) ceasing the provision of those services to that@t&d Premises; and
(i) Disconnecting the Affected Premises.

Draft required measure 2 could be amended to peosudficient detail for the ACCC
to be satisfied that commitments to notify wholesalstomers of the final
disconnection list are equivalent to notificatiahat Telstra will provide its retalil
business units.

Draft required measure 2 could be amended to iecdudommitment from Telstra to
notify wholesale customers of premises that stildactive copper services in the
period leading up to the disconnection date for tbdbout region.

Draft required measure 2 could be amended to gldr#t Telstra is not permitted to
consider whether a premise receives a wholesateroes service or a retail service
in any decision relating to the sequencing of tiseahnection of categories of
premises on the final disconnection list.

Draft required measure 2 could be amended to pecwidispute resolution process
for wholesale customers to object to the inclugibpremises in the final
disconnection list that the wholesale customer idens has been included in error.

Required measure 3

Draft required measure 3 could be amended to etisatr¢he arrangements for
managed disconnection of HFC services at “Affe@esmises” are consistent with
arrangements for no-order disconnection premisesusen the Subscriber
Agreement. In particular, draft required measushi@uld be amended to provide that
if Telstra is prevented by law from DisconnectinBramises, Telstra will only
continue to supply HFC Services to the Affectedhiises to the extent that Telstra is
prevented by law from:

(i) ceasing the provision of those services to thae&#d Premises; and
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(i) Disconnecting the Affected Premises.
Required measure 4

Draft required measure 4 could be amended to etisar¢he circumstances in which
Telstra will rebuild a copper path to supply spes&vices or a special service input
are consistent with the Definitive Agreements. émtigular, draft required measure 4
should be amended to provide a commitment thatraetennot rebuild a copper path
at a permanently disconnected premises to supplg@oper service, other than the
exempt special service.

Draft required measure 4 could be amended to peosudficient detail that for the
ACCC to be satisfied that the timeframe for Telgteasonnel to approve the supply
of a special service at a permanently disconnqutehise will be equivalent as
between wholesale customers and Telstra’s retaihbas units.

Required measure 6

Draft required measure 6 could be amended to etisard elstra is not able to obtain
a commercial advantage through the use or disdosulBN Co Migration
Information. In particular, draft required meas@rghould be amended to ensure that:

(i) The scope of the information protected under tlq@ired measure is
consistent with the definition of NBN Co Migratidmformation in clause
24.1 of the migration plan and in accordance withdbjectives of
subsection 29(1) of the Determination.

(i) The scope of the ‘need to know’ principle is cotesis with the wording
and objective of Schedule 6 of the migration plan.

(iMRetail business unit staff will not be pernaitt to use or disclose NBN Co
Migration Information, as contemplated under claB$eof schedule 6 to
the migration plan.

Draft required measure 6 could be amended to etisat@any NBN Co Migration
Information stored outside relevant systems isestttip the same information
security measures and processes as ‘systems INBBACo Migration Information.

Draft required measure 6 could be amended to gldrdt any future variations to the
categories of NBN Co Migration Information thatasbe protected or the user access
control requirements to apply to that informatioii ae subject to the variation
process under section 577BF of redlecommunications Act 1997

Draft required measure 6 could be amended to peawidt any proposed changes to
the staff communications and training provisionB mot take effect until they have
been approved by the ACCC.
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Attachment B - Required Measures and relevant
sections of the Determination and migration
plan clauses

Required Measure :
Process for Managed Disconnection of Copper Ses\{iwhich are not Special
Services) on the Disconnection Date

The Determination
Section 8 — Disconnection of carriag
services (General principle)

Section 9 — Disconnection of carriag
services using copper networks

Section 11 — Coordination of
connection and disconnection

Section 14 — Maintaining soft dial tor]

Section 18 — Timing of disconnectior]
orders

Section 19 — Control of disconnectio
timing and processes

Section 21 — Equivalence regarding
disconnecting Telstra retail business
units and wholesale customers
(General principle)

Section 23 — Use of adequate
processes (General principle)

Migration plan clauses
Clause 14 — Managed Disconnectio
commencing at the Disconnection
Date

Clause 15 — Types of Premises and
related Disconnection Windows

Clause 18 — Temporary Reconnecti
Clause 20 — Soft dial tone

Schedule 1 — Telstra existing standa
process for disconnection of Coppert
Services (other than Special Service

Schedule 3 — Principles for Manage
Disconnection immediately following
the Disconnection Date

ard

2S)

Required Measure 3:
Process for Managed Disconnection of HFC Services

The Determination
Section 10 — disconnection of carriag
services using hybrid fibre-coaxial
networks

je&

Migration plan requirements
Schedule 2 — Telstra existing standa
process for disconnection of HFC
Services

ard
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Required Measure 4:
Processes for Telstra to build Copper Paths atiBesmvhich had previously been
permanently disconnected, in order to supply Sp&aavices and Special Service
Inputs to that Premises.

The Determination
As above for Required Measure 2
except for Section 14

Section 13 — special services

Section 15 - reactivation of carriage
services

Migration plan requirements
Clause 14 — Managed Disconnectio
commencing at the Disconnection
Date

Clause 15 — Types of Premises and
related Disconnection Windows

Clause 16 - Disconnection of all
Premises to be completed by the
Designated Day

Clause 17 - No supply of new Copp
Services and HFC Services after a
Premises becomes NBN Serviceabl

Clause 18 — Temporary Reconnecti
Clause 21 — Special Services
Schedule 4 — Special Services

Required Measure 6:

The NBN Inform

ation Security Plan

The Determination
Section 8 — Disconnection of carria
services (General principle)

Section 29 — Protection of
information (General principle)

Migration plan requirements

ge Clause 24 — Information Security

Schedule 6 — Information security
principles for development of NBN
Co Migration Information security

measure
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